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Chapter 1

1 Introduction

1.1 Document Description
Copyright © SANGFORTechnologies Inc.All rights reserved.

No part of this document may be reproduced or transmitted in any form or by any means without prior
written consent of SANGFORTechnologies Inc.

SANGFOR, SINFOR and logo are the trademarks of SANGFOR Technologies Inc. All other trademarks
and trade names mentioned in this document are the property of their respective holders.

Every effort has been made in the preparation of this document to ensure accuracy of the contents, but
all statements, information, and recommendations in this document do not constitute a warranty of any
kind, express or implied.

The information in this document is subject to change without notice.

To obtain the latest version, contact the international service center of SANGFOR Technologies Inc.

1.2 Objective

This configuration guide document is mainly applicable to the following engineers.
e Network or application manager.
e  On-site technical support and maintenance personnel.

e Network administrator that responsible for network configuration and maintenance.

1.3 Abbreviations and conventions
In this article, the terminal server refers to the Windows Server server that publishes the application.
The VDCs in this document refer to SANGFOR VDC (Virtual Desktop Controller).

1.4 Using feedback

If you find any problems with this information during use, you can give us feedback through the
community portal: bbs.sangfor.com.cn

Thank you for your support and feedback, we will do better!

2 Application Scenario

1. For the C/S mode application system, the user terminal does not need to install the client
application, and after accessing the VDI, the service can be served.The application system on the
device side is used. Reduce the limitations of C/S application usage and improve ease of use.

2. Some B/S architecture applications need to be installed in the client browser to access the
plugin, but the plugin is not compatible with the phone or tablet, does not support installation,
etc., and can be used by remote application publishing.

3 Condition Description
1. VMP and VDC has been set up.

2. Windows Server for installing and publishing applications. This test guide uses win2016 as an
example.

3. Publish Remote Desktop. Skip step 5.1 to configure the terminal server and go directly to step
5.3 to publish the remote desktop.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 1
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4 Configuration

1. Configure the terminal server.
Release remote application.
Release remote desktop.
New users.
Role authorization.

Edit group strategy.

A o

Terminal access use.

5 Configuration method

5.1 Configuring Terminal Server

1. Install terminal service and authorization in win2016, follow the prompts to complete the
installation.

Server Manager * Dashboard -@ | P Monsge  Tools  View hep

'WELCOME TO SERVER MANAGER

8% Dashboard
L\\) i Local Server

- [ Add Roles and Features Wizard - [m] X

BE All Servers

B3 File and Storage Se . . DESTINATION SERVER
Select installation type Ho semers ve selectd.

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin : b -
machine, or on an offline virtual hard disk (VHD).

) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Deployment Type

(@} Remote Desktop Services i
Install required role services for Virtual Deskiop Infrastructure (VD) to create a virtual machine-based
or session-based deskiop deployment. e

[ \

2. Log in to VDC, and download the terminal server program SFRemoteAppServerlnstall.exe into
win2016.

Administrator Console »+ Remote Servers
» Status “Refresh | @ New - @ Delete [wjEdit | (A Select - | [ Add Multiple Programs [} Program White List | [fy Status | [z 4pp Server Options | | ¢ Download Remote App Agent [

» System O name « Address Port Description
2 bill 192.168.19.111 7170
[F¥b1 Options ] D&
4 Virtualization Flatfarm
uMP

Virtual Machines
Thin Clients
Application Containers

4 Signature Database

Application Signatures
Users

Resources

Roles

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 2
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3. Go to Server Management and and Remote App Server.

Administrator Console

F Status

Remote Servers

‘;Refresh [@New ']@Delete @Edit A select -

|:| Mame «

I DE»"

F System Storage Server ess

Rernote App Server 165.19.111

|v ¥DI Options

4 Virtualization Platform

r MMPp

» Mirtual Machines

w

Thin Clients

I> Server Management I

w

application Containers

4 Signature Database

» Application Signatures

¥ Users
* Resources

» Roles

B R S e e

Fill in the Remote App Server name, Windows Server IP address, username and password, and
click "Test Connection" to test the connection with the terminal server.

Connect to and verify remote app server successfully.

+» Edit Application Server

Basic Attributes

Server Name: siv *
] Description:

Server Address: 192, *

Server Port: 7170 *

Adrnin Account: administrator

Password: sesssene

| Test Connectivity | *

Max Concurrent Sessions:| 0 (0 means no limit}

Status: ® Enabled . Disabled

Remote Application Programs

mSeler.‘t from Server &) Add Manually @ Delete @Edit A select =

[ application Prograrm - Path valid?
1 O e Google Chrome C:\Program Files {x86)\Google\Chrome\Application’c... “Yes

) 2 [0 & Internet Explorer C:\Program Files\internet exploreriexplore.exe Yes
3 [ «f Paint CivwindowshSystem32\mspaint.exe Yes
|4 4 | Page 1of1 » || @ show 25 entries/page 1-30f 3

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 3
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Choose preset application from [Select from Server] if the application is not in the list,
select [Add Manually] and provide the path. Lastly click [Save].

| ESElEE‘t from Server &3 Add Manually |@ Delete @Edit A select ~

1 Application Program = Path Valid?
1 [ € Google Chrome C:%Program Files {x86)Google\Chrometapplication’c. fes
2 [] (2 Internet Explorer C:WProgram Fileshinternet exploreriexplore.exe Tes
3 [ «f Paint CWindows\Systemn 3Z\mspaint.exe Yes
i Pagel 1of1 b bl | o Show 25 entries/page 1-3of 3
| save ||| Cancel |

5.2 Publishing remote application
New remote application.

Administrator Console Resources

b Status MGiNew | @ Delete [ZEdit | B Se

I Remote Application IE

P System

Iv ¥DI Dptions I E| Rermote Desktop

i i i Shared Desktop
4 Yirtualization Flatform

YMP Virtual Desktop

Wirtual Machines Resource Group

Thin Clients
Server Management

application Containers

b

Signature Database

Application Signatures

Users

I Resources I

Roles
Authentication

4 Policy Sets V
Policy Sets +

Fermissions & Restrictions

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com



Remote Application & Remote Desktop Configuration Guide Version 5.4.0

Take the publish of Chrome browser as an example.The program selected must be a preset or program
added when the resource server is created The Command Line Argument refers to what is opened by
default after opening this program, such as www.sangfor.com filled in here, after opening Chrome in
remote application mode it will automatically opens www.sangfor.com.Check the resource server that
publishes the current resource.

Basic Attributes

Marme: Chrome *
Description:
Area: All/Default area/ » @
Added To: Default group »
Icon: . -

¥ Enable resource
Program; Google Chrome
Waorking Directary: (1]
Command Line Argument: https://www.sangfor.comy ]

¥ Maximize window after program is launched

Single instance is allowed (for an application running on remote server, not allow user to run a:

App Server SS0 License

Select a rermote application server to deliver this resource.

[ server Name Occupied IP Address Status
O =H 192 S Online
= - 192 208 online
{ 4 | Page 10ofl @ Show 25 entries/page 1-2 of 2
Save and Add Save | Cancel |

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 5
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5.3 Publishing remote desktop

Add new remote desktop.

Administrator Console Resources

» Status | iew = @ Delete [Edit | (A
b System Remote Application [=
I. ¥DI Options I I3 I Remote Desktop I

- . Shared Desktop
4 Virtualization Platform

Y UMP Wirtual Desktop

» Wirtual Machines Resource Group

» Thin Clients
¥ Server Managerment
» Application Containers

4 Signature Database

» Application Signatures

¥ Users

¥ Resources

» Roles

» Authentication

— - A

Configure resource name, address, and port.

Basic Attributes

Narne: RDesktop -
Descriptior:

aAdded To:| Default group »
Area: All/Default area/ » @
Address: 19z 208 *
Port: 3389 *

Icon: l ﬂ -
—

#! Enable resource

Save and Add | Save | | Cancel |

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com
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5.4 Creating new user

The VDC performs access control by user authentication. If an end user needs to access the access
resource, he/she needs to add the user first and specify the authentication mode.

Administrator Console

» Status [ new = @ Delete [ Edit A Se
b System I User P E
|~ ¥p1 Options | = Group

[FOefault Group
4 Virtualization Platform

WMP
Wirtual Machines

Thin Clients

PR IEIEY

Server Management
Application Containers

4 Signature Database

Application Signatures

Users

Resources

Enter the user Name, Password and be sure to Save it.

Basic Attributes

r e
I MName:| * I g Certificate/USE Key: Mone

Description:

| Generate Certificate | | Impaort Certificate | | Create USB Key |

Password: Expiry Date: ® Rsver 9

Specified

Retype

Password: Status:® Epabled Disabled
Mabile i
Mumber:

Added To: |/ i
Area: | All/Default areas £ @

¥ Inherit parent group's attributes
¥ Inherit authentication settings

#| Inherit policy set

Authentication Settings

Primary Authentication Secondary authentication

Require:

Policy Set

Paolicy Set:

>

Assigned Roles

Roles: app ** ) Create and Associate

| =ave || Cancel |

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com
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5.5 Associated roles

The VDC restricts the desktop resources that users can access through role authorization. A user can
associate multiple roles. A resource can also belong to multiple roles at the same time.

Administrator Console Role Management

b Status |J‘ MNew '|@De|ete @Edit 7 sele
b System I &dd Mew Role I D
~ ¥DI Dptions By using template
4 Virtualization Platform O 8
WMP 06
Wirtual Machines O d
Thin Clients O o
Server Management I:l d
El
Application Containgers [l g
4 Signature Database El d
Application Signatures | &
Users
Resaurces
Authentication
4 Policy Sets 1

A resource that a user can access is a collection of resources included in the associated role.

Basic Attributes

MName: e
Description:
area: All/Default area/ » @
Assigned To: [ Select User |
Security Palicy: | Select Raole-level Policy |

I#| Enable Role

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com
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Associated Resources

o] Select Resource

Name Tvpe Description

2 windows 192.168.19.202 Terminal Service

€ chrome REMOTEAPP

0 | | Page 1ofi1l b | @Y Show| 25 entries/page 1-2 of 2
|| Save and Add || | save | | Cancesl |

5.6 Editing group policy

The VDC manages user access control over resources through policy groups.

Administrator Console

b Status | New | @ Delete [o]Edit (7 5e
b System I Mew Policy Set I

O«

4 Virtualization Platform

» MMP
» Mirtual Machines

» Thin Clients

s M M
elclcfo

* Server Management

>

application Containers

b

Signature Database

» Application Signatures

¥ Users

» Resources

» Roles

» Authentication

4 Policy Sets i

» Paolicy Sets

» Permissions & Restrictions

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com
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Basic Attributes

Mame: * I
Description:
Area: | Bll/Default areas @

Policy Options

Account Options H Virtual Desktop Options ” Rermote App & Shared Desktop

Logon to Remote Server

User Account: Create Windows account as per WDI account |

Type: ® User privilege " admin privilege

Deletion: I On removing user from local device, remove account and related data from remot

allow Use of Local Devices/Resources in Remote Session

Each user associates the default policy group by default, or you can associate a new policy group with
the user for flexible management.

Basic Attributes

Marne: * Certificate/USE Key: None
Description: | Generate Certificate | | Imp
Password: | +seesees Expiry Date: ® Never Specified
Retype a
Feparmar o9 Status: @ Enabled Disabled
Mobile
Number:
Added To: |/ &
area: All/Default area/ » (1] Policy Sets
] Ediit
Inherit parent group's sttributes D
#| Inherit authentication settings flame
7 .
Inherit policy set et paliey o
[l
Authentication Settings El
Primary Authentication Secondary & O
[
[l
[l
»
Require:
Policy Set
i f 4 4 | Page| 1|of1| b Kl
Palicy Set: Default policy set L d p Create and A

Assigned Roles

Roles: siva * () Create and Associate

| =Save | | Cancel |

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com
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5.7 Test Login

In order to better see the effect, this test takes the mobile terminal as an example. On the mobile terminal
of Android or iOS, the mobile access resource can be access by installing the EasyConnect application.

First Enter the URL for login, then enter username and password, and you will see the resource created.

¢ ) 0 €

win....202 Chrome

To enter the Remote Desktop, click on its icon, then enter Windows username and password to continue.

L —

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 1
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After testing, select "Chrome browser". The Chrome browser should automatically opens
www.sangfor.com as configured in the parameter earlier.

& Enterprise Cloud & Network Sec. X 4+ = o x

C @ sangfor.com G %

Innovations S
Private Clow

SANGFOR Enterprise Cloud - aCloud

A Rapid Way to Establish Business - Driven Cloud Data Center

© Need Help?
° Click here and start
chatting with us!

6 Precautions

1.

After modifying configurations, be sure to click Apply at the top right of the screen.

.1y Configurations have been changed but not applied. Click "apply" button to apply the changes.

Apply

Windows Server system needs to be activated, otherwise the remote application resources may
not work properly.

VDC and Windows Server use TCP 7170, TCP 7171, TCP 7172 port for communication, The
device that passes through the Windows firewall and the intermediate network must allows the
port to communicate.

If the Windows Server terminal server is added to the AD domain, the terminal server user
name needs to fill in the domain suffix. Eg: administrator@sangfor.com

Print Spooler and Secondary Logon services need to start on Windows Server, otherwise the
terminal server program SFRemoteAppServerInstall.exe installation will fail.

It is recommended to ensure that the network between the VPN device and the terminal server
has no NAT environment during deployment. Otherwise, the remote application will be
abnormal.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com
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