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Preface

About This Manual

Chapter 1 Installing & Initializing SANGFOR HCI Software

Chapter 2 Initial Login to Sangfor HCI Console

Chapter 3 Case Study

¢

This manual is for SANGFOR HCI 5.2 official version. There are some differences in configurations

for different versions. For details, refer to the corresponding chapter.

Document Conventions

This manual uses the following typographical conventions for special terms and instructions:

Convention Meaning Example
Page/tab name example:
Page title, Navigate to Nodes > Storage to enter the Storage
parameter, configuration page.
button, Parameter example:
boldface
key press, IP Address: Specifies the IP address that you want
Ly to reserve for certain computer.
other highlighted
keyword or item Button example:
Click the OK button to save the settings.
7 .
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Key press example:

Press Log In to enter the administrator console of

the Sangfor HCI platform.
Highlighted keyword/item example:

The username and password are Admin by default.

italics Directory, URL Enter the following address in the IE address bar:
http://10.254.254.254:1000
> Multilevel menu and | Navigate to Storage > iSCSI Virtual Disks to create iSCSI
submenu virtual disk.
“n Prompt The browser may pop up prompt to ask you to confirm

the current operation.

Symbol Conventions

This manual also adopts the following symbols to indicate the parts which need special attention

to be paid during the operation:

Convention

Meaning Description

Indicates actions that could cause setting error, loss of data

Caution
or damage to the device
& Warning Indicates actions that could cause injury to human body
¢ Note Indicates helpful suggestion or supplementary information

=
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Technical Support

For technical support, please contact us through the following:

® E-mail: tech.support@sangfor.com
® Tel: +60127117129 (7511)

® \Website: www.sangfor.com

Acknowledgments

Thanks for using our product and user manual. If you have any suggestions on our products, please

provide us feedback by phone or e-mail. Your suggestion will be much appreciated.
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Chapter 1 Installing & Initializing Sangfor HCI Software

Hyper-Converged Infrastructure (HCI) is an infrastructure that integrates resources, such as
compute, networking and storage, etc. It is often defined according to requirements of business
system and can help to build data center and deploy business system more easily. It combines
compute, networking and storage capabilities onto industry-standard x86 servers by using
virtualization technologies. All the resources are aggregated into a resource pool on node basis

that is easy to scale out.

Sangfor HCI software is installed on a physical server, and used to virtualize servers and resources
of physical server (CPU/memory/storage, etc.), and to provide guest operating systems with
complete hardware system functions and independent operating environment, which are called

virtual machines.

This section introduces the installation of Sangfor HCI software and requirements for hardware.

After the software is installed properly, you also need to configure it, and do debugging.

1.1. Hardware Requirements

Before installation, a number of physical servers are needed. Performance of virtual machines is
determined by that of server’s CPU, memory, and storage. The better performance of a physical

server installed Sanfor HCI software, the better user experience of using virtual machine.
Additionally, there are some requirements for a server where you want to install HCI software:

= The server’s CPU must support Intel Virtualization Technology (VT). For some servers, it is

required to enable VT-x in BIOS.
= Memory of the server must be greater than 16GB.

= Free disk space of the server must be greater than or equal to 60GB. To run virtual machines,
data disk is also required. You can use external iSCSI or FC storage, or build virtual storage by

configuring SSD and HDD.

= The server must have at least 4 NICs.

10 > SANGFOR
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1.2. Installing HCI Software

Install ISO file of the brand new Sanfor HCI operating system on a third-party server.

1.2.1. Writing Image File to USB Drive

Required software: UltralSO

Steps: Insert a USB drive into PC, and then follow the steps below:

A

UltralSO should be the latest version; Write format of the USB drive should be USB-HDD or USB-
HDD+, choose Verify to check whether the image file is written correctly; USB drive capacity should

be greater than the size of ISO file.

1. Launch UltralSO.
2. Select File > Open and load ISO file of Sangfor HCI software from local disk.

File #fcotions EBootable Tools Options Help

|
lg iy r % “F ‘ * i @ [ HTotal Size:| 934ME|[ 208 of 4 T5E - 354IME free |
> M |
B0DEen 4 *Ld M g 2] J ey |"Ir |
@ Open COFIVD. .. ame I Size I Type I I Date/Time I LE.
isk 12 Felder 2013-11-28 14:30 34
bl Save Cirlts |4 4453 BB Folder 2016-03-09 11:35 3T
W Save Az . bug 34,996 KB Folder 2016-03-09 11:36 39
Simulated Sawe. .. T 248 FB  Folder 2016-03-09 11:35 35
stall 620,420 KB Folder 2016-03-09 11:37 40
Creain Diedms. .. stall. amd 299,407 KB Folder 2016-03-09 11:37 41
Verify Checksums. .. olinus 952 KB Folder o016-03-09 11:36 42
Open Froject File. .. Cirl+alt+0
Sawe Froject File As. .. Ctrl+alt+S
Import IML. ..
Compile INL to ISO... | |
Iﬂ Bramerifes, . . & ar| QA_ 1% @ JPath: ||:Z WUsers\Administrator\DocumentsiMy IS0 Files |
) ame I Size I Type I I Date/Time I
EB‘ Exit

Fr Tocument=
l Dezktop

B-ghg CIDVD Drive (F:)

11 SANGFOR
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3. Select Bootable > Write Disk Image and choose the USB drive into which you want to write

the image file. Then, click on Write button and keep others settings unchanged. You can

remove the USB drive after the image file is written to the USB drive.

File Actions

Bootable

Tools Optionz Help

Image:

() 48¥-4.5.03
0D L disk
) boot
) debug
-{{5) EFI

) install
hj install)

\5, Make Floppy Image. . .
Write Floppy Image. ..

@ Make Dick Image. ..
Wy .
Extract Boot Sector from Floppy/HDD drive. ..
Extract Boot File from CD/IVD. ..

£} Load Boot File ..
Save Boot File. ..

Clear Foot Information

ITGenerate Bootinfotable
€ ) Make Multi-Foot CO/DIVD

0% of 4.TGE - 3541ME free

* Hl'otal Size:| 934ME||

i

I Sizel Type I I Date/Time I LE.
12 Folder 2013-11-28 14:30 34

4458 FE Folder Z016-03-09 11:35 3T
34,996 KB Folder 2016-03-09 11:36 39
246 B Folder 2016-03-09 11:35 35
620,429 KB Folder 2016-03-09 11:37 40
299,407 BB Folder 2016-03-09 11:37 41
252 KB Folder Z016-03-09 11:36 4z

Al | ©
Local: ? T [ 1:_ 3:} @ JPath:|CZ\Users\)\dministrator\]]ocuments\lﬂy IS0 Files |
[* Computer Filename I Sizel Type I I Date/Time I
il 17 My IS0 Files
f[ Documents
= Desktop
LE (D)
L} KRMSVOL_CH_DVD (D)
s (E:)
=8 CO/DVD Driwe(F:)
File Actions Beotable Tools Options Help
. . = g
A e |
|
Messagze Save I |
Time [ Event B | [ DatesTime [LE
2 10:55:49 (E:, 15 GE)KingstorDataTraveler 2 OFMAF SO013-11-25 14.50 34
4 to:EREE Freparing data ... o16-03-09 11:35 37
4 10:s8:56 Write Method: USE-HOD+ SO1R-03-09 11-36 -
4 to:EREE CFHAS: 1808/255,/63 S0l6-03-09 11.95 a5
L+ 10:56:56 Boot Sector: Syslinmx wi :
o : - 2016-03-09 11:37 40
4 to:ER:EE Freparing media ... :
FF 10:58:56 Wumber of blocks in IS0 image is 1942416 Z016-03-09 11237 - 4l
4 10:58:56 Start Writing ... 2016-03-03 11:36 42
-
ol | |
Disk Drive: | (E:, 15 GBElKingstonDatalraveler 2. OFMAP |w| [T/ Verify
[— O

Local:

M Computer

Image File: |o:\UsersihdministratorilesktoptaSid. 5. 03_EN_E1 (Z0160309). i=

frite Method:

IUSB—H]JD+ s I

IS0 Files

| Date/Time |

P My IS

B Deskt

P
7| Docun Hide Boot Fartition:

INone - I

¥press Boot |

Done: 1.61% Elapsed:  D0:00:06 Remsin:  D0:06:05
[ ]
Spesd:  2.GINB/s
Fornat | Wit Abort Close

4. Enable Virtualization Technology in BIOS, as shown below (Note: BIOS settings vary from

computer to computer).

12
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]illkl'.l(‘l Set up

» Uirtualization

1.2.2. Installation of Sangfor HCl Manager

Insert the USB drive into a server, and set the USB drive as the first boot device priority in BIOS
settings. Reboot the computer and system enters the following page. Select Install HCI (server

virtualization) Manager, and then press ENTER to enter installation page.

13 S SANGFOR
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Sangfor Uirtualization Solution

Cl(server virt ion) Manager
NigratephisicalisServerto U NEth P2U

Press Enter to boot or Tab to edit option

SANGEOR HCITINSTALEERSBUUTS MENU

SANGFOR B
SANGEORFHCINImSraNEeraERig  fGade
SANGEUR| HEIS Installernport Hode
< Back

Press ENTER to boot or TAB to edit option

1. Select SANGFOR HCl Installer to begin installation.

A

Server’s processor should be 64-bit Intel architecture. If it is AMD architecture, system will inform

14 @ SANGFOR
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you that installation of Sangfor HCI manager is not supported by the current processor.

2. Select a disk where you want to install Sangfor HCI software and then select OK. If there is

only one disk, you can select OK directly.

A

Capacity of the selected disk must be greater than 60GB. If it is greater than 2TB, it is better to use

UEFI mode for installation.

Helcome to Sangfor HCI

Sangfor HCI
Select the disk where you want to install:

{Cancel>

3. After the disk is selected, you will be prompted to format the disk. Enter format to confirm
formatting disk, and select OK to continue installation. After you select OK, the Disk Speed

Tester page will appear. To test disk speed, select Yes. To skip this step, select No.

15 SANGFOR
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Helcome to Sangfor HCI

Harning

Device start with Legacy BIOS mode, and hard disk size
is 200GB. Sangfor HCI software will be installed in HMBR
partition table.

Warning: all data on this disk will be erased
Please input “"format” to continue.

lfornat_

<Cancel >

4. Afterinstalling the Sangfor HCI software, you will be prompted to select an Ethernet interface

and configure IP address for that interface.

Helcome to Sangfor HCI

Network Configuration
Please choose an Ethernet interface:

ethO

ethl cable plugged
eth2 cable plugged
eth3 cable plugged

{<Refresh>

A

If you skip the step of configuring Ethernet interface, ethO interface will be chosen and assigned
with the IP address 10.250.0.7, and gateway will be set to 255.255.255.0 by default. If there are
more than one servers having Sangfor HCI software installed but their NICs are not configured, a

same default IP address will be assigned to those NICs, resulting in IP address conflict.

16 > SANGFOR
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Helcome to Sangfor HCI

Network Configuration for ethi
Network Interface ethD:

IP Address: 172.28.122 .22
Netmask: 255.255.255.0
Gateway: 172.28.122.254 _

5. Select an Ethernet interface and set IP address, netmask and gateway address, then click OK.

A

Default gateway can only be set for one NIC. IP addresses configured for the selected interface

and gateway should be on a same network segment, otherwise error may occur.

6. After the selected interface is configured, you will be asked whether to continue to configure
another interface. Select Yes to return to network configuration page, or select No to finish

the installation

7. After the installation completes, remove the USB drive and then select Reboot to restart the

server.
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Helcome to Sangfor HCI

Installation Completed

Congratulations?! Sangfor HCI software has been
successfully installed.
Please remove the disk before reboot.

Reboot>

Administrator can log into Web admin console of Sangfor HCI platform by entering https://IP
address into browser address bar (that IP address is the IP address of the Ethernet interface

selected on the network configuration page).

A

Web admin console of Sangfor HCI platform can only be accessed through the following browsers:

Chrome, Firefox, IE11, IE10.

1.2.3. Initializing Sangfor aServer

Sangfor aServer has been pre-installed with Sangfor HCI operating system and configured with a
management interface (ethO, default IP address: 10.250.0.7/24). To access Web admin console of
Sangfor HCl platform on a PC, first configure the PC with an IP address on a same network segment
with that management interface and connect it to the ethO interface on the aServer. Then open

your browser and enter https://10.250.0.7/ into address bar to log in to Sangfor HCI platform

console.

Default username and password are admin. Administrator will be prompted to change default
password upon first login. If the default password has not been changed for one month,

administrator will be forced to change it.

Upon first login, administrator will be prompted to modify default IP address of management
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interface, as shown below. If there are multiple aServer appliances deployed in network, default IP
address of management interface on each aServer needs to be modified, and addresses of

management interfaces must be on a same network segment.

Welcome to Sangfor HCI X

!

\/ Please change default IP address first.
Interface: eth0

IP Address:  10.250.0.7

Netmask: 255.255.255.0

Gateway: 10.250.01

1.3. Initializing Sangfor HCI Platform

When you log into Web admin console of Sangfor HCI platform for the first time, a wizard will pop
up to guide you through initialization of Sangfor HCI platform. To initialize Sangfor HCI platform,

follow instructions in the wizard.

1.3.1. Configuring Cluster

On Sangfor HCI platform, a cluster is created by adding multiple nodes in order to manage

resources centrally. To create a cluster, you need to add hosts into that cluster.

1.3.1.1. Licensing

Go to Licensing page in System, as shown below:

19
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Home Compute Networking Storage Nodes

» c
sg SANGFOR HCI 52
%ﬁ

Sangfor HCI Control Panel

General

Licensing Date and Time Sub Administrators

To input license key, click Edit License Key.

'System > Licensing

Expiration D:

Send Key ID, profile to Sangfor
Key ID: 2912713317

Purchase an enterprise license in one of the W pond within one business day.
1. Click the Upgrade to Enterprise Edition button, and fill in required information
2. Send the above Key |D with your contact information to license.h: )

Activate
Enter your license key below, and click Activate
aSV/aNET License Key: | 5oNQaGNT-KZRUESZ2-RQSZ34RQ-YW7V2BDF-JZS292AX

ensed CPUs:

After clicking OK, you can check the license information on the left panel to determine whether

the license key is activated successfully, as shown below:

Send Key ID, profile to Sangfor
Expiration Date:

Key ID: 2912713

We v
We

Purchase an enterprise license in one of the ways be
1. Click the Upgrade to Enterprise Edition butten, and fill in requ
2. Send the above Key |D with yeur contact infarmation to 4

espond within ene business day.

No limit

Mo limit Activate
- e Enter your license key below, and click Activate
mory P GB

aSV/aNET License Key: | 50nQ3GNT-KZRUESZ2-RASZ34RQ-YWTV2BDF-JZ5292AX

No limit a5AN License key: ZXCrOAAAGAACAACEAAAAAAAARAAMAAAAAAAAAAAAACAAAAADAWRNN DT
wh3QQYQNGOX]J4KI0xGgnplxQrOkuTECAgUzL c0o3GHKUZMSISIZNDBOdGK4Sdn i
Mo limit u8B03d+Doul TIGZCxwBVWDzI99yBPYRwdOnnmAxwbOWrXhoGEsa3xgqWQ3/K4aC

KHGJ2pH|LStET8TWEEST|7V4bZnb8bRSE=

= Ulira

+ High
pical NGAF License Key: 727QGTK7X3MoB/HjtMy/CXOpPT5760c8nxFZ97xwhiQ2vn1In5yXWAAjsxsDGT2C6d
Low 3KyWUIiEcBMz7Mpzn5LmLKg91GN8BIRGBpGPjuxo/KgZ322|ScCWrskGnWJmgDOx

VOBo4ceVZbfeYpOBlgY4mrTa3vNCtWuAmMQoxsUHpf7c7 QHO8x09UrLdHE/ JeMN+
rTkbowsbEh/CoPr4LdkKcaDy3ms0CtP/LetkhNZ5aHKe5pjkr8EyZ YoMFAKkVoRyh 7KL
VPIAFZ 12U IhOeWXfe? X3hDn2fSORPANGA. IzwasitAil FsZvl zPwCoddAXdvKInsTZ7R

Cancel
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1.3.1.2. Configuring Cluster IP Address

You can access Sangfor HCI GUI to manage virtual machines through cluster IP address when one

node fails. To configure cluster IP address, go to System > General > Cluster.

Note that cluster IP address and host NIC address cannot be the same, or else, it will result in IP

address conflict.

Home Compute Networking Storage Nodes

» e
8y SANGFOR HCl 52
{i

System > Cluster

Sangfor HGI supparts web-based access, on the cluster IP address.
As long as one managed node is working, Sangfor HCI GUI Is reachable with that cluster IP address, and you will never lose cantrol of the Sangfar Hyper-converged Infrastructure (HCI)
even when one node falls unexpectedy.

Management through cluster IP address improves system stability and reliability dramatically.

Cluster IP: 200.200.5.108

Netmask: 255.255.2556.0

1.3.1.3. Adding Node

In Nodes, you can add node to cluster by clicking Add Node.

On the following page, select a node that you want to add to cluster and input the corresponding
username and password. Once a node is chosen, node icon turns green, which indicates that node

can be added to the cluster.
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Add Node X

Select and Connect to the Physical Machine Download Sangfor HCI Installer

Below are nodes having Sangfor HCI software installed. Default password: a
$  Credentials Connect to Node

Username: admin

Password: admin pa:

Cancel

200.200.5.5 200.200.5.15 200.200.5.213

®

1.3.2. Initializing Virtual Storage

After a cluster is created, a wizard will pop up when you navigate to Storage, to guide you through

initialization of virtual storage.
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Virtual Storage

Q Completed!

Clustered Nodes:

Node Name IP Address
BH200.200.5.104 200.200.5.104
{8 200.200.5.105 200.200.5.105

Additional Preparations:
1. Deploy storage area network to ensure storage stability
Please set storage network interface first.

2. Initialize virtual storage, format physical disk and add to
virtual storage

Please set storage network interface and then Initialize
Virtual Storage.

3. Check if a node is connected

1.3.2.1. Configuring Storage Network Interface

Disk(s)

Settings

Test Connectivity

NICs

You can configure storage deployment mode by clicking on the Settings button on the above figure.

By default, ethO is used as management interface and communication interface to synchronize

configurations on Sangfor HCI platform. Storage network interface is used to synchronize file data

on virtual storage. It is better to use separate interfaces as management interface and storage

network interface. For storage deployment mode, Link aggregation with one switch is

recommended.

23
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Use of Physical Interfaces X
o Storage Deployment 2 Select Storage Network Interface

Deployment Mode (for data communication between physical disks in the storage area network)

(O Link aggregation disabled @) Link aggregation with one switch(Recommended) () Link aggregation with two switches

Link aggregation with one switch
Benefits

It improves fault tolerance capabilities of storage area network, because failure of one

link will not exert any impacts on the virtual storage.

Drawbacks

Once switch fails, the virtual storage would get offline.

Notes:
I e R = -———
: : Storage area network(SAN) is used for data transmission across nodes. Please connect
: : the objects with cables according to the diagram.

1 1
' I | 1 The switch may be layer 2 switch, requiring no change be made.
1 1
1 1
1 1
1 1
1 1
1 1
1 1

.

Each node communicates with another one using two physical interfaces which are connected to
a same layer 2 switch. Storage network interfaces will be aggregated automatically without the
need to configure link aggregation on switch. After the deployment mode is selected, you need to
deploy the network according to the diagram illustrating deployment architecture of storage area
network, and then select storage network interface for each node and configure IP address for that

interface.

Storage area network is built after storage network interface is configured.
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Use of Physical Interfaces

o Storage Deployment o Select Storage Network Interface

Storage Network Interface (Deployment)

200.200.5.104 ethd,ethb v 10.25.26.1 /24 @ Normal

200.200.5.105 ethd,ethb e 10.25.26.2 /24 @ Normal

:

1.3.2.2. Configuring Data Copies and Disk

Data Copies: If virtual storage has not been initialized, navigate to Storage and the Virtual Storage
dialog will pop up. To initialize virtual storage, click on Initialize Virtual Storage button in that dialog,
and then the following dialog appears. First, you need to select number of data copies that one

piece of data is saved on the storage. 2_copy is recommended.

Initialize Virtual Storage

o Data Copies 2 Use of Disk 3 Details 4 Confirm

Data Copies
The number of copies that one piece of data is saved on the storage.
It is to reduce the risk of inaccessibility to data when disk failure occurs. The more copies, the easier to recover data from

other disks in case failure occurs. But the more copies, the more physical disk space is required, thus less space is left.

® 2_copy (2 copies)

2 copies will be preserved. If there are more than one node, it can cope with failure of another node.

3_copy (3 copies)

3 copies will be preserved. It can cope with failure of two nodes, if there are at least 3 nodes.

Q After initialization, number of copies cannot be changed any more,
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Use of Disk: Specify use of disk. A disk can be used for storing data, caching or used as spare disk.
Generally, use SSD for caching to improve storage 10 performance. To use SSD as cache disk, select

the option Use SSD as caching disk.

Details: Specify use of each disk. System will discover disks of all nodes, and use HDD as data disk
and SSD as cache disk by default. It is recommended to use default settings. You can also modify

the default settings as per your need.

Initialize Virtual Storage X

o Data Copies o Use of Disk o Details 4 Confirm

Use of New Disks (system disk is not listed below) Tips

() Disk for specific use will be formatted and emptied. If there are more than one nodes, number of nodes that use data disk

cannot be less than the number of copies.

Disk Type Size Use of Disk

4 200.200.5.104 1 data disk, 0 cache disk, 0 spare disk
WDC WD2004FBYZ-01YCEB1 HDD 18278 Data disk hd
4 200.200.5.105 1 data disk, 0 cache disk, O spare disk
WDC WD2000FYYZ-01UL1B2 HDD 18278 Data disk hd

Confirm: The following page displays virtual storage configurations, including available disk space,
number of data copies, and total number of disks. After confirming configurations, input
administrator account password admin, and then click Finish to begin initialization of virtual

storage.
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Initialize Virtual Storage X
o Data Copies o Use of Disk o Details o Confirm
Confirm

Available Space
153 TB

2 disks, total capacity: 3.64 TB

0 spare disk(s), total capacity: 0 B

0 cache disk(s), total capacity: 0 B

2 data disk(s), total capacity: 3.64 TB

2 copies, available disk space: 1.53 TB

Please type admin password to confirm operation, (data will be cleared upon completion of initialization)

Please enter admin password. ‘

1.3.2.3. Testing Connectivity
In the Virtual Storage dialog, click on Test Connectivity button to enter the following page. On that

page, specify an IP address (it is often the gateway address) which should be allowed to ping, in

order to check if the node is connected.
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Test Connectivity

Q This IP address is used to ping connectivity to the nodes. Read More

Better be router IP address that is always connected.

IP Address: 200.200.5.254

_

1.3.3. Configuring Overlay Network Interface

After a cluster is created, you need to configure overlay network interface for each node. Overlay
network interface must be a Gigabit or 10-Gigabit interface and connected to a Gigabit or 10-
Gigabit switch (If there are only two nodes, connect two overlay network interfaces directly
without using any switch). To improve bandwidth and redundancy of overlay network interface,

you can use an aggregate interface as an overlay network interface.

By default, management interface and overlay network interface are set to a same interface. To
improve data transmission efficiency, configure the management interface and overlay network
interface(VXLAN) to reside on different physical NICs. To configure overlay network interface, go to
Nodes > Communication Interface > Overlay Network Interface (VxLAN). Specify an overlay

network interface for each node and configure a corresponding IP address and netmask.
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Communication Interface X

Management Interface Overlay Network Interface(vxLAN)

7 Refresh £33 |P Address Pool [Z Edit
Node Name Overlay Network Interface(vxLAN) Interface IP Netmask
200.200.5.104 eth1 v 10.250.1.7 255.255.255.0
200.200.5.105 @ eth1 v 10.250.1.7 255.255.255.0

Enable high performance mode (MTU may be changed to 1600 and Jumbo Frame must be enabled on physical switch)

Tips: To improve data transmission efficiency, configure the Management interface and Overlay network interface(vxLAN) to reside on different
physical NICs.

To improve data transmission efficiency, enable high performance mode. In that mode, MTU will
be changed to 1600 and therefore VXLAN encapsulated data will not be fragmented when being
forwarded to physical network, but Jumbo Frame must be enabled on the physical switch

connected to a host installed Sangfor HCI software.

1.3.4. Configuring Edge

If multiple nodes form a cluster and provide business service as a whole, a virtual machine may
run on any node, therefore, an edge should be connected to an interface on each node and that
interface should be connected a same L2 physical switch, ensuring that virtual network traffic can

go into physical network through any node.
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The topology has been changed. Click Apply Changes to save the changes. I Apply Changes I Cancel

Summary - Edge L

Default Group Lv3

‘Connected Physical Interfaces

Physical Interfaces
o 4 2002005104
Edgel O eth0 (200.200.5.104)
eth1 {Connected To: DefaultEdge)
® eth? {10.251.251.1) I
O &thd (10.250.3.7)
ethd{used by VS)
eth5(used by VS)
4 2002005105

O sthD (200.200.5.105)

- eth1 (Connected To: DefaultEdge)
l ® eth2 (10.251.251.2) ]
O &thd (10.250.3.7)
ethd{used by VS)
eth5{used by VS)

1.3.5. System Upgrade

For Sangfor aServer, the pre-installed operating system may not be the latest version. To gain better

virtualization experience, it is better to upgrade the system to the latest version.

Before upgrade, enable Maintenance Mode first in System > System Maintenance > Upgrade.

Then, click on the Upgrade button and upload a pkg update package. After the update package is

uploaded successfully, click Start.

After upgrade completes, click Restart All Nodes to make upgrade operation take effect.

Maintenance mode will be automatically disabled during restart of nodes.

After all nodes start up again, check running status of each node, and make sure nodes and virtual

machines run properly after upgrade.
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Chapter 2 Initial Login to Sangfor HCI Console

Sangfor HCl platform provides web-based administration. Administrators can access admin console
of Sangfor HCI platform through its management interface address which is specified during

installation of Sangfor HCI software.

If that management interface address is not specified during installation, the default IP address
(10.250.0.7) will be used. Before logging into Sangfor HCI GUI, connect a physical interface on a PC
to the first interface on the host where Sangfor HCI software is installed, and then configure an IP

address on that PC, which should reside on the network segment 10.250.0.x. Open your browser

and input https://10.250.0.7 into address bar to log into Sangfor HCI console, as shown below:

If that management interface address is specified during installation, access Sangfor HCI console

through that specified IP address.

On the login page, as shown above, input username and password, and then click Log In. Both of

the default username and password are admin.

Upon successful login, the following dialog will pop up to prompt administrator to change

password.
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Change Password X

Change Password
Your password has never been changed. Please
change it ASAP.

%

1) Sangfor HCI console can be accessed with the following browsers: IE11, Firefox, Chrome, etc.

2) The host installed Sangfor HCI software will be deemed as a clustered node by default. It can
be added to other clusters, or regarded as a cluster controller so that other nodes can be

added onto its HCI platform.

GUI of Sangfor HCI platform is shown below:

‘2% SANGFOR HCl 5.2 Compute Networking Storage System @ Zealln

Super Adm

One-Click VM Setup

|

°
Storage Usage
3 7 «

CPU
Resource Scheduling Online: 2 Internal: 2 Used: 3.7 GHz

Not enabled Offline: 0 External: 1 Total: 5282 GHz

CPU Usage 8% CPU Usage 6% Datastore Usage 2%
= = => .
Memory Usage 44% Memory Usage 35%
ry 0¢ ory ¢ Ss=w= Read Speed 0B/s
10 Usage 0% 10 Usage 0% Write Speed 13KB/s

(master node)200.200.5.104 200.200.5.105 Datastore_2_copy
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2.1. Viewing Home

2.1.1. Navigation Bar

There are six modules on the navigation bar, as shown below:

Compute Networking Storage Nodes System ® i

Super Admin

v" Home: You can view information about nodes, virtual machines and storage.
v' Compute: You can configure and manage virtual machines.

v" Networking: You can build virtual network.

v/ Storage: You can view storage status and configure virtual storage.

v" Nodes: You can configure and manage cluster, nodes and storage.

v/ System: You can configure system related settings: Licensing, Date and Time, Sub
Administrators, Alarm Options, Logs and Alarms, VM Backup and Recovery, System Backup and

Restore, Upgrade, Cluster, Tech Support&Download, etc.

To see alarm events, click on the following icon (the number on the icon means the number of the

current alarm events). Then, you will see the latest 5 alarm events, as shown below
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@® [2017-2-28 01:43:37 ] The node (10.250.0.7) interface (eth1) I
is disconnected.Impacts: overlay network interface error
leads to communication failure between switches and
clustered routers. The edge (DefaultEdge) communication
failed.Suggestion: Please make sure network cable of

overlay network interface is plugged properly.

@® [2017-2-28 01:43:37 ] The node (10.250.0.7) interface (eth3)
is disconnected.Suggestion: Please make sure network

cable of overlay network interface is plugged properly.

® [2017-2-28 01:43:37 ] The node (10.250.0.7) interface (eth2)
is disconnected.Suggestion: Please make sure network

cable of overlay network interface is plugged properly.

® [2017-2-28 01:43:37 ] The node (10.250.0.7) interface (eth5)
is disconnected.Suggestion: Please make sure network

cable of overlay network interface is plugged properly.

® [2017-2-28 01:43:37 ] The node (10.250.0.7) interface (eth4)
is disconnected.Suggestion: Please make sure network

cable of overlay network interface is plugged properly.

More Alarms | Got It

If administrator password is too weak, an exclamation mark will appear next to the administrator

username. Click on the username and the following dialog will pop up.

Description:
Your password has never been changed.
Please change it ASAP.

Change Password

Log Out

2.1.2. Slideshow

The slideshow will appear every time administrator navigates to Home and hide automatically later.
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To hide the slideshow, click the icon .

Once the slideshow is hidden, the following buttons appear: Create VM, Backup VM, Recover VM,

Convert to VM, Add Node, Add Datastore.

Add Datastore

2.1.3. Viewing Resources

This section displays information about resource scheduling, nodes, VMs and storage, CPU usage,

memory usage, and storage usage.

Storage CPU Usage
3 12 -

Resource Scheduling Online: 2 Powered On: 6 Internal: 2 Used: 6.07 GHz Used: 25.62 GB Used: 84.16 GB

Not enabled Offline: 0 Powered Off: 2 External: 1 Total: 52.82 GHz Total: 64 GB Total: 3.52TB

2.1.4. Viewing Nodes and Storage
A gray node icon indicates the node is offline. A red node icon indicates the node gives alarm, while

red storage icon indicates the storage gives alarm. A blue node icon and storage icon indicate the

node and storage operate properly.
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GCPU Usage 23% CPU Usage

2%

Datastore Usage
E E Memory Usage 45% Memory Usage Read Speed OB/s

Write Speed 12KB/s

10 Usage 0% 10 Usage

(master node)200.200.5.104 200.200.5.105 Datastore_2_copy

To view node details, click on the node name to enter its Summary page (For details, refer to the

Viewing Node Summary section).

To view running tasks and logs, move your cursor above the following icon at the lower right corner.

Processing... 00:01:35

Back up VM: Cheneyredhat
- 1M1

To view detailed information, click on it and the following page pops up, which lists the latest admin

logs.

Tasks X
Status Action Object Start Time End Time Admin Operation
Completed Login admin 2017-2-20 21:16:23 2017-2-20 21:16:23 admin( 200.200.10.41 ) Wiew
Completed Log out admin 2017-2-20 21:15:51 2017-2-20 21:15:51 admin( 200.200.10.41 ) Wigw
Completed Add object Edge1 2017-2-20 21:14:21 2017-2-20 21:14:21 admin( 200.200.10.41 ) Wiew
Failed Configure storag...  Cluster 2017-2-20 21:10:52 2017-2-20 21:10:54 admin( 200.200.10.41 ) Wiew
Completed Login admin 2017-2-20 20:55:37 2017-2-20 20:55:37 admin( 192.200.0.249 ) WView
Failed Login admin 2017-2-20 20:55:20 2017-2-20 20:55:20 admin( 192.200.0.249 ) Wiew
Completed Edit sub-adminis...  cheneytest 2017-2-20 20:40:23 2017-2-20 20:40:24 admin( 200.200.10.41 ) View
Completed Edit permission test_20170215 2017-2-20 20:39:17 2017-2-20 20:39:17 admin( 200.200.10.41 ) Wiew
Completed Add permission test 2017-2-20 20:38:41 2017-2-20 20:38:41 admin( 200.200.10.41 ) Wiew
Completed Edit sub-adminis...  leotest 2017-2-20 20:33:11 2017-2-20 20:33:11 admin( 200.200.10.41 ) Wigw
Completed Add permission Datastore_2_copy 2017-2-20 20:32:33 2017-2-20 20:32:33 admin( 200.200.10.41 ) View
Completed Add sub-adminis...  leotest 2017-2-20 20:28:53 2017-2-20 20:28:54 admin( 200.200.10.41 ) View
Completed Log in admin 2017-2-20 20:25:52 2017-2-20 20:25:52 admin( 200.200.10.41 ) Wiew
Mamnlatad | o at rhanawvtact DOIT2.90N M 2RAD DMIT2.9N WN2RAD rhanavtact! 200 200 1M A1) \ignar

2.2. Compute

A virtual machine is an operating system simulated by specific software, running in an isolated

environment. It can be installed with the operating system such as Windows, Linux, etc.
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2.2.1. Toolbar

Navigate to Compute and you will see the following toolbar, as shown in the following figure. On

the toolbar, there are the following items: Panel/List, Refresh, Add, New Group, Recycle Bin,

Select, Sort, Advanced.

O Refresh @Add New Group == Select | —=Sortv E Recycle Bin  [NEE Q. Advancedwv

2.2.1.1. Viewing VMs by Panel or List

Virtual machines can be viewed by Panel or List. By default, virtual machines are displayed by Panel.

To view VMs by List, click on List, as shown below:

Home Networking Storage Nodes 5 @ THIE
Super Admin
O Refresh @Adn Naw Group P PowerOn [l ShutDown  +<*More
A\ 3 virtual mac
Basics Throughput 10 Speed Host Resources Backup Permissions
[]  Status VM Name IP Address Group CPU Usage Memory Usa.. Disk Usage
O Alarm Cheneyredhat - Test 1 3% ] 32% 1 1%
[l Alarm Peter_test 0 - Default Group - - -
O Alarm test 20170215 - Default Group | 3% | 40% 1 T%
| ° Powered ... Elon_test20170216 192.168.1.205 Default Group 0% L} 15% L} 15%
O O Powered ... centos 172.16.16.20 centos 1% 1 10% 1%
[l Q Powered ... centos 172.16.16.20 Default Group 1% 1 13% 0%
O O Powered ... centos import_1 172.16.16.20 centos 1% 1 13% 0%
] @ Powered... OA - centos - - =

2.2.1.2. Creating Virtual Machine

To add a new virtual machine, click Add in Compute and then select Create New Virtual Machine

to enter the following page.
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Create New Virtual Machine x

MName:

t& Group: Default Group vi®
[ =
Tag: Select |£|

& HA: Migrate to another node if the node fails ~ HA Settings
Datastore: Datastore_2_copy W
Run on Node: <Auto> hd
Guest 05: Select... v

Configuration Advanced

. PR High
Standard:  Low - g Cores: 2 core(s)

Processor 2 core(s)

Virtual Sockets: 1 ~
= [Memory 4GB

Cores Per Socket: 2 A
. Disk 1 80 GB
© comovo 1 Mone [] Use GPU from host (1)
m eth0 Connected To: DefaultEdge

& Other Hardwares

Cancel

©
B

Name: Specifies a distinguishable name for the virtual machine.

Group: Specifies a group to which this virtual machine will be added.

MName:
Group: Default Group w G)
HA: = Finance
Datastore: E| Reimbursement
Run on Mode: - TEAMI
Test
Guest OS:
centos
Advanced
Default Group
High
(pea o R
To add a new group, click on the @ icon.
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Mame:
Group: Default Group W @
Tag: Select — "
This figld is required.
HA: Migrate to arl &
Virtual Machine w
Datastore: Datastore_2_d Group Mame:
Run on Node: <Auto=
Guest 05: Select...
OK Cancel
Advanced

Tag: Specifies one or more than one tags for the virtual machine.

Marme:

Group: Default Group W @
Tag: Select El

HA: Migrate to another node if the node fails HA Settings

Datastore: Datastore_2_copy W

HA: If the option Migrate to another node if the node fails is selected, virtual machine will be

recovered onto another node in case the node running the VM fails.

HA: Migrate to another node if the node fails ~ HA Settings

Datastore: Datastore 2_copy e

Datastore: Specifies a datastore to store virtual machine. HA is configurable only when a shared

datastore is selected.

Datastore: Datastore_2_copy hd
Run on Node: Datastore Type Total Capacity Free Space Max Read Speed Max Write Speed
Guest 03: = Datastore_2_copy Storage 3.27TTB 32TE - -
£ 200.200.5.104/lo... Locals... 124 GB 110.38 GB 404.78 MB/s 232.69 MB/s
Advanced
& 200.200.5.105M0... Locals... 124 GB 122.86 GB 451 MB/s 230.27 MB/s
I w—

Run on Node: Specifies a node to run the virtual machine.
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Run on Node: <Auto= W I
Guest 05: Node IP Address CPU Usage Memory Size  Memory Usage
Advanced S B S
200.200.5.104 200.200.5.104 (] 32GE W |
- High | 500.200.5.105 200.200.5.105 53 ErYc R —

P ||

Guest OS: Specifies an operating system for the virtual machine. The following types of guest OSes
are supported: Windows, Linux, Sangfor and Others. Sangfor operating system is used for software

VDC (virtual desktop controller).

Guest 0S: | SUSE Linux hd
Advanced Linux distro

- High SUSE Linux N

FreeBSD

core(s) Red Flag Linux

GB NeoKylin

1GB MeoShine Linux

one LinuxDeepin

onnected To: DefaultEdg  Ubuntu
CentOS5

Debian GHU/Linux

Configuration: It allows you to configure hardware resources, such as Processor, Memory, Disk,
CD/DVD and NIC, etc. Configuration falls into Low configuration, Typical configuration and High
configuration. If the current configuration fails to meet business requirements, you can configure

the corresponding hardware resource as required, as shown below:
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Configuration Advanced
Standard: Low - High
Frocessor 2 core(s)

. \Memory 4GB

#=. Disk 1 BO GB

 co/OvD 1 None

mm cth0 Connected To: DefaultEdge

%1 Other Hardwares

G) Add Hardware ¥

® Default Low Configuration: Single-core processor, 2 GB memory, 40 GB disk, one CD/DVD,

one NIC.

® Default Typical Configuration: Dual-core processor, 4 GB memory, 80 GB disk, one

CD/DVD, one NIC.

® Default High Configuration: Quad-core processor, 8 GB memory, 80 GB disk, one CD/DVD,
one NIC.

Processor: Specifies the number of virtual sockets and cores per socket for the virtual machine

respectively.

Configuration Advanced
o
Stencard: gl Cores: ” core(s)
Processor 2 corefs)
Virtual Sockets: 1 ~
W iemory 4GB
Cores Per Socket: 2 v
= Disk 1 B0 GB
© comovbi None []Use CPU from host (1)
ms eth0 Connected To: DefaultEdge

&} Other Hardwares

() Add Hardware¥
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Memory: Specifies the memory size for the virtual machine. The minimum is 512 MB, and the

maximum is 256 GB.

Standard: ~ Low - High Memory Size: 4 GB

E Processor 2 core(s)

. \emory 4GB 4GB

= Disk 1 B0 GB : N I | -I | | ) | | |
© CD/DVD 1 Nane <’.{l-‘} & & & & ’@"? 6?}39 6‘0% @bﬁb rﬁ,d”
mm eth0 Connected To: DefaultEdge [ Enable huge-page memory

&} Other Hardwares I'—|

@ Add Hardware ¥

Disk: Specifies a disk for the virtual machine.

A

To specify a disk for a virtual machine that is not stored on local storage, make sure the disk is on

a NFS, iSCSI or FC storage that the virtual machine has access to.

Standard:  Low - High (@) New disk () Existing disk (O Physical disk () Shared disk
E Processor 2 core(s) Disk Capacity: 80 GB
- Memory et [] Pre-allocation
= Disk 1 80GB JEETpR itk ance but requires more storage space sl
© comovD1 None Support Fast 10

s TR E er nes uppor
. etho Connected To: DefaultEdge feature. Do e

4 Other Hardwares

@ Add Hardware ¥

“

A disk can be created by three means: using a new disk, using an existing disk, using a physical disk.

To use a new disk, select the option New Disk and configure the following fields:

42 SANGFOR

@



SANGFOR HCI v5.2 User Manual

(®) New disk () Existing disk (") Physical disk (") Shared disk

Disk Capacity: 80 GB

Pre-allocation

Support Fast 10

Disk Capacity: Specifies the capacity of the virtual disk, in GB.

Pre-allocation: It improves disk performance but requires more storage space. If it is

not selected, space is allocated as needed.
To use an existing disk, select the option Existing Disk and then select a gcow? disk file.

To delete the source disk file and create a new disk file, select the option Delete source disk files.

() New disk () Existing disk () Physical disk () Shared disk

Disk File: | /Datastore_2_copy/images/clus E

[ ] Delete source disk files

To use a physical disk, select the option Physical Disk and choose a physical disk which will be

mapped to virtual machine.
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() New disk () Existing disk (@) Physical disk () Shared disk

Disk - LUM Size Type Details

Mo data available

CD/DVD 1: Specifies an 1SO image file of CD/DVD drive to be used by the virtual machine. It can

also be None, which indicates that the virtual machine does not use CD/DVD drive.

Standard: Low Typical High GD/DVD Drive:
; () None
E Processor 2 core(s)
(@) Load 150 image file
W \Memory 4GB
Browse...
#= Disk 1 B0 GB
- Upload from this Local Disk
) CD/DVD 1 MNone
mm eth0 Connected To: DefaultEdge

5 Other Hardwares

(+) AddHardware¥

If the option Load ISO image file is selected, you need to select the corresponding ISO image file.

If there is no ISO image file, you can upload an image file to the datastore from local disk. Click

Upload from this Local Disk, select an ISO image file and upload it.

Standard: Low Typical High CD/DVD Drive:

; (O None

E Processor 2 core(s)

(@) Load IS0 image file
. Memory 4GB
Browse...

#=. Disk 1 BOGB

. Upload from this Local Disk

. CO/DVD 1 None
mm eth0 Connected To: DefaultEdge

¥4 Other Hardwares

() Add Haroware ¥

ethO: Specifies what the virtual machine is connected to.
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Standard: Low Typical High Enabled
E — 2 oorele) Connected To: DefaultEdge IEI %
= Memory 4GB Advanced
" Disk 1 BOGB Adapter Model: Intel E1000 A
CD/DVD 1 None MAG Address: FE:FC:FE:27:70:A9 Q
mm eth0 Connected To: DefaultEdge

#5 Other Hardwares
(*) Add Haraware ¥

Enabled: If it is selected, it indicates that the specified virtual network adapter is enabled.
Connected To: Specifies an edge or a virtual switch to be connected to the virtual machine.
Adapter Model: Specifies the adapter model: Realtek RTL8139 or Intel E1000.

MAC Address: It can be automatically generated or manually specified. MAC address examples:

00-11-22-33-44-55, 00:11:22:33:44:55.

Other Hardware: Include Graphics Adapter, Mouse Type and BIOS Option.

Standard: Low Typical High

Graphics Adapter: ~

E Processor 2 core(s)
Mouse Type: @ UsB Opsz

= \Memory 4GB

= Disk 1 80 GB BIOS Option: (@ SeaBIOS (O UEFI BIOS

CD/DVD 1 None () Custom
mm eth0 Connected To: DefaultEdge Upload BIOS File from Local Disk
s Other Hardwares BIOS POST Time: 0 second(s)

(+) Add Hardware ¥

Graphics Adapter: It has close relation with desktop display. If the selected graphics adapter is not

supported by guest OS or display error exists, try another type of graphics adapter.
Mouse Type:

1. It is not recommended unless the virtual mouse does not work properly.

2. It takes effect after the console is re-opened.

3. Mouse type can be changed to PS2 if USB mouse refuses to work for some reason.

BIOS Option: Options are SeaBIOS, UEFI BIOS and Custom. You can also specify BIOS POST Time.

To add more hardware, click Add Hardware. Then, you can add disk, CD/DVD, serial port, NIC and

USB as per your need.
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—

Serial Port

MNIC
- DefaultEdge

UsE

(E-) Add Hardware ¥

For example, click Add Hardware and select Disk. Then, disk 2 will be added to the configuration

(as shown in following figure). You can add that disk by creating a new disk or using an existing disk.

To delete a disk, click on this )'(‘ icon.

Standard:  Low Typical High (@ New disk () Existing disk () Physical disk () Shared disk
[ Processor 2 core(s) Disk Capacity: 80 GB
W Memory 4GB Pre-allocation
= Disk 1 B0 GB »
CD/DVD 1 w Support Fast 10
mm cth0 Connected To: DefaultEdge

#3 Other Hardwares

Add Hardware ¥

On the Advanced tab, you can configure more, such as Boot Order, Lifecycle, Others and

Debugging.

Configuration

Boot Order: Disk 1 v CD/DVD v MNone v
Lifecycle: (@ Immortal () Expiration date
Others: ] Power on at node startup

] High priority

Reboot if fault occurs vmTools

Enable CPU hat add suest OSes Suppor
Enable memory hot add Guest 0Ses Supf
] Enable UUID generator

¥ Debugging

Boot Order: Specifies the boot order for virtual machine. You can choose an item (disk or CD/DVD)

o
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from the pull-down list.

Configuration Advanced
Boot Order: n Digk 1 v E CD/DVD w n Mone ~
7-2-20

Lifecycle: @ In Disk1 ) Expiration date | 2017
Others: [[] P CD/DVD rtup

[] High priority (ensures resources even overa

Reboot if fault occurs (o

Enable CPU hot add (ch

Enable memory hot add (chanos co ]

[[] Enable UUID generator (=very time ULID

vmTools|

OSes Support (1)

tate) Guest OSes Support (1)

a new UUID will be generated) (!

¥ Debugging

Lifecycle: Specifies virtual machine’s lifecycle. It can be immortal or a specified expiration date. A
powered-on virtual machine will occupy CPU and memory resources if it has not been used for a
long period of time, while a powered-off virtual machine will occupy disk space if it has not been
used for a long period of time. You can specify Expiration Date for Lifecycle so that you can delete

the expired virtual machine when the end of its lifecycle is reached.

Configuration Advanced
Boot Order: - Disk 1 w E CD/DVD ~ n None ~

Lifecycle: () Immortal (® Expirationdate | 2017-2-20
Others: [ Power on at node startup
[] High priority (ensures resources even ove 4 2017- 2 >

Reboot if fault occurs (ol
Enable CPU hot add (ch: |
Enable memory hot add (change could by 1 2 3 4 port (

[ Enable UUID generator (=very time UUID 5 6 7 8 9 10 11 rerated) (1

12 13 14 15 16 17 18

19 F1l[21] 22 23 24 25

26 27 28

Sun Mon Tue Wed Thu Fri Sat

¥ Debugging

)

ancel

-

Power on at node startup: If it is selected, the virtual machine can automatically power on at node

startup.

High priority: If it is selected, resources will be allocated to virtual machine preferentially in case

that resources on the node are insufficient.

Reboot if fault occurs: If it is selected, the virtual machine will restart automatically when it is not

responding due to stuck, blue screen, etc.

Enable CPU hot add: It enables CPU to be automatically added to a powered-on virtual machine.

Enable memory hot add: It enables memory to be automatically added to a powered-on virtual
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machine.

Enable UUID generator: If it is selected, a new UUID will be generated.

Others: [] Power on at node startup
[ High priority
Reboot if fault occurs vmTools
Enable CPU hot add Guest OSes 5
Enable memory hot add Guest OSes Support
[] Enable UUID generator

Debugging: There are the following options:

= Disk write caching: It can improve disk 10 efficiency, because files in virtual disk are loaded

to memory.

=  Enable memory reclaiming: It enables system to detect and reclaim free memory of idle

virtual machine for others.

=  Support Fast I0; If it is enabled, all disks associated with the virtual machine will support Fast

10, which can dramatically improve |0 performance.

=  Filter page files: If it is selected, page files will not be backed up as so to save backup storage

and time.
To disable Pause-Loop Exiting, select the option Disable Pause-Loop Exiting.

To disable, select the option Disable kvmclock.

£ Debugaqing
[] Disk write caching Gache Size: MB

Enable memory reclaiming
Support Fast 10

Filter page files
[] Disable Pause-Loop Exiting
[[] Disable kvmelock

2.2.1.3. Cloning Virtual Machine

Cloning virtual machine means duplicating a virtual machine, which applies to virtual machines
that can be used as sources for new virtual machines. The cloned resources will not affect source
virtual machines.
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To clone a virtual machine, click Add in Compute and select Clone VM on the Create New Virtual

Machine page to enter the following page. On that page, select a virtual machine that you want to

clone.
Select Virtual Machine X
o Ready to Complete
Expand Al 5] Collapse All Group vI Name Q I
VM Name Group Run on Node

= Virtual Machine

Test

B centos
. centos centos 200.200.5.105
centos_import_1 centos 200.200.5.105
34.} 0A centos 200.200.5.105

[Ex Default Group

Cancel

A

A powered-off virtual machine cannot be cloned.
A virtual machine being migrated or cloned cannot be cloned.

Backup task will be canceled if the clone operation is performed against a virtual machine

which is being backed up.

Guest operating system settings of a cloned virtual machine retain the same as that of the
source virtual machine, exclusive of MAC address. Thus, IP address of one of the two virtual

machines should be modified, otherwise, it may result in IP address conflict.

Cloning a virtual machine creates a duplicate of a virtual machine, including VM configurations and

disk files. On the following page, you can customize parameters of a clone.
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Clone Virtual Machine x

Select Virtual Machine

Name: centos_Clone

Description:

Group: centos hd
HA: Migrate to another node if the node fails 1A Settings

Datastore: Datastore 2_copy ~
Run on Mode: <Auto= W

] Power on virtual machine at creation

To clone a virtual machine, you need to specify the following parameters for the clone: Name,
Description, Group, HA, Datastore, Run on Node. To have the cloned virtual machine powered on

upon creation, select the option Power on virtual machine at creation.

A

The following factors will affect efficiency of clone task: amount of the source virtual machine data

and performance of the server where Sangfor HCI software is installed.

2.2.1.4. Importing Virtual Machine

The following types of VM files can be imported onto Sangfor HCI platform: OVA files exported

from VMware virtualization platform, VMA files exported from other Sangfor HCI platforms.

To import a virtual machine file, click Add in Compute, select Import Virtual Machine on the Create

New Virtual Machine page to enter the following page.
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Import Virtual Machine File

VM Image Files: ova or vma file [=y
L

Group: Default Group

HA: Migrate to another node if a ails )

Datastore: Datastare_2_copy v
OSs: Default + [

Import

On the above page, select an ova file from local disk, specify Group, Datastore, Run on Node and

0S, then click Import.

S

Uploading file centos_import_1.vma. Please do not close this page.
12%

Total Size: 486.3 MB.Progress: 59.8 MB, Upload Speed: 8.31 MB/s, Time Taken: 7 seconds, Time Remaining: 51 seconds

Cancel
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A

® [f an ova file of a Windows based virtual machine is imported, driver of USB mouse needs to

be updated and you will be prompted to install that driver.

® If an ova file of a Linux based virtual machine is imported, you need to configure IP address

for NIC.

2.2.1.5. Adding New Group

In Compute, you can add a new group by clicking . On the New Group page, as shown

below, you need to specify a name for the new group.

New Group

Location: Virtual Machine

Group MName:

2.2.1.6. Viewing VMs

Virtual machines can be viewed by Group, Node, Datastore and Tag.
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View By Group

il Test(1)
il centos(3)

To view virtual machines by group, select View By Group in Compute, as shown below.

View By Group

L3 £ Group
@ virtual Machine(s)
i Finar
- Reimbursement|(0)
B Test)
il centos(3)

...} Default Group(4)

To view virtual machines by node, select View By Node in Compute, as shown below.

o View By Node

To view virtual machines by datastore, select View By Datastore in Compute, as shown below.
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View By Datastore

il 200.200.5.105/0cal(0)

)l Datastore 2 copy(8)

...l DefaultGroup(0)

To view virtual machines by tag, select View By Tag in Compute, as shown below.

@ Demeio)
B TESTO)

2.2.1.7. Sorting VMs

Virtual machines can be sorted by Name, CPU Usage, Memory Usage, Disk Usage.

0 Refresh @ Add New Group E Seleety | —=sortv E Recycle Bin

A 3virtua

. »
- -“..
L B
Feter_test 0 centos_|

. »
.“.Q.
L B
test 20170215

CPU Usage

CPU Usage CPU Usage CPU Usage

Memory Usage Memory Usage 15% Memory Usage Memory Usage

Disk Usage

Disk Usage Disk Usage Disk Usage 1%

To sort virtual machines by name, select Sort > Name. You may click on the arrow to
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have VMs sorted in ascending or descending order.

CPU Usage

Memory Usage

Disk Usage

. »
- —“'_..'
L R
Peter test 0

CPU Usage
Memaory Usage

Disk Usage

Cheneyredhat

CPU Usage
Memaory Usage

Disk Usage

centos_import_1

CPU Usage
Memaory Usage

Disk Usage

To sort virtual machines by CPU usage, select Sort > CPU Usage. By clicking on that arrow, virtual

machines can be sorted based on CPU usage in ascending order or descending order (as shown in

the following figure).

A

=

Cheneyredhat
CPU Usage 3%
Memory Usage 32%
Disk Usage 11%

. L ]

- -“.'
L B
test_ 20170215
CPU Usage 3%
Memory Usage 40%
Disk Usage T%

. L ]

- -“.'
L B
centos
CPU Usage 1%
Memoary Usage 10%

Disk Usage 1%

. [ ]
[ ] -“.'
g
centos_import_1
CPU Usage 1%
Memoary Usage 13%
Disk Usage 0%

To sort virtual machines by memory usage, select Sort > Memory Usage. By clicking on that arrow,

virtual machines can be sorted based on memory usage in ascending order or descending order

(as shown in the following figure).

. »
. .‘.;.
L B
test 20170215
CPU Usage 2%
Memaory Usage 40%
Disk Usage 7%

—

Cheneyradhat
CPU Usage 3%
Rdemory Usage 32%
Disk Usage 11%

. »
. .‘..L.
L B
Peter_test 0
CPU Usage 1%
Memory Usage 15%
Disk Usage 1%

. »
. .‘:.

B
Elon_test20170216
CPU Usage 0%
Memory Usage 15%
Disk Usage 15%

To sort virtual machines by disk usage, select Sort > Disk Usage. By clicking on that arrow, virtual

machines can be sorted based on disk usage in ascending order or descending order (as shown in

the following figure).
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1A . HA : 1A » A .
@ ; . @
L B \ L B° L B
Elon_test20170216 Cheneyradhat Peter test 0 test 20170215
CPU Usage 0% CPU Usage 3% CPU Usage 1% CPU Usage 3%
Memory Usage 15% Memory Usage 32% Memory Usage 15% Memory Usage 40%
Disk Usage 15% Disk Usage 1% Disk Usage 1% Disk Usage 7%

2.2.1.8. Batch Operation

Administrator can perform the following operations against multiple virtual machines: Power On,

Suspend, Shut Down, Power Off, Reset, Move, Edit, Delete.

O Refresh @ Add New Group = .l E Sortv E Recycle Bin Q, Advancedw

To power on virtual machines(s), select one or more than one virtual machines and then click on

Power On.

To suspend virtual machines(s), select one or more than one virtual machines and then click on

Suspend.

To shut down virtual machines(s), select one or more than one virtual machines and then click on

Shut Down

To power off virtual machines(s), select one or more than one virtual machines and then click on

Power Off.

To restart virtual machines(s), select one or more than one virtual machines and then and click on

Reset.

To move virtual machines(s) to a specific group, select one or more than one virtual machines and

then click on Move.
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Select group:  Finance

To edit virtual machines(s), select one or more than one virtual machines and then click on Edit.

Edit Virtual Machines

[Jcru
Virtual Sockets:

Cores Per Socket:
] Memaory

Memaory Size:

[] Disk

Size:

Pre-allocation

[]NIC

Adapter Model:

Connected to Switch:

[] Change ¥M ican

To delete virtual machines(s), select one or more than one virtual machines and then click on
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Delete. Virtual machines will go to Recycle Bin after being deleted but can be recovered within 30
days. To delete virtual machine(s) permanently, select the option Delete the data completely and
never restore them. Thus, configuration files and disk files of virtual machines will be deleted

completely and cannot be restored any more.

Delete Virtual Machine

Are you sure to delete "0A"

Virtual machines in Racycle Bin will be preserved for 30 days and
may be restored from Hecycle Ein before being completely deleted.

[ | Delete the data completely and never restore them

To add new tags to virtual machine(s), choose one or more than one virtual machines and select
Add Tag. You can choose existing tags or add new tags for those virtual machines. To remove tags

of virtual machine(s), choose one or more than one virtual machines and select Remove Tag.

Group E Select PSSO E Recycle Bin MName Q) Advancedwv

wn () Power Off <)) Reset [ Move [ Edit
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Added/Selected Tags: (0)

If a virtual machine is chosen, the color of the icon at the upper left corner of the corresponding

card will turn to green from gray.

M 2 VMis) selected in the current page

If a virtual machine is being powered on, suspended or shut down, there will be the corresponding
information displayed on the card. For example, Suspending..., as shown in the following figure,

shows that the virtual machine is being suspended.
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L e L Ve e/
~4%® ~4® ~4%®
[ B L B ¥
test20170216 Cheneyredhat Peter test 0 test_ 2017021

] 0% CPU Usage 1% CPU Usage
Isage 15% Memory Usage 15% Memory Usage
e 15% Suspending... Disk Usage 1%

Disk Usage

To exit editing virtual machines, click on the Exit button.

Exit

2.2.2. Viewing VM Groups

In Compute, you can click on the icon to expand VM groups or - icon to collapse

VM groups. To expand a specific group, click on the icon next to that group. To collapse a

specific group, click on the E icon.

View By Group
5 I
= @ Virtual Machine(8)

E| iy Finance()
' E. Reimbursementi0)

. TEAM1(0)
B Test(1)
il cen

i...[JJjJ Default Groupi4)

The number following a group name indicates the number of virtual machines in that group.
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You can get the following information on virtual machine card: power status (powered on or
powered off), CPU and memory usage. Blue VM icon indicates virtual machine is powered on, while

gray VM icon indicates virtual machine is powered off.

9. 9. 0.
’*‘5. O".‘. o*‘i.
LR LR &

Elon_test20170216 Peter_test 0 test_20170215
SPU Usage 0% CPU Usage CPU Usage
viemory Usage 15% Memory Usage Memory Usage

Jisk Usage 15% Disk Usage Disk Usage

ar'®
J' R,

- B,
centos Cheneyredhat

Powered Off Powering On... 0OS Is Not Installed

Move your cursor onto VM card and the following buttons will appear on that card, as shown in

the following figure:

A

Cheneyradhat

> O

Power On Shut Down
Console IMaore

For virtual machine details, you can click on VM name to redirect to the Summary page, as shown

below:
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Home Compute Networking Storage Nodes System @ D

Super Admin

Permissions Admin Logs

Summ Snapshot

[#, Edit More w

3 Refresh [ Console > [ shut Down [l Suspend Take snapshot  [51 Backup

Throughput ¥ | CPU | Memory | 10 Speed ¥ Last Hour | Last 24 Hou

4KBps
N
CPU Usage Memory Usage Disk Usage 3KBps
1 5 G 1 5 % 2KBps
1KBps
0OBps -

0:15 20:30

Inbound 1.7 KBps Outbound 10 Bps

O

VM Name: Elon_test20170216 [} E Processor 2 core(s)

Description: Edit wm Memory 4GB

Group: Default Group [ = Diskl 80GB

Datastore: 200.200.5.104;200.200.5.105 : CD/DVD1 ‘CD/DVD Drive: /Datastore_2_copy/iso/en_windows_7_ultimate_x84..
Aun on Node: 200.200.5.104 [> wm ethO Connected To: DefaultEdae. IP address: 192.168.1.205

To perform more operation against virtual machine, click More, as shown below:

Name

Console
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2.2.3. Viewing VM Info

You can view Summary, Snapshot, Backup, Permissions, Admin Logs and Alarms, as shown below.

Snapshot I Backup I Permissions I Admin Logs I Alarms

2.2.3.1. VM Summary

On the Summary page, you can perform such operations as Power On, Shut Down, etc., and view

basic information and hardware configuration of virtual machine.

admin
Super Admin

efresh [ Console [ shut Down [l Suspend Take shapshot  [51 Backup [# Edit More w

Home Networking Storage Nodes System @

| Throughput ¥ ‘ cPU | Memary | 10 Speed ¥ Last Hour | Last 24 Hou
4KBps
CPU Usage Memory Usage Disk Usage 3KBps
0 15« 15 »
1KBps

3.3 GHz X 2 core(s) Total: 4 GB Total: 80 GB
ree: Fi . 67.96
Free: 3.39 GB ree: 67.96 GB 0Bps
19:45 20:00 20:15 20:30
Inbound 1.7 KBps — Outbound 10 Bps

(2

VM Name: Elon_test20170216 [ Processor 2 core(s)

Description: Edit [Z wm Memory 4GB

Group: Default Group > == Diskl 80GB

Datastore: 200.200.5.104;200.200.5.105 ° CD/DVD1 CD/DVD Drive: /Datastore_2_copy/iso/en_windows_7_ultimate_x84..
Aun on Node: 200.200.5.104 [> wm ethO Connected To: DefaultEdae. IP address: 192.168.1.205

To refresh the Summary page, click Refresh.

To open virtual machine’s console, click Console on the Summary page, or click on the Console

button on the virtual machine card to enter the following page.
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[0 Suspend [] Shut Down () Power Off ) Reset /DVD Drive v [# Edit Go Hot Keys ~ [ Full Scree

ks are not installed on this virtual machine. Install Now

Press Ctrl+Alt+Delete to sign in.

3:45

On the above page, you can perform the following operations: Start, Suspend, Shut Down, Power

Off, Reset, CD/DVD Drive, Edit, Hot Keys, Full Screen, Refresh.

[0 Suspend [ Shut Down () Power Off ¢ Reset (s CD/DVD Drive v [# Edit Lo Hot Keys v 3 Full Screen

5o Hot Keys v
lists combinations of commonly-used keys.

[ Edit o5 Hot Keys » T Full Screer

]

=1

R
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™ Full Screen

To have console of the virtual machine displayed in full screen, click Full Screen. To exit full screen,

click Exit.

If the console encounters error, you can click Refresh.

To power on virtual machine, click Start.

To shut down virtual machine, click Shut Down.

To suspend virtual machine, click Suspend.

To take snapshot of virtual machine, click Take Snapshot. For details, refer to 2.2.2.10
To back up virtual machine, click Backup. For details, refer to 2.2.2.11

To edit virtual machine, click Edit.

On the Summary page, you can perform the following operations by clicking More: Power Off,

Reset, Clone, Migrate, Export, Deploy VM. Update VM, Convert to VM, Convert to template.

Status: Displays the following information about virtual machine: CPU Usage, Memory Usage, Disk

Usage, Throughput, CPU, Memory, 10 Speed, IOPS.

CPU Usage: Displays CPU usage of virtual machine. On the right side, you can view CPU usage in

the last hour or 24 hours.

Throughput ¥ | GPU | Memory | 10 Speed ¥

| Last Hour | Last 24 Hours

4KBps

~

CPU Usage Memory Usage Disk Usage

1 16+ | 11+

3KBps

2KBps

1KBps

3.3 GHz X 2 corefs) Total: 4 GB Total: 80 GB
Free: 3.37 GB Free: 71.6 GB

0Bps
19:45 20:00 20115 20:30 20:45

o

Memory Usage: Displays the total and free memory size, as well as memory usage. On the right

Inbound 1.2 KBps Qutbound 20 Bps

side, you can view memory usage in the last hour or 24 hours.
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Throughput ¥ | GPU | Memory | 10 Speed ¥

o[ 2|

CPU Usage Memory Usage Disk Usage
4GB
1 = 16 » 11 «
2GB
3.3 GHz X 2 core(s) Total: 4 GB Total: 80 GB
Free: 3.37 GB Free: 71.6 GB 08

19:45 20:00 20015 20:30 20:45

(]

Disk Usage: Displays the total and free disk size, as well as disk usage. On the right side, you can

Used 647.1 MB — Total 4 GB

view disk |0 speed and IOPS.

Throughput ¥ | cPU ‘ Memory | 10 Speed ¥ m Last 24 Hours
6KB/s
CPU Usage Memeory Usage Disk Usage
4KEfs
(I 16 = 11 »
2KB/s \ J
I I |
3.3 GHz X 2 core(s) Total: 4 GB Total: 80 GB |
Free: 3.37 GB Free: 71.6 GB
OB/s
19:45 20:00 20:15 20:30 20:45
10 Read Speed 0 Bfs — IO Write Speed 1 KB/s

]

Throughput: Displays overall throughput.

Packets: Displays inbound and outbound packets per second.

Packets ¥ | GPU | Memory | I0 Speed ¥ Last Hour | Last 24 Hours

20pps

15pps

10pps

Spps

Opps -
19:45 20:00 20015 20:30 20:45

Inbound 13 pps  — Outbound 0 pps

Basics & Hardware Configuration: Displays basic information and hardware configuration of
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virtual machine. Basic information includes Name, Description, Datastore, Run on Node, Guest

0S, vmTools, High Priority, Power on at host startup, Boot Order, Uptime.

VM Name: Peter_test 0 b E Processor 2 core(s)

Description: Edit 2 wm Memory 4GB

Group: Default Group > == Diskl 80 GB

Datastore: 200.200.5.104;200.200.5.105 o CD/DVD1 CD/DVD Drive: /Datastore_2_copy/iso/Linux.5.4 rhel-server-5.4-x8...
Run on Node: 200.200.5.104 > wm ethD Connected To: DefaultEdge

Guest 0S: Microsoft Windows T 64 bit

vmTools: Mot installed ~ How to?

High Priority: Disabled

Power on at host startup: Disabled

Enable memory reclaiming: Enabled @
Boot Order: Disk 1->CD/DVD

Uptime: 23 hours 3 minutes 38 seconds

2.2.3.2. Taking Snapshot

On the Snapshot page, you can view the snapshots you have taken and create new snapshot. To

create a snapshot, click Take Snapshot.

Compute > (Peter test 0} Snapshot Backup Permissions. Admin Logs

[2] Take snapshot

Take Snapshot

MName: 2017-2-22_09-48-27

Description:

On the above page, specify Name and Description. Then, click OK.
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After a snapshot is created, you may click on the snapshot name and then a dialog pops up, as

shown below:

Name: 2017-2-22_09-47-59
Description:

Time Created: 2017-2-22 09:50:28

[ Edit T Delete Snapshot Glone ‘L) Recover

To modify the snapshot name and description, click Edit.
To delete the snapshot, click Delete Snapshot.
To clone a virtual machine from the snapshot, click Clone,

To recover virtual machine from snapshot, click Recover.

2.2.3.3. Backing up VM

Manual Backup

On the Backup page, you can back up virtual machine manually or have virtual machine backed up

automatically. To back up virtual machine manually, you can click Backup.

[=1 Backup GrScheduled Backup
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Create Backup

Backup Mame: 2017-2-22_09-49-23

Description:

Working Datastore Destination Datastore

Datastore_2_copy

() If the above datastores are the same, VM cannot recover when the current datastore fails.

Add Scheduled Backup Policy, to plan periodic backup. “

Specify Backup Name, Description and Destination Datastore. Then, click OK.

After a backup is created, you may click on the backup name and then a dialog pops up, as shown

below:

[5] Backup Scheduled Backup

. Backu PSs

Backup Mame: 2017-2-22_09-49-23
Description: -
Time: 2017-2-22 09:52:07

Backup Directory:  Datastore 2_copy

[# Edit T0] Delete Backup Clone ‘L) Recover

To modify backup name and description, click Edit.
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To delete a backup, click Delete Backup.
To clone a virtual machine from its backup, click Clone,

To recover a virtual machine from its backup, click Recover.
Scheduled Backup

On the Backup page, you can also click Scheduled Backup to create a scheduled backup. On the
following page, select the option Enable Scheduled Backup and choose a scheduled backup policy,

then click OK.

Scheduled Backup x

Enable Scheduled Backup
Scheduled Backup Policy:

Mo appropriate policy is found? Add scheduled backup policy

For creation of scheduled backup policy, refer to VM Backup and Recovery section.

2.2.3.4. Permissions

It displays which sub administrator has the permission of the virtual machine. The permission of

the sub administrator is set by super admin in sub administrators.

Compute > (Peter_test_0) Summary Backup Permissions Admin Logs

3 Refresh (® Add T Delete

|:| Administrators Group Permissions Creator
admin Default Group Admin Yes
[] cheneytest Default Group Admin No

For details, refer to Sub Administrators section.
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2.2.3.5. Viewing Admin logs

This section displays administrator logs which record various operations performed by
administrator, such as creating a virtual machine. Each log contains the following information:
Status, Action, Start Time, End Time, Username, Node, Object Type, Object and Operation. To

view log details, click View in Operation column.

Compute > (Peter_test 0} Summary Permissions Admin Logs

"_ Refresh Action, node, object, description Q Advanced Seg
Status Action Start Time End Time Username Node Object T...  Object C
Q Completed Back up VM 2017-2-21 20:62:06 2017-2-21 20:65:06 admin( 200.200.10.41) 200.200.5.104 Virtual M...  Peter test 0
Q Completed Take VM snapshot ~ 2017-2-21 20:50:27 2017-2-21 20:50:28 admin( 200.200.10.41) 200.200.5.104 virtual m... Peter_test 0
Q Completed Power on VM 2017-2-20 21:46:07 2017-2-20 21:46:07 admin( 192.200.0.249) 200.200.5.104 Virtual M...  Peter test 0
Q Completed Power on VM 2017-2-20 21:46:00 2017-2-20 21:46:00 admin( 192.200.0.249 ) 200.200.5.104 Virtual M...  Peter test 0
Q Completed Power off VM 2017-2-17 03:09:56 2017-2-17 03:10:01 admin( 192.200.0.249) 200.200.5.104 Virtual M...  Peter test 0
Q Failed Shutdown VM 2017-2-17 02:26:59 2017-2-17 02:29:59 admin( 192.200.0.249 ) 200.200.5.104 Virtual M...  Peter test 0
0 Failed Shutdown VM 2017-2-16 22:29:37 2017-2-16 22:32:37 admin( 192.200.0.249 ) 200.200.5.104 Virual M...  Peter_test 0
0 Failed Shutdown VM 2017-2-16 06:58:05 2017-2-16 07:01:05 admin( 192.200.0.249 ) 200.200.5.104 Virual M...  Peter_test 0
0 Failed Shutdown VM 2017-2-16 06:23:10 2017-2-16 06:24:10 admin( 192.200.0.249 ) 200.200.5.104 Virual M...  Peter_test 0
0 Failed Shutdown VM 2017-2-16 06:22:46 2017-2-16 06:25:46 admin( 192.200.0.249 ) 200.200.5.104 Virual M...  Peter_test 0
o Completed Power on VM 2017-2-15 06:13:11 2017-2-15 06:13:11 admin( 192.200.0.249 ) 200.200.5.104 Virual M...  Peter_test 0
o Completed Reset VM 2017-2-15 06:12:53 2017-2-15 06:12:53 admin( 192.200.0.249 ) 200.200.5.104 virtual m... Peter_test_0
o Completed Power on VM 2017-2-15 06:10:39 2017-2-15 06:10:39 admin( 192.200.0.249 ) 200.200.5.104 Virual M...  Peter_test 0 @
Q Completed Create VM 2017-2-15 06:07:15 2017-2-15 06:07:17 admin( 192.200.0.249 ) 200.200.5.104 Virual M...  Peter_test 0

Logs can be searched by action, node, object and description. By clicking Advanced Search, you

can also specify a period of time, status and search term to filter logs.

Advanced Search

Start Time: 2017-2-21
End Time: 2017-2-22

Status: All

Search Term: Action, node, object, description

2.2.3.6. Viewing Alarms

On the Alarms page, you can view alarm logs. When an alarm-triggering threshold is reached, a
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corresponding alarm will be triggered and an alarm log will be generated. If VM CPU usage exceeds
threshold, alarm will be triggered. An alarm log includes the following information: Action, Time,
Object, Object Type, Description and Operation. To view alarm log details, click View in Operation

column. For how to configure alarm options, refer to Configuring Alarm Options section.

Compute > (test_20170215) Summary Permissions I Admin Logs Alarms

3 Refrash Action, node, description [@f  Advanced Search

Action Time Object Type Object Description Operation

Alarm logs can be searched by action, node, object and description. By clicking Advanced Search,

you can also specify a period of time, status and search term to filter logs.

Advanced Search

Start Time: 2017-2-21 [28] 00:00

End Time: 2017-2-22 [2g] | 00:00

Search Term: Action, node, object, description

2.2.4. Migrating Virtual Machine

A virtual machine can be migrated to another node or another datastore.
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Migrate Virtual Machine X

Current Location

Datastore Datastore

W Datastore_2_copy W
Node Node

" 200.200.5.104 W

Reboot upon migration completion

Cancel

Current Location: Displays the current datastore and node.

= Datastore: Indicates the datastore where virtual machines are stored.

=  Node: Indicates the node where virtual machine resides.
Destination Location: Displays the destination datastore and node.

If the option Migrate to another node if the node fails is selected, virtual machine will be

automatically migrated to another node if node fails.

= Node: Indicates the destination node.

= Datastore: Indicates the destination datastore.

Selection of destination datastore depends on destination node. If the destination node is Auto,
destination datastore can only be a shared datastore. If the destination node is specified,

destination datastore can only be a local disk on that node, or a shared datastore.

To have virtual machine restart automatically after migration, select the option Reboot upon

migration completion.

2.2.5. Converting Physical Machine to VM

Sangfor Converter is designed for easy and quick migration of physical machines along with their

operating systems and business to virtual machines managed by Sangfor HCI platform.
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Migrate Physical Machine with Sangfor Converter x

Introduction

Sangfor Converter is designed for easy and quick migration of physical Windows machines along with their

operating system and business, to virtual machines controlled by Sangfor HCI.

Download Sangfor Converter onto your local disk, launch the executable file and click on Virtualize this

physical machine.

Download Sangfor Converter

To migrate a physical server, it must meet the following requirements:
= CPU: 64bits

= Memory: >=2GB

= Disk: All supported except for dynamic disks

- NICs: >=1

= 0S:32-bit or 64-bit Windows XP/7/2003/2008/2012, Linux (Kernel version 2.6.18 and later)

2.2.5.1. Converting Windows-based Server to VM

1. Download and install Sangfor Converter on Windows system, and then launch it. Select

Virtualize this physical machine and click Start Now.
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*<Le Sangfor Converter

Sangfor SDDC Conversion Tool

Virtualize this physical machine
Keep the existing system unchanged Start Now

but clone a copy to an existing Sangfor SDDC

L) I have read and agree the Terms of Use Cancel

2. On the following page, select Cold migration or Live migration.
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2Ly Sangfor Converter

Sangfor SDDC Conversion Tool

How would you like to migrate the physical server?

# Cold migration

owered off before migration. How

sfer rate and available s

nachine managed via the Sangfor SDDC
yuld be running and a .

tion is not recommended fo

3

3. Select a target node. Target nodes on a same subnet as the physical server to be migrated will
be discovered automatically. To migrate physical server to a node which resides on a different
subnet, you need to add that node first by clicking the + icon and entering username and

password.

A

Target node must be reachable from the physical server to be migrated. If there is a firewall

appliance between them, access to that target node from that physical server must be allowed.
Only cluster controllers residing on a same subnet as a physical server to be migrated will be

discovered.
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2«e Sangfor Converter

Sangfor SDDC Conversion Tool

Choose the node on which primary Sangfor SDDC controller
resides

If the node is not found below, enter IP address and password manually.

?Credentials

B B O

172.28.121.16 172.28.121.19

Back Next
Bl K

Configure the virtual machine to which the physical machine is converted, as shown below:

e

%{4 Sangfor Converter

Sangfor SDDC Conversion Tool

Virtual Machine

Mame: VIV

.z : Datastore: FC-12T 3
d Run on Mode:| 172 28.121.19 M

~ Group: Default Group 3
Configuration | Advanced |
Low Processor: 1 core(s])
Typical Memory: 4GB
High Disk: IDEO 40 GB

nic NETO bridged to 72921

N KW

A

® Configure processor and memory according to the need for your business system.
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® Disk cannot be configured. System will assign disks and disk size according to business system.

® You can add or delete NIC according to the need for your business system, and select a virtual

switch to connect.

5. After the virtual machine is configured, you will enter the following page to confirm

configurations. Then, click Install.

*2de Sangfor Converter

Sangfor SDDC Conversion Tool

LS

Confirm
Name: windows2008
Storage: Datastore_2_copy
Working Location: 172.16.1.102
Group: Default Group
Processor: 2 core(s)
Memory: 4GB
Disk: IDEOD 80 GB
NIC: NETO FastlO bridged to Edgel
Enable High Availability: Disabled
Default disk: Disk: IDEO
Power on at host startup: Disabled
High priority: Disabled
Disk Write Caching: Disabled

6. After installation of Sangfor Converter completes, you need to select an operation which will

be performed upon migration completion. To see the migration process, log in to Web admin

console of Sangfor HCI platform.
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Sangfor Converter

Sangfor SDDC Conversion Tool

Installation completed

Migration may start after reboot, and progress is available on the
Sangfor SDDC web admin console.

Upon Migration Completion:

® Power off physical machine, power on virtual machine, the latter
picks up the work

(2 Keep physical machine powered on, all later changes not synced
to virtual machine

(0 Both physical machine and migrated VM are powered off

Note: Please unplug U disk and remove CD before reboot, not let the system boot

from U disk or CD.
Restart and Migrate Restart Later

® Make sure that only one of the physical server and virtual machine is powered on and NCI

address of that virtual machine is modified after migration is successful.

® Intermittent loss of network connection during migration is allowed, but not supported if

servers are shut down

® [f migration fails due to uncertain factors (e.g., power outage, etc.), physical server being

migrated can enter its operating system by restarting it.

2.2.5.2. Converting Linux-based Server to VM

Insert the USB drive that Sangfor HCI software image file is written to, into a physical server running

Linux, boot system from that USB drive, and select Migrate physical server to VM with P2V.
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zation Solution

Migrate phySiCalRSErUErRtoRUN fwiith F2U

Network configuration is required before migration. Select a physical network interface on that

physical server to communicate with target node having Sangfor HCI software installed.

Helcome to Sangfor Converter

Hetwork Configuration

d

Select? <Cancel >
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Configure IP address and netmask for the selected interface, and gateway, as well as IP address of
target node having HCI software installed. Make sure the server to be migrated can access that

target node.

Helcome to Sangfor Converter

Network Configuration for eth
Please configure interface:

Local IP Address: ool oo it 3
Netmask: 5 . 255
(EES T T 00, 100 . 164 . 254

Cluster Primary IP: laliiniaaiisn ikl

< Back >

After network is configured, Sangfor Converter will check whether the server being migrated and
that target node can communicate with each other. If communication fails, you may return to the

network configuration page to modify network configuration. If communication succeeds, click OK.

Once network connection is successful, the following page appears, which indicates that you can
start migration of the physical server. The Installer login is used for troubleshooting in case that

migration fails.
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Please access the address below to start migration:
http=s 77172 .200.200. 120

To view migration tasks, log in to Web admin console of Sangfor HCI platform and click Convert to

VM in Home.

Compute Networking Storage

On the following page, you will see migration tasks and physical machines waiting for migration.
To migrate a physical machine, you need to click Migrate to enter the Destination VM page and

configure destination virtual machine.
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Migrate Physical Machine with Sangfor Converter

O Refresh The following nodes are being migrated

Status IP Address

Waiting for migration 172.16.1.163

X

Download Sangfor Converter

Migrated VM Name Operation

-

On the Destination VM page, you need to specify Name, Datastore, Run on Node, and

Configuration, etc.

Destination VM

Name: centos-P2V

.:‘f Group: Default Group
.& Tag: Select

& HA: Migrate to another node if the node fails HA Settings
Datastore: Datastore_2_copy v
Run on Node: <Auto> v
Guest OS: ‘ CentOS v

Configuration Advanced

Standard yp g Cores: 4 core(s)

Processor 4 core(s)
Virtual Sockets:

= Memory 2GB
Cores Per Socket:
= Disk 1 80 GB
© coovD 1 None [ ]Use CPU from host (1)

Then, click OK to start migration.

“ cancel

Migrate Physical Machine with Sangfor Converter

The following nodes are being migrated

Status IP Address

A
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® Conversion of physical machine is supported by Sangfor HCI3.3 and later versions. Sangfor
conversion tool for Windows based server is a separate exe file; for Linux based server, that

tool is integrated into Sangfor HCI software.

® The progress of migration depends on physical network bandwidth and disk 10 performance

of the host having Sangfor HCI software installed.
® |tisrecommended that physical network bandwidth should be 1 Gbps at least.

® Since migration will affect disk performance of the host having Sangfor HCI software installed,
it is recommended to perform migration when business system is not busy and make sure

that the number of migration tasks is less than 3.

® Storage capability of Sangfor HCI platform should be larger than the used space of disk of the

physical machine to be migrated, or else migration will fail.

2.2.6. Creating Standalone Oracle Database

In Compute, you can create a standalone Oracle database. More specifically, click Add in Compute
and select Create Standalone Oracle Database on the Create New Virtual Machine page. Then,

specify guest OS and other fields.
1. Create virtual machine.

The first step of creating standalone Oracle database is similar to creating new virtual machine. For

how to create and configure virtual machine, see the Creating Virtual Machine section.
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o Create VM 2 | Install Guest OS 3 | Allocate Disk 4 | Finish
Name: oracle

Datastore: Datastore 2 copy h
Guest OS: CentOS v
Processor: 1 X 8 cores

Memory: 16 GB

Edit VM Configurations

=  Name: Specifies a distinguishable name for the virtual machine.

=  Datastore: Specifies a datatore to store virtual machine. HA is configurable only when a
shared datastore is selected.

= Guest OS: Specifies an operating system for the virtual machine. The following types of guest
OSes are supported: Windows, Linux, Sangfor and Others.

= Processor: Specifies the number of virtual sockets and cores per socket for the virtual machine

respectively.
= Memory: Specifies the memory size for the virtual machine. The minimum is 512 MB, and the
maximum is 256 GB.

2. Install guest OS.

After VM name and guest OS are specified, click Next to install OS. If the image file of a specified
guest OS has not been uploaded to Sangfor HCI platform, you may upload it in the same way of
uploading an ISO image introduced in the Creating Virtual Machine section.

After guest OS is installed, vmTools must be installed before you go to the Next step.
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Q Create VM e Install Guest 0S 3| Allocate Disk 4| Finish

[> start D/DVD Drive v [# Edit

>

It is Powered off. Please power it on first.

Please follow the instructions to install vmTools after installing the operating system.

3. Allocate disk.

In this step, you need to configure log and quorum disks. More specifically, specify Disk Name,

Total Number, Size of Each Disk on the following page.

o Create VM 0 Install Guest OS o Allocate Disk 4 | Finish

Disk Allocation

Disk Total Number Size of Each Disk(GB)  Disk Name
Log Disk: oracle_Log Disk 3 50 oracle_Log Disk_1~oracle_Log Disk_3
Data disk: oracle_Data disk 3 100 oracle_Data disk_1~oracle_Data disk_3

=  Log Disk: It is used to store Oracle database logs.
=  Data Disk: It is used to store Oracle database data.

4. Come to Finish, as shown in the following figure. On that page, you may download
deployment guide by clicking on the link Download Deployment Guide, or download it at

http://wiki.sangfor.com.cn/images/3/32/Best_Practice_for_Oracle_single.pdf
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Virtual Machine > Creale VM

Q Create VM 0 Install Guest OS Q Allocate Disk o Finish

The Standalone Oracle Database virtual machines have been successfully created. You may proceed to do the following:
1. Download Deployment Guide

2. Enter VM console, deploy Standalone Oracle Database according fo the instructions in the Deployment Guide

Enter console of VM(oracle)

2.2.7. Creating Oracle RAC Database(Cluster)

In Compute, you can create an Oracle RAC database. More specifically, click Add in Compute and

select Create Oracle RAC Database on the Create New Virtual Machine page.

1. Select disk type.

Each node in Oracle RAC needs to be configured a public IP address, a virtual IP address and a
private IP address at least. Therefore, a cluster has a public IP address. Address allocation and

network deployment is shown below:

nodel =k P O
172.200.200.191

nodel-private nodel-vip
10.200.200.191 ____‘,__1_3;.200,200,181
OracleRAC_1
scan-ip ¢
172.200.200.190

Oracle_Private

node2-private node2
o 2&0%5&192 172.200.200.192
T T T oOracleRAC_2 node2-vip
172.200.200.182
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First, select a type of disk to store VM data: Shared Disks, External iSCSI Disk or FC Disk.

o Select Disk Type 2 | Create VM 3 | Install Guest OS 4 | Create Shared Disk 5  Allocate Shared Disk 6  Clone VM 7 | Finish

» Choose which type of disks to store the VM data.

£2 £ 2

Shared Disks External iSCSI Disk FC disk

iSCSI Server: FC Server:
Virtual disk created on this HCI
platform Mo v
Model/Vendor: -
No iSCSI disk is available? Add iSCSI No FC disk is found? Connect an FC
Server or Scan for Disks Disk Drive

2. Create virtual machine.

See Creating Virtual Machine section for how to create and configure virtual machine. Note that

datastore must correspond to the type of disk you have chosen in the previous step.

Virtual Machine > Create VM

Q Select Disk Type o Create VM 3 | Install Guest ©S 4 | Create Shared Disk 5 | Allocate Shared Disk 6 | Clone VM 7 | Finish
Name:

Datastore: Datastore_2 copy hd

Guest 0S: Select... e

Processor: 1 X 8 cores

Memory: 16 GB

Edit VM Configurations

3. Install guest OS.

After VM name and guest OS are specified, click Next to install OS. If the specified guest OS has
not been uploaded to Sangfor HCI platform, you may upload it in the same way of uploading an

ISO image introduced in Creating Virtual Machine section.
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After guest OS is installed, vmTools must be installed before you go to the Next step.

@ s=an — @ veswn — @ sumran — (o) opnse s) mEmge (o) mEEM - (7) =6

D/DVD¥zEE v [ &8 6o BRiEEE v

Checking dependencies in packages selected for installation

Please select any additional repositories that you want to use for software installation.
[} High Availability

[[] Load Balancer

¥ Red Hat Enterprise Linux

| == Add additional software repositories | | }%Mndify repository

You can further customize the software selection now, or after install via the software
management application.

@ Customize later () Customize now
| dmack | | shigt |

£ O Eogsgranr s . BRRSTOSRERSIILEREEKTE . FELENT—2 &

4. Create shared disk.

In this step, you need to configure log, quorum and data disks. More specifically, specify Disk Name,

Total Number, Size of Each Disk on the following page.

Virtual Machine > Create VM

Q Select Disk Type Q Create VM Q Install Guest OS o Create Shared Disk 5 | Allocate Shared Disk 6 ) Clone VM 7 | Finish

Disk Allocation

Disk Total Number Size of Each Disk(GB)  Disk Name
Quorum Disk:  test-oracl_Quorum Disk 3 10 test-oracl_Quorum Disk_1~test-oracl_Quorum Disk_3
Log Disk: test-oracl_Log Disk 3 50 test-oracl_Log Disk_1~test-oracl_Log Disk_3
Data disk: test-oracl_Data disk 3 100 test-oracl_Data disk_1~test-oracl_Data disk_3

=  Log Disk: It is used to store Oracle database logs.
=  Data Disk: It is used to store Oracle database data.

=  Quorum Disk: It is used to provide quorum service.
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5. Allocate shared disk.

After shared disks are configured, you can allocate them.

0 Select Disk Type o Create VM o Install Guest OS o Create Shared Disk o Allocate Shared Disk 6 | Clone VM 7 | Finish
Available Selected
O Disk = LUN Size Details Disk LUN Size
&= test-orac_Quorum Disk_1 7 10GB Total
Capacity
&8 test-oracl_Quorum Disk_2 8 10GB 30 GB
£ testoracl_Quorum Disk_3 9 1068 L
= test-oracl_Log Disk_1 4 50 GB Total
Capacity
&2 test-oracl_Log Disk_2 5 50 GB 150 GB
No data available S test-orac_Log Disk_3 6 50 GB T";"‘"
&= test-orac|_Data disk_1 1 100 GB
&2 test-oracl_Data disk_2 2 100 GB Total
Capaci
% paclty
E=test-oracl_Data disk_3 3 100 GB 300 GB
. Total
3

(+) Add New Disk

Back ) No Shared Disks is found? Scan Again m
6. Clone virtual machine.

Here you may specify VM name, description and the number of virtual machines to be created, as

shown below:

Q Select Disk Type Q Create VM Q Install Guest OS 0 Create Shared Disk Q Allocate Shared Disk o Clone VM 7 | Finish

L}
%

Name test-oracle_clone
Description [ |
VMs 2

VM Name: test-oracle, test-oracle_clone

ISEPERL

Back Start

7. Come to Finish page, as shown in the following figure. On that page, you may download
deployment guide by clicking on the link Download Deployment Guide, or download it at

http://wiki.sangfor.com.cn/images/8/80/Best_Practice_for_Oracle_RAC.pdf
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Virtual Machine > Create VM
Q Select Disk Type Q Create VM Q Install Guest OS Q Create Shared Disk 0 Allocate Shared Disk Q Clone VM o Finish

The Oracle RAC virtual machines have been successfully created. You may proceed to do the following:

1. Download Deployment Guide

2. Enter VM console, deploy Oracle RAC g to the in the Depl it Guide

Enter console of VM(test-oracle_clone)

Enter console of VM(test-oracle)

2.2.8. Migrating VM Across Clusters

This feature enables virtual machine to be migrated to another cluster. Additionally, live migration

across clusters is supported.

Migrate VM(centos_Clone_Clone) Across Clusters X

o Cluster o Datastore and Node o Network Settings

Cluster IP: 172.16.1.103

Password: sessssnses

= Cluster IP: Specifies IP address of destination cluster.
= Password: Specifies admin password.

For live migration, virtual machine will be powered off automatically after being migrated to

destination cluster.
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Migrate VM(centos_Clone_Clone) Across Clusters X
o Cluster o Datastore and Node o Network Settings
Current Cluster (172.16.1.100) Destination Cluster (172.16.1.103)
Datastore Datastore
Datastore_2 copy v 172.16.1.103/local v
Node Node
172.16.1.101 v 172.16.1.103 v

[ ] Reboot upon migration completion
[ ] Max migration rate MB/s

The destination datastore is not shared. Unable to perform migration upon node failure. | _ )

) The virtual machine will be powered off automatically

Cold migration is shown below:

Migrate VM(centos_Clone_Clone) Across Clusters X
o Cluster o Datastore and Node o Network Settings
Current Cluster (172.16.1.100) Destination Cluster (172.16.1.103)
Datastore Datastore
Datastore 2 copy v 172.16.1.103/local v
Node Node
172.16.1.101 v 172.16.1.103 v

Reboot upon migration completion

Max migration rate ‘ 100 MB/s

The destination datastore is not shared. Unable to perform migration upon node failure. | _ )

() The virtual machine will be powered off automatically

=  Reboot upon migration completion: It is applicable to cold migration only.

=  Max migration rate: Specifies the maximum migration speed. The minimum is 5MB/s and the

maximum is 1000MB/s. If you have no requirement for migration rate, you may leave the option
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Max migration rate unselected. For live migration, max migration rate cannot be set so as to ensure

data stability.

After specifying destination datastore and node, click Next to configure network.

Migrate VM(centos_Clone_Clone) Across Clusters X
o Cluster o Datastore and Node o Network Settings
Enabled
= ecthO Disconnected Comnacted To: [E
Advanced
Adapter Model: v

MAC Address:  FE:FC:FEXCT:77.CB £ )

_

=  Connected To: Specifies an edge in destination cluster, which is to be connected to the virtual

machine.
=  Adapter Model: Specifies model of network adapter.

=  MAC Address: Specifies NIC MAC address for virtual machine. Upon migration completion,
NIC MAC address will be modified by default. To change it back, you may edit MAC Address in the

Network Settings step.

2.2.9. Deploying VM from Template

Generally, a VM template is a virtual machine which has been configured, and can be used to
deploy multiple virtual machines of the same configurations. The difference from cloning VM is
that disk files will not be replicated when a virtual machine is deployed from a template. Changes

made to deployed virtual machine will be saved incrementally.

Deploy VM: Only the virtual machine converted to template can be used to deploy virtual

93 &= SANGFOR
-



SANGFOR HCI v5.2 User Manual

machines. Disk settings of the virtual machine after being converted to template cannot be
changed any more. You can deploy new virtual machines when converting a virtual machine to

template. Deployed virtual machines have the same configurations as its template.

Deploy Template (centos) X

Based on this virtual machine, deploy new virtual machines from template. Read More

Name: centos

»

@ VMs:
o
L Group: centos v @
& HA: Migrate to another node if the node fails HA Settings
Datastore: Datastore_2_copy v
Run on Node: <Auto> v
Private Disk Configuration Advanced

[ Create Private Disk

v

“ Cance!

=  Name: Specifies name for deployed virtual machine(s).

Name of deployed VM depends on the Name and the number of virtual machines. For instance,.
If Name is vml and VMs is set to 2, names of the two new virtual machines are vml_0001 and

vml_0002 respectively.

=  Migrate to another node if the node fails: If this option is selected, deployed virtual machines

will be automatically migrated to another node if node fails.

=  Datastore: Specifies a datastore where configuration files of deployed virtual machines are

stored.
=  Runon Node: Specifies a node to run deployed virtual machines.

=  Create Private Disk: You can create a private disk and assign a specified disk size to each

deployed virtual machine.

After deploying virtual machine from template completes, go to VM template Summary page and
click the number next to Deployed VM (s) to enter the following page to view deployed virtual

machine.
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centos0001 centos

Powered Off Powered Off

2.2.10. Converting Template to VM

You can convert a VM template to an ordinary virtual machine, but template must be powered off

first before conversion. To convert template to VM, check whether that VM template is powered

off first. If it is powered on, click Power Off or Shut Down. Then, select More > Convert to VM on

the Summary page, as shown below:

v

£ Refresh [Z] console [> Power On Take snapshot  [5] Backup [# Edit More

Throughput ¥ | CPU | Memory | 10 Speed ¥

Migrate
Migrate Across Clusters

CPU Usage Memory Usage Disk Usage Export

H DeployVM
0 0 1. ,
¥ Convertto VM

3.3 GHz X 4 core(s) Total: 4 GB Total: 80 GB
Free: 4 (3 e TR A GR

2.2.11. Converting VM to Template

A virtual machine can be converted template so that it can be used as template to create multiple

virtual machines. Before conversion, virtual machine must be powered off first. To convert VM to

template, check whether that VM is powered off first. If it is powered on, click Power Off or Shut

Down. Then, select More > Convert to template on the Summary page, as shown below:
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) Refresh  [] Console [> Power On Take snapshot  [5] Backup  [#] Edit More v

Throughput ¥ | CPU | Memory | 10 Speed ¥

Migrate
Migrate Across Clusters
CPU Usage Memory Usage Disk Usage [* Export

O O 1 . - j: Deploy VM

= Convert to VM

3.3 GHz X 4 core(s) Total: 4 GB Total: 80 GB
Frae 4 GR Frea AR GR

2.3. Configuring Virtual Network

2.3.1. How To?

When you log in to Sangfor HCl platform for the first time, a wizard will pop up to guide you through
virtual network deployment (You can also enter the wizard by clicking How To at the upper-right
corner). The wizard contains the following information: Network Demo, Basic Operations, Typical

Scenarios and Deployment Recommendations, as shown below:

Getting Started with Virtual Networking X

Watch the following if you are using Sangfor HCI for the first time.

o Networking Demo
e Basic Operations
e Typical Scenarios

s Deployment Recommendations

[ ] Do not show this again

2.3.2. Deploying Network Topology

In Networking, you can deploy virtual network topology. To edit network topology, you must enter

editing status first, otherwise, the topology can only be viewed. Click Edit to enter editing status,
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as shown below:

— Exit r\ Refresh 4 Test Connectivity Devices Templates i Distributed Firewall
»

@ DefaultEdge

& DefaultGroup

2.3.3. Configuring Edge

An edge connects physical network and virtual network. It uses physical interface or aggregate
interface to connect to physical network in Trunk mode. When configuring edge, you need to
specify port group. A port group consists of more than one interfaces with the same configuration

(such as VLAN).

To deploy an edge, drag an edge onto the canvas from the left panel, select the physical interfaces

that need to be connected and then click Apply Changes.
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The topology has been changed. Click Apply Changes to save the changes. m Sancel
B —
Summary - Edge

Edge1

Default Group v

Connected Physical Interfaces

‘ Physical Interfaces
tEdge

Edgel 4 192.168.10.10

Defayf

5] etho (192.168.10.10)
& elht (Connected To: DefaullEdge)
4 eth2 (10.250.2.7)
DefauliGrou 4 eth3 (10.250.3.7)

& ethé (10.250.4.7)

¢ ® ¢ ieied
®

4 &thS (10.250.5.7)

2.3.3.1. Viewing Edge Settings

Select an edge and click on Settings button on the right to enter edge settings page. On the Settings

page, you can view and configure physical interface and port group.

Configuring Physical Interface

On the Physical Interface tab, as shown below, you can add a new physical interface, delete or edit
an existing physical interface. Each node should be specified a physical interface to be connected
to a same edge, and that interface should be connected to a same L2 switch so as to ensure that

virtual network traffic can go to physical network through any node.

Settings - Edge (Edge1) X

P Physical Interface

® Add

Port Group
] No. Node Interface
O 1 200.200.5.104 eth3(10.250.3.7)
O 2 200.200.5.105 eth3(10.250.3.7)
Configuring Port Group

On the Port Group tab, you can add a new port group, delete or edit an existing port group.
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Settings - Edge (Edge1) X
Physical Interface
[ Eemmm | o
» Port Group
[] Name Type VLAN Connected Edit
] 1 Trunk_All Trunk all 0
] 2 vian10 Access 10 1 &
] 3 vlan20 Access 1 0 A

To add a new port group, click Add to enter the following page and configure related fields.

Settings - Edge (Edge1) X
Physical Interface
)
p Port Group
Connected Edit

Name: ‘ ‘ o]

Type: ‘ Access (One VLAN) v ‘ﬂ

VLAN ID: 1 Range: 1-4094

“ Cancel

Name: Specifies a name for the port group.

Type: Specifies the type of VLAN interface, Trunk or Access. Trunk port is used for VLAN trunking
or VLAN aggregation. It allows packets that do not carry VLAN information, or carry VLAN
information but VLAN ID is within specific VLAN range; if VLAN ID is not in VLAN range, packets will

be rejected.

Access port is used for untagged VLAN. If it receives packets without carrying VLAN information,
the packets will be tagged with specific VLAN IDs, which will be removed when the packets go out

of that Access port. The packets with VLAN information are not allowed to go through this port.
VLAN ID: It is required when the type is Trunk.

PVID: It is the default VLAN ID that will be tagged on the packets going through the switch but not

carrying VLAN ID.

On the Port Group tab, you can click on the number in Connected column to enter the following
page on which you can add connection to virtual machine, network device (including router, NGAF

and ADC),
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Devices Connected to Port Group (vlan10) X

() Add Connection v VM or device name Q I

[l % To Virtual Machine Connected to Type

[] th To Network Device eth0 Virtual Machine

Close

2.3.3.2. Viewing Edge Summary

On the Summary page, you can view basic information of the edge, and the outbound and inbound

rate of the edge and port group.

Virtual Network > Edge > DefaultEdge Summary Permissions Admin Logs

¢ Refresh  [Z Seftings (@ Packet Capture

Physical Interfaces Connecting fo Physical Network:

Physical
Network Node/Physical Interface Outbound Bps Inbound Bps
&

200.200.5 104/eth1 97 Bps 2.16 KBps
|ﬂ 200.200.5.105/eth1 8 Bps. 1.77 KBps

Outbound: 105 Bps
Inbound: 3.92 KBps

s SANGFOR

Inbound: 0 Bps Inbounad: 0 Bps Inbound: 0 Bps Inbouns
Outbound: 7.63 KBps Outbound: 0 Bps Outbound: 0 Bps Outbou

> > > >

VLAN: all VLAN: 20 VLAN: 30
Type: Trunk
Ports In Use: §

DefaultGroup

To reload the current page, click Refresh.

To change edge settings, click on Settings, and then configure physical interface and port group.
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To capture and analyze packets, click Packet Capture, as shown below:

Interface: Interface E‘
Format: [Protocol] [Direction] [Type] <Address>
Expression: Protocols: IP, ARP, RARP, TCR, UDP, etc.
Directions: src, dst, dst or sic, dst and sic
Max File Size: 10 MB (1) Types: host address, network address, port

Logical Operation: not, |, and, &&. or, ||

Interface: Specifies the interface. The packets passing through that interface will be captured.

Expression: Specifies expression to filter packets. On the right panel of the Packets Capture &

Analysis page, it displays the expression formats.

Max File Size: Specifies the maximum size of the file. If a file size is larger than the maximum,

capturing packet will stop.

[Admin Logs]: Displays administrator logs, which record various operations performed by the
administrator, such as creating edge. Each log contains the following information: Status, Action,

Start Time, End Time, Username, Node, Object Type, Object and Operation. To view log details,

click View in Operation column.

End Time: 2017-2-15 22:07:09

View
Usemame: admin( 200.200.10.41)

rtual Network > Edge > DefaultEdge Permissions Admin Logs
> Refresh Action, node, object, description Q Advanced Search
Status Action Start Time End Time Usemame Node Object T...  Object Operation
Completed  Agd port group 20172-152207:09  2017-2-15 22:07:09  admin( 200.200.10.41 ) Status Completed View
Completed  Add port group 2017-2-15 220666  2017-2-15 220656  admin( 20020010 41 Action: Add port group View
Completed  Add port group 2017-2-1520:47:04  2017-2-15 20:47:04  admin( 200.200.10.41 ) Start Time.  2017-2-15 22.07.09 View
)

Completed Capture packets 2017-2-14 02:32:12 2017-2-14 02:33:29 admin( 200.200.10 41

Node: 2002005104
Object Type:  port

Object: vian3o
Description:
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2.3.4. Configuring Virtual Switch

On a virtual switch, you can add connection, configure access control policy and broadcast storm

prevention.

First, you need to check whether overlay network interfaces(VXLAN) of each node are configured
on a same network segment. If they belong to different subnets, nodes cannot communicate with
each other through a virtual switch. To check overlay network interface settings, select a node in
Nodes, click Summary to enter node summary page and then click Advanced on the Network tab

to enter the following page.

Advanced X
DNS Server
Preferred DNS: 114.114.114.114
Alternate DNS 1: 8.8.8.8

Alternate DNS 2:

Communication Interface
Management

Interface: ethO h

Overlay Network

Interface(vxlan): eth1 v

Default Negotiated Transfer Rate
(® Maximum rate

() Minimum rate

Navigate to Networking and then drag a virtual switch onto the canvas. To make the changes take

effect, click Apply Changes.
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(1) The topology has been changed. Click Apply Changes to save the changes. Cancel

Summary - Network Devices

Edge & Edges 2
6 & Switches 0
Switch & Routers 0
p
Fdge1
@ / //, ] o8 é NGAF Appliances 0
/|
Router S S p / # v 3rg
ey S S S >
% =5 / ‘ Fym(waur vign20 viango vantq
Trunk_all afggm & / \ \ Runnin: 5
NCAF ularzu,"m‘ﬂ & / \ \ ] a
/ f \ \' © Sstopped 6
g { { =] oA
ADC G Default Group
Cheneyredhat Bt centos_import_1 1 Alarms 4
& @ Failed 0
[r:
Ha NotApplied 1
WM @® Applying 0

2.3.4.1. Viewing Switch Settings

Select a virtual switch and then you will view its configuration on the right. To configure switch,

click Settings button to enter the Settings page, as shown below. On the following page, you can

add connection and access control policy, and enable broadcast storm prevention.

Settings - Switch (switch1) x

Add Connection . WM or device name Q I

[ Port WM/Device Name Connected to Type

O 1 test_20170215 ethl Virtual Machine
O 2 NGAF1 ethd Netwark Device
[ 3 test ethd Virtual Maching
[ 4 routert eth1 Netwark Device

Adding Connection

On the Device tab, you can add connection to virtual machines and network devices (such as router,

NGAF, ADC), as shown below:
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Settings - Switch (switch1)

Add Connection - WM or device name C

[] Pot  VMDevice Name Connected to Type

O 1 test_20170215 eth0 Virtual Machine
O 2 NGAF1 eth0 Network Device
O 3 test ethD Virtual Machine
O 4 routert eth1 Network Device

To add connection to a virtual machine, select Add Connection > To Virtual Machine, then select

the VM that you want to connect to the switch. Click OK to save the settings.

Select Virtual Machine x
@ Bwand Al 5] Collapse All Group v . Name Q I
O VMName Connected to

O &= Virtual Machine

- |ﬂ Test

- |j centos

. MNone
- centos None
- centos0001 None
N s centos_import_t None

0 % eth0 @
s

To add connection to a network device, select Add Connection > To Network Device, select the

network device that you want to connect to the switch and then click OK, as shown below:
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Select Metwork Device x
Device Group W I Metwaork device Q I
] Metwork Device Interface or Port Group
=k Wirtual Network
O |j Default Group
U & NGAF1 eth3
- & router Nane

Configuring Advanced Settings

On the Advanced tab, you can enable and configure broadcast storm prevention which can help to
restrain outgoing packets or block some interface if multicast or broadcast storm occurs on switch.

Broadcast storm prevention is disabled by default.

Settings - Switch (switch1) x

[] Broadcast Storm Prevention

To configure broadcast storm prevention, click Settings to enter the following page and specify

threshold.
Settings x
Restrain data transfer rate if the threshaold is reached:
Threshold: 40980 Khps
o
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2.3.4.2. Viewing Switch Summary

To view detailed settings of a switch, select the switch and click Summary button to enter switch
summary page. On that page, you can view Basics, Traffic, Status and Network. To view admin logs,

go to Admin Logs page.

[> Exit £y Refresh ¥ TestConnectivity [Z] Devices [q] Templates E& Distributed Firewall & Recycle Bin

Summary - Switch =

Edge switch1 ]

e Default Group v &

& Errres
Router Connection Details
Port  Connected To
. 1 routeri
athi
- vian2¢ 2 NGAF1
ethD
5 test 20170215
ADC =th0
test
& & ethD
1AM
VM
& ! Cheneyredhat

NGAF1 Default Group

= summay o
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Virtual Network > Switch > switch1 Summary Permissions Admin Logs

Seftings @ Packet Capture

Last Hour Last 24

Device Name:  switch1 [# test_20170...
Description: Edit 2 Interfaces Connected _—
Type: Switch

4 router] |
Broadcast
Storm Enabled NGAF1
Prevention:

B ol al ol % % ol al
QF ¥ n:&— »E la*_ c’*— oF A‘*—

M Inbound (Device > Switch)
W outbound (Switch > Device)

St Device #+  Outbou... Inboun... Cutbou... Inboun... Throughput Packets | NGAF? v~ | Last Hour Last 24
Q NGAF1 0Bps 0 Bps 0pps 0pps
ﬁj routeri 21Bps 0 Bps 1pps 0pps
P test 21Bps 0 Bps 1pps Opps 0Bps
' test_ 20170215 0Bps 17 Bps 0 pps 0 pps

03:15 03:30 03:45 04:00

Inbound (Device > Switch)
— Outbound (Switch > Device)

To reload the current page, click Refresh.
To configure the switch, click Settings.

To capture and analyze packets, click Packet Capture, as shown below:

Interface: Interface El "
Format: [Protocol] [Direction] [Type] <Address>
Expression: Protocols: IP, ARP, RARP, TCP, UDP, etc.
Directions: src. dst, dst orsrc. dst and src
Max File Size: 10 mB (D) Types: host address, network address, port

Logical Operation: not. I, and. &&. or. ||

Interface: Specifies the interface. The packets passing through that interface will be captured.

Expression: Specifies expression to filter packets. On the right panel of the Packets Capture &

Analysis page, it displays the expression formats.

Max File Size: Specifies the maximum size of the file. If a file size is larger than the maximum,
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capturing packet will stop.

Admin Logs: Displays administrator logs, which record various operations on the switch, performed
by administrator, such as adding connection. Each log contains the following information: Status,
Action, Start Time, End Time, Username, Node, Object Type, Object and Operation. To view log

details, click View in Operation column.

-
.:}i SANGFOR HCI 52 Home Compute Storage Nodes System
L]

Super Admin

» N
& Reresn BRI eY  Advanced Search

Status Action Start Time End Time Usermame Node Objec... Object Operation
& Completec Enable broa... 2017-2-2804... 2017-2-2804... admin{200.200.10.41) 200.2005.104 VEW switch1 View
@ Completec Disable broa_.. 2017-2-2804... 2017-2-2804... admin({200.200.10.41) 200.200.5.104 VaW switch1 iew
& Completec Setbroadca... 2017-2-2804... 2017-2-2804... admin{200.200.10.41) 200.2005.104 vsW switch1 View
& Completec Enable broa... 2017-2-2804... 2017-2-2804... admin(200.200.10.41) 200.200.5.104 VEW Switch1 View
@ Completec Addvirtuals... 2017-2-2803... 2017-2-2803.. admin{200.200.10.41) 200.200.5.104 virtual... switchi View

2.3.5. Configuring Virtual Router

On avirtual router, you can configure interface, VLAN subinterface, static route, NAT, access control,

DHCP, DNS and high availability(HA).

To deploy a virtual router, go to Networking, enter editing status, drag a virtual router onto the
canvas and then click Apply Changes, as shown in the following page. To edit router’s name, select

the router and edit its name on the right panel.

(I) The topology has been changed. Click Apply Changes to save the changes. Cancel

Summal - Router

router2 [EA

Default Group ~ 653

Location

Run on Node:

Interfaces

eth0

Connected To : -

eth1

3 Cheneyradhat
NGAFL Default Group Connected To ;-

<
=
.
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2.3.5.1. Viewing Router Settings

You can configure a virtual router by clicking Settings button to enter the Settings page. On that
page, you can configure interface and VLAN subinterface, static route, NAT, access control policy,

DHCP, DNS and high availability(HA).

Configuring Interface

On the Interface tab, you can configure the router's network interface and the corresponding VLAN

subinterface.

Settings - Router (routert) x

[ 3

Interface VLAN Subinterface

Route
@ Add
NAT
O MName Desc... IPAddress  Netmask MAC Address Connected To Status  Edit
Access Co...
O etho - - - FE:FD:FE:2... Edge1 (Trun... (s £
DHCP O ethi = = = FEFFD:FEA... switchi N 2
DNS
Advanced
Settings - Router (router1) x

Interface

= Add

O Mame Descrip_..  IP Address Metmask MAC Address Status Edit
Access Co...

DHCP
DNS

Advanced

Mo data available
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Add VLAN Subinterface X

4 Enabled

Connected To: | Select ~ | WLAN ID
Description: Optional
IP Address: Optional

Metmask: Optional

Configuring Static Route

On the Route tab, you can configure a static route, or multiple static routes at a time. Static route

works when the router needs to send packets to various subnets.

Settings - Router (router1) »”
(@ Add Static Route (& Add Multiple
O MNo. DstIFP Netmask Next-Hop IP Interface Edit
o 1 0.0.0.0 0.000 =

Access Co._.
DHCP
DNS

Advanced

To add a static route, click Add Static Route and configure related fields on the following page:
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Add Static Route x
DstIP:

Metmask:

Mext-Hop IF:

Interface: Auto ~

Dst IP: Specifies the destination IP address.
Netmask: Specifies netmask corresponding to the destination IP address.
[Next-Hop IP: Specifies the next-hop IP address.

Interface: Specifies the interface through which data is forwarded.

To add multiple static routes, click Add Multiple to enter the following page:

Settings - Router (routeri) x
(@ Add Stafic Route (& Add Mulliple
O MNo. DstIF Metmask Next-Hop IP Interface Edit
o 1 0.0.0.0 0.0.0.0 -

Advanced
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Add Static Routes *x

Cne entry per row. Example:

DstIP, Metmask, Mext-Hop IP

A

One static route per row. Example: destination IP address, netmask, next-hop IP address.
Configuring NAT Rule

On the NAT tab, you can configure SNAT and DNAT rules. SNAT is used to translate source IP address
of a data packet, while DNAT is used to translate destination IP address of a data packet and

commonly used to publish an internal service on a publicly accessible IP address.

Settings - Router (routert) b4

Interface
Route
Q

P NAT
|:| Priority Descr... Qutgoing Interface Src IP DstIP Mapped Src IP Status Edit

Source NAT Destination NAT

Refresh  (5) Add

Access Control

DHCP

DNS

Advanced

No data available

To add a source NAT rule, click Add on the Source NAT tab and configure the fields on the following

page:
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Add SNAT Rule X

[/] Enabled

Description:

Interface

Outgoing Interface: Select h

Source
sre IP: Al () Specified

Destination
DstIP: (@ All () Specified

Address Translation
Mapped Src IP: (@ Outgoing interface IP () Specified

Enabled: Select this option to enable the SNAT rule.
Description: Specifies description for the SNAT rule.
Interface: Specifies outgoing interface through which data is forwarded.

Source: Specifies source IP address. Options are All and Specified. If Specified is selected, only the

IP addresses within the specified IP range will be translated

Destination: Specifies destination IP address. Options are All and Specified. If Specified is selected,
only the source IP addresses of the packets routed to the specified destination IP address will be

translated.

Address Translation: Specifies mapped source IP address. If Outgoing interface IP is selected,
source IP address will be translated to the IP address of specified outgoing interface. If Specified is

selected, source IP address will be translated to the specified IP address.

To add a DNAT rule, click Add on the Destination NAT tab, as shown below:
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Add Destination NAT Rule %

[/] Enabled

Description:

Interface
Incoming Interface:

Select w
Source

Sre IP: (w0 All ) Specified
Destination

Dst IP: (® Incoming interface IP ) Specified

Dst Port: TCP ~ Port number enly, e.g.. 80

[¥IBypass ACL and allow access via incoming interface

Address Translation

Mapped Dst IF:

-

Enabled: Select this option to enable the DNAT rule.

Description: Specifies description for the DNAT rule.

Interface: Specifies the incoming interface through which inbound traffic flows into intranet.
Source: Specifies source IP address.

Destination: Specifies destination IP address and port. Destination IP address can be incoming
interface address or a specified IP address. If Incoming interface IP is selected, the destination IP
address will be translated to specified IP address only when the dst address is matching with the
specified incoming interface address. To translate a destination port, you need to specify protocol,
port number and mapped port. To bypass ACL and allow access via incoming interface, select the

option Bypass ACL and allow access via incoming interface.

Address Translation: Specifies mapped destination IP address and mapped port.
Configuring Access Control Policy

On the Access Control tab, you can add an access control policy. There is a default access control
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policy which can be enabled or disabled but not deleted.

Settings - Router (router1) X

Interface
Description, source, destination, + (), | Advanced Search v

Route
[  Priority = Description Source Destination Service Act.. Sta. Edit

s s Default Policy All All [all] All{All protocols &...  All.. v s

Advanced

Entries Per Page:

To add an access control policy, click Add to enter the following page:

Add Access Control Policy b4

Enabled

Description:

-Match Clause

Source Destination
@ All @ Al
() Interface () Interface
W W
() Specified () Specified
Service: Select |E|
- Action

Action: @ Allow () Reject

Enabled: Select this option to enable the policy.

Description: Descriptive information of the policy.
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Filter: Specifies Source and Destination.

All: Indicates any source or destination IP address.

Interface: Specifies source or destination interface.

Specified: Specifies specific source or destination IP address.
Service: Specifies service, such as WEB, DNS and other services.

Action: Specifies action against matching packets. To allow the packets, select Allow. To reject

packets, select Reject.

Configuring DHCP

DHCP is used to automatically assign IP addresses to virtual machines. You can configure DHCP
address pool on the IP Address Pool tab and view status of assigned IP addresses on the Status

tab.

Settings - Router (router1) X

Interface

IP Address Pool

Route

NAT
O No Interface Start IP End IP Netmask Default Gate.. Preferred... Bindin... Status Edit
Access Control

Advanced

No data available

To add IP address pool, click Add IP Address on the IP Address Pool tab.
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Add IP Address x
Interface: Select i
Start IF:

End IP:

Metmask: 28R 2552550

Default Gateway:

Preferred DNS: Optional
Alternate DNE: Optional
Advanced X

L

On the above page, specify Interface, Start IP, End IP, Netmask, Default Gateway, Preferred DNS

and Alternate DNS.

Advanced: You can specify Preferred WINS, Alternate WINS, and Lease, as shown below:

Advanced =

Preferred WINS: Optional

Alternate WINS: Optional

Lease: 24 hauris) W

On the Status tab, it displays the following information: Interface, IP Address, Host Name, MAC,
Time Assigned, Lease Expiration and Bindings. To bind IP address with a corresponding host, click
Bind and specify MAC address. Thus, the IP address will be only assigned to the host with the

specified MAC address.
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Settings - Router (router1) X

Interface

IP Address Pool Status
Route

(® Add IP Address

NAT
(| No. Interface Start IP End IP Netmask Default Gate...  Preferre... Bindings Status Edit

Access Control

Advanced

No data available

Configuring DNS

DNS proxy can help to resolve domain names for the devices connected to the virtual router. To

edit DNS server, click Edit.

Setlings - Router (router1) x

[ Enable DNS proxy
NAT
Access Control

DHCP

Preferred DNS: -

Alternate DNS: -

Configuring Advanced Settings

On the Advanced tab, you can enable high availability (HA) and specify a node to run virtual router.
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Settings - Router (routert) x
Interface
Route [ HA

NAT

Access Control

DHCP

To enable HA, select the option HA. If HA is enabled, a second router will be built on another node
and synchronize data in real time. If one node fails, the second router will take over seamlessly.

However, synchronizing data between the two routers will consume extra network bandwidth.

Without HA enabled, the router will be recovered on another node when the node running that

router fails, but it will take a longer time.

[Router Running on Node]: By default, the node where the router runs is automatically selected
according to the settings on the following page. You can change the current node running the

router as per your need.
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Router Running on Node x

Current Mode

Mode: 2002005105

Standby Node

It fails over to the selected node when the current node fails:
(@) Selectnode based on performance
(y Select node based on priority

@ AddNode 77

[0  Priority MNode

Mo data available

2.3.5.2. Viewing Router Summary
You can view detailed information of a virtual router by selecting the router and clicking Summary

button. On the Summary page, it displays Basics, Traffic, Status and Network. On the Admin Logs

page, it displays administrator logs.

120 S SANGFOR



SANGFOR HCI v5.2 User Manual

vlan20

<

NGAF1

Virtual Network > Router = routert

Device Name:
Description:
Type:

Run on Node:
DNS Proxy:
HA:

Interface
eth0
eth1

eth2

» Setlings

routeri

Edit

Router
200.200.5.105
Not enabled
Not enabled

Qutbou...
0 EBps
0Bps

0 EBps

Default Group

i Packet Capture

vianl0

Cheneyredhat

Default Group w oy

Location

Run on Node: 200.200.5.105
Interfaces

[2:5] etho

Connected To : Edge1

2] etht

Connected To : switch1

[ eth2
Connected To :

Summary

Devices Connected / Total

2/3

Physical Network Canngcted

“ia

Inboun... Outbou... Inboun...
12 Bps 0pps 0pps
0 Bps 0 pps 0pps

0Bps 0 pps 0pps

To reload the current page, click Refresh.

To configure the virtual router, click Settings.

Permissions

Admin Logs

LastHour Last24 Hours

eth2

0B 4 KB 8 KB 12 KB 16 KB 20 KB

M Inbound (Device > Routerill Outbound (Router > Device)

Throughput Packets
8Bps

LastHour Last24 Hours

GBps

4Bps

2Bps

0Bp

s
03:30 03:45 04:00 04:15 04:30

Inbound (Device > Router)— Outbound (Router > Device)

To capture and analyze packets, click Packet Capture, as shown below:
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Virtual Network > Router = router1 = Packet Capiure

Interface:
“Select Format: [Protocal] [Direction] [Type] <Address=

Expression: Protocols: IF, ARF, RARF, TCF, UDF etc.
Directions: src, dst, dstor src, dstand src

Max File Size: 10

Types: hostaddress, network address, port

Logical Operation: not, | and, && or, ||

Interface: Specifies the interface. The packets passing through that interface will be captured.

Expression: Specifies expression to filter packets. On the right panel of the Packets Capture &

Analysis page, it displays the expression formats.

Max File Size: Specifies the maximum size of the file. If a file size is larger than the maximum,

capturing packet will stop.

Admin Logs: This section displays administrator logs, which record various operations on the router,
performed by administrator, such as adding an interface. Each log contains the following
information: Status, Action, Start Time, End Time, Username, Node, Object Type, Object and

Operation. To view log details, click View in Operation column.

Status Action Start Time End Time Username Node Object . Object Operation

@ Completed  Add router inte. 2017-2-280421. 2017-2-28 0421 admin( 200.200.10.41 00 200 B 104 rmw mlW‘l View

& Completed  Add router 2017-2-2803:55 2017-2-28 0355 admin{ 200 20010 41 ) Status: & Completed View
Action: Add router

StartTime:  2017-2-28 03:556:31
End Time:  2017-2-28 03:55:33
Username:  admin(200.200.10.41)
Node: 200.200.5.104

Object Type: Virtual router

Object routert

Description:

2.3.6. Configuring Virtual Network Device

Currently, only the virtual network devices (NGAF and ADC) could be deployed into virtual network

in Networking.
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Navigate to Networking and click Templates, as shown below:

admin

Home Compute Storage Nodes stem
P 9 Sy ‘Super Admin

»
g SANGFOR HCI 52
‘%’.

[ Bat O Refresh ¥ Test Connectivity [S] Devices [q] Templates ES§ Distributed Firewall E Recycle Bin (® HowTe?

2.3.6.1. Uploading Template

In Networking > Templates, you can upload the .vma file of a virtual network device. To upload a

template file, click Upload, select the vma file that you want to upload, and specify datastore. Then

click Upload to start upload.

» 5 N
3¥e SANGFORHCIs2 SaTIE ST admin
.’. Super Admin
Virlual Network = Templates
() Upload
[0 Template Name ersion Datastore Last Update
[0 b NGAF

-y

Template File: vma file

Datastore: Datastore_2_copy v

Upload

If the template file is uploaded successfully, you will see its information in the template list, as

shown below:
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Virtual Network > Templates

® Upload

[ Template Name Version Datastore Last Update
[0 4 NGAF
| AF6.9R1_20160912 6.9R1 Dalastore_2_copy 2016-09-12 11:07:11

To create a virtual network device, drag the virtual network device onto the canvas and configure

the basic information, then click Apply Changes.

Summary - NGAF L
Default Group v o

Settings
"Q NICs: 4 v
NGAF2
Hardware: Typical W
HA: HA Settings (1)
DefaultGroup " > Datastore: Datastore_2 cop v
é Run on Node:  <Auto> v
A
' AF Version:  AFB.9R1_20160¢ v ¢

]
1
Default Group Location
rentos

centos_import_1

2.3.6.2. Licensing Virtual Network Device

After a virtual network device is created, you need to license it before using it.

N L. ] Connected lo:-

1\[” ‘ 3 i eth2
4 Cheneyredha o |
Default Group e '. Connected To : -

s eth3

Connected To : -
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To license virtual network device, click Licensing button, as shown below:

NGAF Licensing X
Device N ; MNGAF1
evice Name Licensed Hardware lUsage
Config Standard: Typical (2-core CPU, 4GB memary) v e
Mote: Configuration can only be set higher.

Licensed Resources

Branch VPN Sites: 0

S5L VPN Users: 0

Server Access 0 Licensed Resource Usage
Werification:

Mobile VPN Users: 0

Licensed Features

Device Name: Displays the name of virtual network device.

Config Type: Specifies configuration type of the virtual network device. Note that configuration

can only be set higher.
Licensed Resources: Specifies licensed resources of the virtual network device.
Licensed Features: Displays licensed functions.

When the virtual network device is successfully licensed, it will be automatically restarted and then
you will see the Web Console and More buttons on the right panel in Networking. To perform
more operations against the virtual network device, click More, and select an operation, such as

Shut Down, Power Off, Backup, Recover, Migrate and Clone, etc.
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NGA!I

@ SANGFOR | neAr

Navigation
~ Status
System
Security Status
RT Vulnerability Analysis
Security Events
Traffic Ranking
Abnormal Traffic
Top Sessions

Affiliated Source Lockout

» Network

» Security Databases
» VPN

» Objects

» Users

» Firewall

&

2

v

It works as a layer

‘
E
=

Route mode

and DMZ(optional) me

3 security appliance and is It works as a layer 2 s
deployed where the trusted zone, untrusted zone not require any chan

Connected To : -

[ ] Shut Down
gelhz

(1) Power off

Connected To ; -

Backup

eth3
o {D Recover
Connected To : -

[ Migrate

To enter Web admin console of virtual network device, click Web Console.

User: admin [ Internal Report Center |

Configuration Wizard

”

%

Bridge mode Mirror mode

ror port to perfor
t require any chany,
work topology.

>

appliance and does It is connecte:
he existing network monitoring an

pet. tof

2.3.6.3. Configuring Virtual Network Device

To configure a virtual network device, select it and click on Settings button to enter settings page,

as shown below:

Settings - NGAF (NGAF1)

Configuration
Location

Advanced

126

Interface =

eth0

eth1

eth2

eth3

IP Address

10.251.251.251

Netmask MAC Address Connected To Status.

2552552550 FEFC:FE:3F8B... swilch1 vy
= FEFCFEEDF4.. Select
- FE:FC:FE:49:A5 . Select

= FEFC:FE:9B:39.. Select
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Configuring Interface

On the Interface tab, it displays the following information: Interface, IP Address, Netmask, MAC

Address, Connected To and Status. To change number of interfaces, click Edit.

Settings - NGAF (NGAF1) X
p Interface
[Z Edit
Configuration
I ddress Connected To Status
Location () Note: Number of interfaces can only be increased.
:(FE:3F:8B:CE  Select Vv
Advanced Interfaces: 4 v
:FE:EQ:F4:D5  Select
New Name: [ v

:FE:49:A5:83 Select

SRR

e \N)

To enable an interface, click on the icon. To disable an interface, click on the

icon.

Modifying Configuration

Hardware configuration is displayed on the Configuration tab, including CPU, memory and disk.

Settings - NGAF (NGAF1)

Configuration Standard: Typical

P Configuration

&l cpu: 2 core
Location

ms Memory: 4 GB
e (= Disk: 32 GB

To change configuration of the virtual network device, click on the Change button to enter the

following page:
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Change Hardware Configuration X

'.’;: Note: Hardware configuration can only be set higher.

Current Configuration: New Configuration:
Typical (2-core CPU, 4GB memory) w High (4-core CPU, 8GB memory) v
B cru: 2 core B cPu: 4 core
@ Memory: 4 GB = Memory: 8 GB
. Disk: 32GB ., Disk: 32GB

On the above page, you can modify hardware configuration.

A

Hardware configuration can only be set higher.

Changing Location

On the Location tab, it displays the datastore where the virtual network device is stored and the

node running the virtual network device.

Settings - NGAF (NGAF1)

Interface

Datastore: Datastore_2_copy

Run on Node: <Auto>

To change the current location, click on the Change button to enter the following page and specify

p Location

Advanced

destination location.
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Change X
Current Location Destination Location
Datastore Datastore
Datastore_2_copy Datastore 2 copy v
Node Node
<Auto> 200.200.5.104 v

As shown above, the current location is displayed on the left side and the destination location can

be specified on the right side.

A

If the destination datastore is not shared, HA will not be supported.

Configuring Advanced Options

On the Advanced tab, there are the following options:
=  Power on at node startup: If it is selected, virtual network device can be automatically
powered on upon node startup.

= High priority: It ensures that the virtual network device has enough resources even when

overall resources are inadequate.

=  Reboot if error occurs: If it is selected, virtual network device can be automatically restarted

when it is not responding due to stuck.

=  HA: It enables virtual network device to be migrated to another node when the node running

that virtual network device fails.
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Settings - NGAF (NGAF1)

Interface

Configuration [1 Power on at node startup

Location High priority (ensure resources even overall resources are inadequate)

p Advanced Reboot if fault ocours (reboot if NGAF is not responding due to stuck)

HA (Migrate to ar

To configure debugging options, click Debug to enter the following page. On that page, you may

ther node if the node fails HA Settings)

select Disk write caching, which enables files on disks to be loaded to memory so as to improve

disk 10 performance.

[[] Disk write caching

Cache Size: 256

[] Disable Pause-Loop Exiting |

2.3.6.4. Viewing Virtual Network Device Summary

You can view detailed information of virtual network device by selecting that device and clicking
Summary button. The following information are displayed on the Summary page: device status,
sessions, connection status, and inbound and outbound rate. On the Admin Logs page, you can

view detailed operation logs.
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Networking = Devices = NGAF1 Summary Summary Permissions

5y Refresh (&) Backup [# Settings icensing More v

Device Name:  NGAF1 #
Description Edit [ CPU Usage Memory Usage
Type: NGAF O 0
g

Datastore: 200.200.5.104,200.200 5105 " & 5
Run on Node:  <Auto>
Deployed from 3.3 GHz X 2 core(s) Total: 4 GB

AFB.9R1_20160912 [V 6.9R1) Free: 4 GB
Template:
Licensing: Licensed 21:15 21:30 21:45 22:00 22:15

Siat... Interface = Outbound... Inbound. Quibound.. Inbound... Throughput etho - Last 24 Hours

5 ethd 0 Bps 0Bps 0 pps 0 pps
» ethl 0 Bps 0Bps 0 pps 0 pps
Y eth2 0Bps 0Bps 0pps 0pps
0Bps.
Py 8th3 0Bps 0Bps 0pps 0 pps

2115 21:30 21:45 22:.00 2215

Inbound — Outbound

On the above page, you can perform the following operations: Power On, Shut Down, Backup,
configuring Settings, Licensing. Click More to perform more operations, such as Power Off,

Migrate and Clone.

2.3.7. Distributed Firewall

Sangfor HCI5.2 version provides a new function distributed firewall which can achieve control
over access to any node based on virtual machine IP address, virtual machine, VM group or VM
tag.

admin

Home Compute Storage Nodes stem
P! 9 = Super Admin

£y SANGFOR HCl 52
T

[+ Bat O Refresh "’ Test Connectivity E Devices E Templates E=2 Distributed Firewall E Recycle Bin ® How To ?

To configure a firewall rule, click Distributed Firewall in Networking and then click Add to enter

the following page.
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Add Rule x

[] Enabled

MName:

-Match Clause
Source Destination

@ Any IP address @ Any IP address
() Specified IP address () Specified IP address
() Specified virtual machine () Specified virtual machine

Service: | Select [++]

Action: i Allow () Reject

To enable firewall rule, select Enabled.
The following are contents included on the above page.
=  Name: Specifies a distinguishable name for the firewall rule.

=  Match Clause: For Source and Destination, options are Any IP address, Specified IP address,
Specified virtual machine. If Specified IP address is selected, you can select IP Groups or IP
Addresses. If Specified virtual machine is selected, you can select Virtual Machine, VM Group, or

Tags.
= Service: Specifies service(s) to which the firewall rule applies.

= Action: Specifies action to matching service, Allow or Deny.

2.3.8. Viewing Devices

»
g SANGFOR HCl52
.%.

Home Compute Storage Nodes System s
1Y Super Admin

> Exit O Refresh ¥ Test Connectivity [S] Devices [ Templates ES¥ Distributed Firewall 'E Recycle Bin (® HowTo?

In Networking > Devices, it lists the following virtual network devices: virtual switches, edge,
virtual routers, NGAF, IAM, vADC. On the Basics page, you can view the following information:

Status, Name, Outbound, Inbound, Interfaces, Total Interfaces, CPU Usage, Memory Usage.
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admin
Super Admin

» 52
._':;_. SANGFOR HCl 5.2
.

Home Compute Storage System

’____E View By Group v O Refrash New Group z Mave ‘E’ Delete

G Permissions
=] @ Virual Network Device(5) (| Sta... Name Qutbou.. Inboun... Interfaces ... Total Interf.... CPU Usage Memory Usage
= JEEErER 00 &  DefauliEdge 1.81 KBps 0Bps G =
| switch1 0 Bps 8 Bps 4 -
] é NGAF1 0Bps 0Bps 1 4 C— 1% ——119%
0 - Edge1 0Bps 0 Bps 2 =
O [><] routert 0Bps 0Bps 2 3

Virtual network devices can be created and added to different groups so that they can be managed

by sub-administrators with different permissions.

H___E View By Group ~ O Refresh New Group E Move '@' Delete

Name

Virtual Network Device{5) O st Name Cutbou_ Inboun.. Interfaces . Total Interf. CPU Usage Memory Usage

Permissions

test(0)

Default Group(5)

On the Permissions page, you can edit permission of virtual network devices. But you need to

add virtual network resource in the Sub Administers to get access to Permissions.

?-E View By Group v 0 Refresh  [3] New Group Z Move '@' Delete

= @ Virtual Netwerk Device(5) Administrators. Group Permissions Creator

{00 test(0) admin Default Group Admin Yes

5
[ Default Group({5) cheneytest Default Group Admin No

2.3.9. Testing Connectivity

Test Connectivity tool can help administrators to quickly and easily troubleshoot network issues,
which just requires administrator to specify source and destination addresses. To test connectivity,

specify a source virtual machine and destination IP address, then click Start, as shown below:

admin

8L, SANGFOR HCI 52
-:,.;0 Home Compute Storage Nodes System T

= Bat O Refresh )( Test Connectivity E Devices E Templates E== Distributed Firewall E Recycle Bin @ How To ?
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Wirtual Machine:  centos_import_1 E > 200.2005.108 Test again

o Unable to test connectivity of the vitual machine (centos_import_1)

Virtual Machine centos_import_1 [Z

Node: 200.200.5.104
Cross Any Node: No

A

To test connectivity from a virtual machine, that virtual machine must be powered on and installed

vmTools.

2.4. Virtual Storage

Navigate to Storage and you will see Summary, iSCSI Virtual Disks, Shared Disks, Settings,

Permissions page, as shown below.

<o SANGFORHCI52 Home Compute  Networking System
-

"y Refresh

2.4.1. Viewing Storage Summary

Virtual storage summary page is shown below:
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» e 5 .
-%;' SANGFOR HCl 52 Home Compute  Networking System T =
-

Super Admin

¢ Refresh

Total Capacity. 32778

B VYMImage File Size: 9469 GB (3%)
Il iSCSI Disk Size: 0B (D%)
B Shared Disk Size 0B (0%)

W Free: 31878 (97%)

10PS Last Minute Last 10 Minutes LastHour Last24 Hours

1oPS

10 Throughput a0
10 Latency IInl
Storage Usage 20 / ‘ (\
Cache Hit Rate | {
I‘ N\
0o N~ o~ (I AVAN I VN - - - ~_
03:25:50 03:26:00 03:26:10 03:26:20 03:26:30 03:26:40 03:26:50
IO READ 0IOPS — IC WRITE 0 IOPS

On the following graph, you may view IOPS, 10 Throughput, 10 Latency, Storage Usage and

Cache Hit Rate.

Last Minute Last 10 Minutes Last Hour Last 24 Hours

ICOPS
10 Throughput 20

02-24-2017 03:26:07
® |0 Write: 3 IOPS

A
0 L/'\/\_,—\_;f N~ -
03:26:10 03:26:20 03:26:30 03:26:40 03:26:50 03:27:00 03:27:10

10 Latency

Storage Usage

Cache Hit Rate

IO READ 0IOPS — IO WRITE 0 IOPS

IOPS: Indicates virtual storage input/output operations per second, which represents 10

performance of virtual storage.

I0PS Last Minute Last 10 Minutes Last Hour Last 24 Hours
10 Throughput 768KBps
10 Latency
512KBps

Storage Usage

Cache Hit Rate 256KEBps

0Bps e e e
03:26:30 03:26:40 03:26:50 03:27:00 03:27:10 03:27:20 03:27:30

IOREAD 0 Bps — 10 WRITE 0 Bps

10 Throughput: Indicates bytes read/written by virtual storage per second, which represents 10

throughput of virtual storage.
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\CPS Last Minute Last 10 Minutes Last Hour Last 24 Hours
ms
10 Throughput 20
10 Latency
20 fi
Storage Usage Il‘l
|
Cache Hit Rate 1o |1
[ A /
0 — — f A — o~ S\ I\ /
03:26:40 03:26:50 03:27:00 03:27:10 03:27:20 03:27:30 03:27:40
IO READ LATENCY O ms — IO WRITE LATENCY 0 ms

10 Latency: Indicates how long each write/read operation of virtual storage takes. Through 10
latency trending graph, you may know storage 10 load. If 10 latency increases, it indicates that 10
request is in queue and 10 performance becomes poor. Generally, it indicates that 10 load is low if
the average 10 latency is less than 30ms and that 10 load is normal if the average 10 latency is less

than 60ms.

IOPS
10 Throughput 4TR
1O Latency

Storage Usage 2TB

Cache Hit Rate

2017/01/02 2017/01/09 2017/01/16 2017/01/23 2017/01/30 2017/02/06 2017/02/13 2017/02/20

I FREE SPACE 3.19 TE [l USED SPACE 89.1% GB

Storage Usage: Indicates virtual storage usage. The total size of used and free storage capacity,
marked in different colors, means the total storage capacity. The above figure indicates that the
total storage capacity becomes larger, indicating new disks have been added. Storage capacity will
increase if a new node is added. As used storage space increases, available storage space decreases.
The storage usage trending graph can record storage usage in the last 5 years at most. In that case,
storage usage data is recorded once a day. Through the storage usage trending graph, customers

can predict the need of expanding storage capacity in the future.

1OPS Cluster HitRate Node Hit Rate

10 Throughput 100%
IO Latency

Storage Usage 50%

Cache Hit Rate

2017/02/18 2017/02/19 2017/02/20 2017/02/21 2017/02/22 2017/02/23 2017/02/24

CLUSTER HIT RATE 35%

Cache Hit Rate: A cache hit occurs when the requested data is found in SSD, while a cache miss
occurs when the requested data is not in SSD and should be returned from data disk. Cache hits to

read operations means cache hit rate. Cluster Hit Rate graph shows the overall cache hit rate in
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the cluster in the last 7 days.

10PS Cluster Hit Rate | Node Hit Rate

12 Throughput

100%

10 Latency
Storage Usage 50% |
Cache Hit Rate

0%
2017/02/18 2017/02/19 2017/02/20 2007/02/21 2017/02/22 2017/02/23 2017/02/24

CLUSTER HIT RATE 35%

The bar graph of Node Hit Rate, as shown below, shows the average hit rate of different nodes.

10PS Cluster HitRate| Node Hit Rate

10 Throughput 100%

10 Latency
Storage Usage

50%
Cache Hit Rate 3%

1%
0%

200.200.5.104 Hit Rate 35% [l 200.200.5.105 Hit Rate 1%

2.4.2. Configuring iSCSI Virtual Disk

Virtual storage can be configured as an iSCSI sever so that part of virtual storage can be pre-

allocated as iSCSI disks which can be accessed by iSCSI initiators.

3 Refresh ¢2y 1ISCSl Server
The following introduces how to create iSCSI virtual disk for the first time.

1. Configure iSCSI server.

In Storage > iSCSI Virtual Disks, click iSCSI Server and configure the related fields on the following

page.
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ISCSI Server x
Target Mame Prefix: ign.2015-08.com.sangforasan

CHAF Username: sangfor {

CHAF’ Pa sswurd: T — {

REWDE PEES-WI:IFU EEEEREEEE R

The following are contents included on the above page:

= Target Name Prefix: Specifies prefix of target name. Default format is
ign.date.com.sangfor.asan. The default is recommended.

= CHAP Username: Specifies CHAP username used by iSCSI initiator to connect to iSCSI server.
= CHAP Password: Specifies CHAP password used by iSCSI initiator to connect to iSCSI server.

=  Retype Password: Retype CHAP password.

After the above fields are configured, click OK and the following dialog will pop up. To make

changes take effect, select Restart Now to restart iSCSI service.

2. Create iSCSI virtual disk.

In Storage > iSCSI Virtual Disks, click |Create iSCSI Virtual Disk| to enter the following page:

Create iSCSI Virtual Disk x
Mame: test
Description: test

Disk Size(GB). | 50 i

Accessible To: | Any initiator Settings (0 initiators

[J Allow initiators to connect concurrently

@ SANGFOR
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The following are contents included on the above page:

=  Name: It should contain digits, letters, dots and colons only. iSCSI disk name consists of the
name specified here and target name prefix which is specified when configuring iSCSI server.

= Description: It is optional.

= Disk Size: Specifies size of the iSCSI disk. The maximum is 16TB(16348GB) and cannot exceed
the available storage capacity.

= Accessible To: You can select Any initiator or Specified initiator.

=  Any Initiator: If it is selected, the iSCSI disk can be accessed by any initiator as long as cluster
IP address or node IP address, and CHAP username and password are provided correctly.

=  Specified Initiator: If it is selected, click the Settings (0 initiators) button to configure iSCSI
initiator. To add an iSCSI initiator, click Add on the Initiator Settings page to enter the following

page.

Initiatar
Address: 192200200113

Initiatar 1GM:

[ Mutual CHAP
lsername:

FPasswaord:

Retype Fassword:

The following are contents included on the above page:

= Initiator Address: Specifies management interface address of initiator or cluster IP address.

. Initiator IQN: Indicates device name of iSCSI initiator. One of Initiator Address and Initiator

IQN is required at least.

Ll Mutual CHAP: If it is selected, Username, Password and Retype Password fields are required.
This option is optional. If mutual CHAP has not been configured on iSCSl initiator, do not select this
option. iSCSI disk cannot be accessed by iSCSl initiator if the correct CHAP username and password
are not provided when mutual CHAP has been configured on that iSCSI initiator and that initiator
is required to be authenticated by iSCSI server as well.
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To enable iSCSI disk to be accessed by multiple initiators concurrently, select the option Allow
initiators to connect concurrently. For the sake of data security, that option is deselected by

default.

2.4.3. Configuring Shared Disk

A shared disk can be mapped and used by more than one virtual machines that run compatible
applications. Note that if the disk is shared by virtual machines running different applications that
do not support disk sharing, disk data may get damaged. However, that is not a problem for Oracle

RAC database environment, which supports disk sharing among nodes in RAC (Real Application

Clusters)

3 Refresh (5 Create Shared Disk Y& Recycle Bin
1. Click Create Shared Disk in Storage > Shared Disks to create a shared disk.

On the Create Shared Disk page, as shown below, configure the related fields.
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Create Shared Disk x

Mame:

Disks:

Description:

Size: B
Shared Among

i@ Any two or more virtual machines
() Specified virtual machines

Vi Name De

The following are contents included on the above page:

=  Name: Specifies a distinguishable name of shared disk. It can only contain Chinese characters,

digits, letters, space and half or full length of the following special characters: ()[I{}@]._-+

Disks: Specifies the number of shared disks.
= Description: It is optional.

= Size: Species size of shared disk. The maximum is 1TB(1024GB).

Shared Among: You may select Any two or more virtual machines or Specified virtual

machines.

=  Any two or more virtual machines: If it is selected, it indicates that shared disk(s) can be

accessed by any virtual machine.

=  Specified virtual machines: If it is selected, you need to specify virtual machines. Only the
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selected virtual machines can access shared disk(s).
2. Edit a virtual machine to associate a shared disk with that virtual machine.

On the Edit Virtual Machine page, select Add Hardware > Disk and choose Shared disk, as shown

below:

Configuration Advanced

sandars:  Low [ Hion O Newdisk ()Existngdisk () Physicaldisk @ Shared disk
| JReds Ay Disk = LUN Size Type Det...
= lemory 4 GB .
- 4 Free (1)

== Disk 1 Shared disk .

@ & sangforl 2 100 GB ASAN  View
© CDIOVD 1 Naone
mw eth0 Connected To: DefaultEdge
# Other Hardwares ~

A shared disk can be deleted. After deletion, it will go to Recycle Bin. In Recycle Bin, you can restore

it or delete it permanently.

» o .
-:‘O SANGFOR HCI 52 Home Compute Networking Storage i .
a. Super Admin
System > Recycle Bin Virtual Machines Shared Disks
& Emply
[0 MName Description Type Size Time Deleted Days Preserved
0O == sanghorot Shared Disks 100 GB 2017-2-24 16:38:58

2.4.4. Settings

On the Settings page, you can view the disks that have been added to virtual storage and basic disk

information, such as disk capacity, disk type (HDD or SDD), data disk or cache disk, as shown below.

admin

Home Compute Networkin stem
P 9 Sy ‘Super Admin

" Refresh {5 Advanced ¢33 Manage Total: 6 2 cache disk{s) 4 data disk(s) 0 spare disk(s) not defined: 0

.:u'... SANGFOR HCI 52
.

Total: 3, Defined: 3

{3 Type: SSD - Type: HDD Type: HDD
E=mmn Capacity: Capacity: 1.82 TB Capacity: 1.82TB
223.57 GB
Cache disk Data disk Data disk

Total: 3, Defined: 3

{3 Type: ssD - Type: HDD Type: HDD
E=zmn Capacity: Capacity: 1.82 TB Capacity: 1.82 TB
223.57 GB

Cache disk Data disk Data disk
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By clicking a disk, you can view the disk details, such as disk 10 throughput, IOPS, disk tag, etc.

Last Minute  Last 10 Minutes Last Hour Last 24 Hours

IO Throughput 10PS 10PS
96KEBps 15
54KBps A || M |‘ ﬁ
A [
H i l [ | | ,I | | || |
|\ | |

w

32KBps
j ’ u' |‘f"\ INLN \ AAYA WA AN A A AA an
0Bps (A L \_J u'L L 0 J(\\é [N T O B | TN ' AWTAV.NIA'RY \_ff\_/VL
03:40:00 03:40:15 03:40:30 03:40:45 03:40:00 03:40:15 03:40:30 03:40:45
IOREAD 0 Bps — IO WRITE 0 Bps IO READ 0IOPS — IO WRITE 0 IOPS

2.4.4.1. Adding Physical Disk

You may expand virtual storage or add new disks by adding physical disk.

If two new disks are inserted into two nodes respectively, a green icon with the number of newly-

discovered disks will appear on the Add Physical Disk button in Storage > Settings, as shown below.

¢y Refresh ¢=y Advanced ¢53 Manage

To add new disk, click |Add Physical Disk| to enter the following page where newly-discovered disks

are listed.
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Add Physical Disk X

o Use of Disk 2 Confirm

Use of New Disks (system disk is not listed below), Tips

Q Disk for specific use will be formatted and emptied. You may click Refresh to find new disks(if any).
Disk Type Size Use of Disk
4 200.200.5.104 2 data disk, 0 cache disk, 0 spare disk
WDC WD2000FYYZ-01UL1B2 HDD 18278 Data disk WV
4 200.200.5.105 2 data disk, 0 cache disk, 0 spare disk
WDC WD2000FYYZ-01UL1B2 HDD 18278 Data disk v

To add new disk to virtual storage, follow instructions to format that disk,

Add Physical Disk X

o Use of Disk o Confirm

Confirm
Available Storage Space

1.62TB

2 new disks, total capacity: 3.64 TB

2 data disk(s), total capacity: 3.64 TB

2 datastore copies (unchangeable during initialization), available data disk space: 1.62 TB

Before disk increase, virtual storage capacity is 1.64 TB, available space is 1.63 TB and usage is 1 %

After disk increase, virtual storage capacity is 3.44 TB, available space is 3.43 TB and usageis 1%

Type OK (case-insensitive) to confirm operation and clear the new disks.

o |

: - ]
5

The number of new disk to be added should be multiple of datastore copies. For instance, if
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number of datastore copies is 2, the number of new disks to be added should be 2 or 4, etc.

2.4.4.2. Advanced Settings

You can modify Storage Network Interface and Test Connectivity settings by clicking Advanced in

Storage > Settings, as shown below.

¢ Refresh ¢ Advanced = ¢5) Manage

Advanced x

Virtual Storage Data Balancing

This helps put VM files fairly on physical disks in the cluster, to make best
use of disk resources.

Mote: It applies to powered off virtual machines only. When the task is being
executed, overall performance and user experience would be brought down.

Create Data Balancing Task

Storage Metwork Interface

Independent storage area network is more efficient in data transmission and
consistent in data sync.

Furthermore, such network helps to reduce data sync risk caused by network
connection error, since virtual storage contains crucial business data. The
drawback is that additional interface must be provided on the node for the
storage to communicate across nodes.

& Settings (Link aggregation with two switches)

Test Connectivity

Specify an IP address and use Ping command to check whether the node is
offline.

Storage Network Interface: You can change deployment mode (Link aggregation disabled, Link

aggregation with one switch, Link aggregation with two switches)

Take changing deployment mode to Link aggregation with one switch for example, select the

option Link aggregation with one switch(Recommended) first, as shown below:
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Use of Physical Interfaces x
o Storage Deployment 2 Select Storage MNetwork Interface

Deployment Mode ({for data communication between physical disks in the storage area network)

(O Link aggregation disabled O Link aggregation with one switch(Recommended) ® Link aggregation with two switches

Link aggregation with two switches
Benefits

Bandwidth and fault tolerance capability is higher. Failure of one link or switch

does not affect storage communication.

-x: Drawbacks
Sl Mare interfaces and switches are required.

Notes:

Storage area network(SAN) is used for data transmission across nodes. Please
connect the objects with cables according to the diagram.

The switch may be layer 2 switch, requiring no change be made.

If there are only two nodes, simply use a cable to connect one another,

without using any switch.

Click to configure storage network interface, and then click .

Use of Physical Interfaces x

o Storage Deployment o Select Storage Network Interface

Storage Network Interface (Deployment)

Node Name Physical Interface Aggregate [P Status
200.200.5.104 ethd eths v 10.25.25.1 /24 ® Normal
200.200.5.105 ethd eths v 10.25.25.2 /24 @ Normal

. KN KK

Test Connectivity: It is used to test whether the node is offline. First, you need to specify an IP

address which should better be router IP address.
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Test Connectivity X

Q This IP address is used to ping connectivity to the nodes. Read More

Better be router |IP address that is always connected.

IP Address: 172.16.1.66

_

2.4.4.3. Managing Datastore

In Storage > Settings, click Manage to enter the following page. Here you can manage datastores

and basic folders.

£y
Cleanup

Datastore_2_copy S0 - Folder

Type Last Modified

Total Capacity: 327 TB private - Folder

Free Space 304718

7%

M Enable datastore sharing

Enable datastore sharing: If this option is selected, you can access virtual storage through the

directory displayed under that option.

2.4.5. Permissions

Virtual storage permission is used to assigned to sub-administrator to manage datastore. To add

permission in Storage > Permissions, you need to add the permission of accessing datastore in
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System > Sub Administrators > Permissions first.

admin
Super Admin

’ SANGFOR HCl 52
%

Home Compute  Networking Nodes System

ISCSI Virtual Disks Shared Disks Permissions

¢y Refresh (&) Add & Delete

[0 Administrators Group Permissions
admin Default Group Access datastore
[ cheneylest Default Group Access datastore

For details, refer to Sub Administrators section.

2.5. Nodes

Navigate to Nodes and you will see the following page:

» 59
% SANGFOR HCI 52 Compute  Networking Storage

Add Node {= Sort by Name Communication Interface

200.200.5.105 (master node)200.200.5.104
CPU Usage 2 CPU Usage 11%

Memory Usage : Memory Usage

10 Usage o 10 Usage

2.5.1. Viewing Nodes

All nodes are listed on the Nodes page. You can view basic node information, such as node name,

node IP address, CPU usage, memory usage, and |0 usage.
2.5.1.1. Toolbar

On the Nodes page, you can perform the following operations: Refresh, Add Node, Sort by Name,

CPU Usage, Memory Usage or 10 Usage, and Communication Interface.
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Refresh (*) Add Node |= Sort by Name v  [# Communication Interface

2.5.1.2. Adding Node

A node is a physical machine that has installed Sangfor HCI software and connected to Sangfor HCI
platform. Its resources are pooled and managed together with other clustered nodes to improve

resource utilization.

To add a node, click Add Node to enter the following page. To change a physical machine to a node
managed by Sangfor HCI, download and install the Sangfor HCI software and add that node to the

Sangfor HCI platform. Then click Next.

Add Node x

MNodes

Anode is a physical machine that has installed Sangfor HCI (Hyper-converged Infrastructure)
software and connected to the Sangfor HCI platform. Its resources are pooled and managed
together with other clustered nodes to improve resource utilization.

To change a physical machine to a node managed by the Sangfor HCI, download and install the

Sangfor HCI software and add that node to the Sangfor HCL

Download Sangfor HCI Installer
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Add Node x

Select and Connect to the Physical Machine Download Sanafor HCI Installer

Below are nodes having Sangfor HCI software installed. Default password: admin

?  Credentials ?  Credentials
200.2005.5 200.200.5.15 200.200.5.213 200.200.5.244

Connect to Node

IP Address: |

Username: admin

Password: admin password

Ok Cancel
2;2

IP Address: Specifies IP address of the node installed Sangfor HCI software.
Username: Specifies administrator’s username of that node.

Password: Specifies administrator’s password of that node.

Finally, click .

A

® A node can be added to a cluster only. If a node has been added to a cluster and you want to

add it to another cluster, it must be removed from that cluster first.

® Versions of HCI software installed on the nodes to be added to a same cluster must be

consistent.

® Management interface IP addresses of the nodes to be added to a same cluster must reside
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on a same network segment.

® On the Add Node page, it lists the automatically-discovered nodes which reside on a same

subnet but have not been added to the cluster.

® Youmay add a new node by clicking the [+] icon and then input the its IP address, username

and password.
® If anode with default password admin is selected, there is no need to specify password again.

® If a node whose password is not admin is selected, you need to specify its password.

2.5.1.3. Sorting Nodes

Nodes can be sorted by name, CPU usage, memory usage, or |0 usage.

3 Refresh (*) Add Node I= Sort by Name v~  [# Commu

Name
CPU Usage
Memory Usage

1O Usage
2002005105 (mas Jrgrimraniepr

CPU Usage t CPU Usage

Memary Usage it Memaory Usage

10 Usage it 10 Usage

To sort nodes by name, select Sort by Name. Additionally, by clicking on the - arrow, nodes

can be sorted in ascending order or descending order.
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20020051058 (master node)200.2005.104

CFPU Usage CFU Usage 12%

Memary Lsage Memary Lsage 41%

IO Usage 2 Usage 0%

To sort nodes by CPU usage, select Sort by CPU Usage. By clicking on that arrow, nodes can be

sorted by CPU usage in ascending order or descending order (as shown in the following figure).

(master node)200200.5.104 200.200.5.105
CPU Usage 12% CFPU Usage

Memory Usage 41% Memory Usage

IO Usage 0% 10 Usage

To sort nodes by memory usage, select Sort by Memory Usage. By clicking on that arrow, node can
be sorted by memory usage in ascending order or descending order (as shown in the following

figure).

(master node)2002005.104 20020051056
CFPU Usage 12% CFPU Usage

Memary Usage 41% Memary Usage

[0 Usage 0% 0 Usage
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To sort nodes by 10 usage, select Sort by 10 Usage. By clicking on that arrow, nodes can be sorted

by memory usage in ascending order or descending order (as shown in the following figure).

2002005105 (master node)200.200.5.104

CPU Usage b CPU Usage 12%

Memary Usage i Memary Usage 41%

IO Usage b IO Usage 0%

2.5.1.4. Configuring Communication Interface

You can configure management interfaces and overlay network interfaces by clicking

Communication Interface on the Nodes page, as shown below.

Communication Interface

Management Interface Overlay Network Interface(vxLAN)

3 Refresh  [# Edit

MNode Name Management Interface Interface IF MNetmask Gateway
200.200.5.104 ethl ~ 200.200.5.104 2552552550 200.200.5.254
200.200.5.105 ethl ~ 200.200.5.105 2552552550 200.200.5.254
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Communication Interface

Management Interface Overlay Network Interface(vxLAN)

s Refresh [# Edit [IManagement Interface

IP Address
D Gateway
Start IP:

MNode Name

200.200.5.104 E—_—

200.200.5.105 I .200.5.254

.200.5.254

[ cateway:

Communication Interface

Management Interface Overlay Metwork Interface(vxLAN)

Refresh £33 IP Address Pool [# Edit

Mode Name Overlay Network Interface{vxLAN) Interface IF MNetmask
200.200.5.104 eth1 w 1025017 2552552550
200.200.5.105 eth1 ~ 1025017 25525525510

[JEnable high performance made (MTU may be changed to 1600 and Jumbo Frame must be enabled on physical switch)
Tips: To improve data transmission efficiency, configure the Management interface and Overlay network interface (vxLAN) to reside on
different physical NICs.
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Communication Interface

Management Interface [ Overlay Network Interface(vxLAN)

5% |P Address Pool [, Edit [/ Overlay Network Interface v

200.200.5.104 ethi

¢ Refresh

Node Name

10.250.1.7 2552552550

200.200.5.105 eth1 v 1025017 2552552550

Enable high performance mode: If this option is selected, MTU of overlay network interfaces will
be changed to 1600 so that VXLAN encapsulated data will not be fragmented when being
forwarded to physical network, but Jumbo Frame must be enabled on the physical switch

connected to a host installed Sangfor HCI software.

2.5.2. Viewing Node Information

The Nodes page is shown below:

Nodes

3 Refresh (*) Add Node I= Sortby IO Usage v [#) Communication Interface

2002005105 (master node)200.200.5.104
CPU Usage b CPU Usage 1%

Memary Usage it Memary Usage 41%

IO Usage : IO Usage 0%

On the upper-right corner of the Nodes page, you may see the total number of nodes, as shown

below
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admin
Super Admin

»
&<y SANGFOR HCls2
-2

H
Compute Networking Storage System @

3 Refresh () Add Node  |= Sort by 10 Usage v  [# Communication Interface

200.200.5.105 (master node)200.200.5.104
CPU Usage % CPU Usage 12%

Memary Usage % Memory Usage

10 Usage % 10 Usage

The color of node card indicates node status. Grey indicates the node is powered off, while blue
indicates the node is powered on and read indicates the node is giving alarm. Additionally, there

are more information on the node card, such as CPU usage, memory usage and |0 usage, etc.

200.200.5.105 (master node)200.200.5.104
CPU Usage 26%
> m

Reboot Shut Down

El

Summary

Memaory LUsage 25%

10 Usage 0%

Move your cursor onto node card and you will see the following buttons: Reboot, Shut Down,

Summary, More, as shown below:

(master node)200.200.5.104

CFU Usage 43%

Memary Lsage 26%

10 Usage 0%
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Node = 200.200.5.104

3 Refresh

(|) Power OF <) Reset

-
Memary Usa Disk Usage

CPU Usage

10 = 26 1 -

3.3 GHz X 8 corels) Free: 110.30 GB

Total: 124 GB

Summary

To enter node summary page, you may click on node name.

Network

Storage

Throughput CPU  Memory [0 Speed v Al «

192KBps

128KBps

64KBps

OBps

LastHour = Last 24 Hours

12: 00 18: 00

Inbound — Outbound

MNode Name: 200.200.5.104 [ b CPU 8 corg(s) X 1 (Intel(R) Xeon(R) CPU E3-1230v3 @
Description: [ 3.30GHz)
E ﬁ Softwara Version: SANGFOR-HCIS2.01_. w= [Vlemory 32GB
Storage Adapter IQN:ign.2005-03.0rg.ope... [ I wm NIC g
MNetwork Used CPU: 1 core(s) [E = HEA None
Metwork Used Mem: 5461 MB [EA wm RAID MNone
Cluster Contraller:  Yes
Uptime 5 minutes
Running Vhis: 2

To set a node to cluster controller, you may click More.

2002005105

> H

Shut Down

= o

Set To Cluster Controller

2.5.3. Viewing Node Summary

There are the following parts: Summary, Network, Storage, VMs, as shown below:

Home Compute  Networking Storage System

S
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2.5.3.1. Viewing Node Information

On the Summary page, you can view node status, basics and configuration information.

Compute  Networking Storage System

3<e SANGFOR HCls2 ™ admin
.’. Super Admin

o s —

7 Refresh |y Power Off () Reset

Throughput CPU  Wemory [CSpeed ¥ All  w LastHour = Last24 Hours
6MEps

CPU Usage Memory Usage Disk Usage

4 : 75 . 1 . 4MBps

2MEps

3.3 GHz X 8 core(s) Free: 808 GB Free: 122 86 GB OBps
Total: 32 GB Total: 124 GB 0:45 1:15 1

Inbound —— Outbound

Node Name: 2002005105 IE; I+ fd CPU 8caore(s) X 1 (Intel(R) Xeon(R) CPU E3-1230 v3 @ 3.30GHz)
Description E = llemory 32GB

Software Version: SANGFOR-HCI5.2.01_ENB. + wm NIC [}

Storage Adapter IGN: ign.2003-03.0rg.0pen-isc. .. [z = HBA

Network Used CPU 1 core(s [Z == RAID

Network Used Mam: 5461 MB IE

Cluster Gontraller: No

Uptime 5 minutes

Running VMs:

To power off node, click .
To reset node, click .

Status: This section displays CPU usage, memory usage, disk usage, throughput, CPU usage

trending, memory usage trending and 10 speed.

CPU Usage: Displays CPU usage of node. On the right side, you can view CPU usage in the last hour

or 24 hours.

Throughpyt = CPU emory 10Speed ¥ | Al w LastHour = Last24 Hours

CPU Usage Disk Usage

5 . 1 -

3.3 GHz X 8 coreis) Free: 8.14 GB Free: 122.86 GB
Total: 32 GB Total: 124 GB 12:00 16: 00 20: 00

CPU Usage

Memory Usage: Displays the total and free memory size, as well as memory usage. On the right
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side, you can view memory usage in the last hour or 24 hours.

Throughput | CPU O Speed ¥ A v LastHour = Last 24 Hours

48GE

CPU Usage Memory Usage Disk Usage
32GB
3 1 =
16GB
3.3 GHz X & core(s) Free: 8.14 GB Free: 122.66 GB 0B
Total: 32 GB Total: 124 GB 04: 00 08: 00 12: 00 16: 00 20: 00 00: 00

Used — Total

Disk Usage: Displays the total and free disk size respectively, as well as disk usage.

CPU Usage

58 -

Memory Usage

75 -

Disk Usage

1%

3.3 GHz X 8 core(s) Free: 7.01 GB Free: 122.86 GB
Total: 32 GB Total: 124 GB

Throughput: Displays the trending of node throughput.

LastHour = Last 24 Hours

<

Throughput | CPU | Memory IO Speed ¥ | Al

1MBps

CPU Usage Memory Usage Disk Usage
4 1 =«
512KBps
3.3 GHz X 8 core(s) Free: 8.14 GB Free: 122.86 GB 0Bps .
Total: 32 GB Total: 124 GB 04: 00 08: 00 12: 00 16: 00 20: 00 00: 00

Inbound —— QOutbound

Basics & Hardware Configuration: This section displays basic information and hardware
configuration of node. Basic information includes Node Name, Description, Software Version,
Storage Adapter IQN, Network Used CPU, Network Used Mem, Cluster Controller, Uptime,
Running VMs. Hardware configuration is listed on the right side. (Node Name, Description,
Storage Adapter IQN, Network Used CPU and Network Used Mem are editable).
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Node Name: 200.200.5.105 [2 [ CPU 8 core(s) X 1 (InteliR) Xeon(R) CPU E3-1230 v3 @ 3.30GHz)
Description: E - lemory 32GB

Software Version SANGFCR-HCIS52.01_ENB. [ wm NIC 6

Storage Adapter IQN: iqn.2005-03.0rg.0pen-isc. .. [z m= HBA None

Network Used CPU! 1 core(s) E = RAID None

Netwaork Used Mem 5461 MB E

Cluster Contraller: No

Uptime 10 minutes.

Running VMs:

2.5.3.2. Network

On the Network page, you can view physical interface information and configure advanced settings.

Viewing Interface Settings

You can view the following information of physical interfaces on the Network page: Status,

Interface Name, IP Address, Link Mode, etc.

-%,‘:o SANGFOR HCl 52 Compute  Nefworking  Storage system Ty ;ﬂ::r"Amn
o s -
¢ Refresh  (5) Add Aggregate Interface Advanced [z Static Routes
Status Interface Name Type Description IP/Netmask Gateway Link Mode Status. Operation
F ethd Managementin... - 200.200.5.105/255 255 265.0 200.200.5.254 Auto-Negotiation(100M /... (v 4 [2
F ethi Cverlay Netwar.. = 10.250.1.7/255.255.255.0 = Auto-Negotiation(100M /... v [2
F eth2 - = 10.251.251.2/255 255 256.0 = Auto-Negotiation(100M /- (v 4 IE
F eth3 = = 10.250.3.7/255.255.255.0 = Auto-Negotiation(1000M... v [2
F eth4 Storage Networ. - - Auto-Negaotiation(1000M_ (v 4 IE
F &ths Storage Networ... - - Auto-Negotiation(1000M.... v E

To edit interface, click Edit in Operation column to enter the Edit Interface page.
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Status Interface Name Type Description IP/Netmask Gateway Link Mode Status ‘Operation

‘_/ﬁ\_.

|.‘-'n ethd Management In_ 200.200.5.105/2565.255.255.0 200.200.5.254 Auto-Negotiation{100M /. v : E ;
N/

|‘.'n eth1 Overlay Netwaor.. 10.250.1.7/255.255.255.0 - Auto-Negotiation(100M /... v E

|‘.n eth2 o 10.251.251.2/255.255.255.0 = Auto-Negotiation(100M /... v [

|f.n eth3 = 10.250.3.7/255.255.255.0 = Auto-Negotiation(1000M.. v E

5 eth4 Storage Networ.... s Auto-Negotiation(1000M.. v [

[ eths Storage Networ... - Auto-Negotiation(1000M.. v [

On the following page, you can modify interface settings exclusive of Name and MAC address.

Edit Interface

Enabled

Name: eth0
IP Address: | 200.200.5.105
Netmask: 255.255.255.0

Gateway: 200.200.5.254

[JEnable VLAN
VLAN ID:

Advanced ¥

“ Cancel

Adding Aggregate Interface

Aggregate interface can enhance data transmission performance and provide redundancy function.
If a member interface fails, traffic data can go through other member interface, which ensures
business service continuity. With aggregate interface, load balance can be achieved based on IP

address or MAC address.

Node > 200.2005.105 r—

Refresh Static Routes

Add Aggregate Interface

161 SANGFOR

@

4



SANGFOR HCI v5.2 User Manual

Add Aggregate Interface x

Q Notes:
1. It must be configured on the connected physical switch accordingly.
2. Previous connections on member interfaces must be set up again via this aggregate
interface, since they are dropped because assigned IP addresses are remaoved.
3. VLAN (if any) configured for member interfaces will be cleared.

Available Selected(at least 2 physical
[]  5t. Name interfaces)
i [ etho - ] Sta.. Name
B} [ eth1
O [E eth2
- E eth3 . Mo data available
_ [ etha
B} [ eths o
Load Balancing Mode (based on MAC address)
Aggregate Interface LB Mode x

LB Mode:

) Based on MAC address

Apply Hash to source and destination MAC address, to choose the most
appropriate physical interface to forward data. This is high in efficiency, but
resfrictive to network deployment. For example, if there is only one router is
connected to the physical network via the aggregate interface and there is only
one directly connected router on the physical network, the hash value will keep
unchanged always, and only one member interface works.

(") Based on IP address

Apply Hash to source and destination IP address, to choose the most appropriate
physical interface to forward data. This is low in eficiency, but has no requirement
for network deployment, and therefore could make good use of the aggregate
interface.

3 Round Robin among interfaces
Data packets are forwarded to the interfaces fairly according to the algorithm. This

is high in forwarding efficiency but may bring down network throughput in
complicated network environment because of interrupted packet order.

162 S SANGFOR



SANGFOR HCI v5.2 User Manual

A

® Aggregate interface must be configured on connected physical switch accordingly, otherwise

network may be disconnected.

® Previous connections on member interfaces must be set up again via aggregate interface,

since they are dropped because assigned IP addresses are removed.

Configuring Advanced Settings

On the Network page, you can configure DNS Server, Communication Interface and Default

Negotiated Transfer Rate by clicking Advanced, as shown on the following page.

Advanced x

DMS Server

Preferred DIMNS: 114.114.114.114
Alternate DNS 1: 8.8.5.8

Alternate DNS 2:

Communication Interface
Management
Interface: eth A
Owverlay Metwork

Interface(vxlan): ethl i

Default Negotiated Transfer Rate
® Maximum rate

() Minimum rate

DNS Server: It is required when node needs to connect to the Internet to resolve domain name.
For instance, DNS server should be configured when the node accesses NFS server through its

domain name, synchronizes time with NTP server, or sends alarm email. Up to 3 DNS servers can
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be configured.

Communication Interface: It includes management interface which is used to manage nodes, and
overlay network interface(VXLAN). Overlay network interface is a physical interface used for
communication among virtual machines. If there are more than one physical interfaces on host,
you need to specify one interface for host communication. IP addresses of communication

interfaces should be on a same subnet.

2.5.3.3. Viewing Storage

On the Storage page, you can view the information of datstores that the node has access to. If a
datastore is online, you may see its detailed information, such as Used, Free, Capacity, ect. If that

datastore is offline, Used, Free and Capacity will be zero.

Compute  Networking  Storage i
Y Super Admin

o - s e

" Refresh Test Storage |0 Speed

»
< SANGFORHCI52
3

Datastore Type Used Free Usage Capacity Peak Read Sp... Peak Write Sp..
£ 200.200.5.105/ocal Local storage 1.14GB 122.86 GB 0.92% 124 GB 451 MBis 230.27 MBis
&= Datastore_2_copy 89.54 GB 3.19TB 267% 3.27TB

Test Storage 10 Speed: It is used to test the peak write and read 10 speed.

» ]
-%;t SANGFOR HCl 52 Compute  Networking Storage
L ]

- o=

¢ Refresh | Test Storage 10 Speed
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Test Storage 10 Speed x

Datastore: 200.200.5.105/ocal o Block Size: 64 KB w
Testing Results

Peak Read Speed: -

FPeak Write Speed: -

Viewing VMs

On the VMs page, you can view the virtual machines running on the node. Those virtual machines

are displayed by group (Virtual machines not running on that node will not be displayed).

» i 5 _
-3". SANGFOR HCl 52 Compute  Neiworking  Storage System i
.Ah Super Admin

e -
% 1 ¢ Refresh Name

E @ Virtual Machine(5)
I Test(1)

- @ centos(3) v L& ) - %

Default Group(1)
. Cheneyredhat A centos centos_import_1

Powered Off OS Is Not Installed Powered Off Powered Off OS Is Not Installed

Fuzzy match is supported. You can search for virtual machine by VM name or click Advanced Search

to search for virtual machine by VM status, type and group.

165 @ SANGFOR



SANGFOR HCI v5.2 User Manual

-
Aoas S

YM name

h &‘ﬁ. : Al

All

HA .&
DA centos
Virtual Machine

Among immediate VYMs in the above group

OS5 Is Not Installed Powered Off

2.5.4. Storage

Storage falls into FC storage, iSCSI storage and local storage. Sangfor HCI virtualizes storage and
makes hardware-related storage settings hidden. Storage space of a host relies on physical disk size
but can be expanded by using external storage. Local storage is provided by local disks on the node
installed Sangfor HCI software and can only be accessed by the host where that storage resides but

not accessed by other hosts.
2.5.4.1. Toolbar

On the Storage page, as shown below, you can refresh page, update datastore status, add datastore,

add NFS, configure iSCSI servers, view physical disks in use and view datastore by storage type.

e 57
-':;;0 SANGFOR HCl 52 Compute  Networking Storage

=

¢ Refresh ¢ Update (*) Add Datastore (%) Add NFS 453 ISCS| Servers (G Physical Disksin Use 57 View: All

2.5.4.2. Adding Datastore

You can add iSCSI, FC or local storage by clicking Add Datastore in Nodes > Storage.
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Adding iSCSI Type of Datastore

iSCSI is a P2P protocol and used to transmit storage 10 data blocks over Internet Protocol(IP)
network. It defines the rule and method of sending and receiving block-level storage data over
TCP/IP network. More specifically, SCSI commands and data should be encapsulated into TCP/IP

packets before being forwarded.

To add iSCSI type of datastore, click Add Datastore in Nodes > Storage, select iSCSI as Storage

Type and then choose a disk on the following page.

Compute  Networking Storage

»
‘o SANGFOR HCl 52
‘%’.

= -

"y Refresh "y Update #) Add Datastore | (%) Add NFS {23 1SCSI Servers (% Physical Disksin Use 7 View: All

Add Datastore x
Storage Type:
@ISCsI (FC (_Local storage
—
Status Disk L... Size Details

Mo data available

Disk is not found ar need more disks? Add iISCS| Server

Disk is not reachable any more? Scan for Disks

Before adding iSCSI type of datastore, you need to add iSCSI server in Nodes > Storage > iSCSI

Servers. iSCSI disks will be automatically discovered when iSCSI server settings are saved.

If any new iSCSI disk has been added but not listed here, you may click Scan for Disks to find new
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iSCSI disks.

»
oy SANGFOR HCl 52
.!,

-

Compute  Networking

= -

¢y Refresh ¢y Update (*) Add Datastore () Add NFS {53 1SCSI Servers (5 Physical Disksin Use 7 View: All

Add Datastore x
Storage Type:
@)ISCs! (JFC (CLocal storage
—
Status  Disk L... Size Details

Mo data available

Disk is not found or need more disks? Add ISCS| Server

Disk is not reachable any more?

Datastore: Specifies a distinguishable name for the datastore. Datastore name should contain 2-
16 characters consisting of digits, letters, underscores, dots and hyphens only, and begin and end

with letter or digit.
Connect To Node: Only the selected nodes have access to the datastore being added.

If any virtual machines are stored on the datastore, you can select the option Recover existing

virtual machines on this datastore as well to recover existing virtual machines.
Select nodes and then click to save the settings or click to give up the changes.

If the new disk being added has not been formatted, you will be prompted to format it when

adding it into storage. Note that formatted data cannot be restored any more.
Adding FC Type of Datastore

Fibre channel(FC) adopts Fibre Channel over IP (FCIP) to connect storage devices in TCP/IP
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network. FCIP transmits Fibre Channel data by establishing a tunnel between two peers.

Generally, it builds storage area network through DWDM and dark fibre.

FC storage connected to hosts will be automatically discovered by Sangfor HCI platform but

needs to be added to storage before being used.

Add Datastore x
Storage Type:
(CISCEl @FC ("jLocal storage
_
Status Disk L. Size Details

Mo data available

@ How to add new FC disk?

Disk is not reachable any more? Scan for Disks

If there is any FC disk that has not been found, you can click Scan for Disks.
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Add Datastore x
Storage Type:
(CISCSl @FC (jLocal storage
—
Status Disk L. Size Details

Mo data available

@ How to add new FC disk?

Disk is not reachable any mare?dScan for Disks

Datastore: Specifies a distinguishable name for the datastore. Datastore name should contain 2-

16 characters consisting of digits, letters,
Connect To Node: Only the selected nodes can access the datastore being added.

If any virtual machines is stored on the datastore, you can select the option Recover existing virtual

machines on this datastore as well to recover existing virtual machines.

Then, click @ to save settings or click to give up the changes.

If the new disk being added has not been formatted, you will be prompted to format it when adding

it into storage. Note that formatted data cannot be restored any more.
Adding Local Storage

Local storage is provided by local disks on the node installed Sangfor HCI software. It can only be

accessed by the host where that storage resides but not accessed by other hosts.

If there is any new disk that has been added on the node, you can add it to virtual storage by adding

local storage.
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Add Datastore

Storage Type:
(scsl (FC (@)Local storage
*
Status Disk
O = FORESEE 240GB SS_ATA_1ATA FO...
® = WDC WD2000FYYZ-0_ATA 350014ee...
@ = WDC WD2004FBYZ-0_ATA_350014ee...

Size Details

223.57TGB  View

1.82TB  View

1.82TB  View

@ How to add new local disk?

1/2

Select a disk that you want to add and then click Next to enter the following page.
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Add Datastore X

Datastore: T

Description:

Connect To Node
[ ] Node Name IP

v  Hd172.16.1.103 172.16.1.103

[ ] Recover existing virtual machines on this datastore as well

Datastore: Specifies a distinguishable name for the datastore. Datastore name should contain 2-

16 characters consisting of digits, letters, underscores, dots and hyphens only, and begin and end

with a letter or a digit.
Connect To Node: Displays the node that the local disk being added belongs to.

If any virtual machines is stored on the datastore, you can select the option Recover existing virtual

machines on this datastore as well to recover existing virtual machines.

Then, click @ to save settings or click to give up the changes.

If the local disk has not been formatted, you will be prompted to format it when adding it into

storage. Note that formatted data cannot be restored any more.
2.5.4.3. iSCSI Servers

You need to configure iSCSI Servers before adding iSCSI type of datastore. Click iSCSI Servers in

Nodes > Storage to enter the following page.

Then, click Add iSCSI Server. iSCSI disks will be automatically discovered when iSCSI server settings
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are saved.

ISCSI Servers x

3 Refresh () AddiSCSI Server

Sernver Address Part Cperation

Mo data available

On the Add New iSCSI Server page, you need to specify IP address and port of iSCSI server.

If iSCSI server needs to authenticate initiator, you need to select One-way CHAP, and specify the
corresponding Username and Password. iSCSI uses CHAP authentication, including one-way CHAP

and mutual-way CHAP authentication, which depends on authentication settings on iSCSI server.

ISCSI Servers

3 Refresh | (*) Add iSCSI Server

Server Address Port
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Add New iSCSI Server X

iSCSI Server iSCSI Targets =

Server: 172.16.1.100

Port: 3260
Authentication

[ ] One-way CHAP (server authenticates initiator)

Credentials for this machine to get authenticated against iSCSI
server. Initiator simply needs to initiate connection.

Username:

Password:

Mutual CHAP (server and initiator authenticate each other)

Credentials for iSCSI server to get authenticated against this v

After username and password are specified, click Detect Target. On the iSCSI Targets tab, as shown

below, click Start to start authentication.
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Add New iSCSI Server

iSCSI Server iSCSI Targets

iISCSI Target

No. Target Name

1 ign.2015-08.com.sangfor.asan:test

By default, all the disks from authenticated target are added onto Sangfor HCI.

Authentication

Start

Detect Target

Close

In some environment, iSCSI server may require each iSCSI disk to perform different authentication.

In this case, you need to provide the corresponding credentials after clicking Start.
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Target Authentication

Target: ign.2015-08.com.sangfor.asan:test
Directory: 172.16.1.100:3260

Authentication

Server Authenticates this Device (One-Way CHAP)

Name: sangfor

Password: sesee sesnces

D This Device Authenticates Target (Mutual CHAP)
Name:

Password:

Save Cancel

CHAP authentication method configured for iSCSI target should be the same as iSCSI server, One-

way CHAP or Mutual-way CHAP.

After saving authentication information on Target Authentication page, you can view the

authentication result on the following page. Authenticated indicates that authentication is

successful.
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Add New iSCSI Server X

iSCSI Server iISCSI Targets

iISCSI Target

By default, all the disks from authenticated target are added onto Sangfor HCI.

No. Target Name Authentication

1 ign.2015-08.com.sangfor.asan:test Authenticated

Then iSCSI disks will be automatically discovered and listed on Add Datastore page so that you can

add them to storage.

2.5.5. Updating Datastore Status

Datastores are displayed by storage type, as shown below.

»
g SANGFORHCIs2
'%*"

.

=

3 Refresh ¢ Update (* Add Datastore  (+) Add NFS ¢33 i5CSI Servers (% Physical Disks in Use 7 View: All

Compute  Networking Storage System

200.200.5.104/ocal 200.200.5.105/0cal

Datastore Usage 11% Datastore Usage 1%

Read Speed 0 Bls Read Speed 0 Bis
Write Speed 38667 KBis Write Speed 5.33 KBfs
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Number of datastores is shown at the upper-right corner of the Storage page, as shown below.

=

¢ Refresh ¢y Update (*) Add Datastore (%) Add NFS £53 1SCS| Servers (% Physical Disks inUse 7 View: All

200.200.5.104M0cal 200.200.5.105/ocal
Datastore Usage 11% Datastore Usage 1%
Read Speed 14.67 KB/s Read Speed 0 Bls

‘Write Speed 53.33 KB/s Write Speed 0 Bis

You can know datastore status from the color of datastore card. Blue indicates datastore operates
normally. Red indicates datastore is giving alarm or offline. What’s more, you can get the following

information on datastore card, such as Datastore Usage, Read Speed and Write Speed.

172.200.200.121 /430776 172.200.200.122 /&07FHE

=B 13% =E 10%

EEE 133 KBfs EEEE 0 Bfs

Ei#EZ 16533 KB/s SiEEx 164 KB/s

Move your cursor onto datastore card and you will see more buttons: Edit and More. To perform

more operations, click More, as shown below:
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200.200.5.105/0ocal

Summary

Manage
Maore

Cleanup

To view detailed information of a datastore, click on datastore name to redirect to the Datastore

page, as shown in the following figure.

£, SANGFOR HCl 52 - 5 admin
-1.}.‘ Compute  Networking ~ Storage System I T

s st

¢ Refresh % Manage  ¢f Cleanup

IOPS 10 Speed Last Hour Last 24 Hours

0 0 o

) 10 10PS
Read Speed( B/s) Running VMs

5 10PS

25 0

M Free: 122.86 GB(99%)
M Used: 1.14 GB(1%)

Write Speed( KB/s) 10 WRITES 4 10PS — 10 READS 0 IOPS

Datastore: 200.200.5.105/local Type: Local disk
Description: Disk Tag: sda

File System: sffs Hardware Not supported
MNodes: /L View Acceleration:

Peak Read Speed: 451 MB/s

Peak Write Speed: 230.27 MB/s  Test Again (

Multipath IO Not supported

2.5.6. Viewing Datastore Summary

You can also go to the VMs, Connected Nodes or Permissions page to view more information.
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Datastore Permissions

2.5.6.1. Viewing Datastore Info

On the Datastore page, you can view Status and Basics.

s s o

¢y Refresh ¢y Manage < Cleanup

10 Speed Last Hour Last 24 Hours

0 0 15 10Ps

10 10PS I
Read Speed( B/s) Running VMs : | . i
. Il \ 1
siors [0 A S ARAl If" 1
0I0PS /T A~ S AN
0 O 02:00 02:15 02:30 02:45 03:00
W Free: 122,86 GB(99%) Vrite Speed| Bfs) In All IO WRITES 9 IOPS — IO READS 0 IOPS

M Used: 1.14 GB(1%)

Datastore: 200.200.5.105/local Type: Local disk
=
g Description: Disk Tag: sda
—
File System: sffs Hardware Not supported (1
MNodes: /1 View Acceleration:

Peak Read Speed: 451 MB/s

Peak Write Speed: 230.27 MB/s  Test Again (1

Edit: You can click it to change datastore name and Connected Nodes settings (Local storage

cannot be edited by default).

Format: You can click it to format the datastore. Once datastore is formatted, data on it will be

deleted and cannot be restored any more (Local storage cannot be formatted by default).

Status: This section displays used and free datastore space, read speed, write speed, running

VMs, all VMs, I0PS and 10 speed (in the last hour or 24 hours).

10PS 10 Speed Last Hour Last 24 Hours
O O 15 10P5
) 10 10PS
Read Speed( B/s) Running VMs I . f
5 10PS W J\ |
010PS < P — B AT T T AN
7 8 0 02:00 02:15 02:30 02:45 03:00
B Free: 12280 GB(99%) Write Speed( KB/s) n Al 10 WRITES 510PS  — IO READS 0 IOPS
W Used: 1.14 GB(1%)
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Basics: This section displays basic datastore information, including Datastore, Description, File

System, Nodes, Type, Disk Tag, etc.

Datastore: 200.200.5.105/local Type: Local disk
=
g Description: Disk Tag: sda
—
File System: sffs Hardware Not supported (1
MNodes: /1 View Acceleration:

Peak Read Speed: 451 MB/s
Peak Write Speed: 230.27 MB/s  Test Again (1

Multipath IO Not supported

To manage datastore, click Manage to enter the following page. On that page, you can perform

the following operations: Refresh, Add Folder, Rename and Upload.

Compute Networking Storage System

s s e oo

"y Refresh Cleanup

?_ SANGFOR HCl 52
%

£ ™
Refresh

Type Last Modified

200200 5.1050cal S = Folder

Total Capacity: private - Folder

Free Space

[l Enable datastore sharing

To add a folder, you may click Add Folder.
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Upload Cleanup

Last Modified

200200.5.105/0cal

Total Capacity: 124 GB

1000 MB 2017-2-13 19:20:34

Free Space: 122.86 GB

1%

W Enable datastore sharing

To delete a file or folder, select that file or folder and click Delete.
To rename a file or folder, select that file or folder and then click Rename.

To upload a file to a specific folder, select that folder and click Upload. For example, the following

page shows uploading an ISO image file to ISO folder.

{y SANGFOR HCl 52
o

Image File: iso, gcow?2 or bin file

PEEESTSN /200.200.5.105/0calfisol =

Upload

2.5.6.2. Viewing VMs

On the VMs page, you can view the virtual machines stored on that datastore. Those virtual
machines are displayed by group (Virtual machines will not be displayed that are not stored on

the datastore).
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covrs v
o e e e

Fuzzy match is supported. You can search for virtual machine by VM name or click Advanced

Search to search for virtual machine by VM status, type and group.

s

Mame: Y name

Status: All

Type: All

Group: Yirtual Machine

Amang immediate YIWs in the above group

2.5.6.3. Viewing Connected Nodes
On the Connected Nodes page, you can view the nodes which have access to the datastore. Those

nodes are displayed by group. Node that nodes which cannot access the datastore will not be

displayed.
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Compute  Networking ~ Storage System !

s s s =

3 Refresh

::i-'. SANGFOR HCI 52 \®  admin
-

Super Admin

No. Status Node Name $ P 10 Reads 10 Writes Read Speed Write Speed Directory

1 =" 200.200.5.105 200.2005.105 010PS 167 10P8 0Bis 3867 KBIs Details

2.5.6.4. Permissions

Storage permission is coordinated with permission assigned by administrator in
sub-administration, you can only modify it after adding storage resource in Sub

Administrators.

ISCSI Virtual Disks Shared Disks Settings Permissions

¢ Refresh & Add 7 Delete

Administrators Grou Permissions -
p
admin Default Group Access datastore
[]  cheneytest Default Group Acocess datastore

For details, refer to Sub Administrators section.
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