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Chapter 1 Problem Background

Customer’s environment has AD domain to manage internal users and the IT manager wish to deploy a
Sangfor IAM in their network for user authentication purpose. The manager wish to synchronize IAM
with their AD controller (Domain SSO) which the process is transparent for internal users so that users
do not need to reinsert the log in details again for JAM authentication. Below are some details of
customer’s requirements:

1. The manager hope to view users online with their user name in AD controller, then audit all the
network behavior accordingly to the user name.

2. The manager does not want to change their domain GPO and therefore not allow domain SSO
script mode (script mode required to add logon.exe and logoff.exe to the domain) which not
comply with their company security policy.

Chapter 2 Solution
2.1 IWA SSO Authentication

In this method, Sangfor IAM will join into customer’s windows domain and act as a resource in the
domain. When domain PC log on to the domain and browse a website, the request will be halt by IAM
and redirect to IAM’s resource page. This action will trigger kerberos authentication and IAM will obtain
the ticket submit by domain PC then get the details for IWA SSO authentication. However this process is
transparent for users.

Chapter 3 Test Environment

3.1 Topology

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 1
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AD Senver

@ PC log on to the domain.
@ User browse a website (The processes include domain PC redirect to visit Sangfor IAM

resource, trigger kerberos authentication, domain SSO authentication and all process are
transparent for end users).

Note: If server signing requirement is enabled on the AD domain, encrypt connection needs to be
enabled at the IWA single sign-on configuration, otherwise IWA single sign-on will be affected. [See
Appendix B]

Chapter 4 Configuration

The configuration in IAM basically included 3 steps : add new LDAP server, add new authentication
policy and configure IWA domain SSO, as shown below:

1. Add a new LDAP server.
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—
Navigation « m_
» Status |#Add 7| X Delete Enable @ Disab
b Proxy SMS Based Authentication B
».Ohiecks WeChat Based Authentication
— QR Code Based Approved Login

4 Authentication

» Authentication Policy
» External Auth Server
» Single Sign-On

» Custom Webpage

» Internal Portal Server

[* Users

[+ Self Services

QR Code Registered Login

LDAP Server

RADIUS Server

POP3 Server

OA Account Based Authentication
Social Media Account

Database Server

H3C CAMS Server

Third-Party Auth System

Add LDAP Server X

|#| Enable

Server Name:

Type:

152.168.20.58

MS Active Directory hd

Basics || Sync Options || Advanced

[Note]

a) The page “Add LDAP Server” has an option “Test Validity”, it can test domain account

1P Address: 192.163.20.89
Port: 389 @
Timeout (sec): 5
Search: | Anonymous
Admin DN: Admin DN or name of the server admin account
administrator@sccorp.local
Admin Password: |qeeessseses
|#*| Enable encryption @
Encryption Method: © ssL ® TLS
|| verify certificate @
e (= e Browse...
BaseDN: DC=5CCORF,DC=local i
Test Validity
Commit l I Cancel

validity and change domain account password via this function.
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Test Validity

Test Type: ' Change Password I ® Account Validity I

Username: | users

]

Passwaord:

Test Validity

-

7 i Alert:The domain account is valid.

Close

b) Other than that, the page “Add LDAP Server” contains also “Sync Options” and “Advanced”
two tabs, AD domain and SUN domain need only “Basics” configuration, “Sync Options” and
“Advanced” configuration keep to default settings. If other domains unable to grab domain OU
by using default settings, can fine tune the “Sync Options” to solve the problem. The tabs are

shown in the figures below:

Add LDAP Server b4

|« Enable
Server Mame: sangfor.com
Type: MS Active Directory v

User Attribute:
Username:
Description Attribute:
Username:

OU Filter:

Security Group Filter:

Basics Sync Options ” Advanced

Security Group Attribute:

sAMAccountMame R
displayName

description
{|{objectClass=user)(objectClass=person))
(|{objectClass=organizationalUnit){objectCla
{objectClass=group)

member

Commit H Cancel

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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c)

#| Enable
Server Name: sangfor.com
Type: MS Active Directory i

| Basics || Sync Options || Advanced |

Auto update security groups ®
Security Group and User Association

Method: ® User Group based
based(recommended)
Attribute: memberof

# Allow security group nesting®
Attribute: memberof

Search Option

Paged Search: #| Use extended function @®
Page Size: 200 O]

Max Size: 1000 (i)

| Commit || Cancel |

If customer’s environment is independent domain, need to configure authentication port
number as 389 when adding the LDAP server. Otherwise, if the domain contains child domains,
such as ssl.sangfor.com, iam.sangfor.com for the root domain sangfor.com, the port number need
to be configured to 3268, IP address need to configure to root domain IP.

d) After configure the domain server, domain OU will automatically synchronize to IAM local

database, and this action will be performed automatically for each 60 minutes. If the domain
users or OU has been modified and the changes need to be applied to IAM immediately, click on
the “Sync with all LDAP servers” as shown in the figure below :

o serer L

4+ Add ~ X Delete | v Enable @ Disable | & LDAP Options || 2 Sync with all LDAP servers

e) If AD domain is not enabled with "LDAPS signing requirement service", "LDAPS server

certificate installation service", in IAM no need to configure "enable encryption".

If needed:

[Enable encryption]: In September 2019, Microsoft announced in the security bulletin
[ADV190023 | Microsoft Guidance for Enabling LDAP Channel Binding and LDAP Signing] that
LDAP channel binding and LDAP signing will be enabled on the Active Directory server
through the security update method (KB patch) in mid-January 2020. The security of Active
Directory domain controllers can be significantly improved by configuring the server to reject
Simple Authentication and Security Layer (SASL) LDAP binds that do not request signing
(integrity verification) or to reject LDAP simple binds that are performed on a clear text (non-
SSL/TLS-encrypted) connection. SASLs may include protocols such as the Negotiate, Kerberos,
NTLM, and Digest protocols. To fulfill the requirement of security for Sangfor IAM, Sangfor

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 5
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2.

W.: www.sangfor.com |

IAM supports for encryption docking.

Official configuration by Microsoft:

https://support.microsoft.com/en-us/help/935834/how-to-enable-ldap-signing-in-windows-

Server

Encryption method: If the AD domain server is configured with [LDAPS signing requirement
option], it is recommended to choose TLS as the encryption method (Microsoft supports SSL and
TLS. After the AD domain enables the signature option, IAM can only connect to AD through
encryption. In particular, Windows 2000/2003/2008 do not support TLS encryption, only SSL

encryption can be used).

Verify certificate: If the AD domain server is configured with [LDAPS signing requirement

port is 636.

port is 389.

When encryption docking is not enabled, the default port is 389.

If encryption docking is enabled, when the encryption method is SSL, the authentication

If encryption docking is enabled, when the encryption method is TLS, the authentication

option], you need to configure this item, fill in the domain name [AD domain server full

computer name], and import the certificate.

System

Processor

Installed memory (RAM):

System type
Pen ind Touch:

Intel(R) Core{TM)2 Cuc CPU  TTT0 @ 240GH: 2.10GHz
8.00GB

64-bit Operating System, x64-based processor

No Pen or Touch Input 15 available for the Duplay

Computer name, doman, and workgroup settings

Computer name:

SCcorpServer # Change settngs

Full computer name:

SCcorpServer, SCCORP local

Computer descnption:

My business server

Domainc

SCCORP.Jocal

Configure hosts: HOSTS resolves the domain name to the IP of the AD domain server.

Navigation «

Hosts

} Status

=+ add | X Delete

» Proxy

[ No. IP Address |

» Objects

» Users

» Access Mgt

» Bandwidth Mgt

» Endpoint Device

» Security

~ System

4 Metwork
Deployment
Interfaces
Protecol Extension r
Optical Bypass
High Availability
Routing

4 Advanced

1P Address:

Host Name:

Commit || Cancel |

Add a new authentication policy.

W.: community.sangfor.com |
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Navigation Lol | Authentication Policy -
b Status add Edit | M Delete | v Er
b} Proxy ] MNo. Mame

il 1 Default Policy
b Objects
 Users

4 Authentication

Iv Authentication F'nliu:':.-'l

» External futh Server
» Single Sign-0n
» Custom Webpage

» Internal Portal Server

Authentication Policy x

|#| Enable

Name: IWA S50

Description:

* Objects IP/MAC Address: ()

* Auth Method | |192.168.19.10/255.255.255.255

» Action

'

Commit H Cancel

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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Authentication Policy X

|#| Enable
Name: IWA S50
Description:
» Objects L
i Auth Method: () Open authentication
b Auth Method () Password based
® Single Sign-0On(S50)
* Action (! Mone (reguests are rejected always)
SS0 Enabled: AD server
S50 Settings

For User Fails 550
(_) Open authentication

(® password based

Auth Server: 192.168.20.88 v
Capftive Portal: @
Login Redirection: Previgusly visited webpage

U Go to Predefined webpage

) CAS server v

l Back ] l Next ]

Authentication Policy x

|# Enable

Mame: IWA 5S0

Description;
’ Objects Add Non-Local/Domain Users To Group: (i)
» Auth Method | |/default! i
» Action || Add user account to local user database @

|| Automatic binding

Advanced

Commit H Cancel

[Note]

@ There are four handling methods for user who failed SSO authentication as shown in the “Auth
Method” -> “For User Fails SSO” page; which are “Open authentication”, “Password based”, “Go to” and

5

“CAS server”. These methods can be configured based on user requirement.

If admin allow internet access for SSO authentication failed users, select “Open authentication” to
prevent re-authenticate again.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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If requirement is to log activity for all authenticated users based on user name in domain, select
“Password based” method to meet the requirement.

Other than that, if user requirements is to log internet activity, can select also option “Go to” and choose
“predefined web page”. Domain users who failed in SSO authentication will be redirect to a custom web
page as shown below to download Identity Authentication Tool and execute it for authentication
purpose.

. Identity Authentication System

"i To access Internet, you need to log in to AD domain first.

1 have logged in to AD domain. Download Identity Authentication Tool to start authentication.

When the user has strict authentication requirements, that is, all Internet logs generated by the user
must undergo CAS authentication, then select "CAS server". If single sign-on fails, CAS third-party
authentication is used.

3. Configure IWA SSO option

The domain account used for IAM to join domain must have privilege to add workstation into domain
such as administrator user account as shown below:

Category < || MS AD Domain
M5 AD Domain -
PPPOE Domain 550 (1)
padius Look up logs on the AD server for user credentials
+ add X
Proxy
T []| Demain Control Excluded URL Last Obtained Recent Users Status

Web

Third-Party Server .
Mo data available
Sangfor Appliance

Database

Others

#| Enable Integrated Windows Authentication (i)

Download Configuration Guide

Computer Mame :  sangfora -7302 (D
Domain Name: sccorp.local

DNS Server: 192.168.20.8%

Domain Account: administrator

Account joined to the domain, e.g., Administrator

Password: P | Test Validity |

Advanced: | Settings |

#| Encrypt connection with AD domain Server

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 9
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Note: When "Server Signing Requirement” is not enabled in the AD domain, it is not necessary to check
"encrypt connection with AD domain server".

The message below is shown after click on Commit button and join domain successfully:

Message(17:30:26) »
Be joined to domain successfully!

Do not show again M 4 2/2 ¢ M

Q| &

[Note]

a) The domain account configure in IAM IWA SSO must have privilege to add workstation into
domain, recommend to use administrator account, regular domain account can add workstation
into domain but can add only 10 times. If cannot provide administrator account and regular
domain user account fail to add, can create a new user account for testing.

b) Then Advanced settings of IWA SSO configuration is shown below:

Redirection Interval After Auth Faillure(min): 30
Domain of Windows 2000 Earlier Versions:

#| Send IWA request periodically

| Commit || Cancel |

IWA SSO authentication require http redirection (this process is transparent to users), the figure above
shows the redirection interval after auth failure (default is set to 30 min), if the SSO failure handling
method is set to “Open authentication”, recommend to change the value to 5min, otherwise, keep the
default settings.

For domain Windows 2000 and before : windows 2003 until latest version, in order to compatible with
domain in windows 2000, need to define the windows 2000 domain name during setup domain. If the
domain name for Windows 2000 and Windows 2003are different, need to add the domain name into the
setting “Domain of Windows 2000 Earlier Versions” as shown in the figure above. If the Windows 2003
domain prefix is same with the domain name in Windows 2000, then no need to add into the
configuration.

After the configuration is done, proceed to the next section for testing result.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 1
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Chapter 5 Testing Result

The result is shown as below:

1. When user logon to domain with IWA SSO in IAM, browsing website will not require user to

perform authentication again. The user details can be viewed in Online User list of IAM and it is
shown as SSO in the figure below:

Online Users =
~ System % Auto Refresh: 5 seconds = | @ Refresh | T Filter | & 2 @ Search by Username ~
4 Status Status: All  Endpoint Device: All Objects: none
Dashbeard
User Group || Members
Online Users
‘ Search term £|[|[[] No. | username(.. | Group 1P Address Endpoint .. Auth Method | Time Logged In/Locked + | Online Duration Operati
C i ity
enn=ction Quality 9T, 16 Users O 1 user3 /sangfor.com/Users  192.168.19.10 PC(Windo . 550 2015-11-11 02:26:14Login 06 minutes 13 sec -
I Traffic Statistics 3T | geal users 15 User
Internet Activities T gefault 0 Users
—— 2 = pomain User 1 User|
e o W sangfor.com 1 U
Security Events
2. After PC online via SSO method, the logs in data center recorded user activities under their
domaln user name.

Report Center oG What's New admin [
[¢5] Dashboard Website Browsing Logs > Website Browsing 2015-11-1100:00:00 [ | | /sangfor.com/ a Go B Options || & Export
Logs Time Taken: 0505 Period: 2015-11-11 00:00:00 to 2015-11-11 23:50:59 All Day | User/Group: /sangfor.com/ | With Attachment: VesNo | Action: Log = Column ~

Ne. Username Group Endpoint Device  URL Category  Title URL Action Time Details
% Traffic Statistics 1 user3(user3) fsangfor.com/U... | 1 PC Search Engine hitps://*.google... v Log 2015-11-11 02:35:52 B
2 user3(user3) fsangfor.com/U... | 1 PC Advertisement https;//* double... v Log 2015-11-11 02:35:52 =]
Internet Activities
3 user3(user3) Jsangfor.com/U... | 1 PC 1T Related https:/f*google... v Log 2015-11-11 02:35:40 =]
o 4 user3(user3) fsangfor.com/U... | i1 PC Search Engine https://".google... + Log 2015-11-11 02:35:40 =]
Endpoints
5 user3(user3) fsangfor.com/U... | 1 PC Online Video & ... storage helper  http://v.qq.com... v Log 2015-11-11 02:35:40 =]
ra— 5 user3(user3) Jsangfor.com/U... | 1 PC Online Video & . SR B hepy//filmaqco v Log 2015-11-11 02:35:40 =]

1| System

Chapter 6 Precautions

1. IWA SSO authentication not support online user logout in IAM when domain users logoff their

PCs. However we can use the log out options under “Authentication Options” page to log out
those users.

Navigation | ~-=r=-< | ——
» Status Category < || Authentication Options
b Proxy Authentigation Options =
User Management
b Objects
] USB Key User #| Log out user who causes no flow in specified period|
¥ Users

Custom Attributes Period({minute): 120 (0]

4 Authentication

I Users
I Self Services

Advanced

W.: www.sangfor.com |

Authentication Policy
External Auth Server
Single Sign-0On
Custom Webpage

Internal Portal Server

MAC acquisition across L3

| Log cut all users every day
network

Logout Time: 15:40  |v

RADIUS Server

#| Lock user if authentication attempts reach the threshold
Max Attsmpts: 10 @

Managed Authentication

Lockout Period (mins): |1 @

Delete accounts inactive for too leng a time (i)

Auto clean up expired bindings
#| Allow account to be bound with limited endpoints

Max Endpoints: 5

Address Changes and Conflicts Handling

Re-authentication is required if MAC address changes

Take action if user logs in on a second IP address with an account that does not allow concurrent lagin:

W.: community.sangfor.com | E.:tech.support@sangfor.com
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2. If customer has multiple independent domains and all domains are sync with IAM, configure the

option as shown in the figure below to identify users which has the same user name in different
domains.

Navigation ass———
¢ Status Category << | | Authentication Options
» Proxy Authentication Options Address Changes and Conflicts Handling

-
b Objects USB Key User

Re-authentication is required if MAC address changes
* Users

Custom Attributes

Take action if user logs in on a second IP address with an account that does not allow concurrent login:
4 Authentication MAC acquisition across L3

Reject request and notify user that account is being used on other endpoint
network

Authentication Policy # Disconnect earliest endpoint and allow new endpeint

External Auth Server RADIUS Server

Single Sign-0On
Custom Webpage

Internal Portal Server

Managed Authentication

Auto Authentication Options

#| Enable cookie-based authentication (i)

Period (days): 30 @

Security Options
[» Users

Enable password strength requirements

[ Self Services | Settings |

Advanced Use SSL to encrypt username and password

Certificate.ssl
(Upload or _Create CSR )

User Profile Change

Allow users to edit endpoint information (D
Password Retrieval

Not allow password retrieval through SMS message (i)
SMTP Server

Other Options
#| DNS service is available even user is not authenticated or is locked

#| Redirect HTTPS requests(not using proxy) to captive portal if user is not authenticated (i)

#| For Internet access using proxy, password submission is Web based

|| Username of domain user is domain account plus domain name |

#| Open auth for data flow from WAN to LAN interface

» Access Mgt Disable sorting by user/group (i)

» Bandwidth Mgt

Resolve virtual domain name (oauthservice.net/onauthservice.com) as specified IP address

b Fndnaint Devira

Enable the option and IAM will automatically add @domain name in online user list such
support@sangfor.com as shown below:

Navigation <« | ICLDEAVEEIEN | Advanced *
~ System % Auto Refresh: 5 seconds ~ | & Refresh | I Filter | & & @ Search by Username ~
4 Status Status: All  Endpoint Device: All Objects: none
Dashboard
K User Group | Members
online Users
Search term £ || Mo. Username(Alias) Group 1P Address Endpoin.. Auth Meth.. Time Logged In/Locked = Online Duration | Opera
Connection Quality
= @, 16 Users 0Ol 1 I usarj@sangfar.com(usarajI /sangfor.com/Users  192.168.19.10 PC(Win.. SsO 2015-11-11 02:26:14L.. 31 minutes 05 s. &
b Traffic Statistics ) ‘FE\EMBI Users 15 User]
Internet Activities i defauly 0 Users

= L Domain User 1 User)
@ H sangfor.com 1 U

Locked Users

Security Events

[ Firewall

3. For SSO authentication, endpoint device must generate traffics and flowing through IAM , then

only the user details (username, IP address) will be shown in online user list. IAM backend

process will perform checking for each 10 minutes, if there is no traffics detected, the user will
not been added into online user list.

If AD server located at the WAN zone of IAM, and domain PC not able to logon to domain as

usual, then the IP address of domain server need to be added into global excluded address in
IAM due to PC traffics unable to pass through IAM before authentication.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 1
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5. In IWA authentication, after JAM joined domain, need to make sure domain PC able to telnet
IAM PC name with port 80.

6. With the signature service enabled, IAM can only connect to the AD domain through
encryption. In particular, Windows 2000/2003/2008 does not support TLS encryption, and only
SSL encryption can be used. Windows Server 2008 R2 and above support both TLS and SSL
encryption.

Chapter 7 Appendix A: LDAPS
Configuration Guide

7.1 Background

In September 2019, Microsoft announced in the security bulletin [ADV190023 | Microsoft Guidance for
Enabling LDAP Channel Binding and LDAP Signing] that LDAP channel binding and LDAP signing will
be enabled on the Active Directory server through the security update method (KB patch) in mid-
January 2020. The security of Active Directory domain controllers can be significantly improved by
configuring the server to reject Simple Authentication and Security Layer (SASL) LDAP binds that do not
request signing (integrity verification) or to reject LDAP simple binds that are performed on a clear text
(non-SSL/TLS-encrypted) connection. SASLs may include protocols such as the Negotiate, Kerberos,
NTLM, and Digest protocols.

7.2 Configuration of Server Certificate Installation

After installing certificate service, the server root certificate can be exported for client certificate
verification to enhance security. For how to install certificate service on the Active Directory server,
refer to the following tutorial:

Open the Server Manager, right click add Roles and Features (using 2012 R2 to test), install Active
Directory Certificate Services:

= =1 [

Manage Tools View

Add Roles and Features

Remove Roles and Features

Add Servers

Create Server Group

tr-‘liS |'DC:'1| server Server Manager Properties

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 1
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DESTIMNATION SERVER
Select server roles SCeorpServer SCCORP ocal
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selction ctive Directory Certificate Services A &CSV;S?::EE:E‘?‘EE;Q?:E SEIvice
Active Directory Domain Services (Installed) certification authorities and related
Featurss [[] Active Directory Federation Services role services that allow you to issue
ADCS [] Active Directory Lightweight Directory Services "”‘? manage ct_Ertii:'lcales usedlinia
variety of applications.
Rale Services [[] Active Directory Rights Management Services
Confirmation [] Application Server .
DHCP Server (Installed)
DNS Server (Installed)
[ Fax Server
b [®] File and Storage Services (4 of 11 installed)
[ Hyper-V
[[] Metwork Policy and Access Services -
[ Print and Document Services
[ Remaote Access
[] Remote Desktop Services ™
< Previous | | Next > | | Install | | Cancel

Select Certificate Authority and Certificate Authority Web Enrollment:

DESTIMATIOMN SERVER

Select role services SCeomServer SCCORPlocal

Before You Begin Select the role services to install for Active Directory Certificate Services

Installation Type Role services Description

Server Selection . . ) Certification Authority Web
Certification Authority Enroliment provides a simple Web

[] Certificate Enrollment Policy Web Service interface that allows users to
Featurss [[] Certificate Enrollment Web Service perform tasks such as request and

T T rtifi et rtificat
AD C5 Certification Authority Web Enrollment] mne:;znll;:;t?gﬂrb;::r:nnljll foer
[] Metwork Device Enrallment Service smart card certificates.

Servar Roles

Confirmation [] Online Responder

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 1
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Go to AD CS, select more and click on Configure Active Directory Certification:

& Server Manager =N 1ET

Server Manager * AD CS @) | I'A Manage

~
[E@ SERVERS
IE8 Dashboard M an servers | 1 total TASKS, ¥
| —
i Local Server M Configuration required for Active Directory Certificate Services at SCCORPSERVER More... X
s B y (=) = P
l—i.i AD Ds Server ﬁame IPv4 Address Manageability Last Update Windows Activaticf
i! Dlich SCCORPSERVER 169.254.215.13,192.168.20.89 Online - Performance counters not started  4/20/2020 8:07:10 PM  00258-40000-000C
& DNS
&% File and Storage Services P
i® IS
s Windows Server Essenti...
< n >
EVENTS
All events | 0 total TASKS =
Filter el 'i:E:‘ = 'CIEI:' & (O]
W

= All Servers Task Details = [ = -

All Servers Task Details and Naotifications
All Tasks | 1 total

Filter L

Status Task Name Stage Message Action Motifications

4y  Post-deployment Configuration Running Configuration required for Active Directory Cer... Configure Active Directory Certi... 1

< m >

-
Status  Notification Time Stamp

Additional steps are required to configure Active Directory Certificate Services on the destination server 4/20/2020 8:07:05 PM

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 1
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Select Enterprise CA:

Credentials

Role Services

Setup Type

CA Type

Privats Key
Cryptography
CA Mame
Certificate Request

Certificate Database

Confirmation

Role Services
Credentials

Setup Type

CA Type

Privata Key
Cryptography
CA Name
Certificate Request

Certificate Database

Confirmation

DESTINATION SERVER
SCecorpServer.SCCORPlocal

Specify credentials to configure role services

To install the following role services you must belong to the local Administrators group:

* Standalone certification authority
* Certification Authority Web Enrallment
* Online Responder
To install the following role services you must belong to the Enterprise Admins group:
* Enterprise certification authority
* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service
* Metwork Device Enrollment Service

Credentials: SCCORP\administrator

More about AD CS Server Roles

< Previous | | Next > | Configure | | Cancel

DESTINATION SERVER
SCcorpServer.SCCORPlocal

Select Role Services to configure

Certification Authority

Certification Authority Web Enroliment
[] Online Responder

[] Network Device Enrcliment Service

[[] Certificate Enrollment Web Service

[[] Certificate Enroliment Policy Web Service

More about AD C5 Server Roles
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Setup Type

Cradentials
Rale Services
[ sewppe |
CA Type
Private Key
Cryptography
CA Name
Certificate Reguest
Certificate Database

Confirmation

DESTINATION SERVER
SCcorpServer.SCCORPlocal

Specify the setup type of the CA

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.

(®) Enterprise CA

Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

() Standalone CA

Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
DS and can be used without a network connection (offline).

More about Setup Type

< Previous || Mext = | | Configure || Cancel

Select Root CA and create New Private Key:

CA Type

Credentials
Role Services

Setup Type

Private Key
Cryptography
CA MName
Validity Period

Certificate Database

Confirmation

DESTINATION SERVER
SCeorpServer.SCCORPlocal

Specify the type of the CA

When you install Active Directory Certificate Services (AD C5), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
hierarchy.

@) Root CA
Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

) Subordinate CA

Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
the CA above them in the hierarchy.

Maore about CA Type

| < Previous || Next > | | Configure || Cancel |
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. DESTINATION SERVER
Private KE'y SCorpServer.SCCORPlocal
Credentials Specify the type of the private key
Rale Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type ®) Create a new private key
Privat Use this option if you do not have a private key or want to create a new private key.
Cryptograph:
LS BRI ) Use existing private key
CA Name Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Validity Pericd ) Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.
Confirmation )
() Select an existing private key on this computer
Select this option if you have retained private keys from a previcus installation or want to
use a private key from an alternate source.
Maore about Private Key
< Previous | | Next > | | Configure | | Cancel
Set the validity period:

DESTINATION SERVER

Valid Ity Period SCcorpServer.SCCORPlocal
Credentials Specify the validity period
Role Services
Setup Type Select the validity period for the certificate generated for this certification authority (CA):
CA Type 100 | Years | T |
Private Key CA expiration Date: 4/20/2120 8:15:00 PM
Cryptography The validity period configured for this CA certificate should exceed the validity period for the
A MName certificates it will issue,

o |
Certificate Database

Confirmation

More about Validity Period

| < Previous || Mext > | | Configure || Cancel |
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Specify the database location:

DESTINATION SERVER

CA Database SCcorpServer.SCCORPlocal
Credentials Specify the database locations
Role Services
Setup Type Certificate database location:

CA Type CAWindows\system32\Certlog
EISLE) Certificate database log lecation:

Cryptography CAWindows\system32\CertLog

CA Mame

Validity Period

ificate Database
Confirmation
More about CA Database

< Previous || Mext = | | Configure || Cancel

Installation complete:
DESTINATION SERVER
Results SCcorpServer.SCCORPlocal

The following roles, role services, or features were configured:

~ Active Directory Certificate Services

Certification Authority Q Configuration succeeded
Mare about CA Configuration

Certification Authority Web Enrollment Q Configuration succeeded
Mare about Web Enrollment Configuration
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Go to certmgr.msc:

File Action View Help

e #[E &

XEOkE H

5 Certificates - Current User
b ] Personal

P
b ] Intermediate Certification Au
b ] Active Directory User Object
I ] Trusted Publishers

b -] Untrusted Certificates

b [] Third-Party Root Certificatior
b | Trusted People

b -] Client Authentication lssuers
b [ Certificate Enrollment Reque:
b -] Smart Card Trusted Roots

Issued To

5 GlobalSign
5 GlobalSign
5] GlobalSign Root CA

5 Go Daddy Class 2 Certification ...

5 Go Daddy Root Certificate Auth...
@ Microsoft Authenticode(tm) Ro..

SiIMicrosoft Root Authority

Sl Microsoft Root Certificate Auth...
Sl Microsoft Root Certificate Auth...
53] Microsoft Root Certificate Auth...
53 NO LIABILITY ACCEPTED, ()97 ...

5 QuoVadis Root CA 2
[Zlsanafortestd rom

Issued By
GlobalSign
GlobalSign
GlobalSign Root CA

Go Daddy Class 2 Certification Au..
Go Daddy Root Certificate Author...
Microsoft Authenticode(tm) Root...

Microsoft Root Authority

Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...

MO LIABILITY ACCEPTED, (c)97 V...
CQuoVadis Root CA 2
anofortestd com

Expiration Date
3/18/2029
12/15/2021
1/28/2028
6/30/2034
1/1/2038
14172000
12/31/2020
5/10/2021
6/24/2035
3/23/2036
1/8/2004
11/25/2031
AL200009

Intended Purposes

Server Authenticati...
Server Authenticati...
Server Authenticati...
Server Authenticati...
Server Authenticati...

Secure Email, Code...

<All»
<All>
<All>
<All>
Time Stamping

Server Authenticati...

Friendly Name Status  Certificate Te ~
GlobalSign Root CA..
Google Trust Servic...
GlobalSign Root CA..
Go Daddy Class 2 C...
Go Daddy Reot Cer...
Microsoft Authenti...

Microsoft Root Aut...
Microsoft Root Cert...
Microsoft Root Cert...
Microsoft Root Cert...
VeriSign Time Stam...
QuoVadis Root CA 2

B4 SCCORP-SCCORPSERVER-CA

SCCORP-SCCORPSERVER-CA

4 RPSERYER-Chr
[SISCCORP-SCCORPSERVER-CA
[SlSecureTrust CA

(5 Security Communication Root...
(5 Security Communication Root...
(Sl starfield Class 2 Certification A...

SCCORP-SCCORPSERVER-CA
SecureTrust CA

Security Communication RootCA1
Security Communication RootCA2

Starfield Class 2 Certification Auth..

Root Ce tific)

4/20/2120
1/1/2030
9/30/2023
5/29/2029
. 6/30/2034
ni

<All>

Server Authenticati...
Server Authenticati...
Server Authenticati...
Server Authenticati...

<None> Root Certific:
Trustwave Root Certific
SECOM Trust Syste...
SECOM Trust Syste...

Starfield Class 2 Cer...

Trusted Root Certification Authorities store contains 45 certificates.

Open the cert and click on Details -> Copy to File and export as Base-64 with .cer format:

—_—
| Generdl | Details | Cbrtification Path |
e——

Show: | <All=

Field
Version
Serial number

Issuer

Signature algarithm
Signature hash algorithm

Value
V3

558ab1df 773b ich446fs ...

shaiRSA
shal

SCCORP-SCCORPSERVER-CA,...
Monday, April 20, 2020 8:07:5...
Saturday, April 20, 2120 8:17:...
SCCORP-SCCORPSERVER-CA,...

Valid from
Valid to
Subject
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Export File Format
Certificates can be exported in & variety of file formats,

Select the format you want to use:
(") DER encoded binary ¥.508 {,CER)

(®) Base-64 encoded X.509 (.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7E)
[Jindude all certificates in the certification path if possible

() Personal Information Exchange - PKCS #12 {,PFX)
[Jindude all certificates in the certification path if possible

[]Delete the private key if the export is successful
[]Export all extended properties

() Microsoft Serialized Certificate Store (,55T)

7.3 Configuration of LDAPS Server Signing

Go to Server Manager ->Tools -> Click Group Policy Management:

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Certification Authority

Compaonent Services

Computer Management
Defragment and Optimize Drives
DHCP

DNS

Event Viewer

Group Policy Management I

Internet Information Services (115} Manager
iSCSI Initiator

Local Security Policy

Microsoft Azure Services

ODBC Data Sources (32-bit)

ODBC Data Sources (b4-bit)

T Performance Monitor
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Choose the correct Domain name and Extend it.

5L File Action View Window Help [-[=]*]
e« 2[E ol @ ol

=, Group Policy Management
4 45 Forest: SCCORP.local

Eif Group Policy Modeling

|4 Group Palicy Results

‘h—_.____ _ Directory and SYSVOL replication for

SCCORP.local
Status | Linked Group Policy Objects || < | >

This page shows the status of Active

this domain as it relates ta Group Policy.

Status Details

@ SCcomServer.5.. Change

No Infrastructure Status information
exdsts for this domain.

Choose the domain controller -> Select Default Domain controller Policy:

15}, Group Pelicy Management
4 43 Forest: SCCORP.local
4 55 Domains
4 3 SCCORP.local

= Default Demain Policy

=1
=3
=] AGroup

2 Domain Controllers

b = = =

=, Default Domain Controllers Poliq,rl

b [ WMI Filters
[ .ﬁ Starter GPOs
b (@ Sites
¥ Group Policy Madeling

e

Group Policy Results

Right Click Edit and open the group management editor:

=[ Default Domain Controllers Policy [SCCORPSERVER.S ~
[« & Computer Configuration] ]
4 || Policies
[ [ Software Settings
Ia | Windows Settings I
I- | Name Resolution Policy
| Scripts (Startup/Shutdown)

| Security Settings

b EEvE

-

Policy Policy Setting |~
1%z| Audit: Force audit policy subcategory settings (Windows Vis... Not Defined
19| Audit: Shut down system immediately if unable to log secur... Not Defined
1%z] DCOM: Machine Access Restrictions in Security Descriptor D... Mot Defined
1%z] DCOM: Machine Launch Restrictions in Security Descriptor .. Mot Defined N
1%z Devices: Allow undock without having to log on Mot Defined .
1z Devices: Allowed to format and eject remaovable media Mot Defined
l%iz] Devices: Prevent users from installing printer drivers Mot Defined
1| Devices: Restrict CD-ROM access to locally logged-on user...  Not Defined
12| Devices: Restrict floppy access to locally logged-on user only  Not Defined
12| Domain controller: Allow server operators to schedule tasks  Not Defined

Mot Defined

i
D n controller: LOAP sepyve gl b £ [ed

Domain controller: LDAP server signing requirements

I+ [ 4 Restricted Groups
I+ [ System Services
b 4 Registry
I+ [ File System
I+ f;a[ Wired Metwork (IEEE 802.3) Policie:
I [ Windows Firewall with Advanced ¢
[ ] Network List Manager Policies
[ ;d Wireless Metwork (IEEE 802.11) Pali
[ [ | Public Key Policies
I || Software Restriction Policies "

< m ¥

g omain controller: Refuse machine accoun password chan...

12| Domain member: Digitally encrypt or sign secure channel d... Enabled

1z] Domain member: Digitally encrypt secure channel data (wh... Mot Defined
lz] Domain member: Digitally sign secure channel data (when ... Mot Defined
1z] Domain member: Disable machine account password chan... Mot Defined
1z] Domain member: Maximum machine account password age Mot Defined
1%z] Domain member: Require strong (Windows 2000 or later) se.. Mot Defined
1| Interactive logon: Display user information when the session... Not Defined
1| Interactive logen: Do not display last user name Mot Defined

1| Interactive logon: Do not require CTRL+ALT+DEL Mot Defined W
<] [ [ >
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Change the setting to Required signing.
Domain controller: LDAP server signing requireme...l_?-

Security Policy Setting | Explain

7@[ Domain controller: LOAP server signing requirements

Define this policy setting

| Require signing W

Maodifying this setting may affect compatibility with clients, services,
' I\ and applications.

For more information. see Domain controller: LOAP server signing
requirements. (1823655)

OK || Cancel || Apply |

After configured, CMD run the gpupdate /force to push the group policy.
BN Command Prompt

AAdminlstrators

Jzer Policy upc

T I

DY sershAdministrators

7.4 AD Configuration on IAM

The above are the configuration tutorial on the AD domain. This section describes the configuration of
the AD domain server on IAM:
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7.4.1 Authentication Port Description

As shown in the figure, the LDAP server is configured at the external authentication server to connect
with the Microsoft AD domain:

o When encryption is not enabled, the default port is 389.

. If encryption is enabled, when the encryption method is SSL, the authentication port is 636.

. If encrypted is enabled, when the encryption method is TLS, the authentication port is 389.
Navigation < st srver [
} Status #+ Add v X Delete |  Enable @ Disable | S\ LDAP Options | & Sync with all LDAP servers @QR Codes for Registered Login
» Proxy [[] Mo. Name Authentication
T Users #| Enable

4 Authentication
Server Name:
Authentication Policy

Type: i i <
External Auth Server P MS Active Directory

Single Sign-On Basics ” Sync Options || Advanced

Custom Webpage
IF Address:
Internal Portal Server

Port: 3389 ;'z'
U . - " -
Uz Timeout (sec): B If M5 Active Directory server is selected, port 636
is used by default for S5L encryption and port 389
b Self Services Search: Anonymous is used by default for TLS encryption or no
Advanced Admin DN: Admin DN or name of the server admin account ETERGLET:

cn=~Administrator,cn=users,<base dn=

Admin Password:

Enable encryption :!:.l

Browse.

BaseDN: ke

Test Validity

Commit Cancel

7.4.2 Enable Encryption

As shown in the figures below:

e The LDAP server can be configured not to enable encryption. In this scenario, the LDAP server
signing requirement is not enabled on the Microsoft AD domain.

e If the AD domain has been configured to enable LDAP server signing requirement, then
encryption must be turned on here. The encryption method can be selected by yourself, and the
authentication port can be modified according to the selected encryption method as described
above.

e  The verify certificate function can be turned off, and it will not affect the connection with the
AD domain with server signing requirement enabled.

o If the verify certificate function is enabled, you need to configure the domain name and import
the certificate file:

e The configuration of the domain name needs to be configured as the full computer
name of the AD domain server: as shown below, you can log in to the AD domain
server to obtain this field, as shown in the following figure:
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System
Processor IntelR) Core{TM)20uc CPU  TTTO0 @ 240GH: 2.10GHz
Installed memory (RAM):  8.00GB
System type 64-bit Operating System, ¥64-based processor
Pen ind Touch: No Pen or Touch Input 15 available for the Duplay

Computer name, doman, and workgroup settings

Computer name: SCcorpServer & Change settngs
Full computer name SCcorpServer, SCCORP local

Computer descnption: My business server

Domainc SCCORP.Jexal

e  After the domain name is configured, you need to add the host rule to resolve the filled
domain name to the IP address of the AD domain server:

|+ Enable encryption G}
Encryption Method: @ ss51 @ T1S

[ verify certificate (i)

Venfying certificate needs to configure domain
name and ensure connectivity, (Go to System =
Metwork Settings = Advanced = Hosts to resolve
domain name to IP address of AD domain server.

e Import the certificate. The certificate needs to be a Base64 encoded .cer format
certificate exported from the root certificate file on the AD domain server. This is

described in the [Configuration of Server Certification Installation] section and will not
be repeated here.

7.5 IWA SSO Configuration

The IWA single sign-on function will be affected by the server signing requirement enabled in the AD
domain. If the server signing requirement is enabled on the AD domain, you need to enable the encrypt
connection at the IWA single sign-on location:

Navigation B | single sign-0n(ss0)
b Status Category < || MS AD Domain
» P -
—r # MS AD Domain ¥ Enable Domain 550
} Objects » PPPOE
[_] obtain login profile by executing logon script through domain (i)
~ Users » Radius
Download Domain S50 Program
4 Authentication » Prosey
» Authentication Policy . pors
[} il
» External Auth Server O pomain ss0 @
> Web Look up logs on the AD server for user credentials

» Single Sign-0n

» Custom Webpage ¥ Third-Party Server =+ add X Delete

P — b ST A [ bomain Controll.. | Excluded URL Last Obtained Recent Users Status

» Database
I Users
» Others
[ Self Services No data available

» Advanced

[#] Enable Integrated Windows Authentication (i)

Download Configuration Guide

Computer Name : | sangfora -7302 @
Domain Name: sceorp.local

DNS Server: 192.168.20.89

Domain Account: | administrator

Account joined to the domain, e.g., Administrator

Password: oy Test Validity
Advanced: | settings

I ¥ Encrypt connection with AD domain server I
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