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Chapter 1 Content requirements

1 Background

IAM has a local organization structure, and third-party devices combine IAM for radius authentication,
and want to use users stored in IJAM without creating new users. Then IAM can be configured as a

radius server.

2 Configure IAM

1. Go to User-> Advanced-> RADIUS Server path. Enable Radius Server, configure port and shared

secret
Navigation s ]
» Status Category < || RADIUS Server
» Proxy Authentication Options || Enabled
} Objects USB Key User S
Authentication
~ Users Custom Attributes
PR Port: 1812
4 Authentication MAC acquisition across
Authentication Policy L3 network Shared Secret:
External Auth Server RADIUS Server
Single Sign-On Accounting

Managed Authentication
Custom Webpage

Internal Portal Server
[ Users
I» Self Services

Advanced

2. Create a local user.

Port: 1813

Shared Secret:

User Group < || Member and Policy
Search term £ Group Path: / Edit
[E152 Local Users Description: Root
|f_|.]_-[ Domain User Members: Sub-groups: 0, immediate users: 1, total users: 1
_ Ll sccorrlocal Associated Policy: block fb mobile, test2, Whatsapp,new,testing,Various It

Members ” Folicies |

+ Add ~ Delete edit | & Select - | % Import/Export - | T2
Mo. Mame «
[J 1 g sangfor

3 Configure third-party devices

1. Demonstrate the principle with another IAM here

Configure Radius Server related information

2
3. Go to User-> Authentication-> External Auth Server path
4

Add a Radius Server
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Message

( 'i i Message: Connect to server successfully!

5. Configure the authentication policy and select the configured Radius Server.

Authentication Policy

Authentication Policy

+| Enable

Name: |Default Policy ‘

Description: | ‘

* Object
LaeE Auth Method: ) Open authentication

> Auth Method (® Password based
) Single Sign-On{S50)

+ Action ) None (requests are rejected always)

Auth Server: Radius h
[ Self registration: Local user database Local Passwo...
Radius RADIUS Pass...
Add Server
[] Account login wirl-l +

[_] Account Login with SMS Code (i)

Captive Portal

Captive Portal: ‘without Slideshow and Terms of Use |V‘ I Preview]
Login Redirection:  https:// www.facebook.com
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6.

Use the user name and password created on the Radius Server for authentication on the PC.
@ Identity Authentication System X -+
e

C A Notsecura | 192.168.19.88/ac_partal/default/pc.htmi?template=default&tabs=pwd8vlanid=0&url=http://qq.com%2f
' Identity Authentication System

Account

Iam a staff member. Use account to log in

2 sangfor

[ P | l

[) Remember me Change Password Forgot Password

LogIn

7. You can see the authenticated users in the online user list
4 Auto Refresh: 5 second(s) » | @ Refresh | T Filter | & -9 @ Logout | [ Export Search by Username ~ |Search
Status: All  Endpoint Device: All Objects: none
User Group | Members
Search term 2|0 No. | username(atias) Group 1P Address Endpoint Device  Auth Method Time Logged In/Locked - Online Duration Operation
BB/ 1users O 1 sangfor / 102.168.19.89 Verifying... User Account 2020-01-02 21:08:59Login 17 seconds &

@ Deny_ALL 0 Users
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