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Chapter 1 Introduction

Application control policy controls data packets based on the TCP/IP definition range of interactive data
packets or the characteristics of the application layer to prevent unauthorized data packets from
interacting.

Chapter 2 Best Practices

By applying application control policies, the interactive data from both parties in the communication are
defined and controlled in the principle of minimizing access permissions, so as to greatly reducing the
range under attack and the security risks. The suggestion here is for reference only. It depends on the
actual environment for special circumstances.

Note: The application control policy intercepts all interaction behaviors by default. Set at least one
corresponding allow policy to ensure the normal network access.

1 Suggestions on PC Network Access

For users who do not have any specific control requirement for the PC network access, it is
recommended to preset the IP segment and zones for the PC, and allow the network access (from LAN to
WAN) for all applications on the PC. The configuration is as follows:

Navigation A8 | Appiication Control
v E Z A i ZFil
} Status +Add X 7} Add Application Control Policy PPl Troubleshooting & Filter | | Search rel
Priori e Grou dule  Time Updated Action  Hit Count  Sta..  Operation
» Network ity P Eonbi p P
1 Default P. A Basics ek - Deny 0 By
plrmes PC access Internet
Description: Optional, up to 256 characters
47AocRe Cantrol Group and Priarity: Default gro | ¥ || above entry No. | ¥ 1
Application Control
Country Blacking Source
Connection Control Hea 13 tFist A @
Address: e
4 Network Security o Network Objects >l pc ‘3
Palicies oty Optional. Default is all ports @
Anti-DaS/DDoS
Destination
ARP Spoefing Prevention
Zone: L2_untrust_A =]
|» Bandwidth Management aTlrRse: . =l q‘]
» Deployment Wizard Service/Application: Service ~ | Predefined £ @
Blacklist/Whitelist
Others
Custom Webpage
l Options: © Allow Deny l
Schedule: v
e All week
Advanced Settings: Settings
» Authentication System
» Security Solution
|Save and Add | oK | Cancel |
Page  1lof1 & Entries Per Page:| 100 1-1of1

Note: Many administrators like to use one policy to allow all IP access requests from bi-direction. This
practice is not recommended. It only needs to allow the data access from LAN to WAN if there are no
special circumstances with the PC.

Note: Pay attention to the scenario that: the NGAF is deployed in bridge mode or virtual wire mode, and
the customer have a DHCP server in the WAN outside the AF (for example, set DHCP for the gateway
devices connected to the AF). In this scenario, it needs to allow at least the DHCP service from WAN to
LAN: UDP ports 67 & 68, to make sure the connected PCs can obtain the DHCP address.

1.1 With Specific Control Requirements

For users have specific requirements for the PC network access (for example, the PC can access the
network, but cannot play online games or use proxy tools). The configuration is as follows.
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Select Application

Al [~ [
e

[ File Transfer

P2P Stream Media
P2P

Download Tools
HTTP Application

Streaming Media/All
File Transfer/All
™Al

P2P Stream Media/All
P2P/All

Dawnload Tools/All

FTR HTTP Application/All
Mail

ool FTP/AIl

Remete Login Mail Al
Net Meeting DNS/All
Net Sharing
cMP

o Net Meeting/All
#1[7| Database Net Sharing/All
[ ProxyToal 1eMP/A

v/ 0A

Remote Login/All

Note: The "Service/Application” is a radio option, and specific choice depends the user's needs. If the
user does not allow a specific destination port in the WAN to be accessed, it is more appropriate to
choose "Service".

2 Suggestions on the Server Network Access

2.1 Server Network Access is Required

Generally, it happens when a server needs to access some specific resources, such as regularly updating
software or synchronizing data to a specific server. In this situation, it is recommended to ask the user
about the destination IP to be accessed or even the port of the destination IP.

For example, the server of a portal website needs to access a synchronization server
(200.200.200.200:1111) on the public cloud to push synchronous data regularly.

Navigation

» Network Objects

4 Security Policy Template
» Intrusion Prevention
» Web App Protection
» APT Detection
» Content Security

Add Custom Service

Name: ‘updnh! server port ‘
Description: | |
Protocol:

1111

I Threat Signature Databases

[» Content Identification Databases
» 1P Address Database

¥ Schedule

» Trusted CA
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Navigation

4 Security Policy Template

» Intrusion Prevention I S

> Web App Protection

» APT Detection View: Al B2l Selected 1 objects
> Content Security S Custom Services Custom Services/update...

update server port (TCP:1111)
edefined Service

[Cany (TCP:0-65535; UDP:0-65535
[]ah (Protocel No.51)

[Clbgp (TcP:179)
= [ cluster (UDP:3343)
+ Schedule T — =t [Jdns-t (TCP:53)
e A - s - [Jdns-u (UDP:53)

[l dhep {UDP:67,68)
-[[]dhepé (UDP:546,547)
[Jesp (Protocal No.50)
[ I#p (TCP:21)
[l gre (Protocol No.47)
[ I http (TCP:80)
[ https (TCP:443)
~[[]h.225 (TCP:1720,1503)
T Th 225rac (NP 1710)

I Threat Signature Databases
I Content Identification Databases

» 1P Address Database

2.2 Server Network Access is Not Required

In this situation, it does not need to configure any "Allow" policy for the direction from the server to the
WAN zone. The default policy will be applied to intercept network access behaviors of the server.

3 Suggestions on Public Publishing of the Server
3.1 Not Configure DNAT in NGAF

This scenario is relatively simple. The user-related servers only need the ports/services that can publish
to public. Other ports/services are still not allowed.

For example, the portal website only needs the HTTP ports for public publishing.
Navigation «

» Metwork Gbjects

4 Security Policy Template

> Intrusion Prevention . i 5 ‘ o >l Select Service

+ Web App Protection

View: All [v] [ Selected 1 objects

R T Tah (Protocol No.51) Predefined Service/http -
» Content Security  [[Ibgp (TCP:179)

[ [ cluster (UDP:3343)

|: Threat Signature Databases - [dns-t (TCP:53)

- [Idns-u (UDP:53)
[[dnep (UDP:67,68)
- [[]dhcps (UDP:546,547)

- [l esp (Protocol No.50)
“[Crp (Top:a1)y

- [are (Protocol No.47)

- [“Ihttp (TCP:80)

[ nttps (TCP:443)
[[1h.225 (TCP:1720,1503)
- [[Ih.225ras (UDP:1719)

- [[1h323 (TCP:1720,1503; UDP:171¢
~[Cire (TCP:194)

- [liemp (1CMP:type 0-255, code 0-2
[ like (UDP:500,4500)

| Content Identification Databases
» 1P Address Database
» Schedule

» Trusted CA

3.2 Configure DNAT in NGAF

In this scenario, note that in the DNAT policy, all content of DNAT are allowed to be accessed by
application control policies by default. When in the environment of full mapping for a public network IP,
it is recommended to negotiation with the user and uncheck this option, and manually enable services in
the application control policies.
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Add Destination and Bidirectional NAT Rule x

For traffic from L3_untrust_A to 2.2.2.2:80, translate dst to 192.2.1.2

Navigation «

» Status 1Pvd NAT

» Network + Add> X Delete | « Enabls @ Disal| @ ¢\ apie
» Objects

i [] Mo. Name Type SrcZone

NAT

4 Access Control
Application Cantrol
Country Blacking
Connection Control

4 Network Security
Palicies
Anti-DoS/DDoS

ARP Spoofing Prevention
I Bandwidth Management
» Deployment Wizard
Blacklist/Whitelist

Custom Webpage

» System
} Authentication System

¥ Security Solution

:80
Basics
LR Web Server

Description:

Move To: above entry No. i1 @
Original Data Packet

Src Zone: L3_untrust_A kel
Public Address: 1P Address ~ 2223 D
Protocol & Port: Tcp ~ 8o ®
Translated Data Packet

Internal Address: | 1p pddress v

1P Address: 192.2.1.2

Hatlor B LY If not specified, it is same with original dst po
Bidirectional NAT Options

Configure this if internal users access internal
servers via public IP address.

[ I ——<—@S—S@—@S—S—S—@—E—@—=—=—=—=——————————————

Type: all

[ ] [sesren 2l

st Port Source M. Desti..

Translated Data Packet

Dst Port  Hit Co...

Status Clone Delete

Advanced /

"I Matching traffic is allowed by Lacal ACL and application control
policies (i)

|Save and Add| | ok | cancel |

W 4 page] 1jori] b M | @ E

Chapter 3 Precautions

®  Be careful to enable the "Persistent Connection” in the [Application Control] - [Advanced Settings].
Only enable alone for specific servers with requirements (if needed). Avoid too many of enabled
servers to prevent slow release of the device links, which will affect the device performance.

®  Be careful to enable the "Logging” in the [Application Control] - [Advanced Settings]. It is
suggested to save the logs into the "External Data Center" if the amount of items to be logged is
large, to avoid too many logs appears in the default Internal Data Center, which will affect device
performance.

® The [Application Control] - [Troubleshooting] includes three functions: "Policy Validity Check”,
"Policy Troubleshooting" and "Group Management." You may introduce these functions to users to
embody the simple and easy-to-use features of the product.

Chapter 4 Contact Us

Technical Support Email: tech.support@sangfor.com

International Service Centre: +60 12711 7129 (7511)
Malaysia: 1700 81 7071
Technical Support Hotline: Hong Kong: +852 81257201

Singapore: +65 3152 9370

Other Regions: +60-12-7117511 (7129)

Technical Support Community: http://community.sangfor.com

Official Website: http://www.sangfor.com
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