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1 About Sangfor SSLL VPN

The Sangfor SSL VPN Solution provides support for remote user access to the enterprise network from anywhere
Internet enabled location. Remote access is provided through a Secure Socket Layer (SSL) enabled by an SSL
VPN gateway. The SSL VPN gateway allows remote users to establish a secure Virtual Private Network (VPN)
tunnel using a web browser. This comprehensive solution allows easy access to a broad range of web resources

and web-enabled applications (e.g. Easy Connect) using native HTTP over SSL (HTTPS) browser support.

Sangfor SSL Enterprise VPN provides remote-access connectivity from almost any Internet-enabled location
using a web browser or an APP that natively supports SSL encryption. This feature allows your business to expand
access to its secure enterprise network to any authorized user by providing remote-access connectivity to corporate

resources.

2 Sangfor vSSL VPN Requirement

2.1 Resource Requirements:

vSSL mode

Concurrent users

vCPU

HDD

Platfrom

vSSL -100

Up to 500

2cpu

2G

32G

VMware ESXi 5+

2.2 Sangfor vSSL VPN v7.6.8R2 System and Browser Support List

Sangfor SSL VPN v7.6.8 System and Browser Support List

Windows System Browser SSL VPN Version Functions Detail
1E8.0 M7.6.8R2 All
)\gndgws XPsp2/Windows Gy cine58 above M7.6.8R2
Sp Don't support SSO and Smart TCP Resource
Firefox58 above M7.6.8R2
1E8.0 M7.6.8R2 All
1E9.0 M7.6.8R2 All
windows 7Professional/
Ultimate 32bit IE11 M7.6.8R2 All
Chrome58 above M7.6.8R2
Don't support SSO and Smart TCP Resource
Firefox58 above M7.6.8R2
1E8.0 M7.6.8R2
1E9.0 M7.6.8R2 All
Windows 7Professional/
Ultimate 64bit IET M7.6.8R2
Chrome58 above M7.6.8R2
Don't support SSO and Smart TCP Resource
Firefox58 above M7.6.8R2
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IE10 M7.6.8R2 All
Windows 8 (Windowss.1) IE11 M7.6.8R2 All
32bit&o64bit Chrome58 above M7.6.8R2
Don't support SSO and Smart TCP Resource
Firefox58 above M7.6.8R2
IE11, Edge M7.6.8R2 All
Windows 10 32bit&64bit Chrome58 above M7.6.8R2
Don't support SSO and Smart TCP Resource
Firefox58 above M7.6.8R2

Don't support Windows server system and Win8/Win10 ARM Pad

MAC System Browser Version Function Detail
MacOS 10.9 Safari/Chrome 7.6.8R2 1. Don't support enforce intranet DNS
: 2. Don't support IPv6
MacOS 10.10 Safari/Chrome 7.6.8R2 3. Don't support Easyconnect client
- 4. Don't support USB Key
MacOS 10.11 Safari/Chrome 7.6.8R2 5. Don't support SSO
- 6. Don't support smart TCP resource
MacOS 10.12 Safari/Chrome 7.6.8R2 7. Don't support auto login
MacOS 10.13 Sl 7 6.8R2 8. Don't support HTP acceleration and byte cache
MacOS 10.14 Safari/Chrome 7.6.8R2
MacOS 10.15 Safari/Chrome 7.6.8R2
Phone System System Version Function support detail
Android4.x M7.6.8R2
- Only support web resource, L3VPN resource,
Android5.x M7.6.8R2 Remote application delivery resource
Android6.x M7.6.8R2
Android Android7.x M7.6.8R2
Android8.x M7.6.8R2
Android9.x M7.6.8R2
Android10.x M7.6.8R2
10S8.x M7.6.8R2
10S9.x M7.6.8R2
iPhone 10S10.x M7.6.8R2 Only support web resource, L3VPN resource,
TOS11 x M7.6.8R2 Remote application delivery resource
10S12.x M7.6.8R2
10S13.x M7.6.8R2
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3 Apply Sangfor vSSL VPN License

3.1 Please Deal Registration for Apply the vSSL VPN License
You can use < 03_Apply Sangfor vSSL VPN License(Deal Registration Form).xlsx>

Deal Registration Form

To: SANGFOR TECHNOLOGIES (HONG KONG) LIMITED
Attn:
Contact:

* Customer Name Register Date:
* End User Name (First, Last Name):
* End User Contact No. :

* End User Email:

* End User Address:

* Existing Sangfor Customer?

* Partner Name:

* Partner Contact (First, Last Name):
* Partner Contact number:

* Partner Email:
| * Distributor:

Expected Project Date:

Industry:

Product line(s) Special Requirement/Settings Qty

VvSSLVPN 50 SSL VPN User 1

(1) *are mandatory fields, and should be submitted fully before POC session starts.

(2) Itishighly recommend that our channel partner register their prospects with usduring the
(3) Each registration for a prospect would bevalid for 3 months, partner should update the
(4) Duringthisvalid registration period, the channel partner would be authorized to bethe
(5) When the period isexpired AND the sales cannot be completed, this prospect would be

(6) For those sales deals without registration, we will reserve the right to sell the productsin

3.2 License Application method

Please fill the form < 03_Apply Sangfor vSSL VPN License(Deal Registration Form).xlsx> and contact your
Sangfor sales manager for apply the vSSL VPN license, You would get the vSSL VPN license within one day.
The license would include authorization ID and the authorization serial number.
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4 vSSLDeployment

4.1 Solution Diagram

I SANGFOR vSSL VPN Remote Work Solution Diagram

@ SANGFOR

Solution Diagram —_—— -
https/SSL traffic
- Tt
~
P /oz\/ \In\ernet
@e«o“ \_,‘1_/-/
/.
s, !
/
/
=
0 -
28 =~
Mobile User ’ ERP
2 DB EQ
VSSBSTQ\;SI’N OA ) ERP FileServer
Server Zone
LAN Zone
SANGFOR TECHNOLOGIES Your Future-Proof IT Enabler
4.2 Resource Requirements
Type |File Name Size MD5 Download Link
https://www.dropbox.com/s/zdrt5fui94yvqul/vSSL7.6.1 for VM
mage | S2ngfor VSSL ova Image .56 |6FEC476F535D427E0 |ware.ova?di=0
VSSL7.6.1_for VMware |Gg DAGE3EF523A4608  |L4ns-//drive.google.com/drive/folders/I mmTbGGGmwOLVSF
DVSfGNN7V7v23CBBx?usp=sharing
https://www.dropbox.com/s/7evfcykdlr6g8he/SANGFOR Updat
Sangfor Firmware Updater|3-08  |19E64BF5121E2D4E7 |€6:1.zip?dI=0
Tools |
Tools MB CA49FF9908818513 http://download.sangfor.com.cn/download/product/tools/SANGF
OR_Updater6.1.zip
https://www.dropbox.com/s/q19erxru7tp95gi/SSLM7.6.8R2%28
) 372 60 20200224%29 built-
Firm |From vSSL7.6.1 to vSSL : 76d76¢c5e919318f4acof |yup DLANG.0.0%2820191226%29.cssu?d1=0
ware |7.6.8R2 MB bdl1ffefc551
http://download.sangfor.com.cn/download/product/sslvpn/SSLM
7.6.8R2(20200224) built-up DLANG6.0.0(20191226).cssu
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4.3 Deploy vSSLVPN OVA Image

Please check your VMware ESXi version is higher than 5.0, We use VMware ESXi 6.5 to show the step as
below.
Login VMware management console and import the Sangfor vSSL ova Image.

080 < :m] & 192.200.253 55 [ ha i

& 192.200.253.65

100t8192.20025355 v | Help v | (]

i; 192-200-253-139 - Virtual Machines

% Greate / Registar VM | | @ Rafroan

Virtusl machine v Staus v Usedspace v GuestOS v Hostname Host CPU v Hostmemory v

31 ERP Server © Nomal  364G8 CentOS 4/5 or later (B4-01)  Unknomn

Quick filters.

v Initiator

5 Now vitual maching
84 1 Soloct croation type Select creation type
2 Sakect OVF and VMDK files o would you [ to create a Vidual Maching?

L Crmate a new sl machcm, This option guides you through the process of arestng a
Doplay & vitus machios from & OVF o VA i virtus machine from ar OVT and VIADK filse

3 Select storage

4 License agreements
5 Deploymant options.
7 Ready to complete

I A
752 New virtual machine - Sangfor vSSL VPN
' 3 Select crestion ype Select OVF and VMDK files
2 Seloct OVF and YMDK files Selsct the OVF and VMK fles or ONA for the VM you would Ike 1o deploy
3 Salect storage
4 License agreements Enter & nama for tha vitual maching.
5 loyment options
o [ sungror vesL N
© Additionsl settings ()
7R ©» Virtual machine names con contain up to 20 characters nndn:ynmbcmm within each ESX nstance. L
[ F &)—
= SANOFOR v3S_ vWN um._ O
wEan
st
ISE L L en
Aarua o mirsz
man : |
.
B an o naT
x @& vSSL7.6.1_for VMware.ova O vewn e mit
| @ Onelinm e n
(e o
BRI L)
R
[T
& Gasge.. =
T
-
or  EEE
O {—— 1]
Back Nt Frish Carcal [
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Need around 5 mins to complete the OVA import process.

ene < ia] 19220025355 D bl e

vmware ESXi 10018192.20025355 v | Help v |
fafiatoatcr Neapsae il eee < [in] @ https:i/192.200,253.55/u#Most/vms 3 al 2.
- @ Host -
Montor Virt chine T3 Navi 192-200-263-139 - Virtual Machines.
3 Storape er i @ Refrean
€3 Networking v Ststus v Usedspace Hostnars fout CPU v Host memory
©Nomal 36468 Unknoan OMHz ame
1 Storage @ Nomal  226KB Unknean 0MHz amB
€2 Networking Quick filers. 2Zitems
—
Recent tasks. N
sk
10
| Recent tasks
N Task Target Initiator Result olets
505120101 18 DLANG oot Qoo
wt Qo
o = © com

4.4 Login Sangfor vSSL VPN

After import the Sangfor vSSL VPN ova image, power on the Sangfor vSSL VPN, Change the IP to your server
zone VPN subnet IP address/ subnet mask/ Default Gateway.

ene < [in] 192200263

6 | o s
vmware' ESXi® aotsezzsass - 1 e - | CREEIID
: Nevigator 192.200-263:139 - Vil Machines
- [ Host Sangfor vSSL VPN
Manage 5 et egrat | o corole A LR E is at
Mostor o Open brawser e https://10.254.254.254:4430
K Open coneois in rew window
- etwork Setup Wizard
03 storage vssLypN 1 Open carsale i rew s Show Current Network Settings
Ao ¥ Lounch remote conecle Intor Naintain Shell

7 Dowrloss VMAC

[
nawNeE

Login
Reboot
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I;)-rr ify a tatic ip addres:

After config the IP info, test the vSSL VPN network connection, you can ping the vSSL VPN IP.

Open browser and login SSL VPN admin web console through https://IP:4430, you can change the UI language
[fFSZ | English], the default user name and password is admin/ admin.

@ hitgs.1192.200 253.56:4430

Global Service Cenme: +60 12711 7129 (7511)  Malaysia: 1700 817 071 & ssLven

SSLVPN N Follow us on
Rapid, Secure @.’ﬁ'@s YouTube Uscrmame
& Simple o G “ﬁ:' o~

- Password
| ™
SSL

o,

Your Future-Proof IT Enabler

Sangfor Technologies (Hong Kong) Limited
Unit 04, 6/F, Greenfield Tower, Concordia Plaza, No.1 Science Museum Road Tsim Sha Tsui East, Hong Kong

T.: 4852 34279163 | E.: tech.support@sangfor.com | W.: www.sangfor.com



é SANGFOR

Click [Online Authorization®&5555] to input the trial license which you get from Sangfor sales manager.

o)
8

e0e <> m| £192.200.253.56 ¢

Online Authorization

+ Contact a local supplier or Sangfor at 400-806-6868 to get the authorization
code and license key.
~ Apply for authorization ID and serial number for a free trial

Authorization Code: [1_ ms0 ‘

License Key: [mz-.- EEE 0 EE SEsp ‘

Tips:
1. This system must be connected to the Internet during the authorization
process.

2. It must be connected to the Internet even after successful authorization, or
some functions will become unavailable later.

3. Authorization code and license key can be used on one system only. To use
them to activate another system, revoke authorization from the current system

first.

The vSSL VPN may ask you to change your admin password.

£ 192.200.253.56

You can try this product for free for 184 day(s). To get a license, you can choose
Online Authorization or Authorization via Licensing Server
Administrator Console | status | emote Application
Auto Refresh 10 seconds “%Refresh ({ Select Panel ~ System Time: 2020-03-19 08:13:29

1. Please change password of super admin account.
Password of super admin account has never been changed. Please change it to a stronger one with 8 characters or more.

» Users
1P Address Inbound

» Resources
CPU Usage - 6%
Line 1(WAN1) 192.200.253.56 4.7Kbps 35.7Kbps Connected

> Roles Online Users:0 [View]
Locked Users:0  [View]
Hardware IDs for Approval:

» Policy Sets 0 @ 9

» Authentication

» Remote Servers

08:10 08:11
4 Endpoint Security
» Rules

The password s too weak. Please change it to a

-
ices stronger onel
o ||

» Built-in Rules Update

Max Licensed Users:50,Peak:0 (2016-04-05 02:18)

A\

VAN ®
08: 08:10 08: B B 08:09
— Outbound:0.6 KBps — Concurrent Users:0

Byte Cache - Inbound & Outbound Speed (Realtime) ————————(0/X),

KBps. Byte cache is disabled
0.05
0.04
0.03
0.02
0.01

0

08:09 i i 08:09 08:10 ]
— Before Optimization:0.0 KBps ~ — After Optimization:0.0 KBps

08:12

» Maintenance — Sessions:124
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Check the license info: number of SSL VPN user and license expire date.

e0e < M # 192.200.253.56

192-200-253-139 - VMware ESXi

You can try this product for free for v/

g
Online Autt ion or Authorization via Licensing Server.

Administrator Console

Console Options.

Sangfor SSL VPN

% simon ¥ | Change Password | Help

_
Licensing |[EEAY Device Certificate || SMTP || Data Center || snmP
» Status
Basics
~ System
Yoreon Authorization Method: Online Authorization (Trial Edition)
Authorized User: test
> Network
Authorization Code: 15 30
> Schedule

Expiration Date: 2020-09-19
> Administrator Online Authorization Authorization via Licensing Server
4 SSL VPN Options.

> General

Reset | Reset Terms of Use and Privacy Policy option in Login page

> Network Optimization

» SSL VPN

» Firewall

» Maintenance

z ::::::ng VPN Function Modules Symbol: « Activated Q Not Activated
> Distributed Nodes SSL VPN Users: v
L Mobile Sangfor VPN Users: 0 o ‘ Modify |

Lines: a s

Branch VPN Sites: 2 v

Max Remote App Users: s v

Cross-ISP Access Optimization: Activated <

=03 Activated 4

Byte Caching: Activated 4

One-Way Acceleration: Activated 3

Cluster Activated L4

4.5 Upgrade vSSL VPN from v7.6.1 to v7.6.8R2

Unzip [SANGFOR_Updater6.1.zip], Run [Sangfor Firmware Updater] with windows administrator right, the

password is same as web console password(default is admin).

Press F10 to open the updater log console.

GO. 1 » SANGFOR VSSL VPN Remote Work Selution 1 SANGFOR Updetet61 »

Organize v [ Open  Sharewith v New folder
oo Name Date modified Type Sze
I Desitop . STARTUP 2 1915:06 File folder
1% Dovmloads & SANGFOR Figrmware Lindater. 1AOM2ASS Application 531 KB

& Recent Places
& Run as administiator

L Uibraries

[=@E=]

3 Documents @ Technical Support Console - Device Disconnected EE=]
‘":“‘:‘ Update(U) Backup(B) Time(T) Command(C) Help(H)
) Pitures
8 Videos Begin to obtain Internet time...
Obtain I time 11y
8 Computer Current time: 2020-03-19 15:39:31
G Neswork ¥ Tis£You may lck Search buton to searc for al reacha, 4 Sangfor Frmuare Updater - =sliE @ Technical Support Console - 192.200.253.56
Sangfor devices in this broadcast domain Update(U) Backup(B) Time(T) Command(C) Help(H)
1P Address: 192.200.253.56 SANCESS Eress F10 the technical suppo
m T10 L e Connecting to device (192.200.253.56)...
MAC:000C291AA2B9 DATE:20200318
Password: | § Connect device successfully.
Curent Device :
on_of current device:
Remember password Version: M76.1
: scclient 4.2 20140606
R - e B 2200 2 8 mdlan  M6.0.0_20180123
The admin Password Update sslvpn M7.6.1.201 Build20180118
. o . sted build-ss1-201  2018-01-18
defaultis “admin © Onine update update-ssl 2018-01-26
- GCS_PRODUCT1.2.0
Sl DLAN6.0.0.66653 Build20180123
N ’ update date 2018-01-23
(e=lE=Ees i custom-build only for vmware ovE

T ————S—

Update server version is : 451

Your Future-Proof IT Enabler

Sangfor Technologies (Hong Kong) Limited

Unit 04, 6/F, Greenfield Tower, Concordia Plaza, No.1 Science Museum Road Tsim Sha Tsui East, Hong Kong

T.: 4852 34279163 | E.: tech.support@sangfor.com |

W.: www.sangfor.com




G SANGFOR

Select the v7.6.8R2 firmware<SSLM7.6.8R2(20200224) built-up DLANG6.0.0(20191226).cssu>, and start to
upgrade.

@ Sengfor Firmware Updater - 192.200.253.56 (=] 8 (%] @ Technical Support Console - 192.200252.56 (=
Update(U) Backup(B) Time(T) Command(C) Help(H)

@ SANGFOR .
Fress FI0 to open the Connecting to device (192.200.253.56)...

MAC:000C291AA2B9 DATE:20200318

i Connect device successfully.
Current Device: Version of current device:
Version: M761 M7.6.1
scclient 4.2 20140606
IP Address:  192200.253.56 mdlan  M6.0.0_20180123
sslvpn M7.6.1.201 Build20180118
Updale Method build-ss1-201  2018-01-18
© Orine update update-ssl 2018-01-26
[ GCS_PRODUCT1.2.0
Select DLAN6.0.0.66653 Build20180123
update date 2018-01-23
© Load package from Disk ;s
(L Bowse... II - - - @ Technical Support Console - Device Disconnected
Update(U) Backup(B) Time(T) C ) Help(H)
SANGFOR MAC: 000C291AA2B9 DATE:20200318 -
Press F10 to open the t. c device 11y.
Version of current device:
Ty — . it
Lookin: ). SANGFOR vSSL VPN Remote Work v @ (¥ [® [~ s scclient 4.2_20140606 i
R e M76.1 mdlan  M6.0.0_20180123
Name Date modified sslvpn M7.6.1.201 Build20180118
SANGFOR Updater6.1 19/3/2020 1540 IP Address:  192.200.253.56 build-ss1-201  2018-01-18
SSLIM7.6.8R2(20200224)_buiit-up, DLANG.0.0 reen 19/3/202015:36 update-ssl 2018-01-26
Update Method GCS_PRODUCT1.2.0
© Onlne update DLAN6.0.0.66653 Build20180123 3
update date 2018-01-23
{ Select ] custom-build only_ for_ vmware_ovf
oy Bl -bultp_DLANGO © Load package from Disk Update server version is : 451
Fies oftype: [ Sangor UpdatePackage Fles ('ssu."cssu) C:\Users\Simon\Desktop\SANGFOR vSSL VPN Remote Work S
Connection is dropped. Please connect the device ag
[ Open as read only -
T ——— < i |

The vSSL VPN appliance automatic restart after successful upgrade firmware.

9 Sangfor Firmware Updater - Device Disconnected 7@ L= @ € Technical Support Console - Device Disconnected [E
Update(U) Backup(B) Time(T) Command(C) Help(H)

update-ssl 2018-01-26 =
GCS_PRODUCT1.2.0
DLAN6.0.0.66653 Build20180123

From Version:

M7.6.1 update date 2018-01-23
Cul 7o Version: custom-build only_for_vmware_ovf
View Update Tips
| Update Tips: Update server version is : 451
;he package Ioadgd is & combined updale package. b Connection is dropped. Please connect the device ag|
Up oftware upgrade license must be valid.
Package released: 2020-02-25 The package loaded is a combined update package.

Package update follows the order below:

1. SSL M7.6.8R2(20200224). ssu (version: M7.6.8 R2)

2. DLANG.0.0_for_M7.6.8R2(20191226).ssu (version: MSX00-DLANE
Device will restart after update with combined update package! v,
| [ < 1 Y}

J Sangfo odater - 192.20 %
(Comee | oo S sANGFOR

Software upgrade license must be valid.
Package released: 2020-02-25

Package update follows the order below:
“

ﬁ Technical Support Console - 192.200.253.56

= S

p Time(T) C ) Help(H)
update date 2018-01-23 -
custom-build only for vmware ovf
B - Update server version is : 451
Version: M761 The package loaded is a combined update package.
T Sottrare soorede 110w aist De wei1d.
Package update follows the order below:
Update Process 1. SSL M7.6.8R2(20200224) .ssu (version: M7.6.8 R2)
State: Updating 1/2. Please wait... 2. DLANG.0.0_for M7.6.8R2(20191226) .ssu (version: M5XC
. Device will restart after update with combined update

n all 2 single package(s
(Checking sofiware upgrade license... Uncompressing combined update package...
Software upgrade license is valid.

Checking software upgrade license...
Software upgrade license is valid.

<« m | »
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&) Sangfor Firmware Updater - 192.200.253.56 o] ® (=]

@ Technical Support Console - 192.200.253.56
Update(U) Backup(B) Time(T) Command(C) Help(H)

& SANGFOR , Version of update package 13 W7.6.0 2. :
. Press F10 to open the technical suppor!
Begin to update:
X Start to backup configurations:
Curent Device Search for and download configuration file. Please wai
Namor M761 Downloading configuration version file...
Pack configurations and back up into file...
1P Address 192.200.25356 Package 1s saved in C:\Users\Simon\Desktop\SANGFOR vSS
Back mp configurations successfully!
Update Process Preparing for update...
Qate: Updating 1/2. Please wat. C:\Users\Simon\Desktop\SANGEOR vSSL VEN Remote Work Sc
pi-ap
- - — ' = =y =
Complated 5 e = B (@) @ rechnical Support Conzole - Device Disconnected s E=]
Executing upload command... Update(U) Backup(8) Time(T) Command(C) Help(H)
L o — SANGFOR Pack configurations and back up into file... B
Prass Fi0 to open|thaltaciaieniamruentt o w

Curent Device
Stop
Cae ] Version:

Update begins. Please wait...
Completed!
Update completed.
ting with combined update package completed!
Restart device!
Connection is dropped.|Please connect the device agair

«

Package is saved in C:\Users\Simon\Desktop\SANGPOR vS§
Back up configurations successfully!

Preparing for update...
C:\Users\Simon\Desktop\SANGFOR vSSL VEN Remote Work Sc
Updating. ..

Uploading file...

C:\Users\Simon\Desktop\SANGFOR VSSL VEN Remote Work Sc
C:\Users\Simon\Desktop\SANGFOR VSSL VEN Remote Work Sc
Uploaded file 1.

=

(T

»

M76.1
T
IP Address: 192.200.253 56
Update Process

State: Update succeeded

Detals: =
Restart device! |
Device is disconnected. b

<« m »

4.6 vSSL VPN Configuration

Refer to the following diagram for as below configuration demonstration.

I SANGFOR vSSL VPN Remote Work Solution Diagram

Solution Diagram

Group User Name Resource

OA/ERP/Fileserv

Server Zone

Manager MO01 -
IT ITo1 All Subnet

LAN Zone

https/SSL traff|c>
— oy,
P - ~o '
N ~ OA: 192.200.253.61
7 & Internet ERP: 192.200.253.62
7 < \,“/ FileServer: 192.200.253.63
;& i Email: 19220025364
V2 ,.,fa\' |: 201.2.3.4(Your Public IP) Server Subnet: 192.200.253.0/24
/ Port Mappin:
/7 Firewall (Tep 4';';) 9 SSL admin
/ - htt 192.200.253.56:4430
~N o - admin/ admin(default)
S~ VSSL LAN IP:
8 s & T~ 192200.253.56
=D
s 2 pE@ma
https://201.2.3.4 Sangfor
VvSSL VPN OA FileServer Email

VMware Platform
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User Setting, add user group and user for remote user.

Administrator Console

» Status.

» Systum
~ SSLVPN

> Len
R

> Roles

> Mutheckicntion
» Pelicy Sebs

> Remote Servers

4 Endpaint Securtty
+ Rules
Plicies:

+ Buikin Rulis Usdate

§ 192.200.253.56

You can try this product for free far 184 day(s). To get 3 license, you can cvese.
Oriine o in 2

Administrator Console

» Status.
Fields markes ~ are requred

e s Rt et
~ssium [[rome: el D

> Users Descrigtion:

» Resources A T 2

> Rolks Max Concurrent Users: 0

> Butnertication Status: © Enssied Oizabled

> Relicy Sets 9 Irbsarit paruet g wlsibutes

Inhers. autrentication settings
Inherk pokcy set
Inhert azzigned roies.

» Rules
Pelicies Authentication Settings
* Bulk-n Rules Undate Growp Type:  Fubic o
Primary Authentication Seceeciry Auther Lication
" v
Require: :

o
T Enforce its usars/zubgroups to inherk: the suthentication settings
Policy Set
Relicy Set: =

™ Enforce iz users/subgroups to Inhert the Folicy set

» Firnwall Assigned Roles
» Maintenance
Roles: > Crente + frzacite
e Savom e At Swon | | cancu |
» Maintenance
o600 < > @O

@ SANGFOR | ss

& 192.200.253.56

You can try this product for free for 184 day(s). To get a license, you can choose

& simon ¥
Online Authorization or Authorization via Licensing Server

Change Password | Help

Adi strator Console Configurations have changed but not applied. Click *Apply" button to apply the changes.
» Status » Local Users
» System @Add ~ @Delete [JEdit 2 Select ~ | iggAccount Bindings ~ [himport ~ [yMove <gzMore + [4lSending Text Message &> Associated Resources | [ Unfold All » Search by Name ~ p\
~ SSL VPN [search LIEIE]
Group: /
) Users £l qé Path: /
g
N a— B manager Members: , total 5 users:0, total
View/Edit Attributes
Staff
> Roles
|4 Default Group
> Authentication O | Name « Type  Description Public/Private  Status
™ X
M Policy Sets 0 & Group Private 4
[0 A Manager Group Private 4
> Remote Servers
O B staff Group Private <
O EEBEEN O (A pefault Group Group  System protected,unable to be deleted Public <
> Rules
> Policies
> Built-in Rules Update
» Firewall
» Maintenance 14 4 | page 1lof1 b bi| @ show| 25/page 1-40f4
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You can try this product for free for 184 day(s). To get a license, you can choose

G SANGFOR

192.200.253.56 ¢ th 3

% simon¥ | Change Password | Help

Online Authorization or Authorization via Licensing Se

Administrator Console

> Policy Sets
» Remote Servers.

4 Endpoint Security

Added To: Manager e

Inherit parent group's attributes
Inherit authentication settings
Inherit polcy set

» status
Basics Fields marked * are required

» System
~ SSLVPN Name: |M01 ~ Certificate/USB Key: none

R Description: Generate Cert| [__impor | [Create UsB Key.

] Local Password: Virtual IP Assignment: @ Automatic ' Specified

> Roles Confirm: ™ Expire: @ Never On date |

> Authentication plcbieNumber: Status: @ Enabled " Disabled

Offline Access: Offline access is not enabled in policy set

> Rules
> Policies Authentication Settings
> Built-in Rules Update
User Type: blic use private uses
Primary Authentication Secondary Authentication
~ v
. . oTP Aut &
. - ~

Policy Set

Policy Set: =

Assigned Roles.

Roles: | @ Create + Associate

save cancal_|

» Maintenance

Resource Setting, the network segment or server IP resources that need to be accessed by the user. You can
restrict resource ports to enhance security if need.

ene < m # 192.200.263.56 ’ [ul =

& simon ¥

Change Password | Help

s SANGFOR | st

Administrator Console id

You can try this product for free for 184 day(s). To get a license, you can choose
Online Authorization o Authorization via Licensing Server

» Maintenance

Buirin Rules Update

Page 1of1

@ Enatin nevouroe

Featkein Rulex Udatn

» Status JAdd v D Deicte |JEdit 52 Select v | [gMove ®View Association gEMore v | Fiter AI v Search by Name » 2
» System Vieb eop B
o " & SANGFOR| e ey i o, s’ SANGFOR | 5t ——————
~ SSL VPN anp Onlew Acthonzaten or | AL A iy o Acsbd e i L
o= ETI f itrotor coneole _ Aaministator consote | [T ————
Remote app = » statue
» Resources Bavics
Older Resource b | |, ystem
» Roles N e e ———
Resource group S0 von CoT
>
) e P—
s Rewsuron
» Policy Sets » Missources Type: [FTTPE v| eroweal: v
Roles Y1 Potocel: b=
» Remote Servers ks Address: 12202233 G14aN 44D [+
> Autmentication =) N Areen 102 200,251, 80441445 [+
4 Endpoaint Secur » Polcy Sets [~}
D » Pelicy Sets = b
 Rules  Remate Servers
» Remote Servers
+ Policies Progrem Feth 4 Enpint Seurity
4 Endpsint Securty ke Progren Path:
* Builtin Rules Update s [T —— et o s o s et et o St
Poliches Added To: Debust grop >

Addied To: DataLk grous »

Frabie resauee

& isible for user B iskiia for cmar
550 | Murorzed Admn | Accurts Bndrg || Endpoist Typse [[ 220 | Wit e | airta ke | izt e
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Inge Methad: > Logn Muthed: b
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ene <

Role Setting, this is the VPN policy for map the user and resource

m

« w2200z5336 . &
& sANGFOR
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T S A
s
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i -
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= » System
e e v protocols TGP v | sastes
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[ —— - s
PO = e » s s Nas ol e
4 Endpoint Securty —_—— N .
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Please apply the setting to vSSL VPN to effective immediately. ( Online users need to log in again to take
effect)

A4, Configurations have changed but not applied. Click "Apply" button to apply the changes.

»» Role Management

©Add - @ Delete [JjEdit | (7 Select ~ |3 Get Privilege Report Search by Name ~ L
[0 Role Name Description Assigned to Group Status.
O & testsangfor testsangfor v *

Pleae allow the vSSL VPN IP to access vls.sangfor.com.cn:443 for license authorization. And config the port
mapping in your gateway firewall, as below is Sangfor NGAF NAT for your reference.

@ SANGFOR  NGAF8.0.1

Navigation NAT
» Status IPv4 NAT || DNS Mapping |
» Network Add Destination jand Bidirectional NAT Rule
» Objects
For traffic from OUTSIDE to 201.2.3.4:443, translate dst to 192.
~ Policies 200.253.56:443
> NAT Basics
4 Access Control Name: DNAT_vSSL_TCP443
> Application Control Description:
» Country Blocking Move To: below v [as ®
» Connection Control
4 Network Security Original Data Packet
> Policies Src Zone: OUTSIDE e
> Anti-DoS/DDoS
» ARP Spoofing Prevention Public Address: IP Address v|201.2.3.4 @
Protocol & Port: TCP v | 443 @
» Decryption
[> Bandwidth Management Translated Data Packet
» Deployment Wizard Internal Address: | [p Address v
> Blacklist/Whitelist IP Address: 192.200.253.56
» Custom Webpage Translate Port To: |443| ‘
Bidirectional NAT Options
» System
Configure this if internal users access internal Advanced ]
» Authentication System servers via public IP address. —
» Security Solution
Matching traffic is allowed by Local ACL and application
control policies (i)
\ Save and Add | | OK \ | Cancel
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SSLVPN User Login, https://[Your Public IP_Address]. Request to change user’s password when login for
the first time.

Change Password
- Initial password must be changed on first login
S e — for the sake of account security.

nt st 6 character

oIt
@ It cannot contain username
® Password mu t

New PWD

Re ype Password

User can see the resource in the page after login. You can click to access the application if the resource type is
web(http or https), direct run the client if the resource type is client application.

ene < >

$ exst covect K=

Default Group

£ 19220025355 ¢ '

Default Group

7] Server Subaet

jin] M 162.200.25356

€ EASY CONNECT

Default Group

= oA £ Emal
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You can search “sangfor” to download the vpn client(EasyConnect) on APP store or Google play for mobile device.

) " 17:46 1 o -
17:46 7 o sl . 'E -»1:::« - o
Q sangfor O M <EE BRiAGRA

_v
® ¢ 9
OA ERP FileServer Email
feht: httpsyNe 30 @
&8

MiniConnect
» % mE

12 3 456 7 890

- elsx|7 -]
- wme . - — -~
@’ < S Q

an Ap us @ =m nne L] I £s

You can check the online use in the admin web console.

#192.200.253.56

o0 < > M@

@ SANGFOR You can try this product for free for 184 day(s). To get a license, you can choose
Online Auth n or Authorization via Licensing Server
v Status H Resource term
> SSLVPN Search R2IENE Outbound Bps Inbound Bps  Outbound B..  Inbound Byt... Logged In
£] ﬁ/ 0Bps. 0Bps 2.6KB 1.9KB  2020-03-19 09:40:23
A
(“} Manager
[ staff
[ Default Group
!
!
» System
» SSLVPN
» Firewall
» Maintenance 14 4 |Page 1of1| » bl & show 25 /page 1-10f1
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You can change password policy to enhance password strength.

You can try this product for free for 184 day(s). To get a license, you can choose
Online Authorization or Authorization via Licensing Server

Administrator Console Primary Authentication [Tt T N e L L T

&
& SANGFOR | sst

) Status
» System
% - Local Password Settings
v SSL VPN
Password strength, the ways that users change password, applying only to the user accounts in local database.
> Users
> Resources _— - LDAP Settings
=3
> Roles Manage L™~ - e s aagiaaiiale
> Authentication !é' SANGFOR | sstm7.¢ You can try this product for free for 184 day(s). To get a license, you can choose
Online Authorization or Authorization via Licensing Server
P ~  -RADIUS
» Policy Se =
3 Manage H Administrator Console »» Local Password Based Authentication
> Remote Servers T
; - Securil tions
4 Endpoint Security R - Certificat| » System Ry,
> Rules g
- s Select Ca| ¥ SSLVPN @ Enabled (the options only apply to the private users In local database
> Policies

R Password cannot contain username.
> Built-in Rules Update

-Client-Sid |  Resources New and older password must not be the same

1)

Specify Al * Roles @ Minimum length is 6  characters

I » Authentication Every |90  days, user must change password. |15  days before the password expires, remind user to change it.

-Primary £, policy Sets

W

User must change the initial password (Upon the first

Specify h » Remote Servers
Password must have & digit € letter special character (shifl+number key

4 Endpoint Security

Rules Username Options
Policies
Built-in Rules Update Make usermame case insensitive

Save Cancel

5 Security Practices for Remote Access

A lot of company are practicing "working from home" policy. Many of them are worried about granting
Remote access to their employees, which may potentially elevate the risk of their environment. To address that,
you should considerations while implementing remote access solution:

(1) Mandate multi factor authentication whether it is using Hardware ID, SMS and Digital Certificate
(2) Can limit of timing of access to VPN, e.g., 9am to 6pm, (this needs to tie to business operations)

(3) Whitelist the origination IP addresses (this is difficult given most of the home broadband does not have
fixed IP addresses). More applicable to business partner scenarios.

(4) Upon granting VPN access, it needs to implement a good internal segmentation to limit the access from a
remote access (this can be difficult if company does not have good network segmentation design)

(5) Install the endpoint security, such as hard disk encryption, files integrity monitoring, EDR, and others
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