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1. Document Description

The purpose of this document is to provide guidance for troubleshooting on the
failure of upgrade to version 9.5.3.

2. Applicable Version

This document is applicable for the failure of upgrade to version 9.5.3 on Sangfor
WANO.

The version only applicable to version 9.5.1.

. Problem Scenario

The failure of upgrade to version 9.5.3 in this document is referring to the scenario
that Sangfor WANO version 9.5.1 upgrade to version 9.5.3.

For failure of upgrade to version 9.5.3, mainly divided into the following scenarios:

Mobile users exist

Virtual IP addresses for mobile users being assigned
Device Has Joined SC

Custom/KB patch



4. Troubleshooting Guide

4.1

Mobile users exist
Error message

There are mobile users exist. Please delete the mobile users before trying again.

The specific screenshot is as below:

&} Technicel Support Conscle - 10254,
Updateld) Backup(B) TimeT) Commandil) Password(®) Help(H)

Version of update package is WOC _DLANG.2.0.

Bagin to update:

Start to backup configurations:

Smarch for and download configmration file. Pleasa wait...
Downloading configuration vwersion file...

Pack configurations and back up into file...

Back up configurations successfully!
Preparing for npdate. ..

‘apppre’ execute failed
Fharﬂ are mobile nsers exist. Flease delete the mobile nsers before trying Again. I

Root Cause

Package is saved in C:\Users\Test\Downloads)SANGFOR Updaters.0\STARTUP\autobakh, (10.254.:

C:\Users\Test\Downloads\SANCFOR Updaters.0\STARTUP\unpkg\apppre (size:7,434 B) : 100%

Do MOT restart the device, Please contact SANGEOR technical support ! Tel: 4006306430
Dpdating with combined update package stopped! Do HOT restart the device. Please contac

WANO 9.5.3 does not support PDLAN users to access VPN. WOC9.5.1 have

configured PDLAN mobile users, causing upgrade failure.

Total Groups:0, Total Users:4, Users in 4 Download DKey

Selected Group:4 Driver ety D User

New User New Group Delete Import From LDAP Server Import From Text Export

[1 nName Status  Users Type Inherited Attr  Algorithm Virtual IP Network Descri...

g Default group 4

O Local user:mixy Enabled Mo AES Enabled Enabled

O Local user:test Enabled Branch user No AES Disabled

N Local user:Guest Disab... Branch user No AES Disabled Guest
Default user Disab... Branch user No AES Disabled When ...

[
Solution

Delete the mobile user inside the Local Users

L Advanced Search

Operation

Edit Delete Export Copy
Edit Delete Export Copy
Edit Delete Export Copy

Edit

1/1 |Page 1 .



4.2

Virtual IP addresses for mobile users being assigned
Error Message

There are virtual IP addresses for mobile users being assigned. Please remove

them before trying again.

1. Execute script cssu_apppre.sh,

2. WOC_DLANG.2.0(20180913) .asu (version: WOC_DLANG.2.0)

3. WOCH. 5. 3EN(201080919) 95275 . ssu (version: WANACCS.3.3 =N)

4. cluster_2013-7«8.3su (version: MAIXOO-CLUSTERI.4-PATCH)

5. pacc.asu (version: WOC-PACC)

Device will restars after Spdate with combined update package’

Uncompressing combined opdate package. ..

Cheoking software cpgrade license. ..

Software upgrade license is valid,

Uploading saript oeso_apppre.sh

C:\Users\Teat\Downloads\SANGYOR Updatert.O\STARTUP\coupose _unpkg\casse apppre.sh(size:10,174 8) : 100%
Exocute script sanccessfully

Veraion of update package is WOC DLANG.2.0.

Pogin to update:

Start to backop configurations:

Search for and download configuration file. Please waics, .,

Dowvnloading configuration version file..,

Paok configurations and back up into file.,

Package 1s saved in Ci\Users\Test\Downlioads\SANOGIOR Updaters. O\STARTOP\autobak\ (10,294,253, 254)WANACCH . 5.1
Back up configurations soccessfally!

FPreparing for update, ..

C:\Usors\Test\Downloads \SANGIOR Updaters.O\STARTUP\unpkg\apppre (312e:7,434 D) 100%

el

[m~ are virtoal IP addresses for scbile users Leing sssigned. Please rescove them before trying coun.]

Do MOT restart the device, Pleass contact SANGFCR sechnioal support ' Tel: 4006306430

Root Cause

e
Dpdating with coniined update package stopped'! Do NOT restart the device, Pleass contaot SANGIOR teohmioal |

WANO 9.5.3 does not support PDLAN users to access VPN. The virtual IP pool of
the WOC 9.5.1 is also configured with mobile type. As a result, the upgrade fails.

e [P Aarge Subnet Mask Subnets Type
o pm— 192,100,10,1-192,100. 10,50 - -

Add Advareed o
= Sangfar VPN

¥ Staba

& ‘Wirtusl [P Pood

Solution

Delete the mobile user type virtual IP pool

Operasse
Edd Dalete



4.3

Device Has Joined SC

Error Message

This system has joined SC. Please remove it from SC before trying again:
Q Technical Support Console - 10.254.253.254 EIIE

Update(l) Backup(B) Time(I) Cemmand(C) Help(H)

Version of update package is WOC _DLANG.2.0.

Begin to update:

Start to backuop configurations:

Search for and download configuration file. Please wailt...

Downloading configumration wversion file...

Pack configurations and back up intoe file...

Package is saved in C:\Users\Test\Desktop\SANGFOR Updater6.l\STARTUP\autobak\ (10.254.253.254)WANACCS.5.1 EN(19.05.31 14-23-0
Back up configmrations sunccessfully!

Preparing for update...

C:\Users\Test\Desktop\SANGFOR Updateré.l\STARTUP\unpkg\apppre (size:7,434 B) : 100%
appore execpte fajiled

I'I'h'is system has joined S5C. Please remove it from SC before trying aga'in.l

Do NOT restart the device. Please contact SANGFOR technical suopport ! Tel: 4006306430
Updating with combined uopdate package stopped! Do NOT restart the device. Please contact SANCFOR technical support , Tel: 40

Root Cause

WANO Central Management Status is Running causing upgrade failure.

Path: Status > CM Status

CM Status
w Status
» WAN Optimization Connection Service Status: Running Stop Service
» Bandwidth Monitor Connection to CMC: Disconnected Details
» CM Status Connected On:

CMC IP Address:

» System
Total Speed: 0 Bps Inbound Speed: 0 Bps Outbound Speed: 0 Bps
» Sangfor VPN
» WAN Optimization
Monitoring Service Status: Running

» Bandwidth M +

» Firewall
Configuration Mgmt Service Status: Running
» High Availability

» Maintenance
Auto-update Service Status: Running

Update Status: Idle  Update Package: Downloaded: 0%

Solution

Click Stop Service at CM Status, and upgrade the firmware again.



4.4

Custom/KB patch

Error Message

A lot of weird messages

@

Update(l) Backup(B) Time(D

d i x e

+ check_webcfg

+ local port=

++ rwini -f /etc/sinfor/webuisetting.conf -r -s WEBUI_SETTING -k webuiport
+ port=443

4 '[' 443 '1=' 4430 ']"
+ return 0

+ check_space

+ local APP_SPACE=0

+ local WACC SPACE=0

+ local DC_SPACE=0

+ local appspace=0 @ Sangfor Firmware Updater - 10.254253.254 - x|

+ local waccspace=0 =
+ local dcspace=0

T e @smcfon

+ appspace~300000

+ waccspace=600000
+ dcspace=1000000

+4+ df -P /app Curent Device

++ grep -v Available Version: WANACCI 53 EN
++ awk '{print §4)'

+ APP_SPACE=1095004 E: e
4+ af -p f

++ grep /wanacc

++ awk ' (print §4)° Sate: Update faled

+ WACC_SPACE=16085604 5

++ af P

++ grep /datacache

++ awk '{print §4)'

+ DC_SPACE=22740836

+ *[7 300000 -gt 1095004 ']"
+ '[' 600000 -gt 16085604 ']'
+ '[' 1000000 -gt 22740836 ']"
+ check_custom Decomect
+ local iscustom =
++ grep Custom

+ iscustom='Custom-built (1 19-04-24 1
4+ '[' -n 'Custom-built (1 19-04-24 12:
4 '[' '1' -f /var/forceupdate ']’

+ exit_error 'You cannot upgrade from a custom version.'
+0 1101y

+ local ‘error_msg=You cannot upgrade from a custom version.'
+ echo ' You cannot upgrade from a custom version.
+ exit 2

¥ shisize-13.278 B)  100% A
Updating with combined update package stopped! C

< >

:57) -1-WOC9.5.3_PocTest_YinNi_ZSTD(190425145841) -LY-WANACC-20190425"
7)-1-WOC9.5.3_PocTest_YinNi_ZSTD (190425145841) -LY-WANACC-20190425" ']*

Updating with combined update package stopped! Do NOT restart the device. Please contact SANGFOR technical support , Tel: 4006306430.

Keyword: Custom-built

Root Cause

Device installed with Custom/KB patch

++ grep Custom

+ 1scustom='Custom-built (1 19-04-24 12:25:57)-1-WOC9.5.3 PocTest YinNi1_ZSTD(190425145841) -LY-WANACC-20190425"
+ '[' -n 'Custom-built (1 19-04-24 12:25:57)-1-WOC9.5.3 PocTest_YinNi_2ZSTD(190425145841)-LY-WANACC-20190425" ']*
+ '[' '"1' -f /var/forceupdate ']’

+ exit_error 'You cannot upgrade from a custom version.'

C S0 iy R ) i S

+ local ‘'error_msg=You cannot upgrade from a custom version.'

+ echo ' You cannot upgrade from a custom version. "

+ exit 2

Solution

Contact Sangfor TAC to check on the usage of Custom/KB patch before removing



5. Collect Information

If the problem still unable to be resolve through the troubleshooting steps above, you
can collect the below information and escalate the problem to Sangfor Technical
Support with the Community Open a Case feature. Technical Engineer will contact
you to provide assistance on resolving the issue.

Information need to be collect:
i.  Server Model and both sides firmware version.
ii.  Screenshot of the System Logs for both sides.
iii. ~ What troubleshooting step you had gone through.

Open a support case access link:

http://community.sangfor.com/plugin.php?id=service:case

6. Request Articles

If you have new document requirement, you can feedback to us with the feedback
link below. We will provide the troubleshooting guide document based on the
feedback.

Feedback Link
CMS: http://192.200.19.22/request-articles/

Sangfor Community: http://community.sangfor.com/plugin.php?id=service:feedback
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