NGAF
Web Application Protection - Best Practice

VersionN 8.0.8




Change Log

Change Description

July 2, 2019 Version 8.0.8 document release.



CONTENT

Chapter 1 FUNCTION DESCIIPTION ...ttt seesase e nassanes 1

Chapter 2 Best PracCtiCes.....cviiiiiriiiriiieieieicieecisteiseet sttt et sesessnaes 1

1 Web Application Protection Policy Templates..........cccceuiriininiiniincincieiieeienieeeseeseesessesesse e ssessessces 1
1.1 IAentifying WED POILS ......cceuiieiiciicitircincireecineisetsci ettt sesessese s s s et et e bbbt 1
1.2 SElECtiNg ALLACK TYPES...vuvururucireicieieieircineireeeiseisets et stisebsetsessebsebe st sss s tae s ettt bbb sebees 2
1.3 Selecting Protection Types.......ccoccvceveureercereuncnne

1.4 Advanced Settings - Application Hiding .......
1.5 Advanced Settings - Password Protection.....
1.6 Advanced Settings - Privilege Control...........
1.7 Advanced Settings - Data Leak Protection
1.8 Advanced Settings - HTTP Request Anomaly Detection.....
1.9 Advanced Settings - SCANNET BIOCKET .........cociiiiiiiniininciniccieineicieiscieeiseestseeie e ssesse e sesssseens
1.10 Advanced Settings - LOgGING OPHIOIS ......c..vuuwuiuieeiiieeerireieceeeeeieeeeeeeesssesessessse s ssssssesss s ssssssessesesessessssnsenes
1.11 Advanced Settings - Parameter......................

1.12 Advanced Settings - HTTP DoS Attack
1.13 Advanced Settings - User Login Privilege Protection.........ccoocuvicurieneereenieeeenieecineeecereeeceseeenseeenseceensenes
1.14 Advanced Settings - Restrictive URL ACCESS .......c.cwuwreiueemeeeeeieeeeeesenseeenseseessesssssessssssesssssessesssessesssessenes

2 UsIng Template in POLICIES .......c.eueuiurieiniireieieireieieiseircee ettt ettt 20
Chapter 3 PrECAULIONS. ...c.vcuieciiecicicireieircie ettt sttt ees 22
Chapter 4 CONTACE US.....c.oviuicirieirieiricireieireie ettt bbbt bbbttt eseen 22



NGAF_v8.0.8_Web Application Protection_Best Practice

Chapter 1 Function Description

Web Application Protection (WAF) is a set of protection policies designed for Web servers in the local
area network (LAN) of customers. It prevents Web application attacks including operating system (OS)
command injections, Structured Query Language (SQL) injections, cross-site scripting (XSS) attacks and
so forth, and configures Web servers to prevent data leakage.

Chapter 2 Best Practices

Collect the detailed information of users' Web servers in advance, and customize protection policies for
each Web according to their features. It is recommended that each Web business should have its own
policy for ease of management and customization.

Note: To identify and protect an HTTPS-encrypted Web protocol, you need to decrypt the protocol first,
instead of adding the port 433 or other HTTPS ports into the Web Application Protection policies.

1 Web Application Protection Policy Templates

Select "Web App Protection” under "Objects". In the right pane, click "Add" to create a new policy

4 Security Policy Template
; Intrusion Prevention

» Web App Protection

» APT Detection

» Content Security
Basic Protection

» Threat Signature Databases

> Application Hiding @ HTTP Settings
» Content Identification Databases

> Password
» 1P Address Database

» Schedule » Privilege
> Trusted CA > Data Leak Protection
rotces > HTTP Request Anomaly
> > Scanner Blocker
Advanced Protection
> Logging Options
> Cookle-based Attack
> Parameters
> HTTP DoS Attack
> CSRF Defense

> Restrictive URL Access

Note: It must be configured as follows to take effect. Choose "Policies" > "Network Security" > "Policies”
to use the policy template you just created.

1.1 Identifying Web Ports

Web Application Protection policies by default take effect only for the standard HTTP port 80, while
users often use non-standard HTTP ports. Therefore, the ports users actually use require attention
during the delivery. If users use non-standard ports, there are two solutions:

® Add Web server ports that users actually use into Web Application Protection policies. This solution
applies to the scenario where each Web server has a Web Application Protection policy. For
example, if users use the port 8080 in a Web order system, you should configure a policy as follows:
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Navigation

» Network Objects
> Services
4 Security Policy Template
» Intrusion Prevention
> Web App Protection
» APT Detection
> Content Security

» Threat Signature Databases

Port Setti
» Content Identification Databases ° S

> 1P Address Database
> Schedule
» Trusted CA

For ports in a field, separate them with comma(,). For HTTPS

por, create a decryption policy.
[ ok || conce |

®  Select the check box before "Also protect HTTP access on other ports". This solution applies to the
scenario where a policy template is associated with and protects more than one Web server, and
you cannot determine whether all Web servers use standard ports, or the port numbers each Web
server actually uses. (This solution is recommended in version 7.2 or later. In earlier versions, this
solution has flaws in identifying ports.) An example configuration is as follows:

Navigation

» Network Objects

» Services

4 Security Policy Template
» Intrusion Prevention - s
> Web App Protection AN port Settings

» APT Detection
» Content Security

: 80
1 Also protect HTTP access on other
: 21
MYSQL: (3306
TELNET: [23
SSH: [22
For ports in a field, separate them with comma(,). For HTTPS

port, create a decryption policy.
[ o |

I Threat Signature Databases

I Content Identification Databases

» IP Address Database

» Schedule

» Trusted CA

» Policies

1.2 Selecting Attack Types

Web Application Protection guards against 11 types of common attacks, and provides protection based
on one custom rule and one rule issued from cloud.

®  You are recommended to select all attack types by default. Under special circumstances such as false
identification, you are recommended to adjust the rules related to the problem rather than deselect
all attack types. An example configuration is as follows:
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Navigation

» Network Objects

> Services
4 Security Policy Template
 Intrusion Prevention
> Web App Protection
> APT Detection
Select Attack Type
> Content Security
View: All v || Attack Type |2 Selected: 12|

b Threat Signature Databases

Attack Type Description

> Content Identification Databases - SQL Injection SQL Injection is an attack in which malicious code is inserted into inpi

N — XSS Attack XSS, cross-site scripting, is 3 vulnerabilty in web applications that do

(s = Trojan Trojan horse is a program that is designed by attacker to be downloa:

‘Website Scan Attacker scans the entire website to get information of the site structi

‘WebShell WebShell, or website background Trojan, is often an ASP, PHP or JSP

CSRF CSRF, cross-site request forgery, is a type of malicious exploit of a we

ind Inj... Ce d Injection is an attack that ‘submits special chai

File Inclusion File Inclusion is a type of attack specific on PHP websites. It allows at

Path Traversal Path Traversal is a vulnerability that *../ or its variant is added to art

Information Discl... Information Disclosure is often brought by the security vulnerability it

[v] Web Site Vulnera... Special vulnerabilities in well-known websites. The rule can fulfill sec.
[V] Custom WAF sign... All takes effect

» Schedule

» Trusted CA

» Policies

® Based on the rules in the databases, Web Application Protection identifies and guards against all the
types of attacks listed in the preceding figure. Each attack type covers several same type attacks.
Therefore, the function of Web Application Protection is strongly associated with the rule databases
of the device itself. You are recommended to check regularly for updates to the rule databases, as
shown in the following figure:

Navigation R | vatabase upcate

» Status / Enable @ Disable | (4 Offline Update (4 Update Now | \ Update Server | \ Proxy Options | 4 Refresh | Status: Not updating
» Network [] MNo. Database Current Version Latest Version Update Sve Expiration Auto Update Operation
T [] 1 File Verification Model Database 2018-11-15 Logs 2018-11-15 2020-03-31 v 29
re— [] 2 URLDatabase 2019-05-14 Logs 2019-05-14 2020-03-31 v 29
- [] 3 Exploit Protection Database 2019-05-05 Logs 2019-05-05 2020-03-31 v 29
Z‘:ml [1 4 Software Update - 2019-02-19 Never expire v 29
i [] 5 Application Ident Database 2019-05-13 Logs 2019-05-13 2020-03-31 v 29
e @D (] 6 WAF Signature Database 2019-04-24 Logs 2019-04-24 2020-03-31 v 29
ey ] 7 Data Leak Protection 2018-02-16 Logs 2018-02-16 2020-03-31 v 29
[ & Vulnerabiity Analysis Rule 2019-04-24 Logs 2019-04-24 2020-03-31 v EX)
gy [] 9 1P address database 2019-05-13 Logs 2019-05-13 Never expire v 29
4 Maintenance [ 10 Threat Intelligence Database 2019-05-16 Logs 2019-05-16 Never expire v %)
P EETTED [] 11  Hot Threat Database 2019-05-20 Logs. 2019-05-20 2020-03-31 v 29
A=t [1 12 Security Events 2019-05-16 Logs 2019-05-16 2020-03-31 v 29
> Database Update
» Upgrade
> Update History
 Restart

» Troubleshooting

> High Availability

» Central Management

» Authentication System
» Security Solution

1.3 Selecting Protection Types

Attack protection based on behavioral characteristics currently includes application hiding, password
protection, privilege control, data leak protection, HTTP request anomaly detection, and the scanner
blocker. The behaviors of these types of protection need to be configured in the Advanced settings.

1.4 Advanced Settings - Application Hiding

Application Hiding includes three functions: hiding the version information of FTP servers, hiding
HTTP header fields, and replacing HTTP 4XX and 5XX error pages. The functions are explained as
follows.

a) Select “FTP” to enable FTP application hiding, with no configuration parameters required, as shown
in the following figure:
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Advanced %
Basic Protection
Application Hiding HTTP Settings
Password
Privilege

Data Leak Protection
HTTP Request Anomaly

Scanner Blocker

When FTP application hiding is disabled, the information of FTP servers is displayed as follows:

-

@8 C:\Windows\system32\cmd.exe - ftp 10.20.20.244 =N |EcR <=
Microsoft Windows [Uersion 6.1.76001 -

Copyright (c)> 200? Microsoft Corporation. All rights reserved.

m

C:\Users\imd>ftp 10.20.20.244
éééuagﬂigg:igégia;ﬁ;;ﬁhéf? server (Uersion 6.4/0penBSD/Linux—ftpd-08.17)> ready.

oo™ N1ld.ad..s0.4T717T=-\11UNIC /7 /7 -

When FTP application hiding is enabled, the information of FTP servers is displayed as follows:

-

BM C:\Windows\system32\cmd.exe - ftp 10.20.20.244 = R =
Microsoft Windows [Uersion 6.1.76001] -
Copyright {(c> 20089 Microsoft Corporation. All rights reserved.

C:\Users\imd>ftp 10.20.20.244
Connected to 1A.20_20_244_

m

12280 FTP Service
USEr C10.20.20.299-nonesJs

b) HTTP application hiding requires you to define HTTP header fields in advance. You are
recommended to hide the "server" field and the "x-powered-by" field, and take caution in handling
other fields to avoid interrupting business communications. An example configuration is as follows:

Basic Protection FTP
L - 2 HTTP Settings [y o e
Application Hiding HTTP Packet Header Filter X
Password Hide specified fields in HTTP response header
Privilege v | 4= Add

Data Leak Protection up to 100)
HTTP Request Anomaly

Scanner Blocker

Advanced Protection

Logging Options
Cookie-based Attack

Parameters
Replace server error page(5xx) '}
L s L Replace request error page(4xx) i

More Options

CSRF Defense

Restrictive URL Access OK Cancel

OK || Cancel |
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When HTTP application hiding is disabled, the information of response headers is displayed as follows:

= ﬂ Elements Console Sources  Network Performance  Memory  Application  Security  Audits

® © ™ ¥ Q | View i= = (U Groupbyframe | [J Preservelog [J Disable cache | (J Offline Nothrottling ¥

Filter O Hide data URLs ()| XHR J5 CSS Img Media Font Doc WS Manifest Other
‘ Sms 10ms 1Sms 20ms 28ms 0ms 3Bms 40 ms 45 ms SOms SSms 60 ms 65 ms 7Oms TSm
Name X Headers Preview Response Timing
news php?id... [
]
o headef"pg Request URL: http://10.20.20.244/jcsweb/news . php2id=3399
& nav00jpg Request Method: GET
(1) nav_line.gif ,
. Status Code: @ 200 0K
[] footer.jpg

Remote Address: 10.20.20.244:80

Referrer Policy: no-referrer-when-downgrade

¥ Response Headers view source
Connection: Keep-Alive
Content-Encoding: gzip
Content-Length: 2071
Content-Type: text/html
Date: Tue, 18 Jun 2019 ©87:34:22 GMT
Keep-Alive: timeout=15, max=100

[;veen Apache/2.2.16 (Debian) ]

Vary: Accept-Encoding

X-Powered-By: PHP/5.3.3-7+squeezel5

¥ Request Headers view source
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=@.9
Connection: keep-alive
Host: 10.20.20.244
Referer: http://10.20.20.244/jcsweb/
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169 Safari/537.36

¥ Query String Parameters view source view URL encoded

id: 3399

When HTTP application hiding is enabled, the information of response headers is displayed as follows:

[® (] | FElements Console Sources Network Performance  Memory  Application  Security  Audits

® O ™ ¥ Q | View = = (O Groupbyframe | [ Preservelog (J Disable cache | (O Offiine No throtting ¥
Filter J Hide data URLs m XHR JS CSS Img Media Font Doc WS Manifest Other
Sms 10ms 15ms 20ms 25 ms 30ms 35ms 40ms 45 ms s0ms s5ms ms 65 ms 70ms 75ms sms
Name X Headers Preview Response Timing
0 stylecss Request URL: http://10.20.20.244/ csweb/news . php?id=4946
header jj
[ headerjpg Request Method: GET
|=| nav00,jpg _
= Status Code: @ 200 0K
[1] nav_line.gif
Remote Address: 10.20.20.244:80
[1] nav_line.gif
Referrer Policy: no-referrer-when-downgrade
[] footerjpg

¥ Response Headers view source
Connection: Keep-Alive
Content-Encoding: gzip
Content-Length: 2396
Content-Type: text/html
Date: Tue, 18 Jun 2019 ©7:37:19 GMT
7

(erver srremrmreremrerernes )

Keep-Alive: timeout=15, max=

Vary: Accept-Encoding

X-Powered-By: *+*ssssssssssasssnans

¥ Request Headers view source
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=@.9
Cache-Control: max-age=0
Connection: keep-alive
Host: 10.20.20.244
Referer: http://10.20.20.244/jcsweb/
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.169 Safari/537.36

v Query String Parameters  view source  view URL encoded

id: 4946
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c) Enable the function of replacing the HTTP 4XX and 5XX error pages, as shown in the following

figure:

HTTP Packet Header Filter X

Basic Protection
> Application Hiding
> Password
» Privilege
? Data Leak Protection
» HTTP Request Anomaly

» Scanner Blocker

FTP
HTTP Settings

v |+ Add

X

| Hide specified fields in HTTP response header

(up to 100)

O] Type
[ server

[ x-powered-by

Delete

X

Advanced Protection

» Logging Options

» Cookie-based Attack

» Parameters

Replace server error page(5xx) ' D
Replace request error page(4xx) (i)
|| More Options

» HTTP DoS Attack

> CSRF Defense

”» Restrictive URL Access

When HTTP error page replacement is disabled, the error page is displayed as follows:

¢ c
Not Found

The requested URL /jcsweb/nonexistent.php was not found on this server.

® Not secure | 10.20.20.244/jcsweb/nonexistent.php

Apache/2.2.16 (Debian) Server at 10.20.20.244 Port 80

When the HTTP error page replacement is enabled, the error page is displayed as follows:
& C (@ Notsecure | 10.20.20.244/jcsweb/nonexistent.php

Sorry, Page Not Found

1.5 Advanced Settings - Password Protection

Password protection includes four functions: FTP Weak Password Detection, Web-access Weak

Password Detection, Web-access cleartext request inspection, and Defense against brute-force

attacks. The first three only have the function of detection instead of blocking. The functions are

explained as follows.

a) FTP Weak Password Detection detects weak passwords used in FTP login. You can define rules
of weak passwords in advance, as shown in the following figure:
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Basic Protection

FTP Weak Password Detection Settings

> Application Hiding Web-access Weak Password Detection
Web-access cleartext request inspection
» Password
Defense against brute-force attack Settings
>

Privilege
FTP Weak Password Detection X

Data Leak Protection
Weak Password Definition

v

v

HTTP Request Anomaly Password is null

Username and password are the same

~ Password contains 8 or less than 8 characters in alphabetical order
~ Password contains 8 or less than 8 digits only

~ Password contains 8 or less than 8 letters only

> Logging Options Password contains 6 or less than 6 alphanumeric characters

v

Scanner Blocker

Advanced Protection

Weak Password Keywords: (one entry per row, maximum 50 entries allowed)

> Cookie-based Attack Type here

> Parameters

> HTTP DoS Attack

> CSRF Defense

> Restrictive URL Access

OK Cancel

When FTP weak password detection is enabled, a log is displayed as follows:

CI T - R —————————“—___—___——
» Statistics & Filter | (3¢ Export Logs
~ Logs Filter: Period (2019-07-03 00:00~2019-07-03 23:59) | Src zone (All) | Src IP (All) | Dst zone (All) | Dst IP (All) | Rule ID (All) | State Code (All) | Domain/URL(AN) | Type (Al) | Threat level (High,Medium,Low) | Action (Allow,Deny) | Merge Logs(E:
WAF No. Date Type URL/Directory srcIP Src Locati... DstIP Rule ID Description Threat Level Action Details  Whitelist
. 1 2019-07-0317.06:53  Password contai... - 10.20.20245 - Date: 2019-07-03 17:06:53 View Add
Intrusion Prevention = -
2 2019-07-03 17:05:30 Web-access wea... 10.20.20.244/DVWA/logi... 10.20.20.245 - Et Password contains 6 or less than 6 alphanumeric characters ] View Add
APT 3 2019-07-0317:05:30  Web-access clear... 10.20.20.244/DVWA/logi... 10.20.20.245 - Protocol: Tcp View Add
DoS Attack a 2019-07-0317:0508  Information discl... 10.20.20.244/tools/ 102020245 Method) (R SONEIRETHOD View Add
) 5 2019-07-0317:00:32  Web-access wea... 10.20.20.244/jcsweb/php... 10.20.20.245  aiony View Add
Cote S 6 2019-07-0317:0032  Web. 1 10.20.20.244/jcsweb/php... 10.20.20245 SreZone: AL Vi Add
——— -07-03 17:00: /eb-access clear... 10.20.20.244/jcsweb/php... .20. - =i e iew
o Src Location: .
Local Security Events Src Port: 59733
Dst Zone: L2_trust A
toclAct Dst 1P: 10.20.20.244
User Login/Logout Dst Port: 21
= Rule ID: -
Admin Operation ——— )
Policy Name: Policy for server
Logging into FTP using a weak password is detected. ]
Threat Level:
Action: Allow
Attacker takes advantage of the vulnerability to perform brute-
Impact: force attack against the FTP server, making data on FTP server
disclosed.

b) Web-access weak password detection has built-in weak password rules, so you do not need to
configure any parameters. Select the check box before "Web-access Weak Password Detection” to
enable the function, as shown in the following figure:

BasiciBrotection FTP Weak Password Detection Settings

Application Hiding [ Web-access Weak Password Detection ]
Web-access cleartext request inspection
Password .
Defense against brute-force attack Settings
Privilege

Data Leak Protection

HTTP Request Anomaly

Scanner Blocker

Advanced Protection

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 7
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When Web-access weak password detection is enabled, a log is displayed as follows:

LTI - ———G——
» Statistics & Filter | [ Export Logs
~ Logs Filter: Period (2019-07-03 00:00~2019-07-03 23:59) | Src zone (All) | Src IP (Al) | Dt zone (Al) | Dst IP (Al | Rule ID (All) | State Code (All) | Domain/URL(AI) | Type (All) | Threat level (High,Medium,Low) | Action (Allow,Deny) | Merge Logs(E:
WaF No. Date Type URL/Directory srcIp Src Locati... DstIP RulelD  Description Threat Level Action Details ~ Whitelist
1 2019-07-0317.00:32  Web-access wea... 1020.20.244/jcsweb/php... 102020245 - Date: 2019-07-03 17:00:32 View Add
Intrusion Prevention
2 2019-07-0317:0032  Web-access clear... 10.20.20.244/jcsweb/php... 102020245 - 2 Web-access weak d View Add
APT Protocol: HTTP
Method: POST
Dos Attack
c URL/Directory: 10.20.20.244/jcsweb/php/login.php
Content Security Src Zone: L2_untrust_A
srcIp: 10.2020.245
Applicati ]
pplication Contro e i
Local Security Events Sre Port: 58977
Dst Zone: L2_trust A
Local ACL
Dst IP: 10.2020.244
User Login/Logout Dst Port: 8
Admin Operation Rule ID: )
= State Code: -
Policy Name: Policy for server
Description: Logging into Web using a weak password is detected.
Threat Level:
Action: Allow
Attacker takes advantage of the vulnerability to perform brute-
force attack, log in to Web system with other user's identity,
Impact: execute illegal operation, such as altering or removing

c) Select the check box before "Web-access cleartext request inspection"” to enable the function, with
no configuration parameters required, as shown in the following figure:

Basic Protecti i
SO FTP Weak Password Detection Settings

Application Hiding ) Web-access Weak Password Detection
Web-access cleartext request inspection ]
Password .
Defense against brute-force attack Settings
Privilege

Data Leak Protection
HTTP Request Anomaly
Scanner Blocker

Advanced Protection

When Web-access cleartext request inspection is enabled, a log is displayed as follows:

Navigaton Menu <
» Statistics & Filter | (3¢ Export Logs
~ Logs Filter: Period (2019-07-03 00:00~2019-07-04 23:59) | Src zone (All) | Src IP (Al) | Dst zone (All) | Dst IP (Al) | Rule ID (All) | State Code (All) | Domain/URL(AI) | Type (All) | Threat level (High,Medium,Low) | Action (Allow,Deny) | M
WAF No. Date Type URL/Directory srcIP Src Locati...  DstIP Rule ID Description ThreatLevel Action Details  Whitelist
1 2019-07-041617:02  Password contai... - 10.20.20245 - 10.20.20252 - Logging into FTP us... Allow  View Add
Intrusion Prevention
2 2019-07-0317.0653  Password contai... - 10.20.20245 - 10.20.20.244 - Logging into FTP us... Allow  View Add
APT 3 2019-07-0317:05:30  Web-access wea... 10.20.20.244/DVWA... 10.20.20245 - 102020244 - Logging into Web u.. Allow  View Add
DoS Attack 4 2019-07-0317:0530  Web-accessclear... 10.20.20244/DVWA.. 102020245 - [0 5 View Add
) H 2019-07-0317:.05:08  Information discl... 10.20.20.244/tools/  10.20.20.245 - View Add
Content Security Date: 2019-07-03 17:05:30
6 2019-07-0317.0032  Web-access wea... 10.20.20.244/jcswe... 10.20.20245 - View Add
e Type: Web-access cleartext request inspection ] -
7 2019-07-0317:0032  Web-access clear... 10.20.20.244/jcswe... 10.20.20245 e = View Add
Local Security Events Method: POST
= URL/ y: 10.20.20.244/ php
Src Zone: L2_untrust A
User Login/Logout Src1p: 10.20.20.245
Admin Operation e -
SrcPort: 59579
Dst Zone: L2_trust A
DstIP: 10.20.20.244
Dst Port: 80
Rule ID:
State Code: -
Policy Name: Policy for server
. Logging in using plaintext credentials is detected. The login
Dessis credentials may be stolen.
Threat Level:
Action: Allow

d) Defense against brute force attacks takes effect only for FTP and HTTP. When "FTP" is selected for
"Victim Application”, the default value of "Attempt Count" is "10" times per minute, which requires
no modification except under special circumstances. When "Web Access" is selected, you need to
configure the HTTP access address that requires protection. For example, if you need to protect the
address "http://10.20.20.244/dvwa/login.php" from brute force attacks, do not change the default
value of "Attempt Count", which is "10" times per minute. An example configuration is as follows:

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 8
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Defense Against Brute-Force Attack

~ Victim App“ﬂﬁvn
FTP Attempt Count: every minute~
— @ Web Access (i)

/DVWA/login.php

MemptComs 10 Jevery minter

1.6 Advanced Settings - Privilege Control

Privilege control manages the privileges of specific files and URLs, including two functions: File upload
restriction and URL access. The functions are explained as follows.

a) File upload restriction filters risky files by filename extensions and prevents them from being
uploaded to servers. The blacklist contains several file types by default. If you need to add a new file
type, enter the corresponding filename extension in the input box and click "Add", as shown in the
following figure:

File Upload Restriction

~ File Type Blacklist

asp MEYY

X Delete (up to 50)
[] Type Delete

[] asp X '
[] asa

[ exe

[ jsp

[[] php

[ aspx

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 9
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When file upload restriction is enabled, a log is displayed as follows:

Navigation Menu « -m -WAF = - =
» Statistics [ Filter | (5 Export Logs
~ Logs Filter: Period (2019-07-01 00:00~2019-07-05 23:59) | Src zone (All) | Src IP (All) | Dst zone (All) | Dst IP (All) | Rule ID (Al | State Code (All) | Domain/URL(AI) | Type (All) | Threat level (High, Medium,Low) | Action (Allow,Deny) | Merge Logs(
> WAF No. Date Type URL/Directory SrcIP SrcLocati... DstIP Rule ID Description Threat Level Action Details  Whitelist
 Intrusi tion 1 2019-07-0510:37:10  File upload restri... 10.20.20.244/DVWA/vul.. 10.20.20.245 - =a View Add
® 2 2019-07-0509:5421  SQL injection 10.20.20.244/jcsweb/ne...  10.20.20245 - 2015.07-05 103710 View Add
> APT 3 2019-07-04 16:30:31 Web-access wea... 10.20.20.244/DVWA/logi... 10.20.20.245 - pate: 19:07.05 10: '_l View Add
: Type: File upload restriction "
» DoS Attack 4 2019-07-04 16:17:02  Password contai... - 102020245 - i n o View Add
5 2019-07-0317:06:53  Password contai... - 102020245 - b View Add
> Content Security - Method: POST L
3 2019-07-0317:0530  Web-access wea... 10.20.20.244/DVWA/logi... 10.20.20.245 - URL/Directory: 10.20.20.244/DVWA/vulnerabiltes/upload] ) View Add
 Application Control 7 2019-07-0317:05:30  Web-access clear... 10.20.20.244/DVWA/logi... 10.20.20.245 - Src Zone: T2 untrust A View Add
> Local Security Events 8 2019-07-0317:05:08  Information discl... 10.20.20.244/tools/ 102020245 - Src1p: 10.20.20.245 View Add
9 2019-07-0317:0032  Web wea... 10.20.20244/) ph.. 102020245 - Src Location: - View Add
PR 10 2019-07-0317:00:32  Web-access clear... 10.20.20.244/jcsweb/ph... 10.20.20.245 - Src Port: 62580 View Add
» User Login/Logout Dst Zone: L2_trust A
Dst1P: 10.20.20.244
> Admin Operation Dst Port: 80
Rule ID:
State Code: -
Policy Name: Policy for server
ption: Uploading file whose type is i the blackist is detected. The
L file may carry Trojan.
Threat Level: Medium
Action: Deny

b) URL access controls specific URLs. If you select "Allow" for "Action", the URL can be accessed,
which is not affected by the Web Application Firewall (WAF); if you select "Deny" for "Action", any
requests for access to the URL will be intercepted, which is also not affected by WAF, as shown in
the following figure:

URL A.ccess Right

#+ Add JX Delete | v/ Log event @ Not log event | (@ Allow [ Deny | Fuzzy match
 Applicable Policy Description ~ Action Loggi... Auto-Ad..

URL Filter

URL: (D
/dvwa/login.php

Description:
Optional
Action:

i 4 |page| 1lofa| b M || Allow
© Dpeny

Log event

OK ] | Cancel

When URL access is enabled, a log is displayed as follows:
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1.7 Advanced Settings - Data Leak Protection

Data leak protection controls sensitive data and downloaded files, including two functions: sensitive data
protection and file download restriction. The functions are explained as follows.

Basic Protection

Application Hiding
> Password

> Privilege

Data Leak Protection

HTTP Request Anomaly

» Scanner Blocker

 Sensitive data protection Settings
File download restriction Settings
IP/URL Whitelist

e T - S ———>~7~<--—-~———
» Statistics & Filter | [ Export Logs
~ Logs Filter: Period (2019-07-01 00:00~2019-07-05 23:59) | Src zone (All) | Src IP (All) | Dst zone (All) | Dst IP (All) | Rule ID (All | State Code (All) | Domain/URL(ANl) | Type (All) | Threat level (High,Medium,Low) | Action (Allow,Deny) | Merge Logs(
WAF No. Date Type URL/Directory Srclp SrcLocati... DstIP Rule ID Description Threat Level Action Details  Whitelist
Intrusion Prevention ® 1 2019-07-0510:43:14  URL access 10.20.20.244/DVWA/logi... 10.20.20.245 g View Add
2 2019-07-0510:37:10  File upload restri.. 10.20.20.244/DVWA/vul... 10.20.20.245 » View Add
A @3 2019-07-0509:54:21  SQL injection 10.20.20244/jcsweb/ne...  10.20.20.245 w View Add
» Dos Attack ® 4 2019-07-0416:30:31  Web-access wea... 10.20.20.244/DVWA/logi.. 10.20.20.245 Toroto o i) View Add
5 2019-07-0416:17:02  Password contai... - 10.20.20.245 N Vi Add
Content Security Hathod) Ear e
6 2019-07-0317:06:53  Password contai... - 10.20.20.245 URL/Directory: 10.20.20.244/DVWAVlogin.php | View Add
Application Control 7 2019-07-03 17:05:30 Web-access wea... 10.20.20.244/DVWA/logi... 10.20.20.245 Src Zone: L2_untrust A View Add
+ Local Security Events 8 2019-07-0317:05:30  Web-access clear... 10.20.20.244/DVWA/logi... 10.20.20.245 SrcIP: 10.20.20.245 View Add
9 2019-07-0317:05:08  Information discl... 10.20.20.244/tools/ 10.20.20.245 Src Location: - View Add
P 10 2019-07-0317:0032  Web-access wea... 10.20.20244/jcsweb/ph... 10.20.20.245 Src Port: 62588 View Add
> User Login/Logout 1 2019-07-0317:0032  Web-access clear... 10.20.20.244/jcsweb/ph... 10.20.20245 Dat Zonal L2 tust A View Add
Dst IP: 10.20.20.244
Admin Operation Dst Port: 80
Rule ID: -
State Code: -
Policy Name: Policy for server
Description: Accessing sensitive URL is detected. Action: deny.
Threat Level: High
Action: Deny
Impact: -

a) Sensitive data protection logs or intercepts the data packets that match with predefined sensitive
keywords or sensitive keyword groups. An example configuration is as follows:
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e Data
Hit Count Based On:  1p address [v|®
+ Add X Delete (up to 8)
[]_Sensitive Keyword Gro... Description Hit Count Thresh...
[] mps 100
[v] Email 100

Select Sensitive Keywords(the selected are with 'AND' logic):

No. Sensitive Keyword Regular Expression
) Predefined Sensitive Keywords

1 MD5 -

2 Email address -

Name: Email

Description:

Hit Count Threshold: 100

| ok || cancel |

Note: A sensitive keyword group can be identified only when all the predefined sensitive keywords you
have selected are matched. A piece of sensitive data can be identified when any one of the selected
sensitive keyword groups is matched.

When sensitive data protection is enabled, a log is displayed as follows:

» Statistics [ Filter | (5 Export Logs
~ Logs Fiter: Period (2019-07-01 00:00~2019-07-05 23:59) | Src zone (All) | Src IP (All) | Dst zone (All) | Dst IP (All) | Rule ID (Al | State Code (All) | Domain/URL(AN) | Type (Al) | Threat level (High,Medium,Low) | Action (Allow,Deny) | Merge Logs(
> WAF No. Date Type URL/Directory StcIP Src Locati... DstIP Rule ID Description Threat Level Action Details ~ Whitelist
— = 1 2019-07-0515:3847  Sensitive data pr... 10.20.20.244/jcsweb/ad... 20020018127  Brazil [0y View Add
2 2019-07-0515:3647  SQLinjection 102020244/jcsweb/ne... 20020018127 Brazil | 2016:07:05 153647 View Add
AT 3 2019-07-0515:3341  Sensitive data pr... 10.20.20244/jcsweb/ad... 20020018127  Brazil — View Add
i Type: Sensitive data protection)
» Dos Attack w4 2019-07-0511:46:09  Website scan 10.20.20.244/jcsweb/ph... 20020018127  Brazil | m — View Add
E 2019-07-0511:0203  URL access 10.20.20.244/DVWA/logi... 10.20.20245 - b View Add
» Content Security : . /DVWA/logi Method: GET -
6 2019-07-051037:10  File upload restri.. 10.20.20.244/DVWA/vul... 10.2020.245 - URL/Directory: 10.20.20.244/jcsweb/admin/images/btn18.jog View Add
» Application Control w7 2019-07-04 16:30:31 Web-access wea... 10.20.20.244/DVWA/logi... 10.20.20.245 - Src Zone: L2_untrust_A View Add
+ Local Security Events 8 2019-07-041617:02  Password contai... - 10.20.20.245 - SrcIP: 200.200.18.127 View Add
9 2019-07-0317:.06:53  Password contai... - 10.20.20.245 - Src Location: Brazil View Add
ol 10 2019-07-0317:05:30  Web-access wea... 10.20.20.244/DVWA/logi... 10.20.20.245 - Src Port: 56770 View Add
> User Login/Logout 1 2019-07-03 17:0530  Web-access clear... 10.20.20.244/DVWA/logi... 10.20.20.245 - Dst Zone: L2_trust A View Add
[ 12 2019-07-0317:.05:08  Information discl... 10.20.20.244/to0ls/ 102020245 - DstIP: 10.20.20244 View Add
. P Dst Port: 80
13 2019-07-0317.0032  Web-access wea... 10.20.20244/jcsweb/ph... 10.2020.245 - i View Add
14 2019-07-0317:.00:32  Web-access clear... 10.20.20244/jcsweb/ph... 10.2020.245 - : - View Add
Policy Name: Policy for server
Matched sensitive keyword group: MDS
Content: f#" xmins:xmp="http://ns.adobe.com/xap/1.0/"
xmpRights:Marked="False"
p *xmp.did:2C 1E18CD2EBE
DSEACASED"

b) File download restriction filters risky files by filename extensions and prevents them from being
downloaded. The blacklist contains several file types by default. If you need to add a new file type,
click "Add" and enter the corresponding filename extension in the popped-up window, as shown in
the following figure:
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Select i types that cannot be downloaded:

+ Add X Delete | £ Refresh h:| Fuzzy match )
[] No. I\Slgnaturu  Description |
Predefined Type
[] 1 dat Extension of file that has "Hidden" attribute ...
[v] 2 bak File extension of common backup files at so...
¥ 3 dmp i
V] 4 old ad
|5, backue File &4 Fie One entry per row
[v] 6 asa File exi
csv
¥ 7 log File ext
¥ 8 fp File ext
SRR
¥ 10 fit File ext

| ok Cancel |

Note: To filter a specific type of files, you need to select the corresponding check box; otherwise,

deselect it.

When file download restriction is enabled, a log is displayed as follows:

T

Navigation Menu

«

1.8 Advanced Settings - HTTP Request Anomaly Detection

HTTP request anomaly detection includes seven functions: request method, SQL injection through

» Statistics [& Filter | [ Export Logs
~ Logs Filter: Period (2019-07-01 00:00~2019-07-05 23:59) | St zone (All) | Src IP (All | Dst zone (Al | Dst IP (All | Rule ID (Al) | State Code (All | Domain/URL(AN) | Type (All) | Threat level (High,Medium,Low) | Action (Allow,Deny) | Merge Logs(
» WA No. Date Type URL/Directory srcIp Src Locati... DstIP RulelD  Description Threat Level Action Details  Whitelist
s — 1 2019-07-0515:5543  File download re... 10.20.20244/jcsweb/do... 20020018127  Brazil [ o View  Add
w2 2019-07-0515:38:47  Sensitive datapr.. 10.20.20244/icsweb/ad... 200200.18.127  Brazil 20150705 15155143 View  Add
> APT 3 2019-07-0515:36:47  SQL injection 102020244 fcsweb/ne... 20020018127  Brazil  {oAs: 2 View  Add
: . Type: File download restriction
 Dos Attack 4 2019-07-05 153341 Sensitive data pr... 10.2020.244/icsweb/ad... 20020018127  Brazil [ - e View  Add
&5 2019-07-05 11:4609  Website scan 10.20.20.244/jcsweb/ph... 200.200.18.127  Brazil . Vi Add
T icsweb/ph.. razil | ethod: — ew
®6 2019-07-0511:0203  URL access 10.20.20.244/DVWA/logi... 10.20.20.245 URL/Directory: 10.20.20.244/jcsweb/download/backup.csv View Add
* Application Control 7 2019-07-0510:3710  File upload restri... 10.20.20244/DVWA/UL.. 10.20.20245 Src Zone: L2_untrust_A View  Add
+ Local Security Events %8 2019-07-0416:3031  Web-access wea.. 10.20.20244/DVWA/logi... 10.20.20245 src1p: 200.200.18.127 View  Add
9 2019-07-0416:1702  Password contai... - 102020245 Src Location: Brazil View Add
phLocalAc 10 2019-07-0317.06:53  Password contai... - 10.20.20.245 Src Port: 61137 View Add
> User Login/Logout 1 2019-07-0317:0530  Web-access wea... 10.20.20.244/DVWA/logi... 10.20.20245 Det Zonai L2 tust A View Add
D 12 2019-07-03170530  Web-access clear.. 10.20.20.244/DVWA/logi... 102020245 xlr:n: ;:'2"'1"'2“ View  Add
13 2019-07-0317:0508  Information discl... 10.20.20.244/tools/ 102020245 Rule 10r View  Add
14 2019-07-03 17:00:32 Web-access wea... 10.20.20.244/jcsweb/ph...  10.20.20.245 st C.:ﬂl' . View Add
15 2019-07-0317:0032  Web-access clear... 10.20.20.244/icsweb/ph... 102020245 e ] Polcy for server View  Add
otion: Downloading file whose type is defended against is detected.
pesctichs The attacker may download some sensitve file information.
Threat Level: High
Action: Deny

HTTP header, URL length detection, POST entity overflow detection, check for HTTP header overflow,

range field, and protocol anomaly. "Protocol anomaly" detection is enabled by default. You are

recommended to disable the function due to the frequent occurrence of false detection. You can remain
default options unchanged for other functions, except under special circumstances.
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. . _| POST entity overflow
Basic Protection

Application Hiding

~|Check for HTTP header overflow
> Password

+ Add X

Privilege
[]| Field Max URL Length(Bytes)
Data Leak Protection

HTTP Request Anomaly
No data available

Scanner Blocker

Advanced Protection

Logging Options B
Range field

Cookie-based Attack

Parameters
Protocol anomaly

HTTP DoS Attack

Check whether length of multipart header field.
CSRF Defense Check whether Content-Type header field is repetitive.

Restrictive URL Access

OK || Cancel |

1.9 Advanced Settings - Scanner Blocker

The scanner blocker blocks scanning operations of Web servers performed by external sources. The
scanner blocker identifies an external source based on page threshold values, scanning rules, or scanning
behavior characteristics. After identified, the IP address of the external source will be blocked for five
minutes by default. During the block period, any requests from the IP address will be intercepted.

Basic Protection

* Application Hiding
Password

> Privilege

» Data Leak Protection

> HTTP Request Anomaly
Scanner Blocker
Advanced Protection

> Logging Options

* Cookie-based Attack

* Parameters

* HTTP DoS Attack
CSRF Defense

> Restrictive URL Access

\ OK || Cancel |
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Note: When you need to block the notifications from a supervision and administration department, you
must enable the function and remain the default threshold values unchanged.

1.10 Advanced Settings - Logging Options

Configure logging options for the logs that match with WAF policies, including logging response state
codes and keeping source IP addresses. An example configuration is as follows:

Basic Protection Enable

Application Hiding Log response state code (i)

State Code: 200-599 ‘;/'
Password -

Privilege ~| Keep Source IP (i)

Data Leak Protection

v | 4 Add
HTTP Request Anomaly
X

Scanner Blocker
[[] Header Field Delete

Advanced Protection

Logging Options

Cookie-based Attack No data available

Parameters

HTTP DoS Attack

CSRF Defense

Restrictive URL Access

OK Cancel

a) Configure the "Log response state code" option to specify the HTTP response state codes to be
logged. You are recommended to remain the default settings unchanged.

b) Configure the "Keep Source IP" option to log the true source IP address by specifying the field of
the true source IP address in the current session, when the source IP address does not change, and a
proxy or SNAT is used.

1.11 Advanced Settings - Parameter

Parameter protection guards Web servers through device learning or custom parameter protection.
Parameters that do no match with the criteria of protected fields are intercepted.
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Basic Protection

" | Proactive protection Settings

> Application Hiding | Custom parameter protection Settings
> Password
> Privilege

* Data Leak Protection

> HTTP Request Anomaly

> Scanner Blocker | HTTP Request Anomaly
Advanced Protection
> Logging Options

» Cookie-based Attack

> Parameters

» HTTP DoS Attack

> CSRF Defense

> Restrictive URL Access

oK | Cancel |

Note: You are not recommended to enable this function, except under special circumstances. Proactive
protection takes effect for devices that have a CPU with more than four cores and more than four GB of
memory.

1.12 Advanced Settings - HTTP DoS Attack

HTTP DoS attack protection guards websites from HTTP DoS attacks (Challenge Collapsar attacks). It
includes four protection methods: source IP-based protection, referer-based protection, URL-based
protection, and custom rule protection. An example configuration is as follows:
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Advanced X

Basic Protection Enable
Application Hiding Options

Action: © Allow ~ Deny
Password
Privilege Source IP-based Protection

Access Restriction: ~|Enable (i)
Data Leak Protection

seconds

HTTP Request Anomaly

Scanner Blocker

Referer-based Protection
Advanced Protection )
Access Restriction: ~|Enable (i)
Logging Options

seconds
Cookie-based Attack

Parameters
URL-Based Protection
[ HTTP DoS Attack ]
Access Restriction: | Enable (i)
CSRF Defense
seconds

Restrictive URL Access

OK Cancel

a)  Source IP-based protection counts the number of access of a source IP address. If the number
exceeds a threshold value, the source IP address will be added to a blacklist and its requests will be
intercepted.

Navigation | Top Sessions

|| ¥ Status Top Sessions | Session Details [Samnum-y\

I Dashboard 5 Refresh |

Security Operations. Internal IP: QSearch

Business System Security
Top Sessions

User S
o) No. Peer IP Address Location Total Sessions Tcp uop cMP Other Protocols Details Lock

4 Traffic Statistics
Traffic Ranking
Suspicious Traffic

Top Sessions

Correlated Address Block

» Network

» Objects
» Policies

» System
» Authentication System
» Security Solution

You should set the threshold value after consulting with customers. If customers cannot determine the
threshold value, you can search the peak value of the busiest sessions of Web servers in customers' LAN
in the right pane of session ranking as shown in the above figure. Then, you can set the threshold to a
value higher than the peak value. You can also remain the default value unchanged.

b) Referer-based protection counts the number of access of HTTP addresses that contain the same
URL in the referer field. If the number exceeds a threshold value, requests from any HTTP
addresses that contain the same URL in the referer field will be denied.

c¢) URL-based protection protects a URL by counting the number of access of a source IP address to the
URL. If the number exceeds a threshold value, the source IP address will be added to a blacklist and
its requests will be intercepted.
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~ URL-Based Protection
Access Restriction: Enable (i)
Detection Interval: | 10 l
seconds
+ Add lete | Search L&]
[ Mo RL ' Threshold(times)

Edit URL-Based Protection Rule

N Dst URL: [/admin/login.php| O]
Max Attacks: 500 ©)
'Save and Add | | OK || Cancel |

FCuimbmneon Noda~

d) Custom rule protection allows you to define rules of HTTP DoS attacks in advance. A source IP
address that matches with the rules will be added to a blacklist and its requests will be intercepted.

Navigation «

» Status am Web Applicatio || custom vuinerabilty signatures | Il ]

X Delete | v Enable @ Disable Rule ID or name R

Rule Name ‘ Description ‘ Type ‘ Impacts Threat Level ~ Action ‘ Delete

» Network

~ Objects

> Network Objects
Add Rule X
> Services
Rule ID: Zo
4 Security Policy Template 13990000 -
> Intrusion Prevention Ruie Nomes HTTP DOS Attack -
> Web App Protection Type: |HTTP DoS Attack Protection Rule ~
> APT Detection Crozimimmzl seconds
> Content Security pExiacs: 500
Description: Type here
4 Threat Signature Database:
 Predefined Database
Impacts: Type here
> Custom Database
) Content Identification Databases Threat Level: — =
> IP Address Database Character String:  match all data v [ Case Sensitive (1)
> Schedule Host: 192.200.200.58
> Trusted CA
Regular EXpression:  match all data. v [ Case Sensitive |RegEx Tester
» Policies Type here
» System
» Authentication System
Save and Add oK Cancel
» Security Solution Sove o s O s e C1C8

1.13 Advanced Settings - User Login Privilege Protection

If users want to access some specific Web pages, such as background login pages, they need to pass the
short message service (SMS) authentication, which means that the page can be accessed after users
provide a phone number and a correct verification code sent to the phone. User access privilege control
manages Web-access privileges and other access privileges. An example configuration is as follows:
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Add CSRF Webpage Protection Rule

[] No. Protected URL (Target)  Allowed Source Page (Referrer)  Status  Edit

Add URL X

Protected URL (Target) (i)
[ /dvwa/vulnerabilities/csrf/ ]
Allowed Source Page (Referrer)

One URL entry per row. ()
/*

Save and Add

1.14 Advanced Settings - Restrictive URL Access

Restrictive URL access protects key addresses of a website from being directly accessed by external
sources. For example, the website address "http://10.20.20.244" only allows direct access from the page
"/DVWA/login.php", so external sources cannot directly access it, as shown in the following figure:
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Advanced

Enable
> Application Hiding

+ Add | X Delete | v Enable @ Disable Search term e

> Password : : i
Website Domain Allowed Source Page Status Edit

/DVWA/login.php v 4

0.20.20.244

* Privilege 1
> Data Leak Protection
» HTTP Request Anomaly

Edit Allowed Source Page

> Scanner Blocker

Website Domain: 10.20.20.244

Advanced Protection
Allowed Source Pages

* Logging Options i

/DVWA/login.php
> Cookie-based Attack

> Parameters

* HTTP DoS Attack

> CSRF Defense

[ > Restrictive URL Access ] Cancel

| ok || cancel |

When restrictive URL access is enabled, if you access http://10.20.20.244, the response is displayed as
follows:

& 10.20.20.244

This site can't be reached
10.20.20.244 took too long to respond.

Try:
Checking the connection

If you access http://10.20.20.244/DVWA/login.php, the response is as follows:

+

& 10.20.20.244/DVWA/

3
DVWA)

Password Login

2 Using Template in Policies

In the left pane, choose "Policies" > "Network Security" > "Policies". In the displayed right pane, click
"Add". In the popped up window of "Add Policy for Server Scenario", specify the objects that require
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protection and associate them with a template. For example, if you need to protect an order system and
you have created a WAF template for the system according to the instructions in Chapter 2.1, you can
perform the following steps:

a)

In the popped up window of "Add Policy for Server Scenario", specify the required information of

the order system in the "Source" and "Destination" fields, as shown in the following figure:

Navigation R [ - I ———
) Status + Add~ X Delete | v/ Enable @ Disable | 4 Move Up ¥ Move Down "B Move | 4 Refresh | [ Advanced Z Filter [search L
» Network [] Priority Name Type Source. Destination Risk Assessment Protection Detection and Response Status
» Objects
Add Policy for Server Scenario x
¥ Policies
NAT Basics + Risk Assessment + Protection + Detection and Response
4 Access Control Name: system
Application Control Description: Optional, 0 to 95 characters
Country Blocking Status: Enable
Connection Control Source
Zone: m
4 Network Securi L2_untrust A 2
T
Objects/Users: =
Anti-DoS/DDoS Al L
ARP Spoofing Prevention o
Destination
I Bandwidth Management Zone: L2 trust A )
Deployment Wizard Network Objects: System ]
Blacklist/Whitelist =
Options (D
Custom Webpage
SenienScenario: Source is not processed via SNAT or CON 2
» System
po— —
» Authentication System
- I Next l Cancel | fl&
» Security Solution

b)

Remain the default options unchanged for "Intrusion Prevention" and select the WAF template that

you created for the order system for "Web App Protection”, as shown in the following figure:

Navigation B | Policies IR

» Status +Add~ X Delete | v/ Enable @ Disable | 4 Move Up ¥ Move Down T Move | 45 Refresh | [ Advanced Triter [search |
» Network [ Priority Name Type Source Destination Risk Assessment Protection Detection and Response Status.
e

Network Objects
Services

4 Security Policy Template
Intrusion Prevention
Web App Protection
APT Detection

Content Security
I Threat Signature Databases
I Content Identification Databases
1P Address Database
Schedule

Trusted CA

» Policies

» System

» Authentication System

» Security Solution

Basics + Risk Assessment + Protaction + Detection and Response

Basics Protection (for any scenario)
Intrusion Prevention (i)
Action:

Default Template_Server Scenario Allow @ Deny

" Content security (file verification based on Sangfor Engine Zero) (i)

Advanced Functionality (for server scenario)
Web App Protection (i)
Action:

WAF for system = Allow @ Deny

Back

c)

Next Cancel

ble

Select "Allow" or "Deny" for "Action" in the field of "APT Detection" according to the requirements

of customers. Select "Log event" in the field of "Response". Then, click "OK", as shown in the
following figure:

Network Objects
Services

4 Security Policy Template
Intrusion Prevention
Web App Protection
APT Detection

Content Security
Threat Signature Databases
Content Identification Databases
1P Address Database

Schedule

Trusted CA

» Policies

» System

» Authentication System

» Security Solution
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Navigation «
» Status 4 Add~ X Delete | v/ Enable @ Disable | # Move Up ¥ Move Down B Move | G Refresh | [BAdvanced TFiter [Search P
» Network [] Priority Name Type Source Destination Risk Assessment Protection Detection and Response Status
s

Basics 4 Risk Assessment + Protection -+ Detection and Response

Detection (for any scenario)

APT Detection (i)

Default Template v Action: Allow @ Deny

Local DNS Server Exists: @ Yes __No

Local DNS Server
Address:

One IP address per row

Response (for any scenario)

Correlated Address Block (i) ~ Settings
Log event
Back oK Cancel
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Chapter 3 Precautions

® The port numbers must be correct in a WAF template. If the port numbers are not correct and you
have not enabled the automatic identification, the Web Application Protection functions defined by
the template will become invalid.

® [t is recommended that each of users' key services should have a template and a policy for ease of
management and customization.

Chapter 4 Contact Us

Technical Support Email: tech.support@sangfor.com

International Service Centre: +60 12711 7129 (7511)
Malaysia: 1700 81 7071

Technical Support Hotline: Hong Kong: +852 81257201

Singapore: +65 3152 9370

Other Regions: +60-12-7117511 (7129)

Technical Support Community: http://community.sangfor.com

Official Website: http://www.sangfor.com
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