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Deployment and Features:

Deployment Mode Main Features

Single arm Server load balance,

SSL off load,

Intelligent DNS,

GSLB(Global Server Load Balance)

Gateway Server load balance,

SSL off load,

Intelligent DNS,

GSLB(Global Server Load Balance),
Policy-based routing,

DNS proxy

General Configuration Step:

Module Item

System 1. Change admin default password
2. Add manage interface IP
3. Remote maintenance

4. Input license (VAD license active in HCI)

Network Single arm mode:

1. WAN interface

2. Source NAT

3. Enable WAN Port Forwards Outgoing Traffic

Gateway mode:

WAN interface

LAN interface

Source NAT

Destination NAT (Optional)

Enable WAN Port Forwards Outgoing Traffic
DNS proxy (Optional)

Static route
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Policy-based routing
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Server load balance

Service (Default)

WAN link

Persistence (Default)
Node monitor (Default)
Node pools

SSL (Optional)

Policy (Optional)
Virtual service

Intelligent DNS

DNS server

Local virtual IP pool

Local DNS Mapping

LANDS (Optional)

Static proximity--virtual IP pool based (Optional)

Public IP UDP 53 port DNAT to AD single arm IP from gateway (Single

OV AE WD RPN R WD e

arm mode)

7. Make domain NS records to AD DNS server Public IP from domain

provider
GSLB 1. Data center
2. DNS server
3. Local virtual IP pool and global virtual IP pool
4. Local DNS mapping and global DNS mapping
5. Local LDNS and remote site LDNS (Optional)
6. Static proximity--DNS mapping based and virtual IP pool based

(Optional)
6. Public IP UDP 53 port DNAT to AD single arm IP from gateway (Single
arm mode)
7. Make domain NS records to AD DNS server Public IP from domain
provider
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Screenshot and Example:

System

1. Change admin default password

Enable @ Disable

Description Role.
Super sdmia, caly password con be changed samin

» Asarm Options

+ Lagging Options

+ Systom Upate

b Status

» Report
» Objects

Administrators Roles

Basics

» Data Center Name

» Load Balancing Status * Enabled Disabled

» Intelligent DNS Role | admin v

I

» Routing Description [Super admin, only password can be changed

» Network Authentication Method Local password

Password:

= System

» General

+ Licensing

» Administrat
» SMTP Server
* SNMP

+ Alarm Options

+ Lagging Options

» System Update

2. Add manage interface IP

Current Password
New Password

Retype Password

Change Password

[
——————

Cancel J

oK |

Manage rf:
» Objects
» Data Center Address
» Load Balancing
» Intelligent DNS
» Routing
» Network
~ System
» Licensing Gateway
» Administrators System
» SMTP §
intin Host Name
Al Remote Malntenance
» Alarm Options
WEB UT
* Logging Options
HTTPS Port

» System Update

HTTP Session Timeout

3. Remote maintenance
Used for login WebUI from WAN interface

| | Netmask |[Add ]
252.252.252/24 = Delete

110.254.254.254/24

2/16

ioca?hust

Enable * Disable

B ]
EDD | seconds



» Report i

= Manage
»
» Data Center Address »| | Netmask | ][ Add ]
» Load Balancing I 10.252.252.252/24 - Delete

10.254.254.254/24 l—l

» Intelligent DNS
» Routing |
» Network |
* System -

* General 2416

+ Licensing Gateway [

» Administrators System

ikl Host Name

ilyals [Remote Maintenance ® Enable] Disable

+ Alarm Options .

» Logging Options

HTTPS Port @13
+ System Update
& 2 HTTP Session Timeout oo seconds

4. Input license

—
» Status. Gateway ID ICIEESE
*» Report Function Modules Basic License, SSL offload, TCP one-way acceleration, HTTP caching, Intelligent DNS
* Objects Phone Service Expiration
» Data Canter Hardware Warranty =
» Load Balancing
Basic License
» Inteiligent BNS
» Routing License Status Activated
5 Matwodc Max Links 2
> System SSL Offload License.
+ General
License Status Activated
b Licensing
TCP One-Way Acceleration
» Administrators
SEirD License Status Activated
» SNMP HTTP Contents Caching
* Alarm Options License Status Activated
+ Logging Options
ik Intelligent DNS License
» System Update
Licsnse Status Activated
» Wizard
» High Availability Software Upgrade

Network

1. WANin

terface

Interface Status

0t (S I S
ohi w2 ehd

XDskts |+ Enable

Lnk tomiar
+ Source NAT

+ Destingtion NAT
» BN Proxy

" Sacuty

racL

@ Disable

Intartaca 19 Acdress. Outbound Inbouna

O LAN interfaces, 0 WAN interfaces

e
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Interface Type

) Objects

LAN
» Data Center
[ wan

» Load Balancing

» Intelligent DNS | Gancel | | Next

» Routing

‘

Network

» Interface

¥ Link Monitor

» Source NAT

" Destination NAT
» DNS Proxy

» Security

» ACL

Public IP used for single arm mode

Basics
Name IWAN‘I |
Interface | eth1 v
Type WAN (IPv4)
Status '® Enabled ' Disabled
Addresses
Interface 1P Start 1P | |
EndIP | |
Netmaaki || Add |
1.1.1.2/24 = [ Delete
1/512 entries
Gateway |1.‘|.1.1 |
Public TP Start 17 | |
End 1P | | [ Add |
~|| Delete
Bandwidth

Outbound ¥ | Usage Threshold E %
Inbound m Usage Threshold E %

Health Probe

Status '® Enabled ' Disabled
Gateway ARP Spoofing Detection ) Enabled '® Disabled
Active Monitor | ping v|
Destination Host | | | Add |

ping/8.8.8.8 “|| Delete

Cable Plug Status Detection E’Enable ' Disable

2. LAN interface
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» Status

» Report

Interface Type
» Objects

® LAN
» Data Center

WAN
» Load Balancing

» Intelligent DNS Cancel

| Next

» Routing

~ Network

» Interi

» Link Monitor

» Source NAT

» Destination NAT
» DNS Proxy

» Security

» ACL

Basics

Name lLan |
Interface [eth3 v

Type LAN

Status ® Enabled Disabled

Addresses

Interface IP Start IP :(Slart IP cannot be greater than end IP. Enter start IP only for single IP)

NetmasK] [ Add ]

10.0.0.1/24 ~|| Delete

1/512 entries
Health Check

Health Status Enable ® Disable

3. Source NAT
Gateway mode : Private IP change to public IP
Single arm mode : Avoid asymmetry route

» Status
» Report
Basics
» Objects
» Data Center Name [SNAT1
» Load Balancing Status ® Enabled Disabled
» Intelligent DNS' Type ® 1Pv4 IPV6
» Routing ot
~ Network
Outgoing Interface Specified interface | WAN1 v
+ Interface
Src1p [All 2
» Link Monitor
Translate Src IP To ® Interface IP
» Source NAT Specified 1P
» Destination NAT Method ® Source IP and destination IP hash method
» DNS Proxy Source IP hash method
S Cancel | | OK
» ACL

4. Destination NAT
Used for internet user access intranet server via WAN interface IP and port.
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WANz:

LAN:

1112

10.0.0.1

RDP111.2
visit RDP server

Sangfor vAD

RDP server:10.0.0.10

Gateway Mode Deployment

Destinatio
» Status
» Report i
e
* Objects
» Data Canter Nom [P 3388
+ Losd Balancing Status ® Enabled Disabled
+ Intelligent DNS. Type ® Ipva 1P
YRuanon Others
- Network
|| ingressinterrace [WanT 2
Intertace T —
Anpilcation server (ccessible ta Internal users on publc 1P, Note: Additional SNAT rule must be configured for LAN Interface)
Link Monitor
® Any IPva sddress Specified
Source NAT Stort 191.1.1.2
Destination e
End1p 1112
NS Praxy Protocol [Tee L]
sacurey sre port [
Start 1P 10.0.0.10
» system T oo
end1p (100010 ]
» wizara
——————l Trnsiate Dst Port To: [a38e
b Hign Avallability -
Cancel ] oK

5. Enable WAN Port Forwards Outgoing Traffic
After enable this feature ,you can ping WAN interface IP and WAN interface will support traffic

forward.
Attack Prevention ARP/ND Protection ARP Proxy Advanced Options
» Status
» Report
WAN Interface Inbound Route Forwarding
» Objects
» Data Center | WAN Port Forwards Outgoing Traffic [#] Enable | Disable
» Load Balancin
g Symmetric Route ® Enable Disable

-

Intelligent DNS

-

Routing

Update

“

Network

Interface

» Link Monitor
Source NAT

» Destination NAT
DNS Proxy

ACL

6. DNS proxy

Link1 DNS: 1.1.1.3 ~"1'_.'\lnk2DNS: PLFRPIT

LAN: 10.0.01 | Sangfor vAD
User DNS: 10.0.01  http://ad.sangfor.com

IP10.0.0.12



» Objects

» Data Center

» Load Balancing

» Intelligent DNS

» Routing

~ Network

¥ Interface

» Link Monitor

» Source NAT

» Destination NAT
b DNS Proxy

» Security

» ACL

Transparent DNS Proxy

Status

1Pv4 Listening Address
Service Port

Caching

Concurrent Query

LB Mode

Query Destinations
Internal Subnet

Monitored Domain Names

Scheduling Policy

Link Busy Protection

DNS Server
Interface  [WAN2 v
DNS Servers 1P Address | ]
weight [ | [ Add ]
[WANT/1.1.1.311
WAN2/2.2.2.3/1
-~
v
Transparent DNS Proxy
Status * Enabled Disabled
1Pvd Listening Address [i00.0.1
Service Port 5353
Caching Enable *® Disable
Concurrent Query Enable * Disable
'® Enabled Disabled
[10.0.0.1 |
55353 |
") Enable '® Disable
Enable '® Disable
[Round robin v
| Specified server v |
& Al @ Specified
| | [ Add |
www.sangfor.com ~
>
Enable ® Disable
) Enable '®) Disable

Intranet user visit 10.0.0.12 HTTP server via http://ad.sangfor.com

» Status

Sche Policy | | Hosts

Internal DNS Records

» Report

» Objects

» Data Center

» Load Balancing

Interface Type
® A records (mapping of domain names and IP addresses)
) AAAA records (records specifying IPv6 addresses for specific domain names)
) MX records (Mail Exchange records, for locating the mail server when email is delivered)

) CNAME records (canonical name, enables more than one names imaging to a same computer)

» Intelligent DNS
» Routin
9 TXT records (description of a hostname or domain name)
~ Network
» Interface Cancel | | Next

» Link Monitor
» Source NAT
» Destination NAT
» DNS Proxy

» Security

» ACL

Basics
» Objects
» Data Center Domain |ad sangfor.com
» Load Balancing Status ® Enabled Disabled
» Intelligent DNS s
» Routing j
1P Address:
tatwork A Records
™ ecands nter & valid IP addrecs)
+ Interface OE T80
+ Link Monitor
+ Source NAT
+ Destination NAT
» DNS Proxy -
+ Security
e Cancel ] oK
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7. Static route
Used for multiple subnet intranet scenario.

WAN1: 1112 _,u"\f\.’Asz 2:2.2.2.

LAN: 10.0.0.1 | Sangfor vAD

SW: 10.0.0.2@
i

2l

Office:10.0.1.0/24 Server: 10.0.2.0/24

Navigation static Route

» Status

+ Report
» Objects
» Data Center 1P Address floore
» Load Balancing Hetmask Bssessasso |
» Intsligent ONS Gateway i gt skl e Mo e s e s Mk i 6 ool

~ Routing Route Re-Advertisement Enables * pisabled

+ Policy-Based Rowting

G ] Lok ]

tatic Route
+ Virtual Route

+ IP Anyeast
RIP

+ O8PF

2 i +add X Delete “umpet  {PExpart I
» Report 1P Addreza [T Gatenay Re-dvertizernert
» Objects 100,10 2 10002
+ Oata Carter 10020 n w002
+ Load Balancing
+ intaligert DNS
« Routing

Putcy-Based Routng

Disabled
Disabled

Virval Routs
P Anyeast
RP

aseF

8. Policy-based routing

WAN1: 1112 ._.«"WANZ: 2222

LAN: 10.0.0.1

SW: 10.0.0.

fa B

Office:10.0.1.0/24 Server: 10.0.2.0/24

Sangfor vAD

Customer hope all google traffic go out from WAN1
To destination subnet 3.3.3.0/24 go out from WAN2
Other traffic choose low bandwidth usage rate link go out

» Objects .

Name Goog
+ Data Canter

Staws ® Enabied Disabled
» Load Batancing.

Priocity e

+ St Route

Vinual Route

1P Anyeast

Salectad Avaitabia
WENT = WANZ




Name [WAN Subnet 3 |
paStatey Status ® Enabled Disabled
b Rapsit Priority [Default Priority ]
» Objects
Others
» Data Center
Source 1P LAl v
» Load Balancing
Destination [P | Subnet v]
» Intelligent DNS E— )
imang R 1P Address 3.3.3.0 |
% Netmask 255.255.255.0
Policy-Bas g
TOS P |
+ Static Route
Protocol ® Al Specified | TCP v
+ Virtual Route
Selected Available
» P Anycast [WANZ E WANT %
' RIP
WAN Link <
OsPF
2|
» Network
» System - -
» Wizard Valid Period [All day v
» High Availabiiity Link LB Mode [None v
Link Busy Protection Enable * Disable
Action for Scheduling Failure ® Try next one Drop
=
TS Name default |
» Report Status * Enabled Disabled
. AUl PR
s Objects Priority [Defauit Priority
» Data Center Others
» Load Balancing Source IP [All v|
» Intelligent DNS Destination 1P [A&n v]
~ Routing TOS 0-255 |
iy Protocol ® Al Specified
» Static Route Selected Avallable
WAN1T - -
» Virtual Route WAN2
! IP Anycast WAN Link 1€
' RIP >
' OSPF
» Notwork Veld period
» System Link LB Mode Bandwidth rate v
Round robin
» Wizard Link Busy Protection Bandwidth rate Disable
» High Availability Action for Scheduling Failure | YWeighted least traffic Drop
Round trip time
! Cancel | [ OK ]

Traffic match order from top to bottom

» Status

venable  ODsable | TVimpot  PEsson | swizan
» Report Name Source 19 Destnation 1P Protocsl | WANLink Vallg Period  Operstan
» Oblects Guogt A * goole com AL wanL A day -
+ Data Cantar HAN Submet 3 Al 3.3.3.0/255.255255.0 AL WANZ AN day -t
b oy Ralhhag Oetout a a AL AN AN a day
» Inteiligent DHS
~ Routing,
static Route
Vel Reude
1P Angesst
L
oser

Server Load Balance

Customer want to delivery HTTP service via WAN1(1.1.1.2) and WAN2(2.2.2.2)
Two HTTP server load balance

WAN1: 12122 ° WANz2: 2.2.2.2

LAN: 10.0.0.1 | SangforvAD

WAN: 10.0.0.2

Sangfor vAD

Serveri:10.0.0.11

Serverz: 10.0.0.12

Gateway Mode Deployment

Serverz:10.0.0.12

Serveri:10.0.0.11

Single Mode Deployment
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1. Service

-

2. WAN link

paStatis +Add X Delete
} Report ) Name Type Port
» Objects http HTTP 80
» Data Center smtp TCP 25
~ Load Balancing IS REl Y
_ dns DNS 53
» Service
https HTTPS 443
AR ssl ssL 443
! Persistence imap_ss! ssL 993
» Node Moritor smtp_ss| ssL 465
pop3_ssl| SSL 995
» Node Pools
radius_auth RADIUS 1812
» ssL radius_acct RADIUS 1813
» Policy ftp FTP 21
mysql MYSQL 3306
¥ Virtual Service L 2

» suatus |
» Report
Basics
» Objects
» Data Center Name %<>/\)
~ Load Balancing 1P Address
» Banvice Salected Available
= 1P Group. |WAN1 -
» WAN Link 1112 [
WaN2
» Persistence 2222
 Node Monitor
* Node Pools .| = =
»SsL {A maximum of 32 IP addresses are allowed)
+ Poliey ! Shaw the public IP In Network > Interfaces
» Virtual Service T ][ R
gatio [l session persistence
PiMatus + Add X Deleta
» Report Name Type
» Objects sourcelp SourcelP
» Data Genter cookie Cookie
~ Load Balancing
» Service
+ WAN Link
» Nade Monitor
» Nade Pools
» 551
+ Policy
» Virtual Service
Gt +add X Delete.
|+ Repont wame Type
» Objects vina 1
» Data Canter vige 1o
~ Load Balancing connoct_tep CONNECTITCH)
comect_udp ‘commECT(UDP)
+ senvce
Hitp TP
b WAN Link P
» Persistance vorid CONNECTITCH)
Wads Mantor commECT(TCR)
inap CONNECTITCF)
+ Nod Pocis s COMMECT(TCH)
vas =l10 CONNECT(TCF)
+ poliy cp st
ois
Virusl Senves -
» ntelligent NS S
| » Routing oractE
» Network mssaL
» systam, MvsoL
» wizard HrTes
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5. Node Pools

Node Pools

Basics

Name
Node LB Mode
Persistence

Alternate Persistence

Node Monitor

Node Activation
Recovery Time

Warm-up Period

Requests

Connections

[HTTP service pool |

|Round robin v
| sourceip v
| none v
Selected Available
Ordinary monitor R Ordinary monitor N
ping [a] ping6
| < ‘ connect_tcp
connect_udp
= | Mo
ftp
[»| | pop3
min =
All v

) Apply scheduling

Excessive New Connection

) Put in queue '® Set to scheduling failure

'@ All in any status =/ All in established status

Member Nodes
st [ (start P cannot be groater than end IP. If you add only one node, Just enter the start IP.)
Nodes
End [P
port | | weine fi
70.0.0.11.80/1 T
10.0.0.12:80/1
2/500
Cancel | oK

» Report
Load Balancing

» Objects
» Data Center ) Layer 4
~ Load Balancing [®] Layer 7

» Service

| Cancel | | Next
* WAN Link

» Persistence

» Nocle Monitor
» Node Pools

» SSL

» Policy

} Virtual Service
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Name [HTTP service

Status ® Enabled Disabled

Encryption Options

LB Type Layer 7

Service [ http v

WAN Link [HTTP service v

Default Node Pool |HTTP service pool |

Scheduled Request The first request ®' Every request
Scheduling Policy |-- Disabled -- v | [ Select More ]

Network Policy

TCP Policy | Layer 7 Virtual Service TCP Policy v
QoS Policy |-- Disabled -- v |
SNAT Address Pool | - Disabled -- v

Application Policy

Acceleration Policy | -- Select -- v |
HTTP Protection Policy |HTTP Protection Policy v
SSL Encryption Policy |-- Disabled -- v | [ Select More ]
iPro | - Disabled -- v | [ Select More ]

Service/WAN link/Node pool is necessary, other policy depend on customer’s requirements.
SNAT Address Pool is necessary to avoid asymmetry route, when AD deploy as single arm mode.

Intelligent DNS

Internet user visit Sangfor portal via http://www.sangfor.com, the datacenter has two link for

load balance, we hope one link down, user can visit the portal from another link.

Malaysia user access portal from WANT1 firstly.

rg
g ... .8

http:,-‘,fwww.sangfor.co;h'""" Root DNS
WANz: 1.1‘1‘25 EWANz; S L 1

WAN: 10.0.01 ‘

Sangfor vAD
Serveri:10.0.0.11 Serverz: 10.0.0.12

Single Mode Deployment
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1. DNS server

Basics
Status ® Enabled ' Disabled
» Report
» Objects DNS Server
» Data Center
Selected Available
» Load Balancing | |
~ Intelligent DNS 10.0.0.1
» DNS Server E
Service IP 2]
» DNS Records
¥ Virtual IP Pool - =

» DNS Mapping DNS settings turn invalid if IP address is not specified.

» LDNS

» Static Proximit
Y Action if Not Exist Not respond ® Deny Proxy

» Restore/Backup
DNS Detection
» Routing
Network Detection Timeout B ] seconds
» System Result Cache Time 10800 seconds

Wizard Detection Method DNS reverse lookup v
» High
OK

-

-

2. Virtual IP Pool

» Status
b Report
Basics
» Objects
» Data Center Name sangfor pertal
» Load Balancing Status ® Enabled Disabled
= Intelligent DNS. Type ® 1Pva 1Py
* DNS Server Policy
» DNS Records
Selected Available
» Virtusl [P Pool ping = pingé =
= connect_fep
» DNS Mapging & connect_udp
» LDNS Proactive Monitor &4 (mp
2| [t
+ Static Proximity pop3
. e .
» Restore/Backup i,
If o health monitor is selected, link state will not take into account
» Routing
Virtual 1P Activation Al least v monitors availabie
s L u
Busy Protection ® Enable Disable
» System :
Preferred Policy Round robin v
» Wizard
Altemnate Policy [Weighted round robin v
» Hich Availability —

IP Pool

Protocol [TCP v] weight [t J[ Add ]
1.1.1.2:80/1 TCP B localhost 4
2.2.22:80/1 TCP |~ [ATTP service B

1.1.1.2:80/1 TCP
[<| | 2222801 TCP

EY]

(e

3. DNS mapping



Basics
» Status Name
» Report Status
» Objects Type
» Data Genter policy
» Load Balancing

~ Intelligent DNS

» DNS Server

DNS Records

+ Virtual IP Pool

LDNS

» Static Proximity
+ Restore/Backup

» Routing

LB Mode

Persistence

it

» Network

» System

» Wizard

» High Availability

4. LDNS

b Status.

+ Report

» Objects

» Data Center

» Load Balancing

~ Intelligent DNS

+ DNS Server
+ DNS Records
) Virtual IR Pool
+ DNS Mapping

+ Static Proximity

+ Restore/Backup

Basics

Name
1P Group
Type

1P Ranges

Domain Names

Switchover Delay

Inactivity Timeout

Virtual 1P Pool

angforPortal
® Enabled Disabled
® 1pva 1Pv6

[www sangfor com

| Static proximity

Binion L R i |

Enable
® Enable
00| seconds

B0 |seconds

Selected

® Disable

Disable

Available

|sangfor portal

Malaysia (1-63 characters, not containin

Continent [

[e]

special characters: & | * ', 1 % < > /\)

[ Asia-Pacific v | [Malaysia

v |[All states v

1.9.0.0-1.9.255.255
27.0.4.0-27.0.7.255
27.54.116.0-27.54.119.255
27.110.80.0-27.110.95.255
27.131.32.0-27.131.83.255
27.146.0.0-27.146.255 255
58.26.0 0-58.27.127.255
5274198088 71958 255
164710000 entries

5. Static Proximity-virtual IP pool based

» Objects

» Data Center
* Load Balancing

l

Intelligent DNS
* DNS Server
* DNS Records
¥ Virtual IP Pool
+ DNS Mapping
* LDNS

DNS Mapping

Basics

Site

Status
Virtual 1P ool

LDNS

1P Address

Virtual 1P Pool Based

*® Local

® Enabled

sangfor portal

Selected

Remate

Disabled

v

Available

1112

2222 -

1 entries

If customer has no policy requirements, just

customer’s needs.

resolve domain to IP, DNS records also can meet

6. Add Destination NAT in FW, 1.1.1.2 and 2.2.2.2 UDP port 53 mapping to 10.0.0.1

7. Add NS records www.sangfor.com to 1.1.1.2 and 2.2.2.2 in domain provider



http://www.sangfor.com

@ SANGFOR

Global Server Load Balance

WANz1: 1.1K1.2§ WAN2: 2.2.2.2

LAN: 10.0.0.1 | Sangfor vAD

WAN: 10.0.1.1 ‘

e

Sangfor vAD
Server1:10.0.0.11 Server1:10.0.1.11 Server2: 10.0.1.12

Server2: 10.0.0.12
HongKong
Gateway Mode Deployment

Singapore
Single Mode Deployment

I
|
|
|
|
|
|
|
|
|
|
]
|
]
|
|
|
|
|
|
|
|
|
|
|
]
|
|
|
|
|
|
|
|
|
|
|

o

B s s s s

Customer’s HQ in HongKong, HQ has two WAN link ,this customer also has a data center in
Singapore.
Customer hope Chinese mainland and HongKong user access portal from HongKong site,
Malaysia and Singapore user access portal from Singapore site, Other region user access to the
fastest site.

1. Data center

» Status
» Report
Basics
» Objects
Site Name [HongKong ]
~ Data Center
Location [ |
Overview
Others
Selected Available
Local Appliances 1112 . WANT N
» Load Balancing 2222 WAN2
» Intelligent DNS
ST Address 1€
» Network (=)
» System
» Wizard v 7
» High Availability Port 558
Cancel | | OK |




» Status
» Report
Basics
» Objects
Site Name |singapore |
~ Data Center
» Overview Sihers
Add
» Data Center 3332 | | |
¥ Local Appliances
» Load Balancing
Address
» Intelligent DNS
» Routing
» Network
Delete
Ao
» Wizard
» High Availability | Cancel | | OK |

b Status.

+Add
* Repart Site Kame
? Obects. Hangkeng
~ Data Canter s
+ Overview

+ Loeal Applisnces
+ Load Balancing

+ Intelligent DNS

+ Routing

+ Networe

+ Systom

+ Wizard

+ High Avallability

2. DNS server

X Delete.

Auto Refrash: 5 seconds

19 Address.

» Status

» Report
» Objects
» Data Center

» Load Balancing

“

Intelligent DNS
» DNS Server
» DNS Records
» Virtual IP Pool
» DNS Mapping
» LDNS
» Static Proximity
' Restore/Backup
» Routing
» Network
» System
» Wizard
» High Availability

Basics

Status

DNS Server

Service IP

DNS Port

Action if Not Exist

DNS Detection

Detection Timeout
Result Cache Time

Detection Method

® Enabled Disabled
Selected Available
105122 - |
2222
23]
&3]
) Not respond ® Deny Proxy

0800

DNS reverse lookup v

seconds

3. Global virtual IP pool

» Report
» Objects
» Data Center

» Load Balancing

Intelligent DNS

+ DNS Server
+ DNS Records

tual IP Pool
+ DNS Mepping

' LDNS

+ Static Proximity
+ Restore/Backup

» Routing
» Network

» System
» Wizard

Name

Status

Policy

Proactive Monitor

Virtual 1P Activation

Assaciated Virtual Services

Hongkong

® Enabled

Disabled

Selected
ping -

€
[ >

Global Virtual 1P Pool

Available

[eonnect_tep -
|eonnest_udp

htip

tp

pop3

smip

Selected
HTTP servicellocal/HongKong 3

|€.
>

IF no health monitor is selected, link state will not take into account.

At least AR monitars availabl

e

Available
HongKong v
local -
HTTP seniice
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Policy

Busy Protection ® Enable  Disable
Preferred Policy |Round robin v
Alternate Policy | The first is available v
1P Pool

Protocol [TCP "] weight [t | [ Add
1.1.1.2:80/1 TCP -~ HongKong/local v
2.2.2.2:80/1 TCP || [HTTP service -
1.1.1.2:80 TCP
[« |2222:80TCP
£y
| ™ ’

Navigation

» Status

Giobal Virtual IP Pool

+ Add X Delate + Enable @ Disable
» Report Name

» Objects O | Hongkong
» Data Center Singapore
» Load Balancing
~ Intelligent DNS

wirtual 1P
1.1.1.2,2.2.22

3332

» DNS Server

» DNS Records

ual IP P

» DNS Mapping
» LDNS
» Static Proximity

* Restore/Backup

4. Global DNS mapping

» Status
» Report
Basics
» Objects .
Name [Sangfor portal
b Data Center
Status ® Enabled Disabled
» Load Balancing
~ Intelligent DNS Policy
e Domain Names J[_Add ]
www.sangfor.com ~ | [ Delete
+ DNS Records I—]
+ Virtual IP Pool
» DNS Mapping
+ LDNS -
+ Static Proximity LB Mode Static proximi v
+ Restore/Backup Switchover Delay Enable * Disable
» Routing Persistance ® Enable Disable
» Natwork Inactivity Timeout B00 | seconds
Viayatai | ™ 60 seconds
» Wi Selected Available
» High Availability HongKong - &
i €
Virtual 1P Pool
Remce Sie LONS
o+ Add X Debete
» Report Name 1? Groun
» Objects 3 | Malavsia L8.0,0-1.9,255.255,27.0,4.0-27.0.7.255,27.54,116.0-27.54.118.255,27,110.80.0-27,110.95.255,27.031.
b Sngepore

27.0.8.0-27.0.11,255,27.34.176.0-27. 4. 151 255,27.54.0.0-27.54.63.255,27.96.86.0-27.86.127.255,27.
T Fonglong 1.36,0.0-1.35.255.255,1.64.0.0-1,65.255.255,27.50 32.0-27.50.39.255,27.96.192.0-27 98.207.255,27.1.
e hina

112.0.0-1.15.255.255,1,24.0.0-1,31.255.25, 1 45.0.0-1.45.255.255,1.98.0,0-1 49,255,251, 51.0.0-1.

+ ONS Server
+ DS Recorcs.
+ Virtal 1P Pool
+ DS Mapging
+iows

+ gt Prosenity

+ RestorerBachup.
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6. Static proximity--DNS mapping based

DNS Mapping Based

7. Add NS records www.sangfor.com to 1.1.1.2/2.2.2.2/3.3.3.2 in domain provider

» Status
» Report
Basics
» Objects
Status ® Enabled Disabled
» Data Center
Site Local ® Remote
» Load Balancing
DNS Mapping | Sangfor Portal v
~ Intelligent DNS
LDNS [ Malaysia v
» DNS Server n
Virtual IP Pool | Singapore v
» DNS Records
» Virtual IP Pool Cancel | | OK
» DNS Mapping
» LDNS
» Static Proximity
I Restore/Backup
» Siates + a0 X petete vEnatle  Q Disavie
» Report NS Magping Lows irtul 1 Pecl st Cperation
» objcts Maisysis Siogapore et 3
D Cotar: Singapece Singapare Glonel *3
e B Hongkenn Honakang Giotal + 3
e e Chira Honakang Gokol *
ONS Server
oS Recorss
Vil 1P Poal
» 0 wapeing
rLows
Restreacius

* Singapore site FW should mapping 3.3.3.2 port 53 and port 558 to 10.0.1.1


http://www.sangfor.com
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