


ADC7.0 Tender specs

Notes: 
1. There are three part: “performance and hardware specs”, “function/feature spec”, “Qualification”;
2. For “performance and hardware specs”, please change based on different cases;
3. The specs with “★”is superiority, can use these ones to lock TOR 
4. In real project, please select the necessary part for writing TOR, delete other ones;

Ⅰ.Performance and Hardware Specs
	No.
	Items
	Requirements

	1
	Interface
	1 G Ethernet ≥ XX 
1 G SFP ≥ XX
10G SFP+ ≥ XX

	2
	Hardware
	Memory ≥ XX GB
Storage(Hard Disk) ≥ XX GB

	3
	Performance
	L4 Throughput ≥ XX Gbps
L7 Throughput ≥ XX Gbps
L4 Maximum Concurrent Connection ≥ XX 
L4 connections per second(CPS) ≥ XX
L7 Request per second ≥ XX 
SSL Throughput ≥ XX Gbps
SSL connection per second(CPS) 1K/2K key Length ≥  XX 



Ⅱ Function/Feature Specs
	NO.
	Item
	Requirements

	1
	Deployment
	Support Route mode, bypass mode; 
Support Local Triangulation;


	2
	Device
	Must be dedicated Load Balance device, can not be extended Load balance module, FW with load balance feature etc.


	3
	HA feature
	Support Active-Standby, Cluster mode;


	4
	All in One
	Support link load balance, include inbound and outbound traffic load balance;
Support backup between different links;


	
	
	Support L4/L7 based server load balance;
One device can support load balance for different application and server clusters; 
Support multiple load balance algorithm;


	
	
	Provide global load balance for multiple DCs, using intelligent DNS and other method to provide best access to different DC or different link;


	
	
	★Within single device, can support link load balance, global loadbalance and server load balance. The three module must be active at the same time, no need extra license;


	5
	Algorithm

	Support following Server load balance algorithm:
Round Robin, Weighted Round Robin, Weighted least connection, Dynamic feedback, Least respond time, priority, Hash, UDP force load balance;
Support following Link Load balance algorithm(outbound):
Round Robin, Weighted least traffic, bandwidth rate, Round trip time;
Support following Link Load balance algorithm(DNS):
Round Robin, Weighted Round Robin, Weighted least connection, first in available, Round Robin, Weighted Round Robin, Weighted least connection, Round trip time, priority , Hash, return all IP;


	6
	Programmable traffic process
	Support using script(for example Lua) to define traffic processing, using script to do load balance, Session persistence, DNS request handling etc;


	7
	Load balance based on message
	★For non-HTTP based application, can use protocol analysis to get the session message start and end status, able to load balance based on this message object as L7 load balance method, not L4 based load balance;


	8
	Session Persistence 
	Support following session persistence methods:
Source IP, cookie based(insert, passive, rewrite), http-header, radius, SSL Session ID;


	9
	Link Monitor
	Support following link monitor: Ping(IPv4&IPv6), TCP based;


	
	
	Support link redundancy, when one link down, the traffic will swap to other links;


	10
	Server Monitor
	Support following active  server monitor:
SNMP, ICMP, TCP/UDP, TCP Partially Open Connection,  FTP, HTTP, DNS, RADIUS, Oracle/MSSQL/Mysql etc


	
	
	★Support passive monitor, based on analysis application traffic, to help identify the server status; For HTTP based application is based on http respond code; For other TCP based application can based on RST, 0 window actions;


	
	
	★Support complex monitor, can combine different types of monitor together to meet the requirement of complex application environment;


	11
	Application Optimize
	★Provide TCP protocol optimize, improve the user access speed; No need to install any client or agent on user end or server; Not related with OS, Browser etc;The first time access can have optimize;
This one is one-way acceleration?


	
	
	★Support picture optimize, reduce the transfer traffic by changing the picture format(change to Web or JPEG). System will auto select which format to use(based on browser), and no need to change anything on the server side


	12
	Server Optimize
	Support SSL offload and accelerate;
Where is the accelerate feature


	
	
	Support HTTP content caching;


	
	
	Support HTTP content compression, using GZIP or Deflate algorithm;


	
	
	Support HTTP Connection Pool, merge multiple HTTP request into single TCP connection to the server, reduce the server load;


	
	
	★HTTP Content Compression, HTTP Content Caching, HTTP Connection Pool, SSL acceleration features are free, no need extra listens


	13
	DNS Feature
	Support Intelligent DNS resolve, guide user access from the best link;


	
	
	Support transparent DNS proxy;


	
	
	Support following DNS record: A, CNAME, MX, TXT etc


	
	
	★Build-in global ISP address pool, no need manually import and support auto update;
Support check and edit address pool of any countries


	14
	Policy route
	Support policy routing based on: source IP, source port, destination IP, destination port, transport layer protocol;


	
	
	★Support policy routing based on time schedule, admin can customize the time schedule plan


	
	
	★Support policy route based on domain name or ISP address pool;


	15
	Link Busy Protection
	★Support link busy protection, based on upload/download usage of the link to choose the routing;


	16
	Server Busy Protection
	Support configure max connections for per server, and max connection a specific user or group access server


	
	
	★Support elasticity control based on server heath status, ADC monitoring the TCP abnormal status, provide busy protection to the servers running low of resource

	17
	Server Surge Protection
	★If the connection is higher than the server performance, ADC will keep the new session to caching, and distribute to server slowly, not abandon the connection


	18
	Security Protection
	Support L4 DDOS attack protection: ICMP-Flood, SYN-Flood, UDP-Flood, DNS Flood, Script-Flood, TCP full connection attack.

	19
	Virtual Domain
	★Support virtual domain AD, single box can be virtual to multiple devices(up to 20). 
vAD is separated with each other and resource of vAD can be adjusted, support HA, auto-reboot when failure, support interface physical status pass-through;


	20
	Report
	★Build-in report center, support manually generate report or auto generate report. 
Support export report to PDF;


	
	
	★Support statistics for link and server status, can search for server status log, and provide analysis for the failure reason.


	
	
	Support global intelligent DNS statistics, include access number, based on Local DNS source;
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	UI and Management
	Support web-based management, login with HTTPS method


	
	
	Support SNMP v1/v2c/v3, provide standard MIB library and customizable library, can be monitored by 3rd party platform;


	
	
	★Support configuration wizard for link load balance and server load balance


	
	
	★Build-in alarm system, support email, SNMP trap alarm. Admin can choose which event need to be alarmed(e.g. Server failure, network attack, link down etc)

	22
	API
	Support RESTful & SOAP API, can provide Python and Java SDK. So can integrated with 3rd party platform and secondary development
 



Ⅲ Qualification
	No.
	Item
	Requirements

	1
	Qualification
	Support CE


	
	
	Support FCC


	
	
	★Device must be in Gartner MQ for ADC products

	
	
	★Device must pass IPv6 ready

	
	
	Vendor must have the local service engineer
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