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Declaration

Copyright © 2017 Sangfor Technologies Co., Ltd. All rights reserved.

No part of the contents of this document shall be extracted, reproduced or transmitted in
any form or by any means without prior written permission of SANGFOR.

L

—
-
SINFOR, SANGFOR and the Sangfor logo = are the trademarks or registered trademarks
of Sangfor Inc. All other trademarks used or mentioned herein belong to their respective
owners.

This manual shall only be used as usage guide, and no statement, information, or suggestion
in it shall be considered as implied or express warranty of any kind, unless otherwise stated.
This manual is subject to change without notice. To obtain the latest version of this manual,
please contact the Customer Service of Sangfor.
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Preface

About This Manual

This Application Delivery Controller (ADC) User Manual includes the following chapters:

Chapter

Description

Chapter 1 Knowing Your

Sangfor Device

The product appearance, features and performance

parameters of ADC, wiring and cautions before installation

Chapter 2 Initial Login to

Admin Console

The configuration steps required when administrator
accesses the Web administrator console of ADC for the first

time

Chapter 3 System Status

Overview

The system status overview of SANGFOR ADC products.

Chapter 4 Report
Generation and

Subscription

The ADC report for IT manager.

Chapter 5 Objects

IT manager can specify objects in this chapter, like IP group,

time schedule, domain.

Chapter 6 Data Center

All data for statistics been stored in data center ,It manager

can view device or service here.

Chapter 7 Load balancing

Server load balance, IT manager can deliver service here.

Chapter 8 Intelligent DNS

ADC realize inbound load balance via intelligent DNS.

Chapter 9 Routing

Policy-based routing, static route, dynamic routing.

Chapter 10 Network

Basic network setting.

Chapter 11 System

General setting, license , administrator and so on.

Chapter 12 Wizard

A configuration guider for IT manager.
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Chapter 13 High Available | The high available configuration for ADC, it improve business

availability.

Chapter 14 Case Study
Case study

Document Conventions

Graphic Interface Conventions

This user manual uses the following typographical conventions for special terms and
instructions:

Convention | Meaning Example

Page/tab name example:

Navigate to System > Users to enter the User
page.
Parameter example:

IP Address: Specifies the IP address that you want
to reserve for certain computer

Page

title,parameter, Menus/submenus example:

Menu/submenu, Log in to the Web administrator console and go to
> > .

Button, System > Network > Deployment

boldface Button example:
key press,
link Click the Save button to save the settings.

other highlighted Key press example:
keyword or item Press Enter key to enter the admin console.
Link example:

Once the certificate signing request is generated,
click the Download link to download the request.

Highlighted keyword/item example:

The username and password are admin by default.

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 11



italics Directory,URL Website:http://www.sangfor.com

> Multilevel menu | Log in to the Web administrator console and go to
and submenu System > Network > Deployment.

Prompt,quotatio | The prompt box shows that " You have saved the

n configuration successfully ,and the configuration has
changed . It is required to reboot DLAN to validate
the service, do you want to operate this right now?"

Symbol Conventions

This manual also adopts the following symbols to indicate the parts which need special
attention to be paid during the operation:

Convention Meaning Description
ﬂ . Indicates actions that could cause setting error, loss of
Caution .
data or damage to the device
A Warning Indicates actions that could cause injury to human body
g Note Indicates helpful suggestion or supplementary information
Technical Support

= User Support Email : tech.support@sangfor.com
= Technical support Tel: +60 12711 7129 (7511)

«  Website: http://www.sangfor.com

Acknowledgments

Thanks for using our product and user manual. If you have any suggestion about the product
or user manual, please provide feedback to us through phone call or email. Your suggestion

will be much appreciated.
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Chapter 1 Knowing Your ADC

This chapter introduces the Application Delivery Controller(ADC) and the way of connecting
ADC. After proper hardware deployment and installation, you can configure and debug the
system.

1.1 Operating Environment

=  Voltage input: 110V/230V

=  Temperature: 0-45°C

= Humidity: 5%-90%

To ensure endurance and stability of the ADC, please ensure the following:

=  The power supply is well grounded
= Dustproof measures are taken
= Working environment is well ventilated

= |ndoor temperature is kept stable

This product conforms to the requirements on environment protection. The placement,
usage and discard of the product should comply with the relevant national laws and
regulations of the country where it is applied.

1.2 Product Appearance

=

~= SANGFOR

-

Above is the front panel of AD-1600. The interfaces from left to right are described in the
following table:

Interface | Description

CONSOLE | Network interface used for high availability (HA) feature or used by device
supplier to debug system.

MANAGE | Ethernet port, used for manage device, orange LED on the left side indicates link
status, while green LED on the right side indicates data traffic.

NET1 Ethernet port, orange LED on the left side indicates link status, while green LED
on the right side indicates data traffic.

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 13




NET2 Ethernet port, orange LED on the left side indicates link status, while green LED
on right side indicates data traffic.

NET3 Ethernet port, orange LED on the left side indicates link status, while green LED
on the right side indicates data traffic.

POWER Power LED

ALARM Alarm LED (keeps on during startup)

¢

The picture above is just for reference. The actual product you purchased and received may

vary.

1.3 Deployment and Management

You need a computer before deploying the gateway and ensure the web browsers supports

IE, firefox and chrome landing work well. Connect the computer to the SANGFOR AD in the

same LAN and configure the device over the network

1.4 Connecting ADC

After deploying the Application Delivery Controller (ADC) in your network (for details, please
refer to 9. 1 interface), follow the instructions below to connect the ADC.

1. Plug the power cable into the power interface on the rear panel of the device. Attach

and turn on power supply, and then watch the LEDs on the front panel of the ADC.

When the device starts up, ALARM LED will turn on and keep on for 1 to 2 minutes, then

turn off; POWER LED (in green) will turn on; connection status LEDs (in orange) next to

NET 1 and NET2 interface will also turn on.

After successful bootup, POWER LED (in green), connection status LEDs (in orange) NET

1 and NET2 interface will stay on. If data are being transferred through a port, the data

traffic LED (in green, beside connection status LED) will blink.

¢

If ALARM LED stays on always, please switch off the power supply and reboot the device.

If ALARM LED still keeps on after reboot, contact Customer Service.
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If the corresponding LED indicates normal working status, turn off and unplug the power
supply, and perform the following steps.

2. Use RJ-45 straight-through Ethernet cable to connect the defined LAN interface to the
internal network.

3. Use RJ-45 Ethernet crossover cable to connect the defined WAN interface to the external
network, (i. e., router, optical fiber transceiver or ADSL Modem for external network).

;

=  WAN interface on the ADC does not support ADSL dial up.

= Multi-Link AD device support several Internet lines. At this point, the network port
defined as WAN2 port, is connected to the second Internet access device, the
network port defined as WAN3 port, is connected to the third Internet access
device and so on.

= Use crossover cable to connect WAN interface to the router for external network.

=  Use straight-through cable to connect LAN interface to switch in the internal
network.

In case session cannot be established but the corresponding LED indicates normal working
status, please check whether the right type of cables are being used. The differences
between straight-through cable and crossover cable are shown in the figures on the
following page.

1. Wire Sequence of Straight-through Cable

blue i blue — white blue

white areen—\'\,‘ f_glﬁégﬁ blug vhite green—\ [ —zreen
orange — | | {rwhite browm 2 oranER == Ilﬁfr white brown

white orange VWAV T Fhrowm white orange W \V 1/ /M browm

EJ-45% Crystal Head

i
i\
{f
1I\.
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1. Wire Sequence of Crossover Cable

blue white blue blue white blue
white green | —ereen white orange orange
orange — '\\\ f"f white brown ~ green- \‘; r)wahl‘tE brown
white orange YWY L Fhrown white green™ VI Thrown

RJ-45 Crystal Head

— —

)
|
i

4
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Chapter 2 Initial Login to Admin Console

2.1 Initial Login to Admin Console

Application Delivery Controller (ADC) provides Web-based administration. The initial URL for
Web administrator console access is https://10.252.252.252.

Before logging in to administrator console of ADC, please ensure the following:

=  Deploy a computer in the subnet where the ADC resides.

=  Connect the PC's network interface card (NIC) and LAN interface of ADC to a same
layer-2 switch, or connect the PC's NIC to LAN interface directly with a network cable.

=  Ensure IE browser is installed on the PC. Non-IE browsers Opera, Firefox, Safari and
Chrome are not supported.

Logging in to Admin Console

1. Turn on the PC and the ADC. Add an IP address on the PC, an IP address that resides in
the network segment 10.252.252.X (for instance, 10.252.252.100), and type the default
landing IP, port of gateway and https://10.252.252.252 in the web browsers supports IE,
firefox and chrome landing, as shown below:

2. Open the IE browser and enter the URL address (https://10.252.252.252) into the
address bar. Press Enter key to visit the login page to Web administrator console, as
shown below:

3. Enter the administrator username and password and click the Log In button. The default
administrator username is admin (case-insensitive) and password is admin
(case-sensitive).
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4. For version information of the software, click on Version below the textboxes.

1%

Before configuring any NET port, connect the MANAGE interface to your internal
network with a network cable and then log in to the Web administrator console. Only
the NET port is configured in Network > Interface > Physical Interface, can you access
the network port to connect to SANGFOR. (For details, refer to 9. 1 interface)

MANAGE interface has two IP address when the ADC is shipped from factory,
10.252.252.252 and 10.254.254.254.

2.2 Viewing Status and Logs

On login to the Web administrator console, you can see the following function modules,
namely, Status, Report, Objects, Load Balancing, Intelligent DNS, Routing, Network, System
and Wizard.

} Status
' Report \Welcome
| » objects

#» Click the following icons to get known the corresponding modules.

} Load Bal i . i - =
SetCn aneing PP To start configuration now, click the navigation items in the left pane.

b Intelligent DNS

¥ Routing

| » Network

F System

b Wizard

Status Report ji Load Balancing Intelligent DNS

k. A

Routing Metwork System Wizard

@:

A

During configuration, if there is an OK, Save or Save and Apply button on the web page, click
it to save or apply the settings. This will not be illustrated again in the subsequent parts in
this user manual.

On the Welcome page, there are two modules, Function Modules and Feedback. There is
also alarm notification and you may follow the instructions to view details.

Function Modules enable you to know corresponding modules quickly.
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Function Modules [t e gl]

» Status A\ DN proxy is not configured. This device cannot connect to any external network. Please go to Network > DNS Proxy to complete the configuration! Go

» Report

» oiects \Welcome

b Data Center

M Click the following icons to get known the corresponding modules.
» Load Balancing

W To start configuration now, dick the navigation items in the left pane.
» Intelligent DNS

» Routing

» Network

» System

» Wizard

> High Availability

o ®

Status Report Objects Data Center Load Balancing  Intelligent DNS

“ @ FE % & B

Routing Network System Wizard High Availability Security Analytics

Feedback module enables you to offer valuable advice and suggestions

Sangfor.

Feedback

£ SANGFOR | 20 YT Rat

to

Feedback

Dear customers:

ad_suggestion@sangfor.com.cn

Your feedback will be replied soon. We appreciate your feedback and support very much.

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com
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Chapter 3 System Status Overview

Status includes status of system, virtual services, links and servers, etc. The contents are
including System, Virtual Service, Intelligent DNS, Anti-DDos, Links, Nodes, Interface, DNS
Proxy, Virtual IP Pool, Dynamic Routing, Logs and Debug Logs as shown in the following
figure:

Navigation System Status. Resource Usage Network Throughput Connections SSLTPS HTTP TPS

v Status Auto Refresh: 5 seconds  Period: Last 10 Minutes Uptime: 51 day(s) 18 hour(s) 53 minute(s)

CPU Usage @ Refresh:0n Throughput P Refresh:On

Virtual Serivce
Kbps m Outbound @ Inbound

Intelligent DNS 10

100
Anti-DDoS 80
Links

Nodes
20

Interface

: 10 9 8 7 6 5 4 3 2 1 (Min
DNS Proxy 10 9 8 7 6 5 4 3 2 1 (Min) ¥

Virtual IP Pool

Dynamic Routing New Connections to Virtual Service B Refresh:0n Concurrent Connections to Virtual Service W Refresh:On)

Logs
10 10

Debug Logs v
» Report

» Objects

» Data Center 4 4

» Load Balancing

» Intelligent DNS

10 9 8 ? 6 5 4 3 2 1 (Min) 10 9 8 7 6 5 4 3 2 1 (Min)
» Routing

» Network

» System

» Wizard

» High Availability

3.1 System status

In Status > System, there are six tabs, System Status, Resource Usage, network Throughput,
Connections, SSL TPS and HTTP TPS, and you can check the executable time on the top right
corner of the surface.

3.1.1 System Status

In Status > System > System Status last 10 minutes CPU usage , throughput, new
connections to virtual service, concurrent connections to virtual service will be displayed.
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Auto Refresh: 5 seconds  Peried: Last 10 Minutes

CPU Usage WL Refresh:0n Throughput L Refresh:On
% Kbps @ Outbound @ Inbound
100-|
a0 800 i
60 600?
404 a0 i
- 2004 gt o [
204 ; v . ™ S—
B S T o L 1 10 9 8 7 3 5 4 3 2 1 (Min)
10 ] 8 7 4 5 4 3 2 1 (Min)
New Connections to Virtual Service WL Refresh:0On Concurrent Connections to Virtual Service WL Refresh:On
10 10
8- R
6 6
4 4
o 2
2 2
o T T T T T T T T o U T T T T T T U
10 g & 7 [ 1 4 3 2 1 (Min) 10 g ] 7 [ 1 4 3 2 1 (Min)

Click Refresh: On on the upper right corner to disable automatic refresh.

3.1.2 Resource Usage

In Status > System > Resource Usage, CPU usage and memory usage of ADC can be displayed.
As for CPU usage, both single CPU usage and total CPU usage can be displayed.

System Status Resource Usage Network Throughput Connections SSL TPS HTTP TPS

T lLast 7 days |

100+
80
60
40

‘L‘,\. | \| umul L

i Lol

| i HEREN| ¥l g il b |

da-.allr," o lvrw“;i'«fiw‘lq,*‘v.\ wlbﬁ",ui“,wlxul!w.llw'-l‘\*MJL.‘,.»,,"vJ.-I‘ﬂ”uw il “-\"'adL'\r-'n"a' FUN W S O
- : - - - : :

20,‘“ ““I“Ill
A el
T T

T T T T T
158:31 16:35  18:39  18:43  18:48 18:52  18:56 19:00 19:04  19:08  19:13  19:17  19:21  19:25 19:79

By default, data during the past 10 minutes are refreshed every five seconds. You can click on
Refresh: On to disable automatic refresh and select period, Last 1 hour, Last 24 hours or Last
7 days on the enlarged tab.

3.1.3 Network Throughput

In Status > System > Network Throughput, this page is used to show real-time network
outbound and inbound traffic, as shown in the following figure:
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System Status Resource Usage Network Throughput Connections

period | Last 1 haur [=] 1nterface |Throughput =]

Throughput

Kbps @ Qutbound @ Inbound

1509
1003y &

50

T T T T T T T T T T T T T T
18:43 18:47 18:00 18:53 18:97 19:00 19:03 10:07 19:10 19:13 19:47 19:20 10:23 19:27 19:30 10:33 19:37 10:40

Client-Side Throughput

Kbps @ Outbound @ Inbound

13:43 18:47 18:50 18:53 18:57 19:00 19:03 19:07 19:10 18:13 19:17 19:20 19:23 19:27 19:30 19:33 19:37 19:40

Server-Side Throughput

Kbps Qutbound = Inbound

s}

Period: You can select Last 1 hour, Last 24 hours, or Last 7 days to display throughput within
different periods of time.

You can view throughput of all interfaces and throughput on specific WAN interfaces.

Refresh: Once enabled, data will be automatically refreshed every five seconds.

3.1.4 Connections

In Status > System > Connections, You can view total connections, client-side connections
and server-side connections. If Connections is selected for Connection Type, you may view
New Connections, Concurrent Connections, New Connections to Virtual Service and
Concurrent Connections to Virtual Service.

Device connections include system connections, system concurrent connections, virtual
service new connections and virtual service concurrent connections.

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 22



S, St rk Th hy
Period | Last 1 hour j Connection Type | Connections j

New Connections

40

304

204

10

[ miarhhodvibud

0

i
FAVTITR

A

T T
18:58  19:02

T
18:00  18:54

T
WEoH

T T
19:11 19:15

T
07 19:19

T
19:23  19:27  19:32

T T
19:36  19:40  19:44  19:48

Concurrent Connections

2004

150

1004

50

I

| i A .
\ e Pl
| I \_‘,,rx\_‘vvx,ﬂm.\,fw
A ALVV"

0
18:50

T
18:94  18:58

S T i P N
T T

T
19:0Z 19z

T
19:15

T T
19:23  19:27

T
07 19:11 19:19

T T
19:36  19:40

T T T
19:32 19:44  19:48

New Connections to Virtual Service

10

Concurrent Connections to Virtual Service

T
18:50 18:54  15:59  19:03

T
18:07

T
18:11

T
19:24

T T T
192187 484s 19:28

T T
19:32 19:36

T
19:40  19:44  19:49

Client-Side Connections include Client-Side New Connections and Client-Side Concurrent

Connections.

| System Status Resource Usage Network Throughpt

Connections

[sst s | [rm s |

Period |Last 1 hour Connection Type [Chem—S\de Connections

| Connections

Client-Side New Connections Client-Side Connections

Server-Side Connections |

LB e T T
18:59 18:03 1907 19:12 19

- - T T T
16 19:20  19:24 19:28  19:32  19:37

MR T
19:41  13:45

T T T
13:49  19:593  19:57

Client-Side Concurrent Connections

T T T
18:59  19:03  19:07 18112

T
19:

T T T T T
16 19:20  19:24  19:28  19:32  19:37

T T T T T
19:41  19:45  19:d9  19:53  19:57
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Server-Side Connections include Server-
Connections.

Side New Connections and Server-Side Concurrent

System Status Resource Usage Network Throughput Connections SSLTPS HTTP TPS
Period |Last1h0ur El Connection Type | Server-Side Connections |
Connections
Server-Side New Connections Client-Side Connections
Server-Side Connections
10
8
54
44
2
19:00  19:04 49:05  19:2  19:17  19:21 0 19:25  19:29
Server-Side Concurrent Connections
10
8
5
44
2
TR i B )
19:00  19:04  49:05 19:2  49:17  49:21 0 19:25 19:29

Period: You can select Last 1 hour, Last 24 hours, or Last 7 days to display connections

within different periods of time.

Refresh: Once enabled, data will be automatically refreshed every five seconds. You cam

click to disable auto refresh.

3.1.5 SSL Transactions per Second(TPS)

In Status > System > SSL TPS, you can vi

ew SSL connections, as shown below:

System Status Resource Usage Network Throughput Connections SSL TPS HTTP TPS
Period |Last 1 hour E| Virtual Service | |ZI

SSL TPS

Period: You can select Last 1 hour, Last
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within different periods of time.
Virtual Service: You can select different virtual services.

Refresh: Once enabled, data will be automatically refreshed every five seconds. You cam click
to disable auto refresh.

3.1.6 HTTP Transactions per second(TPS)

In Status > System > HTTP TPS, you can view HTTP connections, as shown below:

System Status Resource Usage Network Throughput Connections SSLTPS HTTP TPS

Period |Last 1 hour EI Virtual Services | httpvs EI

HTTP TPS

19:47 49:21  19:25  19:29 19:33F  19:38 19:42 1945 1

Period: You can select Last 1 hour, Last 24 hours, or Last 7 days to display data within
different periods of time.

Virtual Service: You can select different virtual services.

Refresh: Once enabled, data will be automatically refreshed every five seconds. You cam
click to disable auto refresh.

3.2 Virtual service

Virtual Service includes virtual service status, cache and traffic situation, etc. The contents
include virtual service status, cache/traffic status, cache query, cache miss reason, URL
counts and URL real-time traffic.

Virtual Service Caching Cache Query Cache Misses URL Access Count URL Access Traffic
Auto Refresh: 5 seconds

Virtual Services Status Available Links Available Node Pools Client-Side Connections Concurrent Connections (establishe... Connection Multiplexing Rate

HTTP service Enabled 2/2 0/1 0 0

3.2.1 Virtual service

In Status > Virtual Service > Virtual Service, virtual service are usable link for virtual service,
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usable node pool, client-side and server-side connections, the corresponding status can be
selected in the list accordingly.

Virtual Service Caching Cache Query Cache Misses RL Access Count URL Access Traffic

Auto Refresh: 5 seconds

Virtual Service Status Awailable Links Available Node Pools | Client Connections Server Connections | Connection Multiplexing R...
L7_hitp 81 Enable 0/1 1f1 o o

L7http_82 Enable 0/1 11§ o o

tbh Enable 0/1 1/1 0 o

testddd Enable 1/1 1/t 0 0

Click on the virtual service name in the list, you can edit the virtual service.
Status column shows the status of virtual service, Enabled or Disabled.

Available Links column shows the number of links associated with a virtual service and
available links. Click on the number, you can enter another tab to view the detailed link
status.

Available Node Pools column shows the number of nodes associated with a virtual service
and available node pools. Click on the number, you can enter another tab to view the
detailed pool status.

Client Connections column shows the number of connections from client side.
Server Connection column shows the number of connections to server side.

Connection Multiplexing Rate column shows the multiplexing information of connections to
virtual service.

3.3.2 Caching

In Status > Virtual Service > Caching, you can view cache hits and misses, cache usage and
optimization of specific virtual service during specified period, as shown in the following
figure:
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Virtual Service Caching Cache Query Cache Misses URL Access Count URL Access Traffic
Period | Last 1 hour :I virtual Service | [=]

Cache Hit Rate

Cache Hits: 0 m Misses
Total Requests:

Cache Usage

Cache Size: QM o 0.0M available

100.0%

Optimization

Server-Side

Client-Side

Period options are Last 1 hour, Last 24 hours and Last 7 days
Select a virtual service to search for the caching statistics.
Click the Traffic recycle bin icon (at the right top of the screen) to clear the traffic data.

Click the Cache recycle bind icon (at the right top of the screen) to clear the cached data.

3.3.3 Cache Query

In Status > Virtual Service > Cache Query, you can search for URL of virtual service to check
if it is cached on the ADC, as shown in the following figure:

Virtual Service Caching Cache Query Cache Misses URL Access Count URL Access Traffic
Virtual Service | - All - |Z| URL |" \

URL Compression ... File Type Body Size

Select a virtual service to search for the caching statistics.
Enter a URL to search for the caching statistics. Wild cards supported.

Click Go to search for the caching statistics based on the criteria specified above. A maximum
of 10000 entries will be displayed if available.
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3.3.4 Cache Misses

In Status > Virtual Service > Cache Misses, you can view number of caching failures of a URL
during a specific period, and the cause of caching failures as well, as shown in the following
figure:

Virtual Service Caching Cache Query Cache Misses URL Access Count URL Access Traffic

Virtual Service |- Select - [+] source1p URL ¥
Na. URL Cache Miss Reason

Select a virtual service to search for the caching failures.
Select the source IP address of virtual service access.
Enter the URL to search for for the caching failures. Wild cards supported.

Click Go to search for the caching failures based on the criteria specified above.

3.3.5 URL Access Count

In Status > Virtual Service > URL Access Count, you can view the access information of the
URL addresses provided by HTTP server in specific node pools of virtual service, as shown in
the following figure:

Virtual Service Caching Cache Query Cache Misses URL Access Count URL Access Traffic

Period [0 | seconds Virtual Service | httpvs Ei Node Pool i pool2 El URL Length 50 ‘ Source IP | | ‘ Start ‘

No. URL Access Count  Timeout Count  Response Result Response Time(second)

Specify period to search for statistics during that period.
Select a virtual service to search for the data related to that virtual service.
Select a node pool to search for the data related to that pool.

Specify the URL length so that only data of URL within the length are categorized into one
URL entry.

Specify source IP to search for the data related to that source.
After setting the conditions, click start to statistic the number of accessing URLs. Click

Excluded, you can add URLs to URL Whitelist where URL do not need to be counted, then
click OK to save.
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virtual Service Caching Cache Query Cache Misses URL Access Count URL Access Traffic

Others
URL Whitelist || Add | (1-255 characters)
- Delete
Cancel | | Ok

3.3.6 URL Access Traffic

In Status > Virtual Service > URL Access Traffic, you can view the HTTP and HTTPS traffic
information of access to virtual service URLs, as shown in the following figure:

Virtual Service Caching Cache Query Cache Misses URL Access Count URL Access Traffic
Virtual Serwcel - Select — |z| Auto Refresh: 5 seconds
No. URL Request Response Bidirectional Bytes

Select a virtual service to search for the data related to that virtual service. Virtual service
can be HTTPS or HTTP based. Click Go to start searching based on the criteria.

3.4 Intelligent DNS

In Status > Intelligent DNS, there are statistics related to DNS records, including real-time
domain access, domain access history, DNS requests, LDNS and LDNS misses.

3.4.1 Realtime Queries

In Status > Intelligent DNS > Realtime Queries, you can view the total number of requests to
each domain in one second, as shown in the following figure:

I Realtime Queries Queries By Domain DNS Quenes By Protocol LDNS LDNS Cache Miss

Domain

All
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3.4.2 Queries By Domain

In Status > Intelligent DNS > Queries By Domain, you can view the total number of requests
to each domain in the past, as shown in the following figure:

Period ‘ Last 1 hour E
Line Chart
— all
10
]
L o B L
07:53  08:04  0B:0B  08:12  08:l5  0B:20  0B:24  0B:29  08:33  0B:37 081 08:45  08:49  08:54  0B:58
Pie Chart

@ No data available

00%

Select a period to show the data generated during that period, 1 hour, 24 hours or 7 days.

Select domain or All domains to show total request to a specific or all the domains in the
past.

3.4.3 DNS Queries By Protocol

In Status > Intelligent DNS > DNS Queries By Protocol, you can view the total DNS requests,
as shown in the following figure:

Realtime Queries Queries By Domain DNS Queries By Protocal LDNS LDNS Cache Miss

Period {Et 7 days E Total Requests: 0

DNS Queries(UDP)

— T T T T
12006101 130041647 14004148 150041413 1604134) 17604 128) 18004121) 196041143

DNS Queries(TCP)

L T

12C05:0L) 13004540 1dC0d 4G 15004 41 1600d 1342 A7(0d 280 16004210 1800 1dy
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3.4.4 LDNS

In Status > Intelligent DNS > LDNS, you can view the LDNS source and access count of DNS
request in one second, as shown in the figure below:

Realtime Quenes | | Quenes By Domain | | DNS Queries By Protocol LDNS Cache Miss

Unit: Requests Per Second

Source IP Reque:

3.4.5 LDNS Cache Miss

In Status > Intelligent DNS > LDNS Cache Misses, you can view the LDNS records missing in
the ISP address pool. You can view the data given that you have started the statements, as
shown in the following figure :

Realtime Queries | | Queries By Domain | | DNS Queries By Protocol LDNS LDNS Cache Miss
perioc: 01420904 |- oiTorteoene | Clear

Time Source IP Unknown Category

3.5 Anti-DDoS

In Status > Anti-DDoS, there are two modules, L7 DDoS Attacks and L7 DDoS Attack
Statistics.

3.5.1 L7 DDoS Attacks

In Status > Anti-DDoS > L7 DDoS Attacks, you can view layer 7 DDoS attacks and view top 10
attack resources. In Attack History, attack details are displayed, including Time, Virtual
Service, Attack Source, Attack Type, Cause, Target URL, Attack Count and Action. You can
click the link under Action and you will be directed to corresponding policies, as shown
below:
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L7 DDoS Attacks L7 DDoS Attack Statistics

Date \_ﬁﬁtﬁﬁi B Virtual Services EAII El {4 Update £ Clear History

Attack Source Ranking

Top 10 Attack Resources

10+

o N OB oo @
T R PR W

Attack History

| No. | Time | Virtual Service ‘ Attack Source Attack Type Cause Target URL
| No attack has ever occurred.
‘ Page |1 of 0 Entries Per Page: 20 =

Date: You can specify a specific date within one week.

Virtual Service: You can select a specific virtual service.

Update: You can click Update to update data to the latest.

Clear History: You can click Clear History to remove all data of virtual service from the
database.

Export Logs: You can click Export Logs to export logs for further analysis.

Action: When the record's virtual service takes default strategy, it will pop-up prompt to
warn the user that modify default policy will affect all virtual services that take default policy,
and options are add policy and edit default policy.

s ¥,

v
Prompt: If you select to edit default policy, it will jump to default HTTP defence policy

edit page. You can fill in the deployment accordingly. Click OK, then pop-up prompt to
confirm the modification.

3.5.2 L7 DDoS Attacks Statistics

In Status > Anti-DDoS > L7 DDoS Attacks Statistics, you can view DDoS attack blocks during
specific period of time and configure relevant protection policies, as shown

below:

L7 DDoS Attacks L7 DDoS Attack Statistics
Period |’Thnurs : virtual Services | httpvs EI

DDoS Attack Blocks

(/s) ® Total Requests @ Total Blocks
10

o — T T T T T T T — T T T T T T T T T 7T T T
03:39 03:42 08:45 053:40 05:52 05:59 05:99 09:02 09:05 0008 00:12 09:15 09:19 09:22 09:25 00:29 00:32 09:33
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Period: You can select a specific period of time to display data, options are 1 hour, Last 24
hours, or Last 7 days,

Virtual Service: You can select a specific virtual service.
Refresh: Once enabled, data will be automatically refreshed every 5 seconds.

3.6 Links

3.6.1 WAN Links

In Status > Links > WAN Links, you can view the traffic on and status of WAN links, as shown

in the following figure:

Type Name Outhound Inbound
wWan WAN1-eth1 0.10khps 29.87Kbps
WAN WAN2-2th2 0.16Kbps 29.80Kbps

WAN Telecom 0.30Khps 29.67Kbps
LAN Unicom 0.00Kbps 28.97Kbps

Auto Refresh indicates the interval that the link list refreshes automatically, every 5 seconds
by default.

Name column shows the name of the WAN link. For how to configure a WAN interface, refer
to Chapter 9. 1 the relevant description of interface

Outbound and Inbound columns show the transmission rate on the WAN link at real time.
Status of a WAN link may be Normal, Busy, Down or Disabled.

Busy means bandwidth usage of the link reaches the specified threshold. For the
configuration of a WAN link, refer to the Chapter 9. 1 the setting of interface

Down means the WAN link is unavailable at present.

Disabled means the WAN link is disabled (see Chapter 9. 1 the setting of interface

3.6.2 Virtual Service Link Status

In Status > Links > Virtual Service Link Status, you can view the traffic on and status of the
WAN links for virtual service access.

Virtual Service Link Status

Auto Refrash: 5 seconds  Virtual Service | Server group 2 -

Name Outbound Inbound Status

Auto Refresh indicates the interval that the link list refreshes automatically, every 5 seconds
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by default.

Select a virtual service to show the list of related WAN links. For how to configure a virtual
service, refer to Chapter 3. 7. 8 the setting of virtual service

Outbound and Inbound column show the transmission rate of specified virtual service data
on the WAN link at real time.

Status of WAN link for virtual service access may be Normal, Busy or Down.

3.7 Nodes

In Status > Nodes, there are three modules, Node Pools, Nodes, and Session Persistence
Query, as shown below:

Mode Pools

Auto Refresh: 5§ seconds
MNode Pool [ Status | Mew Connectiens [ Concurrent Connections... | Total Nodes [ Normal Nod... [ Busy Modes [ Offline/Disabled
poal-default Invalid
poalt Invalid
pool2 Invalid
slave Invalid
web Invalid
Application dis... Invalid
pre-scheduling n... Invalid
HTTP Header... Invalid
SMTP Invalid

10 Server Invalid

D 0D 0 00 o0 oo o0
o|lole|lo|o|o|lojo |l |a
S =T I = B = R = R = T SR U R 3

naal-defaulr 1 Trwalid

2 0 0 oo oo oo oo
> o o o o oo oo oo
E D W o R oo o0 b Wk

3.7.1 Node Pools

In Status > Nodes > Node Pools, you can view status of nodes, number of active nodes and
busy nodes in each pool.

Node Pools Nodes Session Persistence Query

Auto Refresh: 5 seconds

Node Pool Status New Connections Concurrent Connections (es... | Total Nodes Normal Nodes = Busy Nodes Offline/Disabled

pool-default Invalid 0 o 4 0 o 4
pooll Invalid 0 o 3 [} 0 3
pool2 Invalid 0 [} 4 0 0 4

Auto Refresh indicates the interval that the list refreshes automatically, every 5 seconds by
default.

Status column shows the status of the node pool.
Total Nodes column shows the total number of nodes in the pool.
New Connections column shows new connections in the node pool.

Node Count column shows the number of nodes in the pool.
Concurrent Connections column shows the concurrent connections in this node pool.

Normal Nodes, Busy Nodes, Offline/Disabled columns show the number of nodes in the
node pool in that status.
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Normal means the node is available as normal.

Busy means the node has something wrong and triggered alert if SNMP-based node health
monitor is in use, such as server CPU, memory or disk usage is beyond is the threshold.

If it shows 'Disabled’, the node is disabled by network administrator manually.
If it shows 'Disabled, system is shutting down.. ', the node does not allow new connections.
If it shows 'Disabled, shutdown is completed', the node does not have any connection.

If it shows 'Normal, system powers on', the node powers on and gradually allows new
connections.

If it shows 'Network unavailable', the node is unreachable.

3.7.2 Nodes

In Status > Nodes > Nodes, you can view the node status and number of connections to each
node, as shown in the following figure:

Node Poals | Session Persistence Query

Auto Refresh: 5 seconds  Node Pool [All =]

[ Node L e o (establ T ép; T Outbound Bps | Status | Operation | Noda Paol
133.100.144.200:5000 ] 0.00Kbps 0.00Kbps Metwork unavailable e pool-default
133.100.144.201:5000 a 0.00Kbps 0.00Kbps Metwork unavailable o pool-default
133.100.144.202:5000 1] 0.00Kbps 0.00Kbps MNetwork unavailable - pool-default
133.100.144.203:5000 1] 0.00Kbps 0.00Kbps Metwork unavailable - pool-default
133.100.144.204:5000 0 0.00Kbps 0.00Kbps MNetwork unavailable e pooll
133.100.144.205:5000 o 0.00Kbps 0.00Kbps MNetwork unavailable i pool1
133.100.144.206:5000 0 0.00Kbps 0.00Kbps MNetwork unavailable st pool1
133.100.144.207:5000 o 0.00Kbps 0.00Kbps Metwork unavailable iy pool2
133.100.144.208:5000 ] 0.00Kbps 0.00Kbps Metwork unavailable e pool2
133.100.144.209:5000 a 0.00Kbps 0.00Kbps Metwork unavailable o pool2
133.100.144.210:5000 o 0.00Kbps 0.00Kbps Metwork unavailable e pool2

Auto Refresh indicates the interval that the list refreshes automatically, every 5 seconds by
default.

Select a node pool to view the nodes in that pool.
Node column shows the IP address of the node.
Sessions column shows the number of connections to the node.

Outbound and Inbound columns show the rates at which the data is sent from and received
by the node.

Normal, Busy, Disabled indicates the number of nodes in the node pool in that status.
Normal means the node is available as normal.

Busy means the node has something wrong and triggered alert if SNMP-based node health
monitor is in use, such as server CPU, memory or disk usage is beyond is the threshold.

If it shows 'Disabled’, the node is disabled by network administrator manually.

If it shows 'Disabled, system is shutting down.. "' the node does not allow new connections.
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If it shows 'Disabled, shutdown is completed’, the node does not have any connection.

If it shows 'Normal, system powers on', the node powers on and gradually allows new
connections.

If it shows 'Network unavailable', the node is unreachable.

3.7.3 Scheduling

In Status > Nodes > Scheduling, you can view to which node the request from a user is
forwarded.

Node Pools Nodes Session Persistence Query

Auto Refresh: 5 seconds

Node Pool Status New Connections Concurrent Connections (e... Total Nodes Normal Nodes Busy Nodes Offline/Disabled

HTTP service... Invalid 0 0 2 o 0 2

Specify node pool and client IP address (IPv4 or IPv6 address), and click Test to search for the
scheduling information.

3.8 Interface

In Status > Interface, you can view status of interfaces, including Inbound Bytes, Outbound
Bytes, Inbound Packets, Outbound Packets, etc, as shown below:

Interfaces
Auto Refresh: 5 seconds

Interface Inbound Bytes Outbound Bytes Inbound Packets Qutbound Packets Inbound Error Packets  Outbound Error Packets  Inbound Dropped Pack . Qutbound Dropped Pa

etho 637.72MB 14.34MB 10.37M 38.09K 0 0 0 0
etht 642.50MB 8.1MB 10.46M 122.87K 0 0 o o
eth2 633.18MB 1.38MB 10.31M 33.99K 0 0 0 0
eth3 634.51MB 19.35KB 10.34M 234 0 0 0 0
etha 634.51MB 19.43KB 10.34M 235 0 0 0 0
eths 634.51MB 19.43KB 10.34M 235 0 0 [ o

3.9 DNS Proxy

In Status > DNS Proxy, you can view the DNS service status, DNS status can be shown as long
as you have enabled DNS proxy, refer to Chapter 9. 5 the relevant description of interface

as shown int he following figure:

DNS Proxy

Auto Refresh: 5 seconds

DNS Server Network Interface Status
1113 WAN1 Fault

2223 WAN2 Fault

Auto Refresh indicates the interval that the list refreshes automatically, every 5 seconds by
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default.
DNS Server column shows the IP address of the DNS server.
Interface column shows the interface on which DNS server is providing services.

Status column shows the status of DNS server.

3.10 Virtual IP Pool

In Status > Virtual IP Pool, you can view virtual IP pool information of intelligent DNS, as
shown in the following figure:

Virtual IP Pool

Auto Refresh: 5 seconds  Virtual IP Pool |  sangfor portal v

Virtual 1P Connections Outbound Inbound Status
1o 0 0 Kbps 0 Kbps Offline
2.2.2.2 0 0 Kbps 0 Kbps Offline

Auto Refresh indicates the interval that the list refreshes automatically, every 5 seconds by
default.

Select a virtual IP pool to view information of the virtual IP address in the pool.

3.11 Dynamic Routing

In Status > Dynamic Routing, you can view the routes learned with RIP or OSPF, as shown in
the following figure:

Dynamic Routing

Auto Refresh: 5 seconds

Destination MNext-Hop IP Address Protocol Type Cost

3.12 Logs

In Status > Logs contains error and operation event on this device. There are system logs,
operation logs, SSL logs.

3.12.1 System Logs

System Logs contains logs about the system itself, as shown in the figure above.

To view the logs generated on a specific day, select a date from the Date pull-down list.
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You can click Export Logs to export system logs, important back-end information, blackbox

logs, etc.

To filter the types of logs you want to view, click Options and select the log and service type,

as shown below:

Display Option
[ 1nfo Warning
[l Error DDEbug

Filter by Service

| Select All | | Invert Selection
. : e Ll
ngh Availability -
Report Center
Alarm Center
Email Sending
Link Monitor
7 Layer Load .
{ 8] || Cancel
System Logs Operation Logs SSL Logs
Date 20171107 v {*Export Logs R Options
Service Severity Time Details
7 Layer Load Debug 04:55:07 [task1029] [cq_update_pool] [1804] cq_update_pool
7 Layer Load Debug 04:55:07 [task1030] [cq_update_pool] [1804] cq_update_pool
7 Layer Load Debug 04:55:07 [task2] [optimize_tcp_ctl_msg_proc] [249] set 17 nat log[disable]
7 Layer Load Debug 04:55:07 [task0] [monitor_main] [1068] can't find task by pid 30125
7 Layer Load Debug 04:55:07 [task2] [cq_update_pool] [1804] cq_update_pool
7 Layer Load Debug 04:55:07 [task1] [optimize_tcp_ctl_msg_proc] [249] set |7 nat log[disable]

3.12.2 Operation Logs

Operation Logs contains logs that administrator operates on the system, as shown in the

following figure:
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| Systemn Logs Operation Logs

Date |20110605 ¥ | Username| < All = | IP Address Operation| All v | (PRefresh A Options
IF Address Cperation Time Module Result Details
200.200.79.211 View 05:50:59 Status Succeed... View system logs
200.200.79.211 View 05:49:54 Status Succeed... View Dynamic Routing Table
200.200.79.211 View 05:47:57 Status Succeed... View Rule Troubleshooting page
200.200.79.211 View 05:47:01 Status Succeed... View virtual IF pool status
200.200.79.211 View 05:37:59 Status Succeed... View Intelligent DNS
200.200.79.211 View 05:37:48 Lagin Succeed... Login successfully
1727.0:0:1 Edit 04:02:35 System Succeed... Back up configuration
Fage 1 s Entries Per Fage: [20 c%v‘

To view the logs generated on a specific day, select a date from the Date pull-down list.

To view the logs related to a specific administrator, select an account from Username
pull-down list.

To view the logs related to a specific IP address, specify an IP Address.

To view logs related a specific operation, select an operation from the Operation pull-down
list, Options are All, View, Edit, Add, Delete, Update and Non-view.

To export the logs generated on the selected date, click Export.

To refresh the page, click Refresh.

To filter the types of logs you want to view, click Options and select the log and service type,
as shown below:

Operation Log Options bt

Filter by Operation Result
Succeeded
Failed

Filter by Module

[

Login

Status
Report
Objects i
Load Balancing
Intelligent DNS

8.1

| OK || Cancel |
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3.12.3 SSL Logs

SSL Logs contains logs related to SSL based user authentication, as shown in the following
figure:

System Logs Operation Logs HTTP Logs Syslog

Date |[20120928 v [ Export
Time Type Source Destination Details

17:47:22 LINEMOWN ERR B52,154,1.153 62.154.1.13 Subject: emailaddress=R0%<\>test...
17:47:33 UNEMNOWMN ERR 62.154.1.153 62.154.1.13 Subject: emailAddress=R0%<\>test...
17:48:10 LINEMOWN ERR 62,154,1.153 62.154.1.13 Subject: emailaddress=R0%<\>test...
17:57:48 CERT REVCKED 62.154,1.153 62.154,1.13 Subject: email&ddress=R3,CN=R3,...
17:58:20 CHAIM TCC LCNG 62,154,1.153 62.154.1.13 Subject: emailaddress=R0%<\>test...
17:58:29 CHAIN TCOC LONG 62.154,1.153 62.154,1.13 Subject: emailAddress=R0%<\>test...
18:15:50 CHAIM TCC LCNG 62,154,1.153 62.154.1.13 Subject: emailaddress=R0%<\>test...
18:16:45 CERT REVCKED 62.154,1.153 62.154,1.13 Subject: email&ddress=R3,CN=R3,...

Page |‘1 /1 Entries Per Page: IQU_| .ﬁ:‘

3.13 Debug Logs

In Status > Debug Logs > Debug Logs, you can view debug logs for different services,
including TCP Protocol Stack, UDP Protocol Stack, SSL Protocol Stack, TCP Scheduling, HTTP
Proxy, etc., so as to help Sangfor technical support to do troubleshooting.
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 Navigation | [rsmeyEen
~ status Service | All [x] = R Update Period: Today
System Service Details Occurrence
S TCP Protocal Stack teps_activeconnattempt 0
TCP Protocol Stack tcps_passiveconnattempt 0
Intelligent DNS
TCP Protocel Stack teps_establish 0
Realtime Vulnerability TCP Protocol Stack teps_accepts 0
Anti-DDoS TCP Protocol Stack tops_synconnects 0
Links TCP Protocel Stack tops_revconnects o
TCP Protocol Stack teps_drops 0
Nodes
TCP Protocol Stack teps_conndrops 0
lineiicn TCP Protocol Stack teps_closed 0
DNS Proxy TCP Protocol Stack teps_destory 0
Virtual IP Pool TCP Protocol Stack teps_segstimed 0
TCP Protocal Stack teps_ritupdated o
Dynamic Routing
TCP Protocol Stack teps_delack ]
Logs TCP Protocol Stack teps_timeoutdrop 0
TCP Protocal Stack teps_timeoutdropinit 0
e TCP Protocal Stack teps_fin2drop 0
» Objects TCP Protocel Stack teps_clswaitdrop 0
SieiGari TCP Protocal Stack teps_finidrop o
i i TCP Protocol Stack teps_closingdrop 0
oad Balancing
TCP Protocel Stack teps_lastackdrop 0
¥ Intelligent DNS
TCP Protocol Stack teps_rexmttimeo 0
* Routins
] TCP Protocol Stack teps_fastretran 0
»
Network TCP Protocol Stack teps_fastrecovery 0
b System TCP Protocol Stack teps_persisttimeo 0
» Wizard TCP Protocol Stack teps_keeptimeo 0
b High Availability TCP Protocol Stack tcps_keepprobe o
TCP Protocol Stack teps_keepdrops 0
TCP Protocol Stack teps_connattempt 0
TP Protacal Stack trne newectahlich n

To refresh current data click Update.
To clear current data, click Clear Logs.

To export logs for detailed analysis, click Export Logs.
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Chapter 4 Report Generation and Subscription

4.1 Report

4.1.1 Report Generation

Navigate to Report > Reports > Report Generation, you can specify date range and report
template to generate a report that contains specified statistics about the ADC, as shown in
the figure below:

Report Generation Subscription Report Templates |
b Status Generate report as PDF document.
* Report
Report Generation
F Dat 70719 | Ti :
* Report Center rom lis M ime 00-00
e To Date  [20170719 | Time o100 |+]
S e
Report Template | Restore Defaults EI
} Data Center
» Load Balancing | Generate | | Reset |
b Intelligent DNS

The following are the contents contained on the Report Generation tab:

From: Specifies a start date and time to have the report contain data generated since that
time point.

To: Specifies a end date and time to have the report contain data generated till that time
point.

Report Template: Select a template based on which report is generated.
Reset: Click this button to restore the settings on this tab to defaults

Generate: Click this button to generate report based on the above criterial. Then the
following dialog pops up:

Message from webpage

\ ? J Generating POF report will consume many swstem resources! Are you sure bo proceedr

[ 8] 4 J [ Cancel

Click OK to generate the report right now and go back to the following page:
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I Report Gensration Subscription Report Template Report Preface/Postscript

Export as PDF File

Report Generation

From Date |2 -06-0¢ Time ! -0 !
To Date |2011-06-06 Timel ] |

Report Template |Restare Defaults |

Operation Option | Download | ‘ Continue

To save the report on the local computer, click Download.

To continue generating another report, click Continue.

4.1.2 Report Subscription

Navigate to Report > Reports > Subscription, you can have reports generated based on a
report template and sent to specified email address on daily, weekly, monthly or yearly basis,
as shown in the figure below:

| Report Generation Subscription Report Templates

To enable automatic report generation and subscription. Tips: To generate report immediately, enable the corresponding feature first.

Report Subscription

Daily Subscription Enable  Report Template |
Weekly Subscription Enable  Report Template
Monthly Subscription Enable  Report Template

Yearly Subscription Enable  Report Template

SMTP Server [ select - v
Email Subject ‘

Recipient Address ‘ ‘
Sender Address

Daily Subscription: Select Enable and specify a report template based on which report will
be generated and sent to the specified email address, on daily basis.

Weekly Subscription: Select Enable and specify a report template based on which report will
be generated and sent to the specified email address, on weekly basis.

Monthly Subscription: Select Enable and specify a report template based on which report
will be generated and sent to the specified email address, on monthly basis.

Yearly Subscription: Select Enable and specify a report template based on which report will
be generated and sent to the specified email address, on yearly basis.

SMTP Server: Select or add a SMTP server to providing email delivery service. To add a SMTP
server, click the plus icon and specify the basic information of the server, as shown in the
Chapter 10. 4
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4.1.3 Report Templates

Navigate to Report > Reports > Report Templates, you can configure report template and
select the specific contents contained in the report. Report generation and subscription are
based on the selected report template.

Report Generation Subscription Report Templates _

== Add ¥ Delete
|:| MName Report Contents
Restore Defaults Link Load,Virtual Service

To remove a template from the list, select the entry and click Delete.

To create a new template, click Add to enter the following page:

Report Generation Subscription Feport Templates

Basics
MName | |
[FLink Load [ node [ virtual service
Report Contents
[ Palicy-Baszed Routing [ Intelligent DNS [ cluster
| Cancel | | oK |

Name: Specifies name of the report template.

Report Contents: Select the contents you want the report contain, link load, node,virtual
service policy-based routing intelligent DNS and cluster.

Link Load provides link load statistics of each link. You can specify the following fields to get
report and know if specified links are evenly sharing the access requests.
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Report Generation | Subscription Report Templates

Basics
Name | |
[Tl Link Load [#INode Cvirtual Service
Report Contents
DPo\icy—Based Routing DInteIIigent DNS O cluster
Mode Statistics
[Tl pidirectional traffic [Tl outhound traffic [Clinbound traffic
Type
[[] Access trend [ concurrent connections [ Stability &) MySQL Read/Write
Selected: Available:
pool-default - -
pool1
MNode Pool pool2 <
(s
| Cancel | ‘ OK |

Type: Options are Bidirectional traffic, Outbound traffic, Inbound traffic, Access trend ,
Bandwidth utilization and Stability.

Link: Select the links to have the report provide statistics about them.

Report Generation | Subscription Report Templates

Basics
Name | |
[Tl Link Load [#INode Cvirtual Service
Report Contents
DPo\icy—Based Routing DInteIIigent DNS O cluster
Mode Statistics
[Tl pidirectional traffic [Tl outhound traffic [Clinbound traffic
Type
[[] Access trend [ concurrent connections [ Stability &) MySQL Read/Write
Selected: Available:
pool-default - -
pool1
MNode Pool pool2 <
(s
| Cancel | ‘ OK |

Node provides load statistics of each node You can specify the following fields to get report
and know if specified nodes are evenly sharing the access requests.

Type: Options are Bidirectional traffic, Outbound traffic, Inbound traffic, Access trend,
Concurrent Connections, Stability and MySQL Read/Write.
Node Pool: Select the nodes to have the report provide statistics about them.

Virtual Services: Select to statistic each virtual service's load situations to judge whether all
virtual service's load is balanced, as shown in the following figure:
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Virtual Service
[7] Bidirectional traffic [ outbound traffic [T inbound traffic
Type
[l Access trend [ Stability
Selected Available
tepvs -
http-vs
Virtual Services < |
>
| Cancel | | oK |

Type: Options are Bidirectional traffic, outbound traffic, inbound traffic, Access trend and
Stability.
Virtual Services: Select to select the selected data in Virtual Services.

Policy-Based Routing: Select to deploy Policy-Based Routing Type and reports only generate
those data in selected type.

Basics
Name | |

[ Link Load [ Node [Clvirtual Service
Report Contents ; ; :

[¥] policy-Based Routing ] Intelligent DNS [ cluster
Policy-Based Routing

[ Bidirectional traffic [l outbound traffic [ 1nbound traffic
Type

[ Access trend

| Cancel | | oK |

Type: Options are Bidirectional traffic, Outbound traffic, Inbound traffic and Access trend.

Intelligent DNS provides statistics about intelligent DNS statistics.
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Report Generation Subscription Report Templates

Basics
Name | |

[T Link Load [CMode [Tl virtual Service
Report Contents ) ) )

[IPalicy-Based Routing [l Intelligent DNS [ cluster
Intelligent DNS Statistics

[ pata center [Clvirtual 1P Address Pool  [C]LDNS
Type N 7

[l saurce distribution [} Suspicious request

Selected Available
DNS Mapping €.

-2
| Cancel | | OK |

Type: Options are access including data center, virtual IP Address Pool, LDNS, Source
distribution and suspicious request.

DNS Mapping: Select the DNS mapping to have the report contain data about the specified
DNS mapping, i. e., the first-level scheduling policy.

Click OK to save the settings, or Cancel to give up the changes.

Cluster: Select to configure the report whether to generate statistical data reports related
with cluster.

I Report Generation Subscrniption Report Templates _

Basics
Name | |
[CILink Load [CMode [Cvirtual Service
Report Contents i ) ]
[l policy-Based Routing  [C] Intelligent DNS [¥] Cluster
Cancel | | OK

4.2 Report Center

4.2.1 Report Center

To log in to report center and view various statistics (Link Load, Node, Virtual Service,
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Policy-Based Routing, Intelligent DNS and Cluster), go to Report > Report Center.

You can log in with the current administrator account or with another account, as shown in
the following figure:

ENLL Al lal | Report Cleanup |
Report
Status &) Enabled O Dizabled

Login To Report Center

| With the Current Account | | With Another Account |

To enable report center and be able to log in to report center, select Enabled.

To log in to the report center with the current administrator account, click the With the
Current Account button.

To log in to the report center with another account, click the With Another Account button,

and you will enter the following page:

Type the username and password and click Log In.

4.2.2 Report Cleanup

To have report data removed automatically, go to Report Cleanup and specify the cleanup
options.
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General

Reszponse Time a seconds (4-30)

Report Deletion

-
Disk Usage Threshaold 90 %
Davys Logs Will Be Kept |3

oK |

The following are the contents contained on the Report Cleanup tab:
Response Time: Specifies the timeout for looking up data from sites.
Disk Usage Threshold: Specifies the upper limit of disk usage by report center.

Days Logs Will Be Kept: Specifies how many days the report data will be preserved. If disk
usage reaches the threshold, data preserved for more than that will be removed.

OK: Click this button to save the settings on this tab.

4.3 Report Center

4.3.1 Link Statistics

Link Traffic provides link statistics of each link. Specific contents are Link Traffic, Access
Trend, Bandwidth Utilization and Stability.

Link Traffic indicates the traffic flowing through the ADC

1. Navigate to Link Statistics > Link Traffic as shown in the following figure:

Link Traffic

Period: Last hour Last day Lastweek Last maonth Lastyear

2017-08-08 16:15 to 2017-08-08 17:15 [
Link: Al Link -
Direction: i@ Bidirectional Traffic 0 OQutbound Traffic ) Inbound Traffic

I Go
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Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last
month, or Last year and specify the start and end date/time of the time range.

Link: Select all links or certain WAN link.

Direction: Specifies the traffic type, Bidirectional Traffic, Outbound Traffic or Inbound
Traffic.

Go: Click the button to inquiry and generate results.

Export: Click the button to export and calculate out traffic chart based on the above criterial
then save the statistics as PDF file.

The following are the four types of charts presenting requested data, line chart, area chart,
bar chart and pie chart respectively.

Chart @EE]

Cutbound Traffic on Each Link
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Chart @

Outbound Traffic on Each Link
Byte | wan

5000 -

4000

3000

2000

1000 -

U_
0403 0408 0413 0418 0423 0428 0433 0438 0443 0448 0453 0458

Chart El
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Takble

Cutbound Traffic on Each Link Byte, Time Unit{Minute)

Time wan Total

04:03 4828 4328

04:08 |[48902 4502

04:13 4860 4860

04:18 |4944 | 4944

04:23 4966 4966

04:28 |4504 4504

04:33 4818 4818

04:38 5092 5092

04:432 4534 4934

04:43 |4044 | 4944

04:53 4534 4534

04:58 |4944 | 4944

Total 59070 | 59070

Access Trend

Access Trend indicates the number of accesses.

Below we take total traffic for example, to introduce how to get desired traffic statistics. Data
qguery method is the same with other type of data.

Navigate to Link Statistics > Access Trend, as shown in the following figure:

Access Trend

Period: Last hour Last day Lastweek Last month Last year

2017-08-08 18:25 to 2017-08-08 12:25 [
Link: All Link .
Go |
Search Result B <« @ 2 Bpot
Access Trend

2017-08-08 15:05
A ® WAN2-eth2: O
]

18:25 18:30 18:35 18:40 18:45 18:50 18:55 19:00 19:05 19:10 19:15 19:20 19:25

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last
month, or Last year and specify the start and end date/time of the time range.

Link: Select all links or certain WAN link.
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Go: Click the button to inquiry and generate results.

Export: Click the button to export and calculate out access trend chart based on the above
criterial then save the statistics as PDF file

Bandwidth Utilization

Bandwidth utilization is used to statistic bandwidth usage in links.

Bandwidth Utilization

Period: Last hour Lastday Lastweek Last month Lastyear
2017-08-08 18:39 to 2017-08-08 12:39 [
Link: Al Link ¥
Direction @ Outbound Bandwidth Utilization ¢ Inbound Bandwidth Utilization
Go
Search Result 9 Export

Outbound Bandwidth Utilization

100

2017-08-0819:13
WANT -eth1: 0%

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last
month or Last year and specify the start and end date/time of the time range.

Link: Select all links or certain WAN link.

Direction: Specifies traffic direction, Outbound Bandwidth Utilization or Inbound
Bandwidth Utilization.

Go: Click the button to inquiry and generate bandwidth utilization chart.

Search Result = Export

% Outbound Bandwidth Utilization

2017-08-08 19:27
WANT-eth1: 0%

18:40 18:45 18:50 18:55 19:00 19:05 19:10 19:15 19:20 19:25 19:30 19:35

Export: Click the button to export and calculate out traffic chart based on the above criterial
then save the statistics as PDF file.

Stability

Stability is used to statistic the stability of links, as shown in the following figure:
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E—

~ Link Statistics

Link Traffic
Access Trend
Bandwidth Utilization

Stability

P Node Statistics

b Virtual Service

» Policy-Based Routing

» Intelligent DNS

b Cluster Status

Stability
Period: Last hour Last day Lastweek Last manth Lastyear
2017-07-19 10:54 to 2017-07-19 11:54 E
Ling Al Link (=]
Ga
Search Result
wanl
Normal
Busy
M Failed
N/A
R LA I LA G T R
$F T WY Lo v S A R o vig

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last

month or Last year and specify the start and end date/time of the time range.

Link: Select all links or certain WAN link.

Go: Click the button to inquiry and generate link status chart.

Search Result E\ Export
WAN2-eth2
Normal
Busy
M Failed
N/A
U e R S I D
RO O RO - R
WAN1-ethl ) -
24 - 19:25
Normal
Total: 1 minute(s) Busy
M Failed
N/A
G G S e
g O et S T A e e )

Go: Click the button to export and statistic status based on the above criterial then save the
statistics as PDF file.

Export: Click the button to export and calculate out traffic chart based on the above criterial

then save the statistics as PDF file.

4.3.2 Node

Statistics

Node Traffic is used to statistic traffic information on specific node pool and node, as shown

in the following figure:
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@ SANGFOR | 2D R;

» Link Statistics

Period: Last hour Last day Last week Last month Lastyear

~ Node Statistics

2017-07-19 13:09 to 2017-07-19 14:09 E.
» MNode Traffic

» Access Trend MNode Pool: Al Node Pool [=]

» Concurrent Connections Node All Mode

LB GE O R Direction @ Bidirectional Traffic © Outbound Trafic ) Inbound Traffic
» Stasility

|
» Virtual Service ea

} Policy-Based Routing

Search Result
» Intelligent DNS

» Cluster Status

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last
month or Last year and specify the start and end date/time of the time range.

Node Pool: Specify a specific node pool.
Node: Specify a specify node.

Direction: Click to specify the direction to statistic, including Bidirectional Traffic, Outbound
Traffic and Inbound Traffic.

Go: Click the button to inquiry and generate results.

Search Result

Mo data available

Export: Click the button to export the node traffic chart based on the above criterial then
save the statistics as PDF file.

Access Trend

Access Trend is used to statistic access trend of specific node pool and node, as shown in the
following figure:

Period: Last hour Last day Last week Last month Lastyear

2017-07-19 13:26 to 2017-07-19 14:26 ||

Mode Poal: All Node Pool |Z|
Mode: All Mode
I Go

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last
month or Last year and.specify the start and end date/time of the time range.
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Node Pool: Specify a specific node pool.
Node: Specify a specific node.

Go: Click the button to inquiry and generate results.

Search Result

&+ @ (3 Bpot

Access Trend

13:30 13:35 13:40 13145 13:50 13:55 14:00 14105 14110 14:15

pool2 — pool-default pooll

14120 14125

Export: Click the button to export the traffic access trend chart based on the above criterial

then save the statistics as PDF file.

Concurrent Connections

Concurrent Connections is used to statistic concurrent connections of specific node pool and

node, as shown in the following figure:

Period: Last hour Last day Lastweek Last month Lastyear
2017-07-19 13:26 to 2017-07-19 14:26 |
Node Poal: All Node Pool =
Mode: All Mode
Go

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last

month or Last year and.specify the start and end date/time of the time range.
Node Pool: Specify a specific node pool.
Node: Specify a specific node.

Go: Click the button to inquiry and generate results.
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search Result B+ @ 2 e

Concurrent Connections

2017-07-19 14:06
Total: 0
pool2: 0
® pool-default: 0
o pooll: 0 L

13:30 13:35 13:40 13:45 13:50 13:55 14:00 14:05 14110 14115 14:20 14:25

pool2 M pool-default pooll

Export: Click the button to export the concurrent connections chart based on the above
criterial then save the statistics as PDF file.

MySQL Read/Write Speed

MySQL Read/Write Speed is used to statistic MySQL Read/Write Speed of specific node pool
and node, as shown in the following figure:

wrsaL reacninte spocc

Period: Last hour Last day Lastweek Last month Lastyear

2017-07-19 13:26 to 2017-07-19 14:26 ||

Node Pool: All Node Pool [=]
Node: All Node
Go

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last
month or Last year and.specify the start and end date/time of the time range.

Node Pool: Specify a specific node pool.
Node: Specify a specific node.

Go: Click the button to inquiry and generate results.

Search Result B8 @ @ Bpot
per second Read Speed
0
13:30 13:35 13:40 13:45 12:50 13:55 14:00 14:05 14:10 14:15 14:20 14:25
pool2 M pool-default pooll
per second Write Speed
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Export: Click the button to export the MySQL Read/Write Speed chart based on the above
criterial then save the statistics as PDF file.

Stability

Stability is used to statistic stability of specific node pool and node, as shown in the following
figure:

Stability

Period: Last hour Last day Lastweek Last month Lastyear

2017-07-19 13:26 to 2017-07-19 14:26 E_g

Node Pool: All Node Pool [=]
Mode: All Mode
Go i

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last
month or Last year and.specify the start and end date/time of the time range.

Node Pool: Specify a specific node pool.
Node: Specify a specific node.

Go: Click the button to inquiry and generate results.

Search Result
pool2

Normal

| Busy

M railed

N/A
SR N TR R T N NG
S S ne et e e BeR el R L el st

pooll

Normal

| Busy

M Failed

N/A
R T ST T I e S R N '-'@VTD‘
SRR B B S T T S .

pool-default

Normal

| Busy

M Failed

- N/A
A R e S e S sk e S R
';\'" '\‘n’ \n’ '\:’ ’C’ 'C’ ’C’ ":3 ’:3 \/b‘ ‘vh ‘\P‘ '\»h ’\P‘ \b‘

Export: Click the button to export node pool/node status chart based on the above criterial
then save the statistics as PDF file.
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4.3.3 Virtual Service

Virtual Service is used to statistic virtual service, including Traffic, Access Trend, URL Traffic

and Stability.

Traffic

Traffic is used to statistic traffic of virtual service, as shown in the following figure:

| rearic |

Period: Last hour Last day Lastweek Last month Lastyear

2017-07-19 13:26 to 2017-07-19 14:26 |:

Virual Service: AllVirtual Senvice |E|
Direction: @ Bidirectional Traffic () Qutbound Traffic () Inbound Traffic
Go

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last
month or Last year and.specify the start and end date/time of the time range.

Virtual Service: Select a virtual service to view the traffic statistics.

Direction: Specifies the traffic type, Bidirectional Traffic, Outbound Traffic and Inbound
Traffic.

Go: Click the button to inquiry and generate results.

Search Result

Mo data available

Export: Click the button to export flow chart based on the above criterial then save the
statistics as PDF file.

Access Trend

Access Trend is used to statistic total access count of virtual service, as shown in the
following figure:
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Period: Last hour Last day Lastweek Last maonth Lastyear

2017-07-19 13:26 to 2017-07-19 14:26 ||

Virtual Service: | Al Virtual Service &=l

I Go |

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last
month or Last year and.specify the start and end date/time of the time range.

Virtual Service: Select a virtual service to view the access trend statistics.

Go: Click the button to inquiry and generate results.

Search Result

Mo data available

Export: Click the button to export access trend chart based on the above criterial then save
the statistics as PDF file.

URL Traffic

URL Traffic is used to statistic URL traffic of virtual service, as shown in the following figure:

LIRL Traffic

Period: Last hour Last day Lastweek Last month Lastyear

2017-08-09 08:04 to 2017-08-09 09:04 ||

Yirtual Service: ' -

URL: *

Direction: i@ Bidirectional Traffic () Request ) Response
i Go |

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last
month or Last year and.specify the start and end date/time of the time range.

Virtual Service: Select a virtual service to view the URL traffic statistics.
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URL: Specifies the URL required to match, and statistics are filled in with "*".
Direction: Select the traffic type, Bidirectional Traffic, Request and Response.

Go: Click the button to inquiry and generate results.

Search Result

No data available

Export: Click the button to export URL traffic chart based on the above criterial then save the
statistics as PDF file.

Stability

Stability is used to statistic stability of virtual service, as shown in the following figure:

Stability

Feriad: Last hour Last day Last week Last manth Lastyear

2017-07-19 13:26 to 2017-07-19 14:26 (&

Virtual Service: | All Virtual Service (]

Go

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last
month or Last year and.specify the start and end date/time of the time range.

Virtual Service: Select a virtual service to view the stability statistics.

Go: Click the button to inquiry and generate results.

Export: Click the button to export stability chart based on the above criterial then save the
statistics as PDF file.

4.3.4 Policy-Based Routing

Policy-Based Routing is mainly used to statistic policy-based routing, including Traffic and

Access Trend.

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 61


https://200.200.145.2:85/reportCenter/index.php/VirtualService/Stability/index.html?sDate=2017-07-19&sTime=13:26&eDate=2017-07-19&eTime=14:26
https://200.200.145.2:85/reportCenter/index.php/VirtualService/Stability/index.html?sDate=2017-07-19&sTime=13:26&eDate=2017-07-19&eTime=14:26

Traffic is used to statistic traffic information flow through ADC, as shown in the following
figure:

Period: Last hour Last day Lastweek Last month Lastyear

2017-07-19 13:26 to 2017-07-19 14:26 E-

Direction: /@ Bidirectional Traffic * Qutbound Traffic (7 Inbound Traffic

Go

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last
month or Last year and.specify the start and end date/time of the time range.

Direction: Select the traffic type, Bidirectional Traffic, Outbound Traffic and Inbound Traffic.

Go: Click the button to inquiry and generate results.

Search Result & & @ % Epot

bps Bidirectional Traffic

15000
10000

. P/\'\/\M//\’/M/\’—\J

0
13:30 13:35 13:40 13:45 13:50 13:55 14:00 14:05 14:10 14115 14:20 14:25

wanl

Export: Click the button to export flow chart based on the above criterial then save the
statistics as PDF file.

Access Trend

Access Trend is used to statistic access trend, as shown in the following figure:

Period: Last hour Last day Lastweek Last month Lastyear

2017-07-19 13:26 to 2017-07-19 14:26 E:

i Go |

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last
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month or Last year and.specify the start and end date/time of the time range.
Go: Click the button to inquiry and generate results.

Search Result B2+ @ 2 et

Access Trend

2017-07-19 14:10
wanl: 4

13:30 13:35 13:40 13:45 13:50 13:55 14:00 14:05 14110 14:15 14:20 14125

wanl

Export: Click the button to export access trend chart based on the above criterial then save
the statistics as PDF file.

4.3.5 Intelligent DNS

Intelligent DNS includes Access Trend, LDNS Source Distribution and Error Queries.

Access Trend of Data Center

It provides number of accesses to DNS mappings based on data center, as shown in the
following figure:

Data Center Virtual IP Address Pool LDNS

Period: Last hour Lastday Lastweek Last month Lastyear

2017-07-19 13:26 to 2017-07-19 14:26 [

DNS Mapping: | [=]

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last
month or Last year and specify the start and end date/time of the time range.

DNS Mapping: Click to set DNS mapping for statistic.

Go: Click the button to inquiry and generate results.
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Search Result

Mo data available

Export: Click the button to export chart based on the above criterial then save the statistics
as PDF file.

Access Trend of Virtual IP Address Pool

It provides number of accesses to DNS mappings based on global virtual IP pool, as shown in
the following figure:

[ousconer |[EENTIRPRRRg [ows ||

Period: Lasthour Last day Lastweek Last month Lastyear

2017-08-09 09:20 to 2017-08-09 10:20 E

DS Mapping: -

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last month
or Last year and specify the start and end date/time of the time range.

DNS mapping: Click to set DNS mapping for statistic.

Go: Click the button to inquiry and generate results.

Search Result

Mo data available

Export: Click the button to export chart based on the above criterial then save the statistics
as PDF file.
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LDNS

LDNS is used to statistic number of accesses to LDNS based on data center or virtual IP
address pool, as shown in the following figure:

Period: Lasthour  Lastdsy  Lastwesk  Lastmonth

2017-07-19 13:26 to 2017-07-19 14:26 [

DNS Mapping: [=]
Filter By: @ Data Center ) Virtual IP Address Pool

Go

Search Result

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last
month or Last year and specify the start and end date/time of the time range.

DNS Mapping: Click to set DNS mapping for statistic.
Filter By: Select Data Center or Virtual IP Address Pool.

Go: Click the button to inquiry and generate results.

Search Result

No data available

Export: Click the button to export chart based on the above criterial then save the statistics
as PDF file.

LDNS Source Distribution

LDNS Source Distribution is used to statistic number of accesses to LDNS mapping based on
domain, Region, ISP and address type, as shown in the following figure:
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Lons souce Distiouton |

Period: Last hour Last day

Lastweek

Last manth Lastyear

2017-07-19 13:26 to 2017-07-19 14:26 E

Domain: All Domain E

Filter By: @ SrclP @ Region @ ISP

Region: All Region E

ISP: | AllISP =
Go

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last
month or Last year and specify the start and end date/time of the time range.

Domain: Click to select domain.

Filter By: Click to select Src IP, Region or ISP.
Region: Click to select region.

ISP: Click to select ISP.

Go: Click the button to inquiry and generate results.

Search Result

Mo data available

Export: Click the button to export chart based on the above criterial then save the statistics
as PDF file.
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Error Queries

Error Queries: It is used to statistic DNS failure counts and failures, as shown in the following

figure:

Error Clueries Error Gueries Analysis

Period: Last haur Last day Lastwesk Last manth Lastyear

2017-07-19 13:26 to 2017-07-10 14:26 |
Domain: ' All Domain E|

Go

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last
month or Last year and specify the start and end date/time of the time range.

Domain Name: Click to select domain

Go: Click the button to inquiry and generate results

Search Result

Mo data available

Export: Click the button to export chart based on the above criterial then save the statistics
as PDF file.

Error Queries Analysis
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Error Queries Analysis: It is used to analyze DNS failures based on Src IP Error Queries and

Failure Cause, as shown below:

TR crorcuerec navr- |

Period: Last hour Last day Last week Last maonth Lastyear

2017-07-109 13:26 to 2017-07-19 14:26 [T

Domain: All Domain
Filter By: @ SrclIP Error Queries () Failure Cause
Go

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last
month or Last year and specify the start and end date/time of the time range.

Domain: Click to select domain
Filter By: Click to select Src IP Error Queries and Failure Cause

Go: Click the button to inquiry and generate results

Search Result

Mo data available

Export: Click the button to export chart based on the above criterial then save the statistics
as PDF file.

4.3.6 Cluster Status

Cluster Status includes ADC Status, ADC Active Duration and Traffic Group Active Duration.

ADC Status

ADC Status displays status of ADC during different periods of time, as shown in the following
figure:
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ADC Status

Period: Last hour Last day Lastweek Last month Lastyear

2017-07-19 13:26 to 2017-07-1% 14:26 E

ADC: Al [

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last
month or Last year and specify the start and end date/time of the time range.

ADC: Click to select the device

Go: Click the button to inquiry and generate results

Export: Click the button to export chart based on the above criterial then save the statistics
as PDF file.

ADC Active Duration

ADC Active Duration shows ADC status during different periods of time, as shown below:

a0 ace puration L

FPeriod: Last hour Last day Lastweek Last maonth Lastyear

2017-07-19 13:26 to 2017-07-19 14:26 |
ADC: [=]

Go

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last
month or Last year and specify the start and end date/time of the time range.

ADC:Click to select device

Go: Click the button to inquiry and generate results

Export: Click the button to export chart based on the above criterial then save the statistics
as PDF file.
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Traffic Group Active Duration

Traffic Group Active Duration shows status of traffic group during different periods of time:

TramcGroup e Dursion Y

FPeriod: Last hour Last day Last week Last manth Lastyear

2017-07-19 13:26 to 2017-07-19 14:26 ||

Trafic Group: | (=]

Period: Click any of the buttons to view time type, Last hour, Last day, Last week, Last
month or Last year and specify the start and end date/time of the time range.

Traffic Group: Click to select traffic group

Go: Click the button to inquiry and generate results

FiER o SHiEE

DefaultfRFEIRE SR EE

ad2 sangfor.com FoER

08:00 08:04 08:08 08:12 08:16 08:20 08:24 08:28 08:32 08:36 08:40 08:44 08:48 08:5Z 08:56

Export: Click the button to export chart based on the above criterial then save the statistics
as PDF file.
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Chapter 5 Objects

The objects are referenced by link and server load balance settings, including Local IP group,
IP group, schedule and custom web page.

5.1 Local IP Group

A local IP group is a collection of IP addresses on internal network and referenced in
policy-based routing settings. To view and configure local IP group, navigate to Objects >
Local IP Group.

Local IP Group
=+ add ¥ Delete =pImport {f*Export [ ,0
] mname IF Range
Fage f0 Entries Fer Fage: %‘ 0/100 entries

To remove a local IP group, select the IP group and click Delete.

To add a new local IP group, click Add.

Local IF Group

Basics

Name | |

Others

IP Address |Single IP v |
IPAddress! || Add |

Delete
0/100
Cancel ‘ ‘ OK
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The following are the properties of a local IP group:
Name: Give the local IP group a distinguishable name.

IP Address: Specifies the IP address or range of the IP group. Either IPv4 or IPv6 address
support. Mix of IPv4 and IPv6 addresses is not allowed). Type the IP address(range) and click
Add to add it to the address list. To remove an entry, select the entry and click Delete.

To save the settings, click OK; to give up the settings, click Cancel.

To import local IP groups in csv file, click Import to enter the following page:

Local IF Group

Import
File | |Elruwse...
Download CS\ File Example

Cancel | | Impaort ‘

Click Browse, select the csv file and click Import. In the CSV file example file, there are IP
group examples, you can download the file and upload it again after changing the IP groups
into required format.

To export the IP groups as CSV file, click Export.

5.2 Configuring IP Group

IP group is a collection of [P addresses of the same category including ISP, Continent, Region and
Auto Update.

5.2.1 ISP IP Group

IP groups in ISP tab are IP addresses/ranges of Internet Service Provider(ISP), mainly used for
policy-based routing configuration.

ISP Continent | Region Auto Update

=+ Add ¥ Delets =g Import [ Export

[l mname WHOILS Flag

Fage 1 | Jo Entries FPer Fage: Eﬂ .%‘ 0/20 entries
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To remove IP group of an ISP, select the entry and click Delete.

To add IP group for a new ISP, click Add and configure the fields in the following picture:

ISP Continent | Region Auto Update

Basics

Name |

Others

IP Range |- || Add |
0/10000

WHOIS Flag | || Add |

Import

Select File | | Browse. .

Name: Specifies the ISP name.
IP Range: Specifies the IP addresses/ ranges of the ISP.

WHOIS Flag: Specifies the WHOIS flag corresponding to the ISP IP group, so that IP address
of different ISPs can be distinguished. To add an entry, type the flag of address and click Add.
To remove an entry, click the entry and click Delete.

To import IP groups from file, click browse a .txt file (ANSI encoding) and upload on to the
ADC through the Import > Select File field.

To save the settings, click OK; to give up the settings, click Cancel.

5.2.2 Continent IP Group

IP groups in Continent tab are IP addresses/ranges in the counties in each continent, which
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are North America, Europe, Latin America, Africa and Asia-Pacific.

= | : -]
Continent [T | | Auto Update |

m

Countries  IP Ranges Countries 1P Ranges

..: I‘ | IIIJ

Countries  IP Ranges

Countries IP Ranges Countries [P Ranges

To view the countries on a continent, click Countries.

; T r o [ -7 (e PO |
Continent I Region | | Auto Update |
Basics
Continent Asia-Pacific
Others
1P Range | |—| | | Add |
1.0.0.0-1.0.0.255 2 Delete
1.1.1.0-1.1.1.255 = I—‘
1230123255
1400140255
1.9.0.0-1.9.255 255
1.10.10.0-1.10.10. 255
1.11.0.0-1.19.255 255
1.21.0.0-1.31.255 255 b
1566/10000
Select File | | Browse...
Cancel | | QK |

Continent: Indicates the continent on which the state is on.

IP Ranges: Specifies the IP addresses/ranges in the state. To add an entry, enter the IP range
and click Add. To remove an entry, select the entry and click Delete.

Select File: Browse a .txt file (ANSI encoding) to upload the IP ranges on to the ADC.
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To save the state settings, click OK; to give up the state settings, click Cancel.

To view the specific addresses on the continent, click IP Ranges. Take North America for
example. Click Countries:

| ISP Continent | Region Auto Update

4= Continents Cuntinent:W

Country Abbr Operation
Anguilla Al Edit
Antigua and Barbuda AG Edit
Bahamas BS Edit
Barbados BB Edit
Belgium BE Edit
Bermuda BM Edit
Canada cA Edit
Cayman Islands KY Edit
Grenada GD Edit
Guadeloupe GF Edit
Guam GU Edit
Jamaica M Edit
Luxembourg LU Edit
Montserrat MS Edit
Puerto Rico PR Edit
Saint-Martin MF Edit
St. Kitts Newis KN Edit
St. Lucia = Edit
St. Pierre Mequiglon FM Edit
5t Wincent the Grenadines Ve Edit

Fage /2 P M Entries Per Page: !—20—| P

Above are the countries on the continent North America. To view countries on another

continent, select the continent name form the pull-down list. Export option is added.

To view IP ranges on a specific country, click on the country name. Take Anguilla for example:
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| ISP Continent | Region Auto Update
&= Country Continent:| North Amegga v Cuuntry:fkr‘lguﬂla | 4 New State X Delete

] | state

Fage 1 /0 Entries Per Fage: @ 0/100 entries

To go back to the continent list, click Continents.

To change to another continent, select the continent name from the Continent pull-down
list.

To change to another country, select the country name from the Country pull-down list.

To add to state for a country, click the New State button to enter the following page:

ISP Continent Region Auto Update

Basics

Continent |Nnrth Armnerica V|

Country |Angui|la V|

State | |

Others

IF Range | |-| | | Add |
204 14 245 0-204 14 255 255 Delet
208 66 48 0-208 66 55 255 Ii‘
2/10000

Select File | |Elruwse...

Cancel ‘ ‘ Ok ‘

Continent: Indicates the continent on which the state is on.
Country: Indicates the country on which the state is in.
State: Specifies name of the state in the country.

IP Ranges: Specifies the IP addresses/ranges in the state. To add an entry, enter the IP range
and click Add. To remove an entry, select the entry and click Delete.
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Select File: Browse a .txt file (ANSI encoding) to upload IP ranges on to the ADC.

To save the state settings, click OK; to give up the state settings, click Cancel.

5.2.3 Region IP Group

IP groups in Region tab are IP addresses/ranges in regions. A region is distinguished from
other regions by WHOIS flag and IP ranges.

| 1P Continent Region Auto Update

== Add ¥ Delete

[0 wame Description

Fage 1 /0 Entries Per Page: !20 @ 0/100 entries

To add a new region, click Add to enter the following page:
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Basics

Name

Diescription

Others

Region |Asia-Pacific  |[-Country-  v||-State- ]

[ ]
| ' IE [ Add |

IF Range

Import

Select File Browse..,

Name: Enter a name for the region.
Description: Give the region a brief description.
Region: Select the continent, country and state where the region is located.

IP Range: Specifies the IP range of the region. To add an entry, enter the IP range and click
Add. To remove an entry, select the entry and click Delete.

Select File: Browse a .txt file (ANSI encoding) to upload IP ranges on to the ADC.

To save the settings, click OK; to give up the settings, click Cancel.

5.2.4 Auto Update of Region IP Ranges

If WHOIS server is configured, IP groups in regions can be updated periodically based on the
WHOIS flag in that region.
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| ISP Continent | Region Auto Update

Update
Auto Update @ Enable () Dizable
WHOIS Server lwhais_apnic_net |
Update Frequency |E\.-'Er'_|,-‘ week V|
Last Updated 2011-06-05 04:22:07
Last Mes=age 0 ISP= are updated recently

Ok

The following are the contents on the Auto Update tab:
Auto Update: Select Enable to enable automatic update
WHOIS Server: Specifies the WHOIS server to update IP range in each region.

Update Frequency: Specifies how often the regions are updated, every day, every week or
every month.

Last Updated: Indicates the last time regions are updated.
Last Message: Indicates the message for last auto update.

To save the settings, click OK.

5.3 Configuring Schedule

A schedule is a combination of time segments, which can be referenced by policy-based

routing.
=+ Add ¥ Delete
O  wame Description
All day All day

Fage 1 | f1 Entries Per Pags: 20 ..%‘ 1/50 entries

To remove a schedule, select the entry and click Delete. However, predefined schedule
cannot be deleted.

To add a new schedule, click Add to enter following page:
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Basics

Mame | |

Description | |

Time Range

Al |00 |0f|02|03|04|05|06|07|08|09|10| 11|12 |13 (14|15 |16|17 |18 |19 |20 (21|22 |23

Tue
wed

Thu

Fri

Sat

5un

Days: - Time: - Selected| |Freselected| |[Unselected
| || | | |-| | L] 1 [

| Cancel | | Select | | Deselect | | 0138 |

Name: Enter a name for the schedule.

Description: Give the schedule a brief description.

Select: Click this button to select the preselected time range.
Deselect: Click this button to deselect the preselected time range.

To save the settings, click OK; to give up the settings, click Cancel.

For example, to configure an schedule name Office hours (8:00-12:00am, 14:00-18:00 pm),
select the time range and click OK, as shown below:
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Basics
Mame |Ofﬁce hours |
Description |Of‘ﬁce hours |

Time Range

Days: |I"\-'1cn | - |Fri | Time: |‘.-‘+ 00 | - |13 00 | Wlselected] Jpreselected] |unselected

| Cancel | | Select | | Deselect | | 8]:8 |

+ Add X Delete |
[ mName Description
All day All day
[ | office hours Cffice hours
© Page /1t b M Entries Per Page: = 2/50 entries

5.4 Script Rules

In Objects > Script Rules, you can custom script rules or upload script files from local PC.

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 81



C

I Local IP Group
+ IP Group

b Schedule

r Script Rules

b Custom Webpage

-

Data Center

-

Load Balancing

-

Intelligent DN S

-

Routing

-

Hetwork

-

System

-

Wizard

-

High Availability

Add: Click this button to add script rules, as shown below:

b Status

b Status + Add ¥ Delete SiImport [PExport
} Report [ MName
* Objects | tdua

» Report

* Objects

¥ Local IP Group
» P Group

F Schedule

¥ Script Rules

b Custom Webpage

-

Data Center

¥ Load Balancing

-

Intelligent DNS

-

Routing

b Network

-

System

-

Wizard

-

High Availability

Add

Properties

Name |

Description |

Script Contents

Script Source ® Custom

Script Contents

) File on local PC

| Cancel | | Finish

Name: Enter a name for the script rule.

Description: Give the script rule a brief description.

Script Source: Click Custom to customize script contents or click File on local PC to upload
script file from the local PC.
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Script Contents: Enter script contents using Lua language.
To save the settings, click Finish.

To give up the settings, click Cancel.

5.5 Custom web page

Custom web page is returned in specific situation and referenced by scheduling policy in
Load Balancing > Policy.

Custom Webpage

+ Add ¥ Delete

[ mname Operaticn
200 OK
301 Moved Permanently
302 Mowved Temporarily
400 Bad Regquest
403 Forbidden
404 Mot Found
500 Internal Server Error
501 Mot Implemented
502 Bad Gateway
503 Service Unavailable

|:| test

(ETER AT EAT Al T Al g S

page |1 | ‘h Entries Per Page: 120 e 11/100 entries

To edit predefined web page, click on the name or on the icon in Operation column. Please
note that predefined web page cannot be referenced by schedule policy. You can copy the
contents of the page to create a new one.

To add a new web page, click Add and configure the following fields:
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Custom Webpage

Basics

Mame

Others

Contents

| Cancel | | OK |

Name: Enter a name for the web page.

Description: Give the web page a brief description. Header and content can be configured

separately in Header and Contents fields. Header will be automatically converted from Unix

to DOS.

To save the settings, click OK;

For example, to create a web page returning 502 Bad gateway prompt, you can edit the
predefined one and copy the contents, and then create a new one and paste the contents

into the Contents field.
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Custom Webpage

Basics
Name 502 Bad Gateway_1
Others
HTTE/1.0 502 Bad Gateway »
Server: Microsoft-IIS5/ /7.5
Content-Ivpe: text/html
Connection: Close
<!DOCTYPE html PUBLIC "-//W3C//DID XHIML 1.0
Strict//EN"™ "http://www.w3.oxrg/TR/xhtmll/DTD/xhtmll-
strict.ded"> =3
<html xmins="http://www.w3.0rg/1999/Xxntml">
Contents <heads>
<meta http-eguiv="Content-Tyvpe™ content="text/html;
charsetc=utf-g8"/>
<title>502 - L3 gatewWay OYr proxy server, Wek server
received invalid response.</title>
<3tyle type="text/css">
b
body{margin:0; font-size:.7em; font-family:Verdana, Arial,
Helvetica, sans-serif;background:#EEEEEE;}
fieldset{padding:0 15px 10px 15px:} B
Cancel | |

Unlike custom web page, predefined web page cannot be deleted.
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Chapter 6 Data Center

In Data Center, you can make relevant configurations and view corresponding status of data
center. Data Center contains Overview, Data Center and Local Appliances.

6.1 Overview

In Overview, you can check the status of data center and view corresponding data such as
concurrent connections, new connections and overall throughput, as shown below:

Data Center Status

Auto Refresh: 1 minute Period: | Last 60 minutes [+]

Data centers are operating properiy.

(& weww--1 appliance(s).2 virual semvice(s)

Normal Normal

{5 All Data Centers &) Local Data Center
Access Distribution Connections to Data Center ‘Concurrent Connections New Connections Owerall Throughput
2017-07-19 16:30
:Jr‘\w vy Cancurrent Connections: O
0
07191635 07-1915:40 07-191545 07191550 07191556 07-1916:00 07-1916:05 07191610 07-1916:15 07-1916:20 07-19 16:25 07-191
vy
ADC (1/1) CPU Usage Concurrent Connections | New Connections Overall Throughput oC -
13%
wann-local

Virtual Service (2/2) Concurrent Connections New Connections. Overall Throughput Virtual Servicew

6.2 DataCenter

In Data Center, you can make relevant configurations, as shown below:
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=+ Add X Delete Auto Refresh: 5 seconds
[7] Site Name IP Address
VWYY 140.100.145.123

Delete: Click to delete data center.
Add: Click to add data center, as shown in the following figure:

Basics

Site Name | | (1-63 characters, not containing special characters:& | "', : % < = /\])
Others

| | | Add
-
Address
Delete
Port 358
[ | Cancel | | 0K |

Site Name: Specifies name of the data center.
Address: Specifies address of the data center.
Port: Specifies port of the data center.

6.3 Local Appliances

In Local Appliances, you can configure local appliances, as shown below:

Local Appliances

+ Add X Delete Auto Refresh: 5 seconds
1 | Name IP Address

localhost -

Delete: Click to delete local device.

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 87



Add: Click to add local appliances, as shown in the following figure:

i Local Appliances

Edit

— Basic Properties

— Name |Iocalhost | (1 - 63 characters, not containing any of the following special characters: & | "', % <>/
4 | [ ]

IP Addresses

Delete
n Communication Port |'IG‘I
1 Cancel | ‘ Finish |

Name: Specifies name of the local appliance.

IP Address: Specifies IP address of the local appliance.

Communication Port: Specifies communication port of the local appliance.
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Chapter 7 Load Balancing

Load balancing configuration makes application delivered to external network efficiently and
flexibly.

7.1 Configuring Service

The services are service types that the delivered applications are in, and often referenced by
policy and virtual service settings.

} Status = Add X Delete
} Report [0 name Type Port
b Objects http HTTP 80
~ Load Balancing smtp TCP o5
~ pop3 TCP 110
; dns DNS 53
P OWAN Link
https HTTES 443
Persistence sl a5 443
¥ Node Monitor imap_ssl S50 5993
b el ool smtp_ss| S5L 465
v pop3_ss| SSL 995
¢ Intelligent DNS radius_auth RADIUS 1812
¥ Routing radius_acct RADIUS 1813
b Network ftp FTP 31
b System
» Wizard Page U_| 1 Entries Per Page: |_2_U_| rf\,“:‘ 12/100 entries

To remove a service, select the service and click Delete. note that predefined services cannot
be deleted.

If you cannot find the desired service type in the predefined services, edit the predefined
service or click Add to create a new one on required port. Suppose you need to provide HTTP
service on TCP port 81. You can edit the existing HTTP service or create a new one on port
81.
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Service

Select Service Type
O Tce
O upe
® HrTe
O HTTRS (HTTP based on S5L protocol)
© ssL (For encaps=sulating erdinary TCP data, able to be used by SMTP, FOP3, IMAF)
O Radius
© bns
QO rre

| Cancel | | Mext |

To create a new one, perform the following steps:
Click Add and select service type HTTP.

Click Next and specify the following properties.

Basics
MName | |
Type HTTP
Port | | | Add |
Delete
Port
Cancel ‘ | 8]2%

The following are the basic properties of a service:
Name: Give it a distinguishable name.
Type: Indicates the service type.

Port: Specifies the service port. To add a port entry, enter the port number and click Add. To
remove a port entry, select the entry and click Delete. Port should be between 1 and 65535.
A maximum of 16 entries allowed.

To save the settings, click OK; to give up the settings, click Cancel.

gy 0

¥
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Unlike custom service, predefined service cannot be deleted.

7.2 WAN Link

WAN link is used to deliver application, and referenced by virtual IP pool and virtual service

settings.
WAN Link
o= Add ¥ Delete _,0
0  mame IP Address
[] | ipgrp-aute 114.100.115.86
Fage /1 Entries Per Page: (20 f 1/100 entries

To search for a specific WAN link, enter the link name into the text on the upper right corner
and click search icon.

To remove a WAN link, select the link and click Delete.

To create a new WAN link, click Add and configure the following fields:

WAN Link

Basics
Marme | |
IP Address | | | Add |
Selected LAyailable
IP Group wan
[€ /| 11410011586
12
(& maximum of 32 IP addresses are allowed)
Show the public IF in Network = Interfaces
| Cancel | | (8138 |

The following are the properties of a WAN link:
Name: Give it a distinguishable name.

IP Address: To add an IP address, enter the IP address and click Add to add it into the IP
group field. To select a WAN link IP address, click the item and the < arrow button to move it
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into the Selected box from the Available box. To remove a selected WAN link, select the item
and click the > arrow button.

Show the public IP in Next > Interface: Select this option, and the public IP of interface will
be seen in the specified page.

To save the settings, click OK; to give up the settings, click Cancel.

7.3 Session Persistence

Session persistence is the ways that application delivery employs. It is referenced by node
pool settings.

== Add X Delete
|:| Mame Type
Fage l_1 fi Entries Per Fage: LQ_U Li;“,?‘j 1/50 entries

To remove a session persistence, select the entry and click Delete.

To create a new session persistence, click Add.

Type
® sourcelP
O cookie
2 HTTP Header
O radius
QO ssL SessionlD

| Cancel | | Mext |

Specify type of session persistence, Source IP based, Cookie based, HTTP Header based,
Radius based or SSL SessionID based.

7.3.1 Source IP Session Persistence

Properties of Source IP based session persistence are as follows:

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 92



I Session Persistence

Basics
Name ! ! (1-63 characters, not containing any of the following special characters & | "', : % < = [ \)
Type SourcelP
e,
Timeout 85400 || seconds EI
Others
IPv4 Address Metmask ‘32 1
IPvE Address Prefix ‘128 ‘
Prefer Busy Node @ Enable © Disable
| Cancel | | 0K |

Name: Give it a distinguishable name.
Type: Indicates the SourcelP type of session persistence.
Timeout: Specifies the timeout of session persistence, in second, minute,hour,day.

IPv4 Address Netmask: Specifies the netmask of client IPv4 address that employs Source
IP-based session persistence.

IPv6 Address Prefix: Specifies the prefix of client IPv6 address that employs Source IP-based
session persistence.

Prefer Busy Node: You can select Enable to enable session persistence on busy node or
select Disable to support session persistence regardless of whether the node is busy or not.

To save the settings, click OK; to give up the settings, click Cancel.

7.3.2 Cookie Session Persistence

Properties of Cookie based session persistence are as follows:
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Basics

Mame | | [1-83 chara:
Type Cookie

Perziztence Mode |InSEI“t E[

Cookie Mame | |

Dromain Dromain: | _I
Path |/ |
Se==zion Cookie @ Enable ) Disable
HttpCnly ) Enable ® Disable
Settings
Frefer Busy Mode @ Enable ) Disable
Cancel | | oK

Name: Give it a distinguishable name.
Type: Indicates the type of session persistence.

Persistence Mode: Indicates the persistence method of Cookie. Options are Insert,
Passive(interface) and Rewrite. For Insert method, when the ADC receives response from
server, it insert a Set-cookie field in the header of the HTTP response. The field includes the
following contents: Cookie name, domain, path and timeout. For Passive mode, after
analyzing the Set-cookie field in the header of HTTP response and finding the Cookie
information, the ADC remembers the Cookie and server information and use on next
scheduling. For Rewrite method, the ADC rewrites Cookie name in Set-cookie in the header
of HTTP response and inserts the server information, to achieve persistence based on server
information when sending request.

Cookie Name: Specifies the Cookie name returned to client based on this persistence. Please
note that cookie name for different persistence must not be the same.

Domain: Specifies domain name so that the cookie persistence is also applicable to the
sub-domains. This is necessary when virtual service is delivered, but sub-domains also need
to be visited. For example, virtual server www.test.com is delivered to external network.
When users visit the sub-domain news.test.com, this persistence is not applicable, and
scheduling needs be performed again without ensuring positive result. By configuring the
domain here, you will have persistence also applicable to access to the sub-domains.

Session Cookie: Select Enable to enable session-based cookie.
HTTP Only: Select Enable to enable HTTPOnly or select Disable to disable HTTPOnly.

Prefer Busy Node: Select Enable to enable session persistence on busy node or select
Disable to support session persistence regardless of whether the node is busy or not.
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To save the settings, click OK; to give up the settings, click Cancel.

7.3.3 HTTP Header Session Persistence

Properties of HTTP Header based session persistence are as follows:

Session Persistence

Basics

Name

Type HTTP Passive

General

Persistence Mode | Passive Respanse |Z|

Prefer Busy Node @ Enable ' Disable

Matching Contents in Request

Request Header Name |

Request Keyword

SID Query Position | Header |Z|
|
|
|

Request Offset |
Request End Character |

|[_Add
[petedd
{Up to 4 entries)

Response Header

SID Study Position | Header |Z|

Response Header Name | \

Response Keyword | ‘

Response Offset | ‘

Response End Character | |
i Add

Name: Give it a distinguishable name.
Type: Indicates the HTTP Passive type of session persistence.

Persistence Mode: Select Passive Request or Passive Response to achieve session
persistence based on a field in request or response.

Prefer Busy Node: Select Enable to enable session persistence on busy node or select
Disable to support session persistence regardless of whether the node is busy or not.

SID Query Position: Select Header, URL or Body.

Request Header Name: Specifies header name in HTTP request.

Request Keyword: Specifies the keyword in request.

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 95



Request Offset: Specifies the offset in the request starting from keyword.

Request End Character: Specifies the end characters of keyword in the request.
SID Study Position: Select Header or Body.

Response Header Name: Specifies the header name in the HTTP response.
Response Keyword: Specifies the keyword in response.

Response Offset: Specifies the offset in the response starting from keyword.
Response End Character: Specifies the end characters of keyword in the response.
Timeout: Specifies the timeout of session persistence, in second.

To save the settings, click OK; to give up the settings, click Cancel.

7.3.4 RADIUS Session Persistence

Properties of RADIUS based session persistence are as follows:

Basics

Mame | (1-63 cha

Type Radius

Others

Attribute 1D User-Mame B |1 |

Timeout 11 !-E}rs |:I

Prefer Busy Node @ Enable T Disable
Cancel oK

Name: Give it a distinguishable name.
Type: Indicates the type of session persistence.

Attribute ID: Specifies which Attribute attribute value is persistence is based. You can select
a built-in attribute and ID or specify a new ID.

Timeout: Specifies the timeout of session persistence, in second.
Prefer Busy Node: Select Enable to enable session persistence on busy node or select

Disable to support session persistence regardless of whether the node is busy or not.
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To save the settings, click OK; to give up the settings, click Cancel.

7.3.5 SSL Session ID

Properties of SSL Session ID based session persistence are as follows:

Basics
MName | | {1-63 characters, r
Type S5L Ses=ianID
Timeout !1 ||E}I'S :l
Settings
Frefer Busy Mode @ Enable @ Dizable
Cancel OK

Name: Give it a distinguishable name.

Type: Indicates the SSL SessionID type of session persistence. This type of persistence makes
sure that SSL requests from a user can be scheduled to a same server.

Timeout: Specifies the timeout of session persistence, in day.

Prefer Busy Node: Select Enable to enable session persistence on busy node or select
Disable to support session persistence regardless of whether the node is busy or not.

To save the settings, click OK; to give up the settings, click Cancel.

7.4 Node Monitor

Node monitor probes status of node that launches applications. It is referenced by node pool
settings.

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 97



Navigation Mode Health Monitor

' Status =+ Add ¥ Delete
» Report [0 mWame Type
| » Objects ping ICMP
* Load Balancing pinge ICMPVE
e connect_tcp CONNECT(TCF)
connect_udp CONMNECT{UDF)
F WAN Link
http HTTP
¥ Persistence ftp TP
pop3 CONNECT(TCP)
b Node Pool smtp CONNECT(TCF)
imap CONNECT(TCF)
rSSL
tis1.0 CONNECT(TCP)
¥ Policy =s13.0 CONNECT(TCE)
F Virtual Service sAmp SNMP
» Intelligent DNS dns DNS
» Routing radius_auth Radius
TR radius_acct Radius

To remove a node monitor, select the monitor and click Delete. Please note that predefined
monitors cannot be deleted. To add a new monitor, click Add to enter the following page:

I roce e o |

Type
@ 1cmp ) TCP partially open connection
@ 1CMPwe ) TCP passive
@ HTTR ) HTTP passive
) CONMECT(TCF) ) Complex moniter
@) CONNECT{UDF) ©) ORACLE database
7l HTTPS ") MSSQL database
CONNECT(SSL) | MYSQL database
FTP ) LDAP
SHNMP ) External Monitor
@ DpNs
) Radius

Select a type and click Next.

7.4.1 ICMP Monitor

For ICMP-based node monitor, the ADC will send an IPv4 ICMP packet to probe status of
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node. The following are the properties about an ICMP-based node monitor:

B noce eatn vono: LMY

Basics
MName {1-63 characters, not containing
Type ICMP
Others
Detection Interval 3 | zeconds
Timeout (2 | seconds
Max Attempts 3
Service IP |°F
Achieve Debug Logs @ ves @ g
Cancel | | 0K

Name: Give it a distinguishable name.

Type: Indicates the type of node monitor.

Detection Interval: Specifies the interval between two node status probes. Unit is second.
Timeout: Expiration of probe duration, in second.

Max Attempts: Maximum number of attempts for probing status of node.

Service IP: Specifies the node IP address being watched. * indicates all addresses.

Archive Debug Logs: Choose whether to archive debug log of the node monitoring. If Yes is
selected, the related debug logs will be store in logs database on the ADC.

7.4.2 ICMPv6 Monitor

For ICMPv6-based node monitor, the ADC will send an IPv6 ICMP packet to probe status of
node. The following are the properties about an ICMPv6-based node monitor:
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[ noce s mono |

Basics

Mame | {1-683 characters, not containing special characters:&

Type ICMPvE
Others

Detection Interval |5 Isec:c-nds

Timeout 2 Jseconds

Max Attempts |3 |

Service IP

Achieve Debug Logs @ ves @ g

| Cancel | | 0K

Name: Give it a distinguishable name.

Type: Indicates the type of node monitor.

Detection Interval: Specifies the interval between two node status probes. Unit is second.
Timeout: Expiration of probe duration, in second.

Max Attempts: Maximum number of attempts for probing status of node.

Service IP: Specifies the node IP address being watched. * indicates all addresses.(It is
standard address fro IPV6)

Archive Debug Logs: Choose whether to archive debug log of ICMPv6-based node
monitoring. If Yes is selected, the related debug logs will be stored in logs database on the
ADC.

7.4.3 Connect(TCP) Monitor

For CONNECT(TCP)-based node monitor, the ADC will initiate a TCP connection to the node,
to probe the status of the node. The following are the properties about a
CONNECT(TCP)-based node monitor:
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Noda Health Manitor

Basics
Nam= { 1-E3charact=rs, nol containing special chamci=ms: & | © R N |
Type CONMECT{TCP)
Others
— s
Dataction Interval |5 zaconds
Timeout 2 | m=comis
Max Alt=mpls |3 !

|x

el
ot _ b ';:-' L)
Advanced
Max Response L=ngth I!Tﬁé_l bry'tes
Send St
Recenre String | |
Cont=nl S=nt Galom
Dimconnection | |
Haxadacimal Mode '.:..'Ygs LT
| Cancel [l | oK |

Service Port: Specifies the ports being watched. You can select default, http, ftp, smtp, pop3,
imap, https or other to monitor the standard port. When other is selected, it is allowed to
specify other ports.

Archive Debug Logs: Choose whether to archive debug log of CONNECT-based node
monitoring. If Yes is selected, the related debug logs will be stored in logs database on the
ADC.

Max Response Length: Specifies the maximum length of contents in response, in byte.
Send String: Specifies the contents sent after connection setup.
Receive String: Specifies the contents must be contained in received packet.

Content Sent Before Disconnect: Specifies the contents sent in the packet before connection
is closed.

Hexadecimal Mode: Choose whether contents sent and received is in hexadecimal.
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7.4.4 Connect(UDP)

For CONNECT(UDP)-based node monitor, the ADC will initiate a UDP connection to the node,
to probe the status of the node. The following are the properties about a
CONNECT(UDP)-based node monitor:

Kod= He=alth Monitor

pecisl charmcters: B "', =% = > /\]

Typ= CONNKECT{UDP)

=
Timeout 2

Max Att=mpls |

Service IP

Max Response Length izﬂ"k:-' tytes

Service Port: Specifies the ports being watched. You can select default, http, ftp, smtp, pop3,
imap, https or other to monitor the standard port. When other is selected, it is allowed to
specify other ports.

Archive Debug Logs: Choose whether to archive debug log of CONNECT(UDP)-based node
monitoring. If Yes is selected, the related debug logs will be store in logs database on the
ADC.

Max Response Length: Specifies the maximum length of contents in response, in byte.
Send String: Specifies the contents sent after connection setup.
Receive String: Specifies the contents must be contained in received packet.

Content Sent Before Disconnect: Specifies the contents sent in the packet before connection
is closed.
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Hexadecimal Mode: Choose whether contents sent and received is in hexadecimal.

7.4.5 HTTP Monitor

The following are the properties about an HTTP-based node monitor:

Node Health Monitor

Basics

Mame

Type HTTE

Others

Detection Interval IE seconds

Timeout |2 seconds

Max Attempts 3

Host 1P [

Service Port iBU

Archive Debug Logs @ ves @ no

Advanced

Reguest URL |,’ |

Response State Code IEDD;3DZ |
| Cancel | | DK |

Service Port: Port of HTTP service. Default is 80.

Request URL: Specifies the URL that can be identified automatically and watched. The
following are URL examples: a). http://www.abc.com; b). www.abc.com; c). /a/b

Response State Code: Specifies the response state code of HTTP server. This can give hint
that if the server is online or offline.

7.4.6 FTP Monitor

The following are the properties about an FTP-based node monitor:
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lNode Health Maonitor

Basics

MName | {1-63 charactars, not containing special characterst®& | "', 1 % < >/ \ ]

Typ= FTP

Others

Detection Interval 5 seconds

Timeout 2 |se:onds

Max Attempts I3 |

Service IP i*

Service Port |21

Achieve Debug Logs @) yes C

Advanced

Anonymous @ ves @ no

Usarname adrmnin

Password seessens

Path L«' |

Mods [PAsSIVE [~]
| Cancel | | oK |

Service Port: Port of FTP service. Default is 21.

Archive Debug Logs: Choose whether to archive debug log of FTP-based node monitoring. If
Yes is selected, the related debug logs will be store in logs database on the ADC.

Anonymous: Choose whether to log in to the FTP server anonymously.
Username, Password: Specifies the account used for login to the FTP server.
Path: Specifies path of the FTP server.

Mode: Specifies operating mode of the FTP server.

7.4.7T HTTPS Monitor

The following are the properties about an HTTPS-based node monitor:

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 104



Node Health Monitor

Properties

Name |nttps (1 - 63 characters, not containing any of the following special characters: & | "', : % <> /1)

Type HTTPS

Basic Properties

Interval{second) ] !second(s)
Timeouk 2 isecond(s)
Max Attempts 3 |
Monitored Address g |
Monitored Port @l

Password Cryptographic -
DEFAULT:+SHA:+3DES:+kEDH

Algorithms
Client Certificate [none IZI
Achieve Debug Logs @ Yes @ No
Advanced
Request URL /
Response State Code 1200:304

Cancel ‘ | Finish

Monitored Port: Specifies monitored port. Default is 443.

Request URL: Specifies the URL that can be identified automatically and watched. The
following are URL examples: a). http://www.abc.com; b). www.abc.com; c). /a/b

Response State Code: Specifies the response state code of HTTP server. This can give hint
that if the server is online or offline.

7.4.8 Connect(SSL) Monitor

Connect(SSL) is used to monitor on service nodes that use SSL encryption,as shown in the
following figure:
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B oce neatn oo |

Properties
MName connect_ssl {1 - 63 characters, not containing any o
Type CONNECTISSL)

Basic Properties

Interval(second) |5 |second(s)
Timeout |2 |second(s)
Max Attempts |3 |

Maonitored Address

i |

Monitored Port |* ||*defau|t |Z|

Password Cryptographic

DEFAULT +SHA +3DES +kEDH |

Algorithms

Client Certificate |n|:|ne |E|
Achieve Debug Logs @ Yas @ No
Advanced

Max Length of Response |2[]48

Send String

Receive String | |

Content Sent Before

Disconnectionion

Hexadecimal Mode @ yes @ No

| Cancel | | Finish |

Monitored Port :Click it to select http,tp/smtp/pop3/imap/https or other type port,and

when you select other you can custom port

Client Certificate is used to whether submitting client certificates for authentication when
configuring HTTPS monitoring.Certificate configuration refer to Chapter 6.6 for details.
Client Certificate is used to whether submitting client certificates for authentication when
configuring HTTPS monitoring.Certificate configuration refer to Chapter 6.6 for details.
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7.4.9 SNMP Monitor

The following are the properties about an SNMP-based node monitor:

Basics

Name |

Type SHMP

Others

Detection Interval _5 seconds
Timeout [2 _: seconds
Max Retriss 3

Service IP :*

Service Port 151 |

Achieve Debug Logs Orves O e
Advanced

Search Password public

CPU Usage Threshold a0 %y

CPU Weight [3

Mernory Usage Threshold :?U £

Memory Weight 2

Dizlc Uzage Threshold |90 | %

Disk Weight -1

Service Port: Specifies the ports being watched. Default is 161.

Archieve Debug Logs: Choose whether to archive debug log of SNMP-based node
monitoring. If Yes is selected, the related debug logs will be store in logs database on the
ADC.

Search Password: Specifies the community string. Default is public. You can also set it to
some other value according to your specific case.

CPU Usage Threshold: Specifies the upper limit of CPU usage. If CPU usage exceeds this
threshold, the node is thought busy.

CPU Weight: Specifies the weight of the CPU, which is used in node load balancing mode
Dynamic feedback (Refer to 6.5 Node Pool for details).

Memory Usage Threshold: Specifies the upper limit of memory usage. If memory usage
exceeds this threshold, the node is thought busy.

Memory Weight: Specifies the weight of the memory, which is used in node load balancing
mode Dynamic feedback (Refer to 6.5 Node Pool for details).

Disk Usage Threshold: Specifies the upper limit of disk usage. If disk usage exceeds this
threshold, the node is thought busy.
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Disk Weight: Specifies the weight of the disk, which is used in node load balancing mode
Dynamic feedback (Refer to 6.5 Node Pool for details).

7.4.10 DNS Monitor

The following are the properties about a DNS-based node monitor:

Basics

Mame

Type DNS
Others

Detection Interval 5 seconds
Timeout [2 seconds
Max Retries 3

Service IP
Service Port 5._?;
Query Domain

Match IF/Diamain

Achieve Debug Logs O ves @& No

Service Port: Specifies the ports being watched. Default is 53.
Query Domain: Specifies the domain name sent to DNS server for resolution.

Match IP/Domain: Specifies the address to check if returned information from DNS server is
matching. If address is IPv4 address, monitor requests A record. If address is IPv6 address,
monitor requests AAAA records. If address is domain name, monitor requests CNAME record.
If address is *, monitor requests ANY record.

7.4.11 RADIUS Monitor

The following are the properties about a RADIUS-based node monitor:
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Basics

Mame

Type Radius

Others

Detection Interval 5 seconds
Timeout 2 | =econds

Max Retries 3

Service IP B

Service Port '.1_312

Request Type | Authentication »

Username .

Password

Authentication ;-F';&.F' bt

Secret [

Achieve Debug Logs Oves & Na
Advanced Properties

Attribute ID [Custom v|[
Attribute Type -_C_haracter st-riiﬁ_g b

Attribute Value
Delete

Service Port: Specifies the ports being watched. Default is 1812.
Request Type: Options are Authentication and Accounting.
Username, Password: Specifies the account for configuring RADIUS authentication request.

Authentication: Specifies the encryption method used in RADIUS authentication request.
Options are PAP and CHAP.

Secret: Specifies the password used during RADIUS authentication.

Archive Debug Logs: Choose whether to archive debug log of RADIUS-based node
monitoring. If Yes is selected, the related debug logs will be store in logs database on the
ADC.

Attribute ID: Specifies the ID of RADIUS attribute. Attribute can be specified.

Attribute Type: Specifies the RADIUS attribute on the server. Options are Character string,
Decimal string, Hex string, IP address(v4) and IP address(v6).

To save the settings, click OK; to give up the settings, click Cancel.
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7.4.12 TCP Partially Open Connection Monitor

The following are the properties about a TCP partially open connection based node monitor:

Basics

Mame

Type TCF Fartially Open Connection

Others

|

Detection Interval | seconds

Timecout | seconds

Max Retries

Service IP
Service Port {* [|* default (s

Achieve Debug Logs O ves ® o
Advanced

Source Address

Service Port: Specifies the ports being watched. You can select default, http, smtp, pop3,
imap or ftp to monitor the standard port, or specify other ports.

Source Address: Specifies the source IP address of the monitor. It must be IPv4 address of
AD network port that watches the node.

7.4.13 TCP Passive Monitor

The following are the properties about a TCP passive-based node monitor:
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Basics

MName |

Type TCFP Fassive

Others

Period 110 seconds ¥
Type |RST packet

Upper Limit ;1U_UUUU_

Action | Overload protec »

Protection Time |30 ||=econds v |
Action Change ) Node gets offline If overload protection fails & Disable
Achieve Debug Logs O ves @ no

Period: Specifies the period for statistic for monitor.
Type: Select TCP event type to monitor including RST packet and Zero window.

Upper Limit: Deploy the upper limit that the specified TCP events occurring during the
statistical period, otherwise strike node action

Action: Specifies the action if the above upper limit is reached, Overload protection or Node
gets offline.

Protection Time: Specifies the above action execution time.

Action Change: Select Disable, or Node gets offline if overload protection fails if number of
attempts of closing connection by RST packet reaches the upper limit.

Action Change is used to set whether the monitor implements node offline action after
setting in the implementation of overload protection protection over time but node status is
still busy.

7.4.14 HTTP Passive Monitor

The following are the properties about an HTTP passive-based node monitor:

Click HTTP passive-based node monitor to monitor state monitoring node by monitoring the
HTTP request response status code,as shown in the following figure:
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MName

Type HTTF Fassive

Others

Check URL : [ Add ]

Achieve Debug Logs O vez: ® no

URL Inactivation

|

301 A
302 |
400
Response State Code 1€ jgj
2/ |500
501
502 e
Response Timeout 5 seconds
Mode Inactivation

Period 1 % | seconds

Anomaly URL Count 1U|:|l:|l:|
Response State Code: Specifies the state code in response to check whether URL is invalid.
That is to say, when this state code in response is matched, the URL is thought invalid.

Response Timeout: Specifies the timeout to receive response. If no response is received in
due time, the URL is thought invalid.

Period: Specifies the period for checking URL validity.

Anomaly URL Count: During the specified period, if number of anomaly URL reaches this
value, the node is though invalid.

7.4.15 Complex Monitor

The following are the properties about a Complex monitor:

Click Complex monitor to select a series of monitors combination and monitor on nodes,as
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shown in the following figure:

Basics
MName |
Type Complex Monitor
Others
Selected Available
' i A
ping |
73 ping6
MG connect_tcp
i N connect_udp
http
fip
. pap3 |
(& maximum of Tips: ping and snmp cannct watch the node on a same IF address but different ports.

O all are satisfied
O-Z'\n'_v' one is satisfied

@'Specified

Complex Monitor
Activation

Help me generate expression
Achieve Debug Logs O ves @ o

Monitor: Select more than one monitors from the available monitor list.

Complex Monitor Activation: If All are satisfied or Any one is satisfied is selected, all or any
of the selected monitors must be satisfied. You can also select Specified to require specified
monitor satisfied(which could be with OR or AND logic).

Click the icon to select and insert a selected monitor; click the icon to insert an
AND into the statement; click the icon to insert an OR into the statement; click the

icon to insert a parenthesis.

Once the statement is completed, click Help me generate expression button to generate the
expression

Archive Debug Logs: Choose whether to archive debug log of complex node monitoring.

7.4.16 MYSQL Monitor

The following are the properties about a MYSQL-based node monitor:
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[ noce reain ronicor | —

Tips: SQL statement should better be executable statement that requires little performance and queries for small volume of data.

Basics

Name :f:_ i (1-683 characters, not containing special characters:& | "', 1% <> /1)
Type MSSAL

Others

Detection Interval 'ég ]seconds
Timeout 160 | seconds

Max Attempts |3 I

Service IP i;‘ i
Service Port |* g defaul_t_::B
Username jadmin i |

Password ----- |

Database Name | |

Achieve Debug Logs JYes @ No

Advanced

Send String

Result Location | Row |column

Receive String | |

| Test Connectivity | | Cancel | | OK |

Detection Interval: Node Health monitor node to obtain the state of the node frequency, is
just after how long to monitor relative to the previous monitoring

Timeout: Timeout of node health monitor node execution

Max Retries: Maximum number of execution attempts after exiting because of timeout or
other abnormal situations.

Service IP: Specifies the IP address of MYSQL database or * (indicates all addresses).

Service Port: Specifies the ports or MYSQL database. Default includes ports of ORACLE,
MSSQL and MYSQL. To set it to port of other database, select other and enter the port
number.

Username, Password: The account used to log in to the database and execute the SQL
statement. It must have the privilege to execute SQL statement.

Database Name: Specifies name of the database against which SQL statement is executed.
Archive Debug Logs: Choose whether to archive the related debug logs.

Send String: Specifies the SQL statement,please try to use executable SQL statement do not
wear performance and with small data size.

Result Location: Specifies where should the result be located in the returned data.

Receive String: Specifies what contents should the returned result of SQL statement
execution contain.

To save the settings, click OK; to give up the settings, click Cancel.
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Test Connectivity is used to test database connections,input server address and port,click
Test to test and show results.

7.4.17 LDAP Monitor

The following are the properties about a LDAP node monitor:

Node Health Maonitor

Properties

Name I" | (1 - 63 characters, not containing any of the following special characters: & | "', : % <> /\)

Type LDAP

Basic Properties

Interval(second) 5 !second(s)

Timeout ,2 !second(s)

Max Attempts lS_ !

Monitored Address It |

Maonitored Paort i" \ | * default |Z|

Username |admin |

Password : ----- |

Base DN | |

Search Filter | |

Security EM,”E,B

Mandatory Attributes © Yes @ No

Chase Referrals @ ves ' No

Achieve Debug Logs ) Yes @ Mo
Cancel ‘ | Finish

Username indicates user name if monitored goal needs authentication.

Password indicates password if monitored goal needs authentication.

Base DN indicates the location in LDAP tree when health test is started from monitor,such as

dc=bigip-test,dc=net.

Search Filter : Monitor search for specified LDAP secret key such as objectclass=*.

Security specifies the security protocol type to connect with goal.

Mandatory Attribuates indicates whether the goal must contains attributes in the response.

Chase Referrals indicates whether it will convert after receiving LDAP quotations ,default

choice is positive.
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Archive Debug Logs will print node health monitor's debug log in service logs.

Click Cancel to cancel this deployment.Click Finish to finish this deployment.

7.4.18 External Monitor

The following are the properties about a Outer Application node monitor:

I e rearn oo L

Add

Properties

Name | (1 - 63 characters, not containing any
Type External Monitor

Settings

Interval(second) |5 | second(s)

Timeout 2 J second(s)

Max Attempts i3 |

Achieve Debug Logs Yes ® No

Execute Command !

Cancel ‘ ‘ Finish

Detection Interval: Node Health monitor node to obtain the state of the node frequency, is
just after how long to monitor relative to the previous monitoring

Timeout: Timeout of node health monitor node execution

Max Retries: Maximum number of execution attempts after exiting because of timeout or
other abnormal situations.

Archive Debug Logs will print node health monitor's debug log in service logs.

Executable code specifies the code monitor executes including inner variable,${rs_ip}
represents ip and ${rs_ip} represents node port.If the nodes are healthy,it will print
"monitor:success" to standard output, otherwise the node are unhealthy.we take java for
example,java -cp /usr/monitor HttpMonitorDemo ${rs_ip} ${rs_port};for python,python
Jusr/monitor/HttpMonitorDemo.py ${rs_ip} $S{rs_port}.(To ensure that the commands run

properly, the Java specifies the search path, and the python uses absolute path )
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Click Cancel to cancel this deployment.Click Finish to finish this deployment.

7.5 Node Pool

A node pool includes a bunch of nodes that are used to deliver applications to external
networks, and specifies the way how server load are kept balanced. Node pool is often
referenced by policy and virtual service.

Navigation Node Pool

b Status == Add X Delete
» Report [ wame Type MNodes Cperation
» Objects [0  pookauto IPva 1 = [

¥ Load Balancing

Node Menitor ~

|

b Intelligent DNS

» Routing

b Network

b System

P Wizard Page |_1 I f1 Entries Per Page: [20 | 1.3" 1/50 entries

Click node pool name and there comes out a button view node ,then click it to jump to node
list page.

To remove a node pool, select the pool and click Delete.

To view the node members in this node pool, click the Node List icon in the Operation
column.

To clone a node pool and create a new one, click the Clone icon in the Operation column.

To create a new node pool, click Add to enter the following page.
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Basics

MName

Node LB Mode Round robin b
Fersistence nane N
Alternate Persistence |none i
Selected Lyvailable
=
i ping
< ping6
Node Monitor Connect icp
N connect_udp
http
v ftp
pop3 ot
Node Activation At least V:_"l | available ordinary moniters
Recovery Time o | seconds
Warm-up Period U seconds
Enforce Scheduling When
O Enable @ Disable
All Nodes Are Busy
Member Nodes
Start IP |
Nodes 5 .
End IP | |
Port | | weight |1 '

Name: Give it a distinguishable name.

Node LB Mode: Select the load balancing mode for the nodes in this pool. The following are
description of each option:

Round robin: Nodes take turns to undertake load.
Weighted round robin: Load is scheduled to node with higher weight.

Weighted least connections: Load is scheduled to node with higher weight and least
connections.

Least response time: Load is scheduled to the node that takes the least time to respond.

Dynamic feedback: Load balancing is achieved by choosing the node after considering the
SNMP monitoring result, CPU weight, memory weight and disk weight settings in the
SNMP-based node monitor.

Priority: Load is scheduled to the node with higher priority. When node with higher priority
is unavailable, load is scheduled to node with relatively lower priority.

Hash: Based on the specified hash field (such as URL, HOST, etc), hash values are obtained,
and load are then scheduled to the nodes in the pool evenly.

Persistence: This is persistence method. To create or edit persistence, you can go to Load
Balancing > Persistence.

Alternate Persistence: This is the alternative of session persistence. It comes into use when
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the preferred persistence turns invalid.

Node Monitor: Select the monitor and move it from the available monitor list. The selected
monitors will be used to probe node status.

Node Activation: Specifies how many node monitors must give positive result to prove that
the node is available. If All is selected, all the node monitors must give positive result.

Recovery Time: Specifies how long a node can recover to normal to provide service. Before
the node recovers, the ADC does not forward requests to the node immediately after health
check.

Warm-up Period: Specifies the period during which increasing requests are forwarded to the
node and reach the maximum. Once a node recovers, it does not receive all requests
immediately after recovery but takes the load gradually until load reaches the maximum.

Excessive New Connection: choices are Apply scheduling,Put in queue and Set to
scheduling failure and put in queue policy has to deploy queue length and timeout.

Excessive New Connection

) Apply scheduling @ put in queue (2 Set to scheduling failure
Requests
Queue Length | |
Timeout [ ' second(s)

Connections selects All in any status by default which includes the connections of all status
and All in established status which only statistic successful connections is also
supported.Connections show in node status.

Enter the IPv4 or IPv6 address into the Start IP and End IP address fields. Note that IP
address must be either IPv4 or IPv6 addresses. Port is the port for monitoring; if not
specified, it is the same with virtual service port. Weight is useful for Weighted round robin
and Weighted least connection LB mode. Finally, click the Add button to add the
address/port entry. To delete an entry from the list, select that entry and click Delete.

To save the settings, click OK; to give up the settings, click Cancel.

The page after deploying is as shown in the following figure:

+Add X Delete

[ Name Type No
[E]  peol-default IPv4 4
[ | pooli 1Pv4 3
[ pool2 Py 7

des

Click Clone to select part deployments in the node which is in the selected pool and deploy a
new node pool.

The page after deploying is as shown in the following figure:

+3EE KRR
& Eari] Ba T
test IPvd/IFvE 2

P
w

i o s |
TR ]

t 1
test? i 2% 1
t 1

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 119



s I,

@
If you want to make an advanced deployment such as make a constriction on
node's connections,etc,you can edit on defined node in the pool.Node list is used to deploy

nodes in the pool.

If the Node Listicon = is clicked, the following node tab will appear, as shown in the figure

below:
=+ Add X Delete ~" Enable @ Shut Down  =Exit 4=Back
O  address Weight Bre-assign Cookie value
[ | 114.100.115.50:80 15 20111476
H 1 . IE I | 5
Page 1 i1 Entries Per Page: 120 c:f' 1/500 entries

The attributes below Node include Address,Weight and Pre-assign Cookies value.
To enable a node, select the item and click Enable.

To disable or shut down a node, select the item and click Shut Down. Disabled node will still
be active and keep the existing connections but not allow new connections.

To have a node keep the existing connections and session persistences but not allow new
connections before the complete exit, select the item and click Exit. This way of exist does
not interrupt running businesses.

To remove a node from the node pool, select the item and click Delete.

To add a new node into the pool, click Add. Please refer to the following section.

To edit a node, click on the node name to enter the following page:
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Basics

IP Address |
Port [s0
@ Enabled (all traffic allowed)
Status Exit { =es=sicn persistence traffic allowed cnly)
O Disabled/Shutdown (active connection traffic allowed only)
Others
Weight 1
Active Connections a
New Connections/sec U

Association Variable
Health Monitor

Maonitor Type O Inherited from node pool & Specified
Selected Available
: ) i e =
» pingh
connect_tcp
connect_udp
http
? fip
| pop3 [
smtp b

Node Monitor

Node Activation | At least |1 | available ordinary monitors

IP Address: Specifies the IP address of the node. Unlike creating a node, this is not editable.

Port: Specifies the port for delivering applications and it is enabled when monitor type is
CONNECT and monitor port is default.

Status: Specifies the state of the node, Enabled, Exit or Disabled/Shutdown. Disabled node
can keep the exiting active connections but will not allow new connection.

Weight: Specifies weight for load balancing.

Active Connections: Specifies the maximum number of connections could be persisted by
the node. 0 means no limitation.

New Connections/Sec: Specifies the maximum of new connections could be establish with
the node. 0 means no limitation.

Max HTTP Requests Per :Specifies the maximum of HTTP requests could be establish with
the node. 0 means no limitation.

Association Variable: This is the variable rewritten during HTTP header rewriting.

Monitor Type: Specifies whether monitor is inherited from node pool settings or specified. If
Specified is selected, select the monitor from the list.

To save the settings, click OK; to give up the settings, click Cancel.
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IP addresses of nodes in a pool must be the same type, IPv4 addresses or IPv6 addresses.

IPv4 and IPv6 addresses can co-exist.

Attention:Null pool is ok.

7.6 SSL

SSL(Secure Sockets Layer) is used to establish encrypted connection between the
ADC(Application Delivery Controller) and the client.

If the application server has server certificate, you can import that certificate onto the ADC,
to reduce load on the server. If the application server has not server certificate, you can
generate a server certificate with the local CA on the ADC or apply for a third-party
certificate. With a legitimate server certificate, connection between client and ADC can be
encrypted, and therefore access to application is encrypted.

The certificate for encryption can be referenced by virtual service settings.

7.6.1 Generating SSL Certificate

+Add X Delete =UImport [ Export as PEM [Export as DER
] Name Contents Issued .. Company Expiry Time valid To

To remove a SSL certificate, select the item and click Delete. Please note that the SSL
certificate associated with virtual service cannot be deleted.

To import a certificate issued by third-party Certificate Authority(CA), click Import to enter
the following page:
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SSL Certificate CA Certificate CRL

Others
Name (1-63 characters, not containing special characters:& | "', 1% <> /4]
Certificates
Selectad: Available:
Certificate Chain - |*] -
(<]
(>
- | -
Imported 0/32 certificate(s)
Please select a server certificate.
Status : :
Please import a private key.
| Cancel | | oK |

Name: Specifies name of the certificate.

Upload:Click the button and you can import certificate several times.lt supports
pem,der,pkcs12,pkes7,etc(  postfix are  crt/cer/key/pem/der/pfx/p12/pvk/p7b/spc).If
certificate includes password it will prompt you to input password and it won't stop unless
you have input correct password.You can close it by click "x" in the upper right corner.

Certificate Chain is used to select pointed certificate which supports auto-sort.

To create a server certificate, click Add and configure the following:

e | CACertificate | | CRL

Basics
MName | | (1-63 characters, not containing special characters: & | "', : % <= /)
Certificate Type @ self-signed (O Certificate signing request(CSR)

Common Name (CN)

Qrganizational Unit (OU)

Locality (L)

|
|
Organization (0) |
|
|

State or Province (5T)

Country (C) |

Email Address Iadmin

Public Key Type |RSA |Z|

Hash Method | sHA286 [=]
Private Key Size |2[]t18 |Z| bits
Valid Period |5 |ZI Years
Challenge Password | ----- |

Retype Challenge Password | |

Cancel | | Finish
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The following are the contents when the certificate type is Self-signed certificate:
Name: Specifies name of the certificate.

Certificate Type: Specifies what you want to create, self-signed certificate or create a
certificate signing request(CSR) that needs to be sent to and signed by a third-party CA.

Issued To: Specifies whom this certificate is issued to.

Department: Specifies what department the certificate user is in.
Company: Specifies what company or organization the certificate user is in.
City: Specifies which city the certificate user is in.

State: Specifies which state the certificate user is in.

Country: Specifies which country the certificate user is in. It should be two-letter
abbreviation.

Email Address: Specifies email address of the certificate user.

Public Key Type includes RSA,ECDSA and SM2(OSCCA).

Hash Method includes SHA256,SHA1 and SM3(OSCCA).

Valid Period: Specifies after how long a time will the certificate turns invalid.

To save the settings, click OK; to give up the settings, click Cancel.

The following are the contents when the certificate type is Certificate Signing Request:

SSL Certificate CA Certificate CRL

Basics

Name | |

Certificate Type ) self-signed @ Certificate signing request(CSR)

Common Name (CN)

Organizational Unit (OU)

Organization (0]

State or Province (ST)

| |
| |
| |
Locality (L) | |
| |
| |
| |

Country (C)

Email Address

Public Key Type |RSA [=]
Hash Method [sHA256 [=]
Private Key Size | 2048 EI bits
Challenge Password fsnnes i

Retype Challenge Password | |

| Cancel | | MNext |

Name: Specifies name of the certificate.
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Certificate Type: Specifies what you want to create, self-signed certificate or create a
certificate signing request(CSR) that needs to be sent to and signed by a third-party CA.

Issued To: Specifies whom this certificate is issued to.

Department: Specifies what department the certificate user is in.
Company: Specifies what company or organization the certificate user is in.
City: Specifies which city the certificate user is in.

State: Specifies which state the certificate user is in.

Country: Specifies which country the certificate user is in. It should be two-letter
abbreviation.

Email Address: Specifies email address of the certificate user.

Public Key Type includes RSA,ECDSA and SM2(OSCCA).

Hash Method includes SHA256,SHA1 and SM3(OSCCA).

Private Key Size: Specifies size of the private key of server certificate.

Valid Period: Specifies after how long a time will the certificate turns invalid.

Next: Click this button to generate the certificate signing request, as shown in the following
figure:

SSL Certificate CA Certificate CRL

Basics

MIICwiCCAaoCAQAWE TELMAKGAIUEBRMCQ04xCzATBeNVEAzMALAEMA swCAYDVQQH
DATTWjENMAsGA1UECgwEVEVTVDENMASGA1UECwwEVEVTVDEYMBYGA1UEAwwPd3d3
LoNhbmdmb3 TuY29tMRwwGeY JKoZ IhveNAQBF g0xQHNhbmdmb3 TuY29tMIIBI jAN
BgkahkiGOw0BAQEFAAOCAQSAMI TBCeKCAQEAt THO+zNg4 jOMmzzDvax j+NxnjEtf
Z30180z4agD1GFFCMZXf6F Tie jpriEsXuOkm]yWwtrBeYy JfeelEgi1Y+jiofkIn
fwqAfZaqlx4d/ jLTWawc9ocZk1EOeBePTLAQZbUmqtBsDopoIWWodoL /tRnIvndlh
INM jpp8x+/nbl92MtvWT3D3£Q7Du3qQU j5We/ Le6THOKQp JLHI0q+kE jI9C3Q3VEU
2U9P2YSCN8EbewT 1rovPRWnLE6HhthxVysKt6Sx JapFe jnZ2yWEgZaM49L jgR6gXS
+X8oa jpg jBTZhEQILL6XKEftCcFsYdwdWPSFLESKSTT/ cdXs jpBPbst+tkQIDAQAB

Certificate Signing Request

0AAwDAY JKoZ ThveNAQELBOADggEBAT5U0GL /HKVfeSPTB1Mn2DYQICePyDs K2 3a ¥
%109vP20tP5]5vedyDpQGL2/ ++Y/VZATNZ20hEPDeTi ThF95xvBCRSd2aR0hTy3k 4
Export

Signed Certificate Received

| IEra\-‘qs,e ] Import|

\ cancel | oK |

Export as CSR: Click this button to export the CSR contents into a file and send the request to
a third-party CA. Once you get the certificate from the third-party CA, enter this page again
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and import the third-party certificate onto the ADC simply by clicking the Browse, selecting
the certificate file and clicking the Import key.

To save the settings, click OK; to give up the settings, click Cancel.

7.6.2 CA Certificate

To add a new root CA certificate, click Add and enter the following page:

SSL Certificate CA Certificate CRL

Basics
MName (1-63 characters, not containing special characters: & | "', 1% <>
Certificates
Upload
Selected: Available:
Certificate Chain +| 4] A
(£
2
<[] =
Imported 0/32 certificate(s)
Cancel | | OK

Name: Specifies the name of the root CA certificate.

Upload:Click the button and you can import certificate several times.lt supports
pem,der,pkcs12,pkes7,etc(  postfix are  crt/cer/key/pem/der/pfx/p12/pvk/p7b/spc).If
certificate includes password it will prompt you to input password and it won't stop unless
you have input correct password.You can close it by click "x" in the upper right corner.

Certificate Chain is used to select pointed certificate which supports auto-sort.

Select the certificate which support auto sorting and then click OK to add it onto the ADC.

7.6.3 CRL

In this tab, you can specify how CRL(Certificate Revocation List) is obtained and updated.

SSL Certificate CA Certificate CRL

+ Add X Delete =Update
[F Name Access Method

To add a new CRL, click Add and enter the following page:
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SSL Certificate CA Certificate | GRL
Basics
Name | | (1-63 characters, not containing special characters:& | "', 1% <> /)
Others
Access Method |H'I'I'F’ |ZI
URL nttp:f |
Update Interval 6 hours :l
Timeout 10 seconds
Max Attempts 3
‘ Cancel | | oK |

The following are the contents when access mode is HTTP:

Name: Specifies the name of the CRL entry.

Access Mode: Specifies how the CRL is accessed, via HTTP, FTP or uploaded from local PC.
URL: Specifies the URL address of the CRL.

Update Interval: Specifies how often CRL is downloaded from the above address. Maximum
interval is 30 days.

Timeout: Specifies the timeout for updating CRL. If CRL is not obtained in due time, it will try
again.

Max Retries: Specifies the maximum number of update attempts.

SSL Certificate | | CA Certificate CRL
Basics
Name | |
Others
Access Method ||——I'F' |Z|
URL fp:// |
ANonymous @ yes @ No
Username | |
Password | |
Update Interval 6 | | hours |Z|
Timeout seconds
Max Attempts 3

| Cancel | | OK |

The following are the contents when access mode is FTP:
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URL: Specifies the URL address of the CRL.

Anonymous: Select Yes if you allow anonymous login to the FTP server. Or select the No and
specify Username and Password for access to the FTP server.

Update Interval: Specifies how often CRL is downloaded from the above address. Maximum
interval is 30 days.

| SSL Certificate | i CA Certificate | CRL

Basics

Name | |

Others

Access Method | Uploaded from local PC E|

Upload | | Elrowse...|

| Cancel | | DK |

If access mode is Uploaded from local PC, you can select the file and upload it onto the ADC.
To save the settings, click OK.

If access mode is LDAP, as shown in the following figure:

SSL Certificate | CA Certificate | CRL

Basics

Mame |

Others

Access Method | LDAP El
LDAP Idap:// |

Anonymous & ves @ No

IUsername

Password

Update Interval B ﬂ
Timeout seconds

Cancel | | Ok |
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Name: Specifies the name of the CRL entry easy to memorize.
Access Mode: Specifies how the CRL is accessed.
LDAP:Specifies how the CRL is accessed.
Anonymous:Specifies whether you are anonymous.
Username:Specifies username LDAP is accessing.
Password::Specifies password LDAP is accessing.

Update Interval: Specifies how often CRL is downloaded from the above address. Maximum
interval is 30 days.

Timeout: Specifies the timeout for updating CRL. If CRL is not obtained in due time, it will try
again.

Max Retries: Specifies the maximum number of update attempts.

Click OK to save the deployment.

7.6 Policy

7.6.1 Scheduling Policy

A scheduling policy defines to which node pool the requests from specific users are
forwarded.

Scheduling Policy Acceleration Policy HTTP Rewriting S5L Policy Download Control

+ Add ¥ Delets
0 | name Service Action Source IP
[1 | presched http Feturn the specified con... All
Fage 1 | i Entries Per Page: :_20 | r}“ 1/100 entries

To delete a scheduling policy, select the policy and click Delete.

To add a new scheduling policy, click Add and configure the following contents:
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2 3 T E |
Scheduling Policy Acceleration Policy | | HTTP Rewriting | | SSL Policy | | Download Control |

Basics

Mame | |

Others

Service |-- Select - Vl

Source |A|| Vl

Node Pool |—— Select - Vl

Action for Match Failure @Try next one O Drop

| Cancel | | QK |

Name: Give it a distinguishable name.

Service: Specifies the service that may match this policy.

Configuring Scheduling Policy for HTTP Services

1. Navigate to Load Balancing > Policy > Scheduling Policy, and click Add.

2 5 o E |
Scheduling Policy | Acceleration Palicy | | HTTP Rewriting | | SSL Policy | | Download Control |

Basics
Mame | |
Others
Service |htt|:} Vl
Source |f'—\|| Vl
Advanced O Request
® Request line
header
Field VEEION ot
Cefinition |HTTR/1.0 hs
Add
Celzte
Action |Schedu|e in node poal Vl
Node Pool |—— Select - Vl
Action for Match Failure @Tr\r next ane o Drop
| Cancel | | oK |

2. Configure the fields on the above page, as follows:

= Name: Give it a distinguishable name.
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= Service: Select HTTP to have the scheduling policy apply to HTTP service.

= Source: Specifies the address type of applicable source address. Options are All,
Single IP, IP ranges, Subnet and Local IP Group.

= Advanced: Select Request line or Request header and set credential. Request line
could be VERSION, METHOD or URI, while Request header could be HOST, COOKIE,
USER-AGENT or specified field.

= Action: Options are Schedule in node pool, Return the specified content, Close the
connection and Schedule in node pool and rewrite.

| Schedule in node pool o
TR T
Return the specified content
Close the connection

|Schedule in node pool and rewrite

3. If action is Schedule in node pool, specify the node pool to have requests to specific
virtual service from matching users forwarded to that node pool.

Action | Schedule in node pool "
Mode Pool 'pnnl-autn v
Action for Match Failure @Tr',- next one (] Drop

Then specify the Action for Match Failure, so that requests unable matching this policy
could attempt to match the next scheduling policy, or simply be discarded.

If action is Return the specified content, specify the contents you want it returns, which
is predefined in Objects > Custom web page.
Action :.R.efurn the spec:-iﬁ.éc.lncnn.ten't "\.f_

Returned Contents i_test bl

If action is Close the connection, the connection will be close if user is matching.

If action is Schedule in node pool and rewrite, you need to specify the contents in the
following figure:

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 131



Action | Schedule in node pool and rewrite |

Maode Pool |- Select - ¥
Action for Match Failure '@'Try next one C:'D:'cp
Selected Available
|
[ €
Request Rewriting Y
[ e |

Selected Available

Response Rewriting

NI

Node Pool: Select a node pool to have requests to specific virtual service from matching
users forwarded to that node pool

Action for Match Failure: Select an action so that requests unable matching this policy
could attempt to match the next scheduling policy, or simply be discarded.

Request Rewriting: Select request rewriting policy from the available policies, which are
predefined in Load Balancing > Policy > HTTP Rewriting(Refer to Chapter 6.7.3.1 for
details)

Response Rewriting: Select response rewriting policy from the available policies, which
are predefined in Load Balancing > Policy(Refer to Chapter 6.7.3.2 for details)

Configuring Scheduling Policy for TCP Services

1. Navigate to Load Balancing > Policy > Scheduling Policy, click Add and select a TCP
service such as SMTP, POP3, etc., as shown in the figure below:
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Scheduling Policy Acceleration Policy HTTP Rewriting SSL Policy Download Control

Basics
MName
Others

; I |
Service | smtp =
Source |A|| V|
Advanced TCF Stream

Field TCP stream

Definition |_|S V!

Basics [ case sensitive [ reverse definition

el
Add

Delete

Action for Match Success iSchedLllE in node poal Vi
Node Pool |- Select - VI
Action for Match Failure @'Tr'_« next ong O Drop

| Cancel | | OK |

2. Configure the fields on the above figure, as introduced below:
= Name: Give it a distinguishable name.
= Service: Select smtp to have the scheduling policy apply to SMTP service.

= Source: Specifies the address type of applicable source address. Options are All,
Single IP, IP ranges, Subnet and Local IP Group.

= Advanced: Set credential of TCP stream.

= Action for Match Success: Indicates that the selected node pool will have requests
to specific virtual service from matching users forwarded to that node pool.

= Action for Match Failure: Select an action so that requests unable matching this

policy could attempt to match the next scheduling policy, or simply be discarded.

Configuring Scheduling Policy for DNS Services

1. Navigate to Load Balancing > Policy > Scheduling Policy, click Add and select DNS
service, as shown in the figure below:
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Scheduling Policy Acceleration Policy HTTP Rewriting SSL Palicy Download Control

Basics

Mame

Others

Service |d|'|9 V!

Source !f\ll Vi

Advanced Type |SpECiﬁEd b !
Domain | |
Mame

Node Pool [~ Select —- VI

Action for Match Failure l@)Tr',f next one © Drop

| Cancel | | OK |

2. Configure the fields on the above figure, as introduced below:
= Name: Give it a distinguishable name.
= Service: Select dns to have the scheduling policy apply to DNS service.

= Source: Specifies the address type of applicable source address. Options are All,
Single IP, IP ranges, Subnet and Local IP Group.

= Advanced is wused to set inquiry type and inquiry domain name
requirements.Inquiry type includes ALL,A,NS,CNAME.

= Node Pool: Select a node pool to have requests to specific virtual service from
matching users forwarded to that node pool.

= Action for Match Failure: Select an action so that requests unable matching this
policy could attempt to match the next scheduling policy, or simply be discarded.

Configuring Scheduling Policy for HTTPS Services

1. Navigate to Load Balancing > Policy > Scheduling Policy, click Add and select HTTPS
service, as shown in the figure below:
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Scheduling Policy Acceleration Policy HTTP Rewriting SSL Palicy Download Control

Basics
Mame |
Others
Service |ﬂttp5 v
Source !_f—'l.ll >
Advanced O Request

® Request line O Certificate variable

header
Field  |VERSION |
Definition |t|—|__|—F"1_U |
Dzlete
Action | Schedule in node poal v
Mode Poal |-- Select - v
Action for Match Failure @Tr'_.f next one ODrnp
| Cancel | | (834 |

2. Configure the fields on the above figure, as introduced below:
= Name: Give it a distinguishable name.
= Service: Select https to have the scheduling policy apply to HTTPS service.

= Source: Specifies the address type of applicable source address. Options are All,
Single IP, IP ranges, Subnet and Local IP Group.

= Advanced: You can select request line,request header and certificate
variable.Request line can set matched requirement according to [VERSION],
[METHOD],and [URI];Request header can set matched requirement according to
[HOST], [COOKIE], [USER-AGENT] and custom section;Certificate variable certificate
variable [Version], [Issuer], [Subject], [Common Name], [Email Address],
[Organization], [Organizational Unit], [Locality], [State or Province] and [Country].

=  Action: Options are Schedule in node pool, Return the specified content, Close the
connection and Schedule in node pool and rewrite.

= Node Pool: Select a node pool to have requests to specific virtual service from
matching users forwarded to that node pool.

= Action for Match Failure: Select an action so that requests unable matching this
policy could attempt to match the next scheduling policy, or simply be discarded.
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Configuring Scheduling Policy for SSL Services

1. Navigate to Load Balancing > Policy > Scheduling Policy, click Add and select SSL service,
as shown in the figure below:

Scheduling Policy Acceleration Paolicy HTTP Rewriting SSL Palicy Download Caontrol

Basics
Mame
Others
Service |ssl v|
Source !_All V=
Advanced @ certificate variable O TCP Stream

Field |Version »|

Deﬁni_\i"l 1|

Delete
Action for Match Success ESChedLIIE in node pool Vi
=
Node Pool |- Select - ¥
Action for Match Failure @Tr',f next one O Drop
| Cancel | | Ok |

2. Configure the fields on the above figure, as introduced below:
= Name: Give it a distinguishable name.
= Service: Select SSL to have the scheduling policy apply to SSL service.

= Source: Specifies the address type of applicable source address. Options are All,
Single IP, IP ranges, Subnet and Local IP Group.

= Advanced: You can select certificate variable and TCP stream.Certificate variable can
set matched requirement according to [Version], [Issuer], [Subject], [Common
Name], [Email Address], [Organization], [Organizational Unit], [Locality], [State or
Province] and [Country];TCP stream can set matched requirement according to
equals, contains, wildcards, regular matches.

=  Action: Option is Schedule in node pool. Select a node pool to have requests to
specific virtual service from matching users forwarded to that node pool.

= Action for Match Failure: Select an action so that requests unable matching this
policy could attempt to match the next scheduling policy, or simply be discarded.
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Configuring Scheduling Policy for RADIUS Services

1. Navigate to Load Balancing > Policy > Scheduling Policy, click Add and select RADIUS
service, as shown in the figure below:

Scheduling Policy Acceleration Policy HTTP Rewriting SSL Policy Download Control

Basics

MName | |

Others

Service |radiu5_auth v|

Souree !AII Vl

Node Pool |-- Select — vl

Action for Match Failure @Tr',: next one O Drop

| Cancel | | QK |

2. Configure the fields on the above figure, as introduced below:
= Name: Give it a distinguishable name.
= Service: Select radius_auth to have the scheduling policy apply to RADIUS service.

= Source: Specifies the address type of applicable source address. Options are All,
Single IP, IP ranges, Subnet and Local IP Group.

= Node Pool: Select a node pool to have requests to specific virtual service from
matching users forwarded to that node pool.

= Action for Match Failure: Select an action so that requests unable matching this
policy could attempt to match the next scheduling policy, or simply be discarded.

7.6.2 Acceleration Policy

1. Navigate to Load Balancing > Policy > Acceleration Policy.

Scheduling Policy Acceleration Policy HTTP Rewriting SSL Palicy Download Control

+ add X Delete
[0 Name HTTP Connection Pool HTTP Content Caching HTTP Content Compression  Others
"R = CHhE :
Page 1 /0 Entries Per Page: |20 .%‘ 0/50 entries

To remove an acceleration policy, select the entry and click Delete.
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2. To create a new acceleration policy, click Add and configure the following contents:

Scheduling Policy Acceleration Policy HTTP Rewrtting S5L Policy Download Control

Basics

Mame

HTTP Connection Pool
Status O Enabled ® Disabled
HTTP Content Caching
Status O Enabled ® Disabled

HTTP Content Compression

Status O Enabled ® Disabled
Others
Get Client IP O Enable ® Disable
Use the IP in Header to Connect W - N—
Server

Cancel | | oK |

The following are the contents included on the above figure:

Name: Give it a distinguishable name.

HTTP Connection Pool : It realizes that a HTTP connection can send several requests
at the same time which reduces server new connections,lessens server burden and
enhances server response efficiency.If virtual service enables HTTP connection pool
then keep-alive is enabled by default in the server.lf you disabled keep-alive in the
server by default,keep-alive in the client is enabled no matter whether virtual
service enables HTTP connection pool.

Select Enabled and specify the following expanded fields:

HTTP Connection Pool

Status & Enabled O Disabled
Pool Size |102_4 |

Age ||3_U—| seconds

Source Netmask 'W

Pool Size: Specifies the maximum number of connections can be persisted by the
pool.

Age: Specifies the time for persisting an HTTP connection.

Source Netmask: Specifies the source IP range applicable to HTTP connection
multiplexing.

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 138



=  HTTP Content Caching: HTTP caching can dramatically reduce redundant requests,
and therefore the load of application server. Select Enabled and specify the
following expanded fields:

HTTP Content Caching

Status & Enabled O Disabled
Cache Size 256MB
Cache Time Range [5 IE 3_1-1-10 | minutes
Default Cache Time

(60 | minutes
Range
Max Size of File Cached (2043 KB
URL URL

1/64

Excluded URLs

0/64
Cache Images @) Enable O pisable
Cache Debugging ) Enable &) Dizable
Image Optimization ) Enable @ Dpisable

Cache Size: Specifies the space of HTTP cache.

Cache Time Range: Specifies how long objects can be cached. If valid period of a
web page is less than 5 minutes, the objects will be cached for 5 minutes. If valid
period of a web page is more than 1440 minutes, the objects will be cached for
1440 minutes. If specified time range is 5-1440 minutes, objects will be cached
until the web page gets expired.

Default Cache Time Range: This cached is taken when server response dos not
contain cache time or cache time cannot be calculated.

Max Size of File Cached: Specifies the maximum size of file that will be cached.
Files larger than that will not be cache.

URL: Response to requests for the specified URLs can be cached.

Excluded URLs: These URL will be excluded from HTTP caching, i.e., response to the
requests for those URLs will not be cached.
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Cache Images: Select Enable to cache images by force.
Cache Debugging: Select Enable to allow cache debugging.

Image Optimization: Select Enable to have images transferred to webp or jpeg file,
so that image traffic could be reduced.

= HTTP Content Compression: Compression is applied to the data in HTTP cache and
the packets returned from server at real time. This feature requires support of
additional algorithm and client to improve caching efficiency and bandwidth
utilization. Select Enabled and specify the following expanded fields

HTTP Content Compression

Status @ Enabled O Dizabled
Compression Method [ realtime Caching
Minimum Size 1 | KB

Maximum Size |2048 | KB

File Extensions Exact Matches

Default application/ecmascript

applicaci
applicartci

nfjavascriptc
n/perlscript

applicati postscript
applicati rass+xml
application/rtf
application/=sgml
application/vbacript

{4 maximum of 80 entries allowed)
Wildcard Matches

imessage/*

text/*
(A maximum of 16 wildcards allowed)
. = )
Unknown File Type ® Compress C’ Mot compress

Compression Method: With HTTP content compression enabled, you can choose to
perform compression at real time, and ask the server not compress the HTTP
contents to reduce server load, as shown in the screen shot below:

Compression Method Caching

Compression on Server O Enable & Disable
Minimum Size: Specifies the min size of the object. Objects smaller than that will
not be cached.

Maximum Size: Specifies the max size of the object. Objects larger than that will not
b e cached.

File Extensions: Only specified or matching file types could be cached.
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Unknown File Type: Specifies how to deal with the packets that Web response
header does not contain content-type, compress by force or not compress.

= Others: It includes two options, Get Client IP and Use the IP in Header to Connect
Server. Select the Enable option next to Get Client IP, and you will see the
expanded field, HTTP Header Name. This feature is a specific design for bypass
deployment of the ADC with SNAT rule taking effect. It allows the server to get the
true source address of the client, but service must be HTTP service. Please note that
the header name name must be a non-standard header name.

Others
Get Client IP @ Enable O Disable
HTTP Header Name [X-Forwarded For |

Select the Enable option next to Use the IP in Header to Connect Server, and you
will see the expanded field, HTTP Header Name. This feature is applicable for
layer-7 load of HTTP and HTTPS virtual services, and allows connecting to server
with the IP address contained in the request header from client.

Use the IP in Header to Connect
%) Enable ) Disable

Server

HTTP Header Name X-Forwarded-For |

3. Click OK to save the settings, or click Cancel to give up the settings.

7.6.3 HTTP Rewriting Policy

1. Navigate to Load Balancing > Policy > HTTP Rewriting.

Scheduling Policy Acceleration Policy HTTF Rewriting SSL Policy Download Control

=+ Add X Delete

[ Name Type Action

Fage 1 | /o Entrie= Per Page: :20 _| f: 0/100 entries

To remove an acceleration policy, select the entry and click Delete.

2. To create a new acceleration policy, click Add.

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 141



Acceleration Palicy

| Scheduling Policy

HTTE Rewriting

SSL Policy | Download Control

Rewriting Type

® Request Rewriting

O Response Rewriting

| Cancel | | Mext |

3. Select what you want to rewrite, Request or Response.

4. To insert to, remove, delete from HTTP request header something or edit URI, select
Request Rewriting, Click Next and configure the following contents,as shown below:

heduling Policy Acceleration Palicy HTTF Rewriting S5L Palicy Download Control
Basics
Mame
Type Request Rewriting
Others
Source |AI| V|
Advanced o Request
® Request line O certificate variable
header
Field | URI v
Definition ||S VI
Basics [ case sensitive [ Reverse definition
Add
Delete
Action | Select - b
| Cancel | | oK |

Name: Give the policy a distinguishable name.

Source: Specifies the address type of applicable source address. Options are All, Single

IP, IP ranges, Subnet and Local IP Group.

Advanced: Select Request line, Request header or Certificate variable and set
credential. Request line field could be VERSION, METHOD or URI.
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Others

Source |f-\|| +|
Advanced O Request
® Request line O certificate variable
header
Field  [VERSION v
Cefinition LRI

| |METHOD [ A

For request line VERSION field, you can specify HTTP/1.0 or HTTP/1.1, as shown below:

Advanced o Request
® Request line O Certificate variable
header

Field  [VERSION |

Definition [HTTPA.0  |+]
‘- HITP/1.0 ‘ e

For request line METHOD field, you can specify GET or POST as shown below:

Advanced O Request
® Request line O Certificate variable
header

. = |
Field  |METHOD v

Definition | GET [+l

I POST |

For request line URI field, you can specify what it is, or what string it includes or what
wildcard or regular expression should it mach, as shown below:

Advanced O Request
® Request line O certificate variable
header
Field |URI ¥
Definition ||S | i
Easics [ case sensitive [ Reverse definition

For Request header field options, there are HOST, COOKIE, USER-AGENT and specified.
You can specify what it is, or what string it includes or what wildcard or regular
expression should it mach, as shown below:

Advanced O Request
O Request line ) Certificate variable
header
Field HOST |
Definition ||S v | !
Easics ] case sensitive [ Reverse definition
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For Certificate variable field options, there are Version, Issuer, Subject, Common Name,
EmailAddress, Company, Department, City, State and Country, as shown below:

Advanced (] Request
O Request line (¥ Certificate variable
header
Field | Version [+
Defin
lssuer
Subject Add

Commaon MName
EmailAddress
Company
Department
City

State

Country

Celate

Take version for example, select vl and click Add.

| Scheduling Policy Acceleration Policy HTTF Rewriting S5L Policy | Download Control

Basics
MName
Type Request Rewriting
Others
Source [ Al »
|
Advanced : (@] Request o ;
e Request line @) Certificate variable
header
Field |Versi0n V|
Defin|vl |
Certific... wersion is wl aa Add
Celets
Action |-- Select - ¥
Cancel | | Ok |

Action: Options are Insert header, Delete header, Rewrite header, Rewrite URI and
Rewrite content.

If action Insert header is selected, you will see the two expanded fields, Header Name
and Inserted Content, as shown below:
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Action Insert header v
Header Mame

Inserted Content

If action Delete header is selected, you will see the expanded field, Header Name, as
shown below:

Action | Delete header w |

Header Name

If action Rewrite header is selected, you will see the three expanded fields, Header
Name, Target String and Rewritten Content, as shown below:

Action Rewrite header b
Header Mame
Target String

Rewritten Content

If action Rewrite URI is selected, you will see the two expanded fields, Rewrite String
and Rewritten Content, as shown below:

Action RE".:".{'l.'i.TE UF'._ll: V

Rewrite String

Rewritten Content

If action Rewrite content is selected, you will see the two expanded fields, Target String
and Rewritten Content.

Action | Rewrite content |
Target String

Rewritten Content

5. Click OK to save the settings, or click Cancel to give up the settings.

6. To insert to, remove, delete from HTTP response header something or edit URI, select
Response Rewriting,Click Next and configure the following contents, as shown below:
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Scheduling Policy Acceleration Policy HTTP Rewriting S5L Policy Download Control

Basics
Mame
Type Response Rewriting
Others
Source [ A V!
Advanced ’ : O Reguest O Response
® Request line O Response line
header header
Field |URI ¥
Definition ||S VI !
Basics [ case sensitive [ Reverse definition
Delete
Action |—— Select - b
Cancel | | QK |

Name: Give the policy a distinguishable name.

Source: Specifies the address type of applicable source address. Options are All, Single
IP, IP ranges, Subnet and Local IP Group.

Advanced: Select Request line, Response line, Request header or Response header and
set credential. Request line field could be VERSION, METHOD or URI, Response field
could be VERSION or STATUS-CODE, Request header field could be HOST, COOKIE,
USER-AGENT or specified, while Response header field could be CONTENT-TYPE,
LOCATION, SET-COOKIE and specified.

For request line VERSION field, you can specify HTTP/1.0 or HTTP/1.1, as shown below:

Advanced D Request O Response
® Request line O Responze line
header header
Field  |VERSION v |

Definition |[HTTP/1.0 v

HTTF/1A

For request line METHOD field, you can specify GET or POST as shown below:
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Advanced © Request ] Response
® Request line O Response ling
header header

Field  |METHOD |

Definition EGET ‘V|

POST %_f'“

For request line URI field, you can specify what it is, or what string it includes or what
wildcard or regular expression should it mach, as shown below:

Adwvanced O Request O Response
® Request line O Responze line
header header
Field |URI v
Definition |ls ~ | |
Basics [ case sensitive [] Reverse definition

For response line fields, you can specify VERSION or STATUS-CODE, as shown below:

Advanced O Request &) Response
(] Reguest line ® Responze ling
header header

Field |VERSION v
WVERSION
STATUS-CODE

Defin

—

For response line VERSION field, you can specify HTTP/1.0 or HTTP/1.1, as shown

below:
Advanced 3] Request O Response
O FReguest line ® Response line
header header
Field [VERSION ¥
Defin HTTR/.0 v

For response line STATUS-CODE field, you can specify what it is, or what string it
includes or what wildcard or regular expression should it mach, as shown below:

Advanced ) pequest ) response
O Request line @ Response line
header header

Field | STATUS-CODE ¥ |

Drefinition |l Vi |

Basics O case sensitive [ reverse definition

For Request header field options, there are HOST, COOKIE, USER-AGENT and specified.
You can specify what it is, or what sting it includes or what wildcard or regular
expression should it mach, as shown below:
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Advanced O Response
O Request line @) Responsze ling
header header
Field |HOST ¥
Definition ||S Vl
Basics O case sensitive [ Reverse definition

For Response header field options, there are CONTENT-TYPE, LOCATION, SET-COOKIE
and specified fields. You can specify what it is, or what sting it includes or what wildcard
or regular expression should it mach, as shown below:

Advanced (] Request Response
O Regquest line O Responsze line
header header
Field | CONTENT-TYPE + |
Definition |ls Vl
Basics [ case sensitive [] Reverse definition

Take CONTENT-TYPE for example, set it as aa and then click Add, as shown below:

| Scheduling Palicy Acceleration Policy | HTTP Rewriting S5L Policy | | Download Control

Basics
MName
Type Response Rewriting
Others
Source |AI| V|
Advanced 3] Request ® Response
@] Request line O Response ling
header header
Field [CONTENT-TYPE »
Definition !IS Vlaa
Basics [ case sensitive [ Reverse definition
Respo.. CONTENT-TYPE s aa aa Add
Celete
Action | Select - b
| Cancel | | Ok |

Action: Options are Insert header, Delete header, Rewrite header and Rewrite content.

If action Insert header is selected, you will see the two expanded fields, Header Name
and Inserted Content, as shown below:
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Action |Insert header v

Header Name | |

Inserted Content | |

If action Delete header is selected, you will see the expanded field, Header Name, as
shown below:

Action |De|ete header V| H

Header Mame ! |

If action Rewrite header is selected, you will see the there expanded fields, Header
Name, Target String and Rewritten Content, as shown below:

Action Rewrite header V|

Header Name | |

Target String | |

Rewritten Content | |

If action Rewrite content is selected, you will see the two expanded fields, Target String
and Rewritten Content.

Action | Rewrite content |

Target String | |

Rewritten Content | |

7. Click OK to save the settings, or click Cancel to give up the settings.

In Load Balancing > Policy > HTTP Protection,click it ,as shown in the following figure:

Scheduling Acceleration HTTP Rewriting HTTP Protection TCP SSL Offload Enaryption Download Control QoS

=+ Add X Delste

[  Name Slow HTTP DDoS attac

HTTP Protection Palicy Enable

HTTP Protection shows Name,Slow HTTP DDoS attack and Flooding attack.
Click Delete to delete HTTP Protection.
Click Add to add HTTP Protection, as shown in the following figure:
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| Acceleration | i Bl HTTP Protection

ownload Control

Basics

MName | (1 - 63characters, not containing any of the following special characters: & | "', : % <> /1)
Slow HTTP DDOS Attack Protection Trigger

Status Enable ) Disable

Inactivity Timeout |1800 | second(s)

Request Timeout(sec) |300 | second(s)

Min Transfer Rate |1UU | byte/s

DDoS Flooding Attack Protection Trigger

Status Enable © Disable

Action @ Insert HTTP header ) Insert 1S script

Max Requests Per Second |500

Request Increase Rate Per

[1000 | %
Second
\UR’L ||Max Requests Per Second ||Reques! Increase Rate Per Second \ [l Case-
sensitive Add
Iove Up
Iove Down
URL Match Clauses Delete

(Up to 64 entries)

Action
Action Give alert Block
Cancel | | Finish

T ,7 T |. i
| Scheduling | | Acceleration | | HTTP Rewriting

HTTP Protection

B e ] —‘ I T
‘ SSL Offload | | Encryption | ‘ ownload Control | | QoS |

Add

Basics

MName | | (1 - 63characters, not containing any of the following special characters: & | "', : % <> /1Y)
Slow HTTP DDOS Attack Protection Trigger

Status @ Enable ) Disable

Inactivity Timeout |1800 | second(s)

Reguest Timeout(sec) |300 | second(s)

Min Transfer Rate |100 |b\«'te,r‘s

DDoS Flooding Attack Protection Trigger

Status @ Enable @) Disable

Action @ Insert HTTP header © Insert IS script

Max Requests Per Second |SUU

Request Increase Rate Per

[1000 | %
Second
‘UR[ ||Max Requests Per Second ||Reques! Increase Rafe Per Second Case-
sensitive Add
Iove Up
Wove Down
Delete

URL Match Clauses

(Up to 64 entries)

Action
Action Give alert Block
Cancel | | Finish

Name: Specifies the name of the HTTP protection policy.
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Slow HTTP DDOS Attack Protection Trigger:

Slow HTTP DDOS Attack Protection Trigger

Status @ Enable ) Disable
Inactivity Timeout 18[](] second(s)
Request Timeout{sec) 3[][] : second(s)
Min Transfer Rate :_10[] : byte/s

Status: Select Enable to enable HTTP protection policy.

Inactivity Timeout: Specifies the time period before TCP connection gets invalid.

Request Timeout(sec): Specifies the time period for receiving a complete HTTP request on

TCP connection, beyond which, the TCP connection will be closed.

Min Transfer Rate: Specifies the minimum transfer rate for sending HTTP requests, below

which, TCP connection will be closed.

DDOS Flooding Attack Protection Trigger:

DDoS Flooding Attack Protection Trigger

Status @ Enable Disable
Action @ [nsert HTTP header 7 Insert 15 script
Max Requests Per Secand 5[]0 i
Request Increase Rate Per |
11000 %o
Second :

d | [C]case-

sensitive

Add

Move Up

|| Move Down

URL Match Clauses

(Up to 64 entries)

Action
Action ¥l Give alert ¥ Block
Cancel ‘ | Finish

Status: Select Enable to enable DDOS Flooding Attack Protection.

Action: Options are Insert HTTP header and Insert JS script. Select Insert HTTP header, 302

redirect will be returned. Select Insert JS script, JS script will be returned and will be
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executed by browser.

Max Request Per Second: Specifies max requests per second. Once the threshold is reached,

DDoS flooding attack protection will be triggered.

Request Increase Rate Per Second: Specifies request increase rate per second. When max
request per second reaches half of the threshold and request increase rate per second

reaches the threshold, DDoS flooding attack protection will be triggered.

URL Match Clauses: Specifies URL match clauses. Wildcard * and ? are supported. Example:

www.xxx.com/index.html.

Action: Choices are Give alert and Block.

7.6.4 TCP Policy

Navigate to Load Balancing > Policy > TCP, as shown in the following figure:

SSL Offfoad | | Encryption | | Download Control QoS

+ Add X Delete
[ Name
Layer 4 Virtual Service TCP Policy
Layer 7 Virtual Service TCP Policy
[ | tepa
O | tep?

Mode TCP One-Way.. Enforced Connection
Layer 4

Layer 7 Disable Enable

Layer 4 = =

Layer 7 Enable Enable

The default TCP policy cannot be edited.

Click Add and select mode. Choices are Layer 4 Service and Layer 7 Service.

Scheduling Acceleration HTTP Rewniting HTTP Protection SSL Offload

Add

Select Mode

@ Layer 4 Service

) Layer 7 Service

Cancel | | Mext
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Select Layer 4 Service to enter the following page, as shown below:

Scheduling Acceleration HTTP Rewniting HTTP Protection S5L Offload Encryption Download Control QoS5
Add
Properties
Name | | (1 -63 characters, not containing any of the following spacial characters: & | "', : % <>/ V)

Other Attributes

Session Timeout |GUU | second(s)

Cancel | | Finish |

Name: Specifies name of the TCP policy.

Session Timeout: Specifies time period before layer 4 TCP connection gets invalid.

Select Layer 7 Service to enter the following page, as shown below:

Scheduling Acceleration HTTP Rewriting HTTP Protection 551 Offload Encryption Download Control Qos
Add
Properties
Name | (1 - 63 characters, not containing any of the following special characters: & | "', i % <= /1)
Other Attributes
ss [1460 |
SYN Timeout !75 ‘ second(s)
Inactivity Timeout ESUD ‘ second(s])
TIME_WAIT Timeout |10000 | ms
Timestamp @ Enable @ pisable
TCP One-Way Acceleration ) Enable @ Disable
Enforced Connection - -
@ Enable © Disable
Termination
Connection Termination Upon = .
2 Enable '@ Disable
Node Isolation
| Cancel | Finish |

Name: Specifies name of the TCP policy.
MSS: Specifies maximum segment size. Configure according to network connection status.

SYN Timeout: Specifies the time period before the TCP connection gets invalid. Default is 75

seconds. Configure according to the network connection status.

Inactivity Timeout: Specifies the time period before layer 7 TCP connection gets invalid.

TIME_WAIT Timeout: Specifies the time period before layer 7 TIME_WAIT gets invalid.

Timestamp: Select Enable to prevent server from terminating connection.
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TCP One-Way Acceleration: This option is supported only when the corresponding license
key is activated. Under circumstances of network latency or packet loss, this feature

functions to accelerate network speed.

Enforced Connection Termination: Select Enable to send RST to terminate connection.

Connection Termination Upon Node Isolation: Select Enable to terminate connection when
node gets isolated.

7.6.5 SSL Offload

Navigate to Load Balancing > Policy > SSL Offload, as shown below:
SSL Offload supports SM2, ECDSA, RSA Certificates, which will be selected based on

algorithms supported by clients and algorithms supported by SSL offload policy.

Scheduling | | Acceleration | | HTTP Rewriting | | HTTP Protection e | [l | Encyption | | Download Control | | Qos

+Add X Delete SSL smart card based on Chinese national cryptography standard has been ena
[] | Name Server Certific.. Server Name(SNI} Connection Multiplexing Client Authen.. CA

Under SSL Offload tab, there are Name, Server Certificate, Server Name(SNI), Connection

Multiplexing, Client Authentication, and CA Certificate.

Click Delete to delete offload policy.

Click Add to add offload policy, as shown in the following figure:
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Basics

Name ]

Others

ECDSA Server Certificate '_Selecl E
RSA Server Certificate -_-S.eiect- E]

GM Server Certificate ;-Se.lreﬁcj

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES 256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

Cipher Suites TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA246

TLS_ECDHE_ECDSA_WITH_AES 128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE ECDSA WITH AES 256 CBC SHA

TS ECOHE RSA WITH AES 28R CRC SHA

Server Name({SNI Extension) '7

Session Ticket Extension @ Enable () pisable

Session Cache ® Enable * Disable

Cache Size 2000 |

Cache Timeout seconds

Client Authentication @ Disable
Default E Allow
Default Deny

The SSL protocol version is not enabled Deny

Policy Match Failure Cause

(Up to 8 entries)

=]-

| (1-83 characters, not containing special characters: & | "', : % <> /\)

E] (Signature certificate)

E_Sn_a_lg_cl_ [—_;] (Encryption certificata)
Protocol Cssizo FTs1.0 FTs1.1 Mimis1.2 Oem 1.1
Selected: Available:
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256 [TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

~| |TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
L TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA
¢| SSL_RSA_WITH_RCA_128_SHA
SSL_RSA_WITH_RC4_128_MD5
5| |SSL_RSA_WITH_DES_CBC_SHA
|SSL_RSA_WITH_NULL_MD3
| |SSL_RSA_WITH_NULL_SHA
TLS RSA WITH CAMELLIA 128 CEC_SHA
ITLS DSA WVWITH rAMELLLA 28R CRC SHA

m

‘ Cancel oK ‘

Name: Specifies a distinguishable name for the SSL offload policy.

ECDSA Server Certificate: Select an ECDSA certificate.

RSA Server Certificate: Select an RSA certificate.

GM Server Certificate: Select a GM certificate. Both signature certificate and encryption

certificate are required.

Protocol: Options are SSL3.0, TLS1.0, TLS1.1, TLS1.2 and GM 1.1.

Cipher Suites: Select different algorithms based on SSL server certificates.
Server Name(SNI Extension): Specifies server domain name.

Session Ticket Extension: Session multiplexing for TLS, excluding SSL.
Session Cache: Select Cache to enable caching sessions.

Cache Size: Specifies cache size.

Cache Timeout: Specifies the time period before cached sessions get invalid.
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Client Authentication: Specifies whether to enable client authentication. It will show as
follows if client authentication is enabled:

Client Authentication @ Enable ) Disable
'_ Default E Deny E]
Default Dény -

The S5L protocol version is not enabled Deny -

Policy Match Failure Cause

(Up to 8 entries)

Client Authentication URI ) Specified @ all
Client Certificate @ Required ) optional
Certificate Chain Depth 9 ]
CA Certificate — Select - B

£
CRL 5

(0-32 CRLs allowed)

| Cancel | | oK |

Client Authentication URI: Specifies whether specified URIs or all the URIs should be

authenticated. It will show as follows if Specified is selected.

Client Authentication URI @ specified @ an

Client Authentication URI Sample URI

| Client AthhenB [[] case-sensitive Add
* One-way authentic... aa [ Mowe Up
Mowve Down
: R Delete
Authentication URI

{More than 128 RUI=s and wildcards are supported)

Input specified URI in the input box. For example: /index.html. Wildcards such as ? and * are

supported. * indicates that none of the URI need to be authenticated.

Client Certificate: Choices are Required and Optional. You may select either option when

client authentication is enabled.

Required: It indicates that certificate is required.

Policy Match Failure Cause: Configure Policy Match Failure Cause based on different errors
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when authentication fails, as shown below:

Client Authentication @ Enable ) Disable
Default [=] Deny [~] - [z]l Aqd
Default Deny - Delete

The S5L protocol version is not enabled Deny

Policy Match Failure Cause

(Up to 8 entries)

Common error codes as listed as follows:

Default |E|
—Authentication Failure—

Default

[7] CERT_SIGHATURE_FAILURE

[9] CERT _MOT YET WALID

[10] CERT HAS EXFIRED

[22] CERT _CHAIN_TOO LOMG

[23] CERTIFICATE _REVOKED

[27] CERT IS NOT TRUSTED

[55] X508 WV ERR MO CERTIFICATE
— Protocol Match Failure —

The S5L protocol version is not enabled

Actions can be Deny, Redirect to specified web page or Allow. The specified web pages are

customed in Custom web page.

. . | —
200 Ok

301 Maoved Permanently

302 Maoved Temporarily

400 Bad Request

403 Forbidden

404 Mot Found

500 Internal Server Error

71501 Mot Implemented

502 Bad Gateway

503 Service Unavailable

Default

Certificate Error [7] CERT_SIGNATURE_FAILURE
Certificate Error [9] CERT_MNOT_YET_WALID
Cerificate Error [10] CERT_HAS_EXFIRED
Cerificate Error [22] CERT_CHAIN_TOO _LONG
Cerificate Error [23] CERTIFICATE_REWVOKED
Cerificate Error [27] CERT_IS_MOT_TRUSTED
S5L protocol version is not enabled

S5L protocol '-.Iularsil:un is not enabled 1

=TT T

P T . |
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Certificate Chain Depth: Specifies depth of certificate chain.
CA Certificate: Select a CA certificate.
CRL: Select CRL corresponding to the CA certificate.

To save the settings, click OK. To give up the settings, click Cancel.

7.6.6 Encryption Policy

Navigate to Load Balancing > Policy > Encryption, as shown in the following figure:

Scheduling | | Acceleration | | HTTP Rewriting | | HTTP Protection TCP SSL Offioad | MIEEEEEl | Download Control QoS

+Add X Delete SSL smart card(OSCCA) has been

[ Name SSL certificate  Server Name(SNI) Session Multiplexing Server-Side A_.

On the Encryption page, there are Name, SSL Certificate, Server Name(SNI), Session

Multiplexing, Server-Side Authentication and Root Certificate.

To remove an encryption policy, select the entry and click Delete.

To create a new encryption policy, click Add.

Scheduling Acceleration HTTP Rewnting HTTP Protection TCP SSL Offload Encryption Download Control QoS

Add

Basics

MName I | (1 - 63 characters, not containing any of the following special characters: & | "', : % < >/ \

Encryption Options

Client Certificate ISE\EC{ E‘

Protocol [CssLa.o ¥lTLS1.0 ®lTLS1.1 #TLs1.2 Clem 1.1
Selected: Available:
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256  ~ TLS_ECDHE_ECDSA_WITH_AES_266_CBC_SHA3B4  »

TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

[~| [TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA
[¢| [SSL_RSA_WITH_RC4_125_SHA

m

——

Cipher Suites TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256 '— SSL_RSA_WITH_RC4_128_MD5
TLS_ECDHE RSA WITH_AES 128 CBC_SHAZ256 EY 55L_RSA WITH_DES _CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA SSL_RSA_WITH_NULL_MD5
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA [w| [SSL_RSA_WITH_MULL_SHA
TLS_ECDHE ECDSA WITH_AES 256 CBC SHA TLS_RSA WITH_CAMELLIA 128 CBC SHA
TS ECOHE RSA WITH AFS 266 CRC SHA 5 TS RRA WITH CAMELLLA 266 CRC SHA 2

Server Name({SNI Extension) | |

Session Cache @ Enable ) Disable

Cache Size 2000 |

Cache Timeout 11800 | secondis)

Server-Side Authentication @) Enable @ Disable

Cancel | | Finish

Name: Give it a distinguishable name.

Client Certificate: Select a client certificate.
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Protocol: Choices are SSL3.0, TLS1.0, TLS1.1, TLS1.2 and GM1.1.

Cipher Suites: Select corresponding cipher suites according to different types of SSL server
certificates.

Server Name(SNI Extension): Specifies domain name of server.

Session Cache: Select Enable to avoid repeated authentication.

Cache size: Specifies the number of cached SSL connections.

Cache Timeout: Specifies timeout of cached SSL connections.

Server-Side Authentication: Specifies whether to enable authentication on the server side. It

will show as follows if client authentication is enabled:

Server-Side Authentication @ Enable _ Disable

Certificate Chain Length 9

CA Certificate Sglept i EI
L 4
CRL 3
{0 - 32 CRLs)
| Cancel | | Finish |

Certificate Chain Length: Specifies length of certificate chain.
CA Certificate: Select a CA certificate.
CRL: Select CRL corresponding to CA certificate.

To save the settings, click OK. To give up the settings, click Cancel.

7.6.7 Download Control

A download control policy is used to restrain download speed from a specific URL address,
since too large bandwidth taken by one URL access may preempt bandwidth for other URL
access.

To create a download control policy, navigate to Load Balancing > Policy > Download Control,
click Add and configure the following contents.
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| Scheduling Policy Acceleration Policy | HTTP Rewriting | | S5L Policy Download Control -

== Add ¥ Delete Fsearch
[J wame URLs Target Max Download Speed
Page /0 Entries Per Page: P 0/10 entries

Scheduling Policy | | Acceleration Policy HTTP Rewriting S5L Policy | Download Control -

Basics

MName

Others

URLs

Excluded URLs

o/ 64
Target ® Every URL O all URLs
Max Download Speed |2[] | |ths .
Cancel ‘ | oK |

Name: Give it a distinguishable name.

URLs: Specifies the URL addresses to control the speed of downloading data from those URL
addresses. Wildcards are supported, such as 192.200.200.55/dedecms/a/ad/*

Excluded URLs: Specifies the URL addresses you want to exclude from download control.

Target: Specifies what URL addresses is applicable to download speed control, every URL or
all URLs.

Max Download Speed: Specifies the maximum speed allowed for download from specified
URLs.
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%
Before creating download control policy for a URL address, better go to Status > Virtual

Service > URL Access Traffic to check the traffic information first. If traffic volume is large,
configure download control policy for that URL then.

7.6.8 QoS Policy

Navigate to Load Balancing > Policy > QoS, as shown in the following figure:

QoS policy is used to manage bandwidth of links and users.

Scheduling Acceleration HTTP Rewriting HTTP Protection TP SSL Offload Encryption Policy Download Control QoS

+ Add X Delete
[ | Name URL Traffic St . URL Downloa Max Bz

To create a new QoS policy, click Add, as shown in the following figure:

Scheduling Acceleration HTTP Rewriting HTTP Protection TCP SSL Offload Encryption Policy Download Control

Add

Properties

Name {1 - 63 characters, not containing any of the following special characters: & | "', : % <> /)

Bandwidth Control

Max Bandwidth Per Link ) Enable @ Disable
Max Bandwidth Per User ) Enable @ pisable
Anti-DoS ) Enable ® pisable

URL Traffic Control and Statistics

URL Traffic Statistics © Enable @ Disable
URL Download Speead Ccntrc\i — Disabled — E!
| Cancel ‘ ‘ Finish |

Name: Give it a distinguishable name.
Bandwidth Control: Specifies bandwidth based on IP group. Select Enable to enter the

following page:
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Bandwidth Control

Max Bandwidth Per Link @ Enable _) Disable
[IP Group [=][WAN Interface [=]outbound]100 |5 Inbound 100 [ [ Ada

(Up to 128 entries)
Max Bandwidth Per User “ Enable © Disable

Anti-DoS ") Enable ® Disable

URL Traffic Control and Statistics

URL Traffic Statistics ' Enable @ Disable
URL Download Speed Control. - .D\sa.b.l.ec-l- - IEI
| Cancel | ‘ Finish ‘

Max Bandwidth Per User: Specifies max bandwidth for user. Select Enable to enter the
following page:

Max Bandwidth Per User @ Enable _ Disable
Max Outbound Bandwidth [100000 |Kbps  Max Inbound Bandwidth 100000 | kbps
Anti-DoS 7 Enable @ Disable

Anti-DoS: Specifies whether to enable anti-DoS so as to prevent clients from launching
denial-of-service attacks on the application layer. Choices for Protocol field are HTTP(HTTPS)
and DNS.

Select Enable and select HTTP for Protocol field, as shown in the following figure:

Anti-DoS © Enable 7 Disable
Protocal  |HTTP E[
Period 5[] second(s) Max Requests 1UUU
UBE Match Clotises [i = S._F_f.\.gct_ = B .S_per:!t_'\_g.q -V‘J.e_pg_a_g_e = [2[ [[] Case-sensitive Add
o Close link Send FIN aa || Move Up
Move Down
Delete

{Up to 128 entries)

When the total number of requests within a specified period reach the upper limit, a specific
action will be performed and accesses will be denied.

The default action is to close link of all pages. You can configure to close link or redirect to
specified web pages against specific web pages.

Specify web pages by inputing URL of the web pages in the input box. Wildcard is supported.
You may also select Case-sensitive to differentiate URLs in upper case or lower case.

Close link: Choices are Send FIN and Send RST.

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 162



(Close link  []|Send RST I
Close link — Method - [
Send FIM

Specified web page: Select the pre-defined web page which has been customed in Custom

web page.
I—- Select - EI - Specified Wepgage — | [l Case-sensitive
Close link Lihuil Ry
200 OK
301 Moved Permanently
302 Moved Temporarily
400 Bad Reguest
403 Forbidden
404 Mot Found
500 Internal Server Error
501 Mot Implemented —
502 Bad Gateway
503 Service Unavailable
Default
_ Certificate Error [7] CERT_SIGNATURE_FAILURE

Jisable Certificate Error [9] CERT_MNOT_YET_WALID
Certificate Error [10] CERT_HAS_EXFIRED
Certificate Error [22] CERT_CHAIN_TOO_LOMNG
Certificate Error [23] CERTIFICATE_REVOKED |—
Certificate Error [27] CERT_IS_NOT_TRUSTED
S5L protocol version is not enabled
S5L protocol version is not enabled 1 |—

Anti-DoS: Select Enable and select HTTP for Protocol field, as shown in the following figure:

Anti-DoS @ Enable ) Disable
Protocol HTTP
Period I—G_U | second(s) Max Requests iﬁﬁﬂ |

When the total number of requests within a specified period reach the upper limit, DNS
requests from the client will be denied.

7.7 Virtual Service

7.7.1 Virtual Service

Navigate to Load Balancing > Virtual Service, you will see a list of virtual services. A virtual
service specifies the applications that need to be delivered, through what WAN links and in
what ways.
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Virtual Service

=+ Add ¥ Delete +" Enable ) Disable

] | Load Ealancing Mods Service IF Group Scheduling Policy Default M

[ | Layer7 http ipgrp-auto presched pool-auto
Fage 1 f1 Entrie=z Per Page: % 1/50 entries

Click Enable, you can enable selected virtual service(s).
Click Disable, you can disable selected virtual service(s).
Click Delete, you can delete selected virtual service(s).

1. To create a new virtual service, click Add and select a load balancing mode, Layer 4 or
Layer 7, as shown below:

Virtual Service

Load Balancing

@ Layer 4
C‘ Layer 7

| Cancel | | [ext |

2. Select Layer 4 or Layer 7. The following are the contents about Layer 4 LB:
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Virtual Service

Basics
MName | |
Status @ Enabled ) Disabled
Encryption Options
LB Type Layer 4
Service |- Select — EI
WAN Link |- Salect — [~]
Default Node Pool |- Salect — EI
- IA' -
£
Scheduling Policy [
il || i
(0 - 100 scheduling policies)
Network Policy
QoS Policy | - Disabled - EI
SNAT Address Pool | - Disabled — EI
Local Triangulation ) Enable @ Disable
| Cancel | | QK

Name: Give it a distinguishable name.
Status: Select Enabled to enable the virtual service.
Load Balancing Mode: Indicates the LB mode selected in the above step.

Service: Select the service you want to deliver as virtual service. The services are predefined
in Load Balancing > Service. Since it is layer 4 LB mode, service must be the predefined SMTP,
POP3 or FTP service or custom TCP or UDP service.

WAN Link: Select the WAN link with which you want to deliver the virtual service. The WAN
link is predefined in Load Balancing > WAN Link.

Default Node Pool: If no schedule policy is matching or scheduling failed, the request will be
scheduled to the node in the default node pool.

Scheduling Policy: Select scheduling policy from the available policy list. If there are multiple

scheduling policies, you can click Select More to select multiple policies.

QoS policy: Select a bandwidth control policy against links and users.
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SNAT Address Pool: Once enabled, some IPs will be automatically selected to form an

address pool and certain algorithm will be employed to select IP addresses from the pool.

Local Triangulation: This feature is needed when response packets from server does not flow

through the ADC. If enabled. The request for virtual service from user will be scheduled to

the real server by the ADC but response does not flow through the ADC.

The following are the contents about Layer 7 LB.

“irtnal Service

Virtual Service Delivery Group

Basics

MName

Status
Encryption Options

LB Type
Service
WARN Link

Cefault Mode Poal

Scheduled Request

@ Enzbled " Dizzbled
Layer 7
[http 3
|- Select - r;l
| — Select - El

7 The first request @ Every request

Scheduling Pelicy |--Disal:-|eu:| - EI [ Select Mare ]
Netwaork Policy

TCP Policy [Layer 7 Virtual Service TCP Palicy [ss]
QoS Policy | — Disabled — EI
SNAT Address Poal [ Disabled — [l
Application Policy

Acceleration Policy | — Select — EI

HTTP Protection Policy |H'|_|'F‘ Protection Policy EI

| -- Disabled --

iPrao | -- Disabled --

EI [ Select Mare ]

EI [ Select Maore ]

SSL Encryption Paolicy

I Canced il ik I

Name: Give it a distinguishable name.

Status: Select Enabled to enable the virtual service.

LB Type: Indicates the LB type selected in the above step.

Service: Select the service you want to deliver as virtual service. The services are
predefined in Load Balancing > Service. Since it is layer 7 LB type, service must be the
predefined service or custom HTTP, HTTPS, SSL, DNS, Radius, TCP or MYSQL service.
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WAN Link: Select the WAN link with which you want to deliver the virtual service. The
WAN link is predefined in Load Balancing > WAN Link.

Default Node Pool: Select the default node pool from the available node pool list.

Scheduled Request: Select a scheduling method, options are The first request and
Every request.

Scheduling Policy: Select scheduling policy from the available policy list. One scheduling

policy can be associated with multiple virtual services. If there are multiple scheduling
policies, click Select More to select more scheduling policies.

TCP Policy: Select a TCP policy for layer 7 virtual service.
QoS Policy: Select a QoS policy based on user bandwidth and link bandwidth.

SNAT Address Pool: Once Auto is selected, IP addresses will be selected automatically to
form an address pool, and certain algorithms will be employed to select or allocate IP
addresses from the address pool.

Acceleration Policy: Select an acceleration policy from the acceleration policy list.

HTTP Protection Policy: For HTTP and HTTPS virtual services, HTTP Protection Policy is
enabled by default, but you can disable this option according to your own needs, and
you may also go to Load Balancing > Policy > HTTP Protection to add a new HTTP
protection policy or edit the default HTTP protection policy, but this operation may
affect all the layer 7 virtual services associated with the default HTTP protection policy.

SSL Encryption Policy: Select an SSL encryption policy from the SSL encryption policy list.
If there is more than SSL encryption policy, you can click Select More to select multiple
SSL encryption policies.

iPro: A maximum of 5 iPro entries are supported, which can be configure in Objects >
Script Rules > iPro. You can click Select More to select multiple iPro entries.

Click OK to save the settings, or click Cancel to give up the settings.

7.7.2 Virtual Service Delivery Group

Go to Load Balancing > Virtual Service > Virtual Service Delivery Group, as shown
below:

Virtual Services Wirtual Service Delivery Group

7] Mame Virtual Services

This module is only available when cluster is enabled.
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Virtual Service Delivery Group: Multiple virtual services that use the same IP address or
node pool are in the same virtual service delivery group. The following shows the
relationship between different virtual services.

Associated Traffic Group: Select a traffic group for the virtual service delivery group. The
virtual services in the associated traffic group take effect on the devices where the
associated traffic groups take effect.
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Chapter 8 Intelligent DNS

In intelligent DNS, you can configure intelligent DNS service, on local site or global sites.
Settings for global sites can be synchronized among each other, while for local site cannot be
synchronized.

Navigation o = ——

5

b Status
¥ Report
Basics
} Objects
} Load Balancing Status ® Enabled QO Dpisabled
* Intelligent DNS TIREL
Selected Available
¥ Sites wan
| DNE Records 114.100.115.86
. 1<
¥ Virtual IF Pool
Service IP |3
* DNS Mapping
¥ LDNS
s o DNS settings turn invalid if IP address is not specified.
F Static Proximity
b Restore/Backup g
DNS Port 53 |
P Routin L .
g Action if Not Exist O et respond ® Deny O Proxy
b Network
b System DNS Detection
b Wizard Detection Timeout !2 _I seconds
Result Cache Time [10800 | seconds
Detection Method

Availability of some configuration under Intelligent DNS requires the additional license,
Intelligent DNS global license. They are Sites, Global DNS Record, Global Virtual IP Pool,
Global DNS Mapping and Remote Site LDNS.

8.1 DNS Server

If you want the ADC also works as a DNS server, go to Intelligent DNS > DNS Server to
configure the parameters.
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Basics
Status & Enabled O pisabled
DMNS Server

Selected Available

114 100 115.86

1€

Service IP [

DNS settings turn invalid if IP address iz not specified.
DNS Port |53 |
Action if Not Exist O ot respand ® Deny O Praxy
DNS Detection
Detection Timeout !2 Isecnnds
Result Cache Time (10800 i zeconds
Detection Method |DNS reverse lookup V|

OK \

Status: Select Enable to enable the DNS server. If disabled, DNS requests will not be

resolved.

Service IP: Specifies an IPv6 or IPv4 address for DNS server to provide DNS service. If none is
selected, the DNS sever settings will turn invalid.

DNS Port: Specifies the TCP and UDP port for DNS server to provide DNS service. Default is
53.

Action if Not Exist: Specifies how the ADC deals with the request if the domain name queries
about does not exist, Not respond, Deny or perform Proxy. Proxy means the ADC will
forward the request to the DNS module.

Detection Timeout: Specifies the time limit for DNS server to test the DNS response time.

Detection Method: Select a method to test DNS response time from the pull down list.
Options are DNS root, DNS reverse look up and Ping.
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8.2 DNS Records

The DNS records are the records that need to be resolved by the Application Delivery
Controller(ADC) when it works as DNS server. Record can be MX records, NS records, SRV
records, CNAME records, TXT records, PTR records, SOA records and A records. .

8.2.1 Local DNS Record

Local DNS record is used in situation that there is only one site and the ADC also works as
DNS server at the local site.

To add a local DNS record, navigate to Intelligent DNS > DNS Records > Local DNS Record.

W cocotons recore L

Interface Type

@ M records {Mail Exchange records, for locating the mail server when email is delivered)

NS records (domain server records, for specifying DNS server to resolve a specific domain name)
) SRV records (server resource records, for logging what services a server can offer)

! CMAME records (canonical name, enables more than one names imaging to a same computer)

TXT records (description of a hostname or domain name)
”) PTR records (pointer records, for reverse lookup zone in DNS)
@) SoA records (resource records indicate which DNS is the best source of information for the specified domain)

) A records {records specifying IPv4 addresses for specific domain names)

| Cancel | | Mext

Select the record type, and click Next.

For MX record, the attributes are as follows:

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 171



I Local DNS Recaord Global DNS Record

Basics

Domain |

Status @ Enabled O pisabled

Others

MX Records Host |

Priority

|
|
TTL seconds Add
Delete

0/7 entries

Domain: Specifies the domain name.
Status: Select Enabled to enable the MX record.

MX Records: Specifies the MX record corresponding to a domain. MX record is for locating
the mail server based on the recipient address suffix when email is delivered. Host indicates
the host name of the mail server. Priority indicates the priority of the MX record. The higher
the value, the lower the priority. TTL indicates the time the record cached on the local DNS,
in second.

For NS record, the attributes are as follows:
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Local DNS Record

Basics

Domain |

Status ® Enabled Q Dpisabled

Others
Mame | |

NS Record Server
IF Address | || Add |

Delete

0/7 entries

Record Time To Live({TTL) | =econds

Domain: Specifies the domain name.
Status: Select Enabled to enable the NS record.

NS Record: Specifies the NS record corresponding to a domain. NS record is for specifying
DNS server to resolve a specific domain name.

Name Server: Indicates the domain name of the name server.
IP Address: Indicates the IP address of the name server.

Record Time To Live(TTL): Specifies the time the record cached on the local DNS, in second.

For SRV record, the attributes are as follows:

Local DNS Record Global DNS Record |

Attributes

Domain Name ‘ (1 - 255 characters, not containing any of the following special characters: & | "', % <> /\)
Status © Enabled ) Disabled

Settings

SRV Records Host |
Priority: l:l
Weight: l:l

FIL: | |secund(s) Add

*||_Delete

0/7 hosts

‘ Cancel oK ‘

Domain Name: Specifies the domain name.

Status: Select Enabled to enable the SRV record.
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SRV Records: Specifies the SRV record corresponding to a domain. Host indicates the host
name. Port indicates port of the host. Priority indicates the priority of the servers providing
the same service. Weight indicates weight of the SRV record, the higher the value, the lower
the priority. TTL indicates the time the record cached on the local DNS, in second.

Add: To add SRV record to the SRV records pool, click Add.
Delete: To delete the selected SRV record(s), click Delete.
To save the changes, click OK. To cancel the changes, click Cancel.

For CNAME record, the attributes are as follows:

Local DNS Record Global DNS Record

Basics
; T 1
Comain | |
Status ® Enabled O pisabled
Others
CMAME Records Canonical Name| || Add |

Delete

0/7 entries

Record Time To Live(TTL) | zeconds

Domain: Specifies the domain name.
Status: Select Enabled to enable the CNAME record.

CNAME Records: Specifies the CNAME record corresponding to a domain. Canonical name
indicates the name of the DNS record.

Record Time To Live(TTL): Specifies the time the record cached on the local DNS, in second.

For TXT record, the attributes are as follows:
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PSSl | Global DNS Record |

Basics

Demain | |

Status @) Enabled O pisabled

Others

TXT Value

Record Time To Live(TTL) I:I seconds

Domain: Specifies the domain name.
Status: Select Enabled to enable the TXT record.

TXT Value: Specifies the text.

Record Time To Live(TTL): Specifies the time the record cached on the local DNS, in second.

For PTR records, the attributes are as follows:

I Local DNS Record Global DNS Record |

Properties

Reverse DNS ||

| (IPv4 address)

Status @ Enzbled

Settings

PTR Records Domain |
Name:

TTL: I:I second(s)

Add

0/7 domain names

Delete

Cancel | | Finish |

Reverse DNS: Specifies domain name of the PTR record. Enter an IPV4 address in an reversed
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order.

Status: Select Enabled to enable the PTR record.

PTR Records: Specifies the PTR record corresponding to a domain. Domain Name indicates

the domain name. TTL indicates the time the record cached on the local DNS, in second.

To save the changes, click Finish. To cancel the changes, click Cancel.

For SOA records, the attributes are as follows:

{ Local ons Record Global DNS Record

Properties

Domain Name (1 - 255 characters, not containing any of the following special characters: & | "', : %

Status @ Enabled () Disabled
Settings

Source Host

Email

Serial Number

Refresh Interval: | second(s)
Retry Interval: i | second(s)
Expiration Date: | second(s)
FIE;

Min TTL

Cancel | | Finish

Domain Name: Specifies the domain name.
Status: Select Enabled to enable the SOA record.
Source Host: Specifies source host of SOA.
Email: Specifies email address

Serial Number: Indicates a hint when the zone was updated last time and is increased at
every change.

Refresh Interval: Specifies how often a secondary will poll the primary server to see if the
serial number for the zone has increased(so it knows to request a new copy of the data for
the zone), in second. Default is 900 seconds(15 minutes).

Retry interval: If a secondary was unable to contact the primary at the last refresh, wait the
retry value before trying again. It is typically some fraction of the refresh interval. Default is
600 seconds(10 minutes).

Expiration Date: How long a secondary will still treat its copy of the zone data as valid if it
can't cantact the primary. This value should be greater than how long a major outage would
typically last, and must be greater than the minimum and retry intervals, to avoid having a
secondary expire the data before it gets a change to get a new copy. After a zone is expired a
secondary will still continue to try to contact the primary, but it will no longer provide
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nameservice for the zone. Default is 86,400 seconds(24 hours).
TTL: Indicates the time the record cached on the local DNS, in second.
Min TTL: Indicates the default time the record cached on the local DNS, in second.

To save the changes, click OK. To cancel the changes, click Cancel.

8.2.2 Configuring Global DNS Record

Global DNS record is used in situation that there are more than one sites. The records are
the ones that need to be resolve by this ADC when it works as a global DNS server. Global
DNS record configuration at each site can be synchronized among each other. To add a
record, refer to the above section.

oolovsecorce | [ERSIpE

Add ¥ Delete + Enable &) Disahle

[  oDomain Type Alia/Host/TAT Value

Page || | fO Entries Per Page: |20 | P 0/100 entries

%
In cluster environment, global DNS records is not supported, only local DNS

records is supported.

8.3 Virtual IP Pool

Virtual IP pool is used to schedule requests from client to a specific IP address or port. On
the ADC, DNS mapping works as the first round of scheduling, while virtual IP pool works as
the second round of scheduling. There are local virtual IP pool and global virtual IP pool, the
former is applicable when there is only one site; the latter is applicable when there are a
cluster of sites scattered across the network and virtual IP pool settings can be synchronized
among the clustered sites.

8.3.1 Local IP Pool

To create a new local virtual IP pool, navigate to Intelligent DNS > Virtual IP Pool > Local
Virtual IP Pool, click Add and configure the following contents:
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I Local Virtual IF Poaol Global Virtual IP Pool |

Basics
Mame | |
Status @ Enabled O pizabled
Type @ 1pva O 1pve
Policy
Selected Available
ping o]
ping6
) ) connect_tcp
Proactive Monitor | £ | connect_udp Lt
| http
)
pop3
smtp o
Busy Protection ) Enable ) Disable
Preferred Policy |Raound rohin ~|
Alternate Palicy YWeighted round robin _V_|
IF Pool
Address | |
virtual 1P port | !
Protocol i'_l'bb_ :_ Weight |1 i
|~ http-auto
— 114.100.115.86:60/1 TCP

Name: Give it a distinguishable name.
Status: Select Enabled to enable the virtual IP pool.
Type: Choose what IP addresses are included in the virtual IP pool, IPv4 or IPv6 address.

Proactive Monitor: Select monitor from the available monitor list to monitor if the IP
address and port in the pool are normal.

Busy Protection: Select Enable to enable so that busy IP address and port will not be
forwarded with any request.

Preferred Policy: Specifies the policy preferred to perform scheduling among the virtual IP
addresses in the pool. Options are Round robin, Weighted round robin, The first is available,
Hash, Weighted least connect, Weighted least traffic, Round trip time, Static proximity and
Return all IP.

Alternate Policy: Specify the alternative policy for scheduling among the virtual IP addresses
in the pool. Options are Round robin, Weighted round robin, The first is available, Hash,
Weighted least connect, Weighted least traffic, Round trip time, Static proximity, Return all
IP, Return standby IP, Deny and Drop. The following are brief introductions to each option:
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Round robin: IP addresses in the pool take turns to deal with new requests.

Weighted round robin: IP address in the pool is chosen to deal with new requests based
on weight.

The first is available: IP addresses in the pool are matched from top to button, and the
first matching IP address deal with the new request.

Hash: An IP address is recommended after hash calculation of source IP address in the
DNS request.

Weighted least connect: The IP address with the least connections (calculated based on
weight) will take the load.

Round trip time: The IP address taking the least DNS response time on specific link (tested
based on DNS server setting) will take the load.

Weighted least traffic: The IP address loads the least traffic on specific link (tested based
on weight) will take the load.

Static proximity: The IP address is chosen based on the LDNS setting in Intelligent DNS >
Static Proximity > Virtual IP Pool Based static proximity (Refer to Chapter 7.7 Static
proximity).

Return all IP: No IP address will be filtered. All the IP addresses in the pool are available to
the client.

Deny: When scheduling based on the preferred policy fails, access denied information is
returned to client.

Drop: When scheduling based on the preferred policy fails, DNS request packets are
discarded, and no response is given.

Return the standby IP: The specified IP address takes the load when scheduling based on

the alternate policy fails. Setting is as follows:

Alternate Policy Return the standby IP o

Standby IP

IP Address: Specifies the IP addresses and ports included in the virtual IP pool. They are
launched to external network.

To edit an existing virtual IP pool, click on the pool name. Attributes of a pool are as follows:
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I Local Wirtual IP Pool | Global Virtual IP Pool I

Basics
Mame |WEb
Status ® Enabled (O pizabled
Type @ 1pva C1pve
Policy
Selected Available
ping ping6 ”~
hitp connect_tcp
connect_ud =
Proactive Monitor |( |ﬁ —
-~ np =
| >|p0p3
—|smtp
imap
tls1.0 ]
Virtual IP Activation |At least V| |1 | maonitors available
Busy Protection 3 Enable ) Disable
Preferred Policy |R0und robin V|
Alternate Policy |Weighted round robin V|
Virtual IP
Virtual IP Edit Virtual

To edit settings of a virtual IP address in the pool, click on the Edit Virtualbutton to enter the
following page:

Virtual IP

=+ Add W Delete §=Back
[ | Address Weight Protocol
|:| 114.100.115.86:30 1 e 2]

Click on the address. You can change the weight and monitor type only, as shown in the
following page:

Virtual IF

Basics

IF Address |: 14 10011586 |
Port a0 |
Frotocol TCF |
Weight 1 |

Virtual IP health check

Monitor Type ) Inherited from node pool O Specified
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8.3.2 Global Virtual IP Pool

Global virtual IP pool is applicable when there are a cluster of sites scattered across the
network and virtual IP pool settings can be synchronized among the clustered sites.

To add a global virtual IP pool, navigate to Intelligent DNS > Virtual IP Pool > Global Virtual
IP Pool, click Add and configure the following contents:

clvroivro | RIS |

Basics
MName |
Status ® Enabled O pisabled
Policy
Selected Available
ping ~
connect_tcp
] ] connect_udp
Proactive Maonitor | £ | http L 8
ftp
B,
smtp
imap bt
Busy Protection () Enable ) Disable
Preferred Policy |RDL||1d robin V|
Alternate Policy Weighted round robin V|
IP Pool
Address | |
Virtual IP
Port | |
Addreszes
Protocol |TCF' v | Wweight
localhost bt
) http-auto
7 114.100.115.86:80 TCP
s

Busy protection: Select Enable to enable so that busy IP address and port will not be
forwarded with any request.

For other contents, see the above section.

v
In cluster environment, global DNS records is not supported, only local DNS

records is supported.
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8.4 DNS Mapping

DNS mapping is the first round of scheduling for domain queries from client; request is
scheduled to a virtual IP pool. Then comes the second round of scheduling; request is
scheduled to a specific IP address and port in the virtual IP pool.

There are two types of DNS mappings, Local and Global. Like local and virtual IP pools, global
DNS mappings are applicable when there are a cluster of sites scattered across the network
and settings can be synchronized among the clustered sites, while local DNS mappings are
applicable when there is only one site.

8.4.1 Local DNS Mapping

To create a new local virtual IP pool, navigate to Intelligent DNS > Virtual IP Pool > Local DNS
Mapping, click Add and configure the following contents:

I Local DMNS Mapping Global DNS Mapping

Basics

Mame | |
Status & Enabled ) Disabled
Type @ 1pva O 1pvs
Policy

Comain Names

|| Add |

Delete

LE Mode | Static proximity v/
Persistence ® Enable O Disable
Inactivity Timeout ISEJEJ—| seconds
TREE J_SE] seconds
Selected Availakble
[web

Virtual IF Pool

£
[

Name: Give it a distinguishable name.
Status: Select Enabled to enable the DNS mapping.

Type: Choose what type of IP address is applicable, IPv4 or IPv6 address.
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Domain Names: Specifies the domains you want to map.

LB Mode: Specifies the scheduling policy of DNS mapping. Options are Static proximity,
Round robin and Weighted round robin. The following are brief introductions to each
option:

Static proximity: The virtual IP pool is chosen based on the LDNS setting in Intelligent DNS >
Static Proximity > Virtual IP Pool Based static proximity.

Round robin: Virtual IP pool take turns to deal with new requests.

Weighted round robin: A virtual IP pool is chosen to deal with new requests based on
weight.

Persistence: Select Enable to enable the persistence for the virtual IP pool chosen at the
phase of DNS mapping, so that requests from same source before timeout are scheduled to
a same virtual IP pool.

Inactivity Timeout: Specifies the time period before persistence gets invalid, in second.
TTL: Specifies the time that mapped domain will be cached, in second.

Virtual IP Pool: Specifies the virtual IP pool to which the requests are scheduled during local
DNS mapping phase.

8.4.2 Global DNS Mapping

Global DNS mappings are applicable when there are a cluster of sites scattered across the
network. Scheduling is performed among many virtual IP pools configured on more than one
sites and settings can be synchronized among the clustered sites.
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ccalons oo | [ERSIR |

Basics

MName | |

Status @ Enabled ' Dizabled

Policy

Domain Names | || Add |
Delete

LB Mode |Static: proximity V!

Perzistence ® Enable O Dizable

Inactivity Timeout |300 seconds

TFL |60 | seconds

Selected Available

|

Virtual IP Pool
L

The contents are nearly the same with local DNS mapping. The only difference is the
available virtual IP pools are configured in Intelligent DNS > Virtual IP Pool > Global Virtual
IP Pool.

s I,

v
In cluster environment, global DNS records is not supported, only local DNS

records is supported.

8.5 LDNS

In LDNS, you can define the network segments which the local DNS of each site is located in.
They are also used in scheduling based on static proximity.

There are local LDNS and remote site LDNS. Like local and global virtual IP pools and DNS
mappings, the remote site LDNS is applicable when there are a cluster of sites scattered
across the network and settings can be synchronized among the clustered sites, while local
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LDNS is applicable when there is only one site.

8.5.1 Local LDNS

To add a new local LDNS, navigate to Intelligent DNS > LDNS > Local LDNS, click Add and
configure the following contents:

Local LDMS

Basics
Mame | '
IP Group
Tvpe |IF' Ranges V|| Add |
IP Ranges | ! -+ I |
0/10000 entries
Cancel | | OK

Name: Give it a distinguishable name.

Type: Choose what type of IP address you want to add into the IP group, IP range, ISP,
continent or .region IP address. For IP range, specify the start and end IP and then click Add.
For ISP, select an ISP option from the pull-down list and then click Add; for Continent, select
country, region or state to add IP addresses in the corresponding area and then click Add; for
Region, select a region from the pull-down list and click Add.

s I,

v
It does not support the global DNS LOAD feature and only supports the local

intelligent DNS in the cluster deployment environment.

8.5.2 Remote Site LDNS

They are also used in scheduling based on static proximity.

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 185



Basics
Mame | |
IP Group
Type IP Ranges v|| Add |
IF Range= | | 5 | |
0/10000 entries
‘ Cancel| | ‘ Ok ‘

For introduction to the above contents, see the above section.

8.6 Static Proximity

Static proximity specifies the scheduling algorithm and used in two phases of scheduling,
DNS mapping and virtual IP pool.

8.6.1 DNS Mapping Based Static Proximity

Navigate to Intelligent DNS > Static Proximity > DNS Mapping Based, click Add and
configure the following contents:

I DNS Mapping Based Virtual IP Pool Based

Basics

Status @ Enabled ) Disabled

Site @ Local ) Remote

DMNS Mapping |— MNone - |EI

LDNS |- None - [~

virtual 1P Pool |- None - =]
Cancel 4]
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Status: Select Enabled to enable DNS mapping based static proximity.

Site: Select which sites you want the specified static proximity applied to, Local site or
Remote sites.

DNS Mapping: Specifies DNS mapping for the target domain. Options for local and remote
site vary, since they come from the respective DNS mapping configurations.

LDNS: Specifies the LDNS for the region where the client is located. Options for local and
remote site vary, since they come from the respective LDNS configurations.

Virtual IP Pool: Specifies the virtual IP pool that will be chosen to take the load if the above
DNS mapping and LDNS credential are satisfied.

8.6.2 Configuring Global DNS Mapping

Global DNS mappings are applicable when there are a cluster of sites scattered across the
network. Scheduling is performed among many virtual IP pools configured on more than one
sites and settings can be synchronized among the clustered sites.

cciovsvepons | [N |

Basics

Name | ]

Status ® Enabled O pisabled

Policy

Domain Names [_ _I Add
Delete

LB Made [Static proximity ¥
Persistence ® Enable O pisable
T
Inactivity Timeout 5_30[] | secends
TEE iGU l seconds
Selected Available
(£
Virtual IF Pool
[

The contents are nearly the same with local DNS mapping. The only difference is the
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available virtual IP pools are configured in Intelligent DNS > Virtual IP Pool > Global Virtual
IP Pool.

v
It does not support the global DNS LOAD feature and only supports the local

intelligent DNS in the cluster deployment environment.

8.7 Backup/Restore

8.7.1 Taking Configuration Snapshot

Snapshot taken here is configuration of intelligent DNS and Web Ul administrator accounts. If
this ADC acts as server in cluster, you can also choose what configuration can be
synchronized to other sites.

To back up the intelligent DNS configuration and Web Ul administrator accounts, perform the
following steps:

Configuration Snapshots.

1. Navigate to Intelligent DNS > Restore/Backup > Configuration Snapshots.

Navigél'ﬁbfl I Configuraticn Snapshots Sync Configuration

b Status = Create X Delete
» Report []  Time Point Description Operation
» Objects

P Load Balancing

~ Intelligent DNS

LDNS

Static Proximity

P Routing

b Network

P System

P Wizard 0/10 auto snapshots  0/10 manual snapshots

2. Click Create and configure the following contents:
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I Configuration Snapshots Sync Configuration

Take Snapshot of Configuration

Time Paint [2011-06-25 08-05:23 |
Description | |
Backup Intelligent DNS

User management

Cancel ‘ ‘ Ok |

Time Point: Indicates the time when the configuration snapshot is taken.
Description: Give it brief description.
Backup: Indicates what contents are backed up.

3. Click OK to save the settings, or click Cancel to give up the settings. A snapshot taken
successfully is shown below:

I Configuration Snapshots Sync Configuration

=+ Create ¥ Delete

[J  Time Point Description Operation

[] | zo11-06-25 08:05:56 backup Restore

4. Torestore configuration to the time point, click Restore.

8.7.2 Synchronizing Configuration to Other Sites

If this ADC operates as server in cluster, you can also choose what configuration can be
synchronized to other sites, simply by navigating to Intelligent DNS > Restore/Backup > Sync
Configuration and selecting the options.

Basics
Synchronization Intelligent DNS

User management

0K |

Intelligent DNS is selected and will be synchronized to other sites by default. It includes
global settings, such as global DNS records, global virtual IP pool, global DNS mapping,
remote site DLNS and the global setting part of statistics proximity. User management
indicates the Web Ul administrator accounts. It includes administrator and role settings.
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Chapter 9 Routing

More than one routing options are available on the Application Delivery Controller(ADC) to
meet various deployment requirements, namely, policy-based routing, static route, virtual
route, IP anycast, RIP, OSPF and OSPFv3.

9.1 Policy-Based Routing

When there are more than one WAN interfaces, policy-based routing can be configured, so
that data packets are routed on specific link and forwarded on specified WAN interface,
based on the source and/or destination. Traffic separated in this way can improve bandwidth

utilization.
Navigation Policy-Based Routing Outbound Options Route Troubleshooting
} Status =+ Add X Delete + Enable @ Disable =pImport [* Export =bWizard
P Report [0 name Source IF Destination 17 Protocol WAN Link Walid Period | Operation
b Objects Default All All ALL wan All Day

} Load Balancing

b Intelligent DNS

¥ Routing

v page 1| 11 Entries Per Page: |20 | & 1/100

Click Enable to enable a policy-based routing, or click Disable to disable it. Please note that
the predefined policy-based routing can not be disabled.

To remove the selected policy-based routing, click Delete. But the predefined policy-based
routing can not be deleted.

To import policy-based routing, click Import to enter the following page.

I Folicy-Based Routing Outhound Options Route Troubleshooting

Import

File | | Browse...

Cancel | | Import |

Click Browse to select a local backup file for policy-based routing. Click Import to add the file,
or click Cancel to give up the operation.

Click Wizard, you will enter the following page:
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Routing Wizard

AD Link Intelligent Identification detects that the link information of your system is:

WAN1-eth1 |Others
WANzZ-eth2 | Others

— ]

* Choose the right option if detection is not consistent with your case.

MNext

To create a policy-based routing entry, perform the following steps.

9.1.1 Policy-Based Routing

Navigate to Routing > Policy-Based Routing, click Add and configure the following contents:

I Policy-Based Routing | Outbound Policy | | Route Troubleshooting |
Basics
Mame | |
Status @ Enabled 7 Disabled
Priority |Defau|1 Priority |
Others
Source I[P |!—\|| |Z|
Destination IP |!—\|| |Z|
TOS ] |
Protocol @ Al © sSpecified | TCP | =
Selected Available
WAN1-eth1
WAN2-eth2
WAN Link €.
[
valid Period |All day [~]
Link LB Mode [~]
Link Busy Protection ) Disable
Action for Scheduling Failure @ Try next one ) Drop
Cancel ‘ | OK

Name: Give it a distinguishable name.
Status: Select Enabled to enable the routing.

Source IP: Specifies the source IP address that matches the routing. It can be an IP address,
IP range, subnet or local IP group.
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Destination IP: Specifies the destination IP address that matches the routing. It can be an IP
address, IP range, subnet, ISP IP group or domain.

TOS distinguishes application layer traffic and provides different links to policy-based routing.
It supports application drainage, application identification and policy-based routing.

Protocol: Specifies a protocol for the policy-based routing. Options are All and Specified. If
Specified selected, you can select TCP, UDP, ICMP or others, and define source and
destination port number.

WAN Link: Select one WAN link from Available box and add it to Selected box.

Valid Period: Specifies a valid period for the policy-based routing. The policy-based routing is
invalid beyond the specified valid period.

Link LB Mode: When the number of WAN links are not less than two, specify a link LB mode,
including Round robin, bandwidth usage, Weighted least traffic, Round Trip Time.

Link Busy Protection: If Enable selected, when the link is busy, it will no be scheduled; if all
links are busy, then link scheduling will fail.

Action for Scheduling Failure: Select Try next one to match next rule when scheduling failure
occurs.

Click Finish to save the settings, or Cancel to give up the changes.

9.1.2 Outbound Options

Navigate to Routing > Policy-Based Routing > Outbound Policy, set properties of outbound
data, as shown in the following figure.

Policy-based Routing Cutbound Palicy Route Troubleshooting

Outbound Session Persistence

Netmask 1265256 2550 |

Round Trip Time

TCF Frobe Method TCP 3YN
Other Probe Method i_IICf'u"I F E]
55 258 2550_|
Cache Timeout '35[][] | =econds
814

Netmask: Specifies a netmask. Make a same session persistence for the accesses from
different external IP which belong to a same network number through that netmask.

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 192



TCP Probe Method: Indicates the device will send TCP SYN to destination address for
detecting, when the outbound based on TCP protocol requests a destination address.

Other Probe Method: Specifies the probe method for the requests based on other protocols
except for TCP protocol.

Cache Netmask: Specifies a netmask to make different external IP belonging the same
network number use the same link selected by the Round Trip Time.

Cache Timeout: Specifies the timeout of caching round trip delay time.

9.1.3 Route Troubleshooting

Navigate to Routing > Policy-Based Routing > Route Troubleshooting, configure the
following contents:

Policy-Based Rr:l-ut.ing Outbound Palicy Route Troubleshooting _

Routing Test

Source IP i i Pu:rrl:: i (Enter a valid IP address)
Destination IP | | Part |
Frotocol !'_I'CF‘ B
TOS !U—-|
Test Connectivity | ‘ Last Test Result |

Source IP: Specifies source IPv4 address for routing rest. If the protocol is TCP/UDP, port
number is needed.

Destination IP: Specifies destination IPv4 address for routing rest. If the protocol is TCP/UDP,
port number is needed.

Protocol: Specifies a protocol for test. If the protocol is not in the list, select Others and
specify the protocol number.

TOS: Specifies application layer traffic and provides different links to policy-based routing. It
supports application drainage, application identification and policy-based routing.

Click Test Connectivity, route testing will be performed, as shown in the following figure:
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yoced Roing | [ouboundvoicy | [T

Routing Test

Source 1P [200.200 151234 | Pord80 |

Destination 1P [2002001517 | Pord80 |

Protocol |TCP |Z|

TOS 0

Test Result

Step Operation Rule Result

1 Try this rule Default According to this rule, scheduling succeeded. Egress: WAN1-ethl
| Test Connectivity | | Last Test Result |

To view last routing test result and test time, click Last Test Result, as shown in the following

figure:

[roicy sased Routing | | ovbounc ol | [ERTRY |

Routing Test

Source IP |200.200.151.234 | Port80 |
Destination 1P [200.200.15.17 | PortB0 |
Protocol |TCF’ Izl

Test Result (2017-08-17 11:46:31)

Step Operation Rule Result
1 Try this rule Default According to this rule, scheduling succeeded. Egress: WAN1-ethl
Test Connectivity | | Last Test Result

9.2 Static Route

It' used to set routing entry for reaching non-ADC. And you can view the routing information
here, as shown below:

Navigation Static Route

b Status + add X Delete =jImport [ Export

» Report ¥ [7] ' 1P Address Netmask
» Objects I

b Data Center

¥ Load Balancing

b Intelligent DNS

~ Routing

! Policy-Based Routing

F Stafic Route

In Routing > Static Route, you can view the routing information of routing entries completed
configuration.
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To remove the selected static routing, click Delete.

To create a new static routing, click Add and configure the following fields:

Static Route

Basics

IP Address || | {Enter valid IF address)

MNetmask | |

Gateway | |

Route Re-Advertisement ) Enabled @ Disabled

Cancel | | OK

IP Address: Specifies a target network segment.
Netmask: Specifies the netmask of target network segment.
Gateway: Specifies next-hop IP address of target segment.

Route Re-Advertisement: Select Enabled to allow the static routing advertised through
dynamic route protocol. when the target segment belongs to IPv6, this option is invalid.

Click OK to save the settings, or click Cancel to give up the settings.

To import a static routing, click Import, as shown in the following figure:

Static Route

Import
File | | Browvse...
Download SV File Example

‘ Cancel ‘ ‘ Import ‘

Click Browse to select a local backup file of static routing. Click Import to add the file to
device, or click Cancel to give up the operation.

Click CSV File Example, download default example to edit static routing file manually.

To back up custom static routing file, click Export and click Save to store it on local computer.

9.3 Virtual Route

It's used to specify an egress interface by force when access an IP for distributing virtual
service. When external user accesses a distributed IP, you can make the access request flow
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through a specified line by configuring virtual route. For example, there are two WAN links in
customer network, Telecom and Unicom. The IP of the former is A, that of the latter is B. The
IP group which has distributed virtual service are A and B. By configuring virtual route, when
public IP accesses A, response packets must flow through Telecom, while public IP accesses B,
response packets must flow through Unicom,

b Status =+ Add X Delete + Enable @ Disable
} Report [ Name wirtual Service Virtual IP outgoing interface
» Objects

» Data Center

» Load Balancing

¥ Intelligent DNS

~ Routing

Policy-Based Routing

Static Route

To remove the selected virtual route, click Delete.

To create a virtual route, click Add and configure the following fields:

Virtual Route

Basics

Mame (1-63 characters, not containing special characters: & | "', 1% <= /\])

Status @ Enabled @) Disabled

Others

Virtual Service - Select - |Z|

Virtual 1P Selected Available
<)
[

0/100
Outgoing Interface |WAN1—eth1 |Z|
| Cancel | | OK |

Name: Specifies a distinguishable name.
Status: Select Enabled to make the virtual route configuration take effect.

Virtual Service: Select a virtual service and specify the virtual IP address through which
external users can access that virtual service.

Virtual IP: Select a virtual IP address from Available box and add it to Selected box by
clicking > arrow. The virtual route is applicable to the IP addresses in Selected box.

Outgoing Interface: Specifies an egress interface for the above virtual IP.
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9.4 IP Anycast

IP Anycast is used to configure globally distributed virtual service and corresponding route
gateway. It can balance the loads on data centers.

Navigation IP Anycast

b Status == add ¥ Delete + Enable ) Disable

» Report [  Name Virtual Service Virtual IP
} Objects

» Data Center

» Load Balancing

b Intelligent DNS

~ Routing

* Policy-Based Routing
Static Route

» Virtual Route

To enable the selected IP Anycast entry, click Enable.
To disable the selected IP Anycast entry, click IP Disable.
To remove the selected IP Anycast entry, click Delete.

To create a IP Anycast entry, click Add and configure the following contents:

IP Anycast

Basics

Name || | (1-63 characters, not containing special characters:& | "';: % < = [\

Status @ Enabled ) Disabled

Others

Virtual Service |— Select - |Z|

Virtual IP Selected Available
(€]
-2

0 entries
Gateway |
| Cancel | | DK |

Name: Specifies a distinguishable name.
Status: Specifies whether the IP Anycast is Enabled or Disabled.

Virtual Service: Select a virtual service and specify the virtual IP addresses through which
external users can access that virtual service.

Virtual IP: Select a virtual IP address from Available box and add it to Selected box by
clicking < arrow. The IP anycast is applicable to the IP addresses in Selected box.
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Gateway: Specifies the next-hop address for the above virtual IP.

9.5 RIP

It's applicable to the network where the ADC is deployed and needs RIP to advertise routing
information. To configure RIP, navigate to Routing > RIP, as shown below:

Navigation General Interface

b Status
» Report
General
» Objects
» Data Center RIP ) Enable @ Dizable

b Load Balancin
g Route Re-Advertisement

} Intelligent DNS

Re-Advertise Default Route ) Enable @ Dizable
~ Routing < : = P
Re-Advertise Static Route ) Enable @ Disable
* Policy-Based Routin - =
9 g OSPF Route Re-Advertisement ) Enable @ pisable

» Static Route
Metwork Segment
Virtual Route

Network Segment 1P Address | |

* |P Anycast

Netmask | || Add |

Delete

¥ OSPF

b Network

b System

b Wizard
» High Availability

0/16 entries

9.5.1 General Settings

It's used to configure the network which needs to be advertised through RIP and determine
whether to allow RIP to advertise the routing information learned by other routing protocol.
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General Interface

General
RIP ) Enable @ Disable

Route Re-Advertisement

Re-Advertise Default Route () Enable @ Disable
Re-Advertize Static Route () Enable @ Disable
OSFF Route Re-Advertisement ! Enable @ Disable

Metwork Segment

Metwork Segment P Address% |

Metmask | || Add |

Delete

0/16 entries

OK

Status: Select Disable to forbid devices using RIP.

Re-Advertise Default Route: Select Enable to allow RIP to broadcast default route, so that
the adjacent

routers can reach the ADC based on the default route.

Re-Advertise Static Route: Select Enable to allow RIP to broadcast the static route
configured on the device.

OSPF Route Re-Advertise: If Enable selected, OSPF route learned by the ADC can be
broadcasted by RIP.

Network Segment: Specifies the network segment which is advertised to the peer device via
RIP. Specify an IP address and netmask, and click Add to add these into network segment list.

9.5.2 RIP Interface

It's configuration of interface which RIP runs on and version of RIP. By default, if the
advertised network contains the network which the interface is located on, the interface will
run RIP V2 and no need authentication.
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General Interface

+ Add X Delete

[ Interface Version Support

Click Add to set version of RIP for the interface on which RIP runs, as shown in the following
figure:

General

Interface |- Select - [v

Version Support

RIP Version V2 v|
Authentication

Plain text

MD&
Cancel | ‘ OK |

Interface: Specifies a interface for setting version information.
RIP Version: Specifies the version of RIP running on the interface, V1 or V2.

Authentication: Specifies an authentication method of RIP V2. Options are None, Plain text,
and MDS5. If select Plain text, you also need to specify authentication password; if select
MD?5, you should specify authentication key ID and authentication password.

9.6 OSPF

It's applicable to the network where the ADC is deployed and needs OSPF to advertise
routing information.
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Navigation IR e [T [ ]

b Status
» Report
Basics
» Objects
b Data Center Router 1D | (1-4254967295 or in decimal)
» Load Balancing OSPF Status ) Enable @ Disable
» Intelligent DNS Route Re-Advertisement
- il = &
Routing Re-Advertise Default Route 2} Enable @ pisable
! Policy-Based Routing Re-Advertise Static Route ) Enable @ pisable
+ Static Route Re-Advertise RIP Route Z) Enable @ Disable
* Virtual Route Metric-type O Type-1 © Type-2
» IP Anycast i
» RIP
Area ID
Autonomous System External @
'@ Enable ! Disable
b Network Roite
b System
= Metwork Segment
» Wizard
Network Segment IP Address
» High Availability | |
Netmask | | | Add |
0/16 entries.
OK

9.6.1 General Settings

It's used to configure the network which needs to be advertised through OSPF and
determine whether to allow OSPF to advertise the routing information learned by other
routing protocol.
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General

Basics

Router ID

OSPF Status ) Enable @ Disable

Route Re-Advertisement

Re-Advertise Default Route ) Enable @ Disable
Re-Advertise Static Route ) Enable @ Disable
Re-Advertise RIP Route ) Enable @ Disable
Metric-type ) Type-1 @ Type-2
Area
Area ID
Autonomous System External i
'@ Enable ) Disable
Route
Network Segment
Network Segment IP Addrass | |
1
MNetmask | | | Add |
Delete
0/16 entries.

| oK |

Router ID: Specifies a distinguishable name for router. It can be expressed in decimal format
(1- 4294967295) or in dot-decimal notation.

OSPF Status: Select Enable to allow device to run OSPF protocol.

Re-Advertise Default Route: Select Enable to allow OSPF protocol to broadcast default route,
so that the adjacent routers can reach the ADC based on the default route.

Re-Advertise Static Route: Select Enable to allow OSPF protocol to broadcast the static route
configured on the device.

Re-Advertise RIP Route: If Enable selected, RIP route learned by the ADC can be broadcasted
by OSPF protocol.

Metric-type: Specifies a type for calculating OSPF path cost. If Type-1 selected, extended

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 202



field will be shown.
Area ID: Specifies an area ID for where the router is located.

Autonomous System External Route: Specifies whether to receive external link state
notification from autonomous system. If select Enable, the router will receive state
notification when route table on adjacent router has changed.

Network Segment: Specifies the network segment which is advertised to the peer device via
OSPF protocol. Specify an IP address and netmask, and click Add to add these into network
segment filed.

9.6.2 OSPF Interface

To configure the interface which OSPF protocol runs on, navigate to Routing > OSPF >
Interface, as shown in the following figure:

General Interface Neighbors.

= Add X Delete

[ | Interface Priority Hello Time (second) Valid Period (second) Cost

To configure the interface which OSPF protocol runs on, click Add and configure the
following fields:
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General Interface Neighbors

Basics

Interface |- Select - i]

Time

Hello Time [10 X | seconds (1 - 65535, Default is 10)
Retransmit Interval |—5 | seconds

Dead Time I4[] | seconds

Authentication

Authentication Type INGHE i]

Others

Priority [1 |

Cost I1U |

Network Type !_bl"oadcast il
Cancel | ‘ QK |

Interface: Specifies an interface to apply OSPF protocol.
Hello Time: Specifies an interval of sending Hello packets by sender router.

Re-transmit Interval: Specifies the interval of re-sending link state notification by sender
router.

Dead Time: Specifies a period. If sender router has not received Hello packets sent by peer
device in that period, it will refuse to build neighbor relationship with peer device.

Authentication Type: Specifies an authentication method. It includes None, Plaint text and
MDS5. If select Plaint text, you also need to specify authentication password. If select MD5,
you need to specify authentication key ID and authentication password.

Priority: Specifies the interface priority used for election of DR/BDR. Bigger the number you
have entered, the priority is higher.

Cost: Specifies link cost of current interface. Bigger the number you have entered, the cost is
higher.

Network Type: Specifies a network type for the current interface.

9.6.3 Neighbors

Yon can view which routers have built neighbor relationship with the ADC, as shown below:
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General Interface Neighbors

Auto Refresh: 5 seconds

MNeighbor Routing Table ID Priority Adjacency Timeout Meighbor IF Meighbor Interface

Neighbor Routing Table ID: Indicates the routing ID of neighbor router.
Priority: Indicates the interface priority of neighbor router.
Adjacency: Indicates the neighbor state.

Timeout: Indicates the timeout value of neighbor relationship. The value will begin
countdown from 40 seconds. If the ADC has received packets from neighbor router in 40
seconds, that value will refresh. When the value turns to zero, and the ADC has not received
packets, then the neighbor relationship will be deleted.

Neighbor IP: Indicates the IP address of the interface on neighbor router which is connected
to ADC directly.

Neighbor Interface: Indicates the interface and its IP address of the neighbor router which is
connected to ADC directly.
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Chapter 10 Network

You can configure some relevant network parameters for the ADC. It includes Interface, Link
Monitor, Source NAT, Destination NAT, DNS Proxy and Security, ACL as well, as shown in
the following figure.

PR Interface Status
b Report
» Objects LRI JLTINIIN) LTINS JITINII) i LN
» Data Center MANAGE  ethl eth2 eths etha eths
» Load Balancing
+ Add X Delete v Enable @ Disable 1 LAN interfaces, 2 WAN interfaces
» Intelligent DNS
[ Name Interface 1P Address Outbound Inbound Type
» Routin
=] [ | lan1 eth3 192.170.1.145 LAN
bR il [l | waN1-ethi ethl 1111 100.00Mbps 100.00Mbps WAN
[F] | waN2-eth2 eth2 2221 100.00Mbps 100.00Mbps WAN
Link Menitor
Source NAT

Destination NAT
DNS Proxy
Security

AGL

» System

» Wizard

b High Availability

10.1 Interface

If yon want to use the interfaces except MANAGE interface to connect to SANGFOR ADC, you
must configure MANAGE interface first. The default IP of MANAGE interface is 10. 252.
252/24 or 10. 254. 254. 254 /24,

Physical Interface

L= Interface Status
» Report
» Objects LTINS LN LIV LTINS [N 1NN
» Data Center MANAGE  ethl eth2 eths eths eths
» Load Balancing
+ Add X Delete + Enable @ Disable 1 LAN interfaces, 2 WAN interfaces
» Intelligent DNS
[ name Interface 1P Address outbound Inbound Type
» Routin
- [ | lan eth3 192.170.1.145 LAN
b it [ | wanz-eth1 athl 1111 100.00Mbps 100.00Mbps WAN
[[] | waNz-ethz athz e 100.00Mbps 100.00Mbps: WAN
Link Monitor
Source NAT

Destination NAT
DNS Proxy
Security

ACL

» System

¥ Wizard

» High Availability

10.1.1 Physical Interface

In Network > Interface > Physical Interface, you can configure interfaces on ADC, as shown
in the following figure:
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Physical Interface

Interface Status

MANAGE  ethi eth2 eth3 etha eths
+ Add X Delete + Enable @ Disable 1 LAN interfaces, 2 WAN interfaces
[F]  Name Interface 1P Address Outbound Inbound Type
El | tam eth3 192.170.1.145 LAN
[ | wanNL-ethi ethi 1131 100.00Mbps 100.00Mbps WAN
1 | wanz-ethz ethz 2.2.2.1 100.00Mbps 100.00Mbps WAN

Interface Status: Indicates status of the interface which has been connected with network

L HER L — .
cable and can work normally. | L indicates the interface has connected.

1 H
[
indicates the interface has not connected.

Click Enable to enable the selected interface; or click Disable to disable the selected

interface.
Click Delete to remove the selected interface.

To create a physical interface, click Add to enter the following page:

I o e

Interface Type

@ Lan

2 wan

Cancel Mext

Interface Type: Specifies an interface type, LAN or WAN. Select LAN to define an internal
interface, or select WAN to define an external interface. And then click Next to continue, or
click Cancel to give up configuration.

For LAN interface, you should configure the following contents:
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Physical Intaerface

Add LAN Interface

Basics
Name | |
Interface | - Select - El
Type LAM
Status @ Enabled ) Disabled
Addresses
Interface IP Start 1P | |
EndIP | |
Netmasldl || Add |

5

Delete

0/512 entries

Health Check

Health Status @ Enable ) Disable

Cable Plug Status Detection ) Enable @ Disable

ARP ) Enable @ Disable
| Cancel | | Ok |

Name: Specifies a name for the LAN interface.

Interface: Specifies an interface.

Type: Indicates the type of the interface.

Status: Select Enabled to make all the configuration of the interface take effect.
Interface IP: Enter start IP, end IP and netmask. Mixture of IPV4 and IPV6 is supported.

Health Status: Select to enable or disable checking health status of LAN interface. Only IPV4
is supported.

Cable Plug Status Detection: Select Enable to check health status of LAN interface by
detecting cable plug status.

ARP: Select Enable to check health status of LAN interface by obtaining the monitored IP
address.

) Disable

ARF

Monitored IP Address

Click Add to add the IP address to interface IP field.

To save the settings, click OK; click Cancel to give up the the settings.

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 208



If you want to create a WAN interface, select WAN, as shown below:

Physical Interface

Interface Type

Cancel Mext

Click Next to configure the following contents:
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Physical Int=rface

Basies
Name= | |
Intasfac= | - Seledt - Izl
Typ= WaN
Status @ Enapled ) Disabied
Addresses
Interfacs [F Start TP | |
Ed P | |
Netmask || Add |
Delete
0517 mnln=x
Gateway | |
Public IP Stat 1P | |
Ena 17 | | | Acd |
Delete
0/512 ertries
Bandwidth
Outbound [ ] aps :l Usag= Threshold %
Inbound | | Mbps El Usags Threshold %
Hesalth Probe
Statu= 2} Enabi=d & Db
Cable Plug Status Detection ! Enabie @ Dizabie
| Cancel | | Onp |

Name: Specifies a name for the WAN interface.
Interface: Select an available interface.
Type: Indicates the interface type.

Status: Specifies whether all the configuration of the interface is Enabled or Disabled.
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Interface IP: Enter Start IP, End IP and Netmask, click Add to add them to Interface IP filed.
You can also add multiple IP addresses or an IP segment, but the IP addresses must be the
one that can be assigned to network adapter.

Gateway: Specifies a gateway IP address for the WAN interface.

Public IP: If the IP of the interface configured above belongs to public IP, this fieldis not
required; otherwise, it's required, and the public IP must be corresponding to IP of the

interface.
Bandwidth
Qutbound ' -I"«’Ibps E Usage Threshold 30. %
Inbound l.-’lbpsE[ Usage Threshold 80 %

Bandwidth: Specifies bandwidth in order to manage and control bandwidth usage. If the
traffic over the link exceeds the specified Usage Threshold, indicates the link is busy.

Outbound and Inbound are used to specify the bandwidth over public line. Unit can be Kbps
or Mbps. The settings will be used in Bandwidth Control and Link Load.

Usage Threshold: Specifies the threshold value. When bandwidth usage reached that value,
the line status will show Busy.

y I,
I@

1. Toview the line status, navigate to Status > Links > WAN Links.
2. Atmost 512 IP addresses can be configured on each interface.

3. IPv4 address and IPv6 address can not co-exist on the same interface.

Health Probe: Specifies monitor link status, including Status, Gateway ARP Spoofing,
Detection, Active Monitor, Destination Host and Cable Plug Status Detection. Click Enabled
and specify the following expanded fields:
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Health Probe

Status ® Enabled ) Disabled
Gateway ARP Spoofing ]

_ @ Enabled Z) Disabled
Detection
Active Monitor ping EI
Destination Host '_ ' Add

-
Cable Plug Status Detection ©) Enable @ Disable
Cancel ‘ | (8.9

Status: Select Enabled to enable health probe.

Gateway ARP Spoofing: Specifies whether to check the link health status by detecting the
gateway ARP If gateway ARP is unreachable, then the link is down.

Active Monitor: Specifies the monitors which you want to enable.

Destination Host: Enter the destination host name, IP address or DNS domain. Then click
Add to add them to Destination Host filed.

Cable Plug Status Detection: Specifies whether to check connection state of interface. If the
interface has not connected with cable, indicates there is a line fault. To enable Cable Plug
Status Detection, select Enable or select Disable to disable Cable Plug Status Detection.

%
Floating IP address list: In HA mode, IP address is shared by several units. The

floating IP works in which unit is decided by the group.

©
If interface configuration has changed, including Bandwidth, Usage Threshold,

Gateway, Health Probe, Public IP, and adjusting the current IP address order, dynamic route
process will not restart, avoiding dynamic route relearning which will lead to network
interruption. If enable/ disable the interface, modify IP address of the interface, or change
referenced interface, the dynamic route process will restart.
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10.1.2 Layer 2 Interface

To combine several interfaces on the ADC into a interface on layer 2 switch logically, navigate
to Network > Interface > Layer 2 Interface. Then, each interface of ADC can be regarded as a
layer 2 interface.

It's applied when the ADC is deployed at network exit, and firewall device is put behind it. To
ensure high availability and high reliability of network, HA feature is enabled by firewall, that
means two firewall devices with same configuration are used by a node. In case of not
adding other nodes, such as switch, the layer 2 interface on the ADC can resolve the issues of
active/standby switchover of firewall device, and implement the connection between ADC
and firewall, and the connection between the firewalls as well.

Navigaﬁon Physical Interface Layer 2 Interface Aggregate Interface VLAN Interface Link Mode

} Status Interface Status
} Report
= - - -
} Objects 1 I i I
} Load Balancing MANAGE ~ NET1 NET2 NET3
} Intelligent DNS
+ Add X Delete + Enable @ Disable
} Routing %
[ | Name Interface STP Status Root Bridge ID Bridge ID
¥ Network
Link Monitor
Source NAT
Destination NAT
DNS Proxy
Security
ACL
} System
» Wizard

To make the selected layer 2 interface take effect, click Enable; or click Disable to disable the
selected layer 2 interface.

To remove a layer 2 interface, click Delete.

To create a layer 2 interface, click Add to enter the following page:
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Physical Interface Layer 2 Interface Aggregate Interface VLAN Interface Link Mode

Basics

Mame

Status (®) Enabled ) Disabled
Selected Available

MET1

Interface . < |

|’|

STP Protocol

Status ) Enabled (®) pizabled

Cancel | | oK

Name: Give it a distinguishable name.
Status: Specifies whether the layer 2 interface is Enabled or Disabled.

Interface: Specifies the interfaces to be combined into layer 2 interface. To add an interface,
select the item and click the < arrow button to move it into the Selected box from the
Available box. To remove an interface, select the item and click the > arrow button.

STP Protocol: It's used to configure Priority, Hello Time, Age, and Delivery Delay. Click
Enabled and specify the extended fields:

STP Protocol
Status (®) Enabled () pisabled
Priority 32768 |
Hello Time 12 !semnds
Age iED | seconds
Delivery Delay (15 I seconds

Cancel oK

Status: Specifies whether STP protocol on the layer 2 interface is Enabled or Disabled.

Priority: Specifies a protocol priority. Smaller the value, the possibility that the interface
becomes root bridge is bigger.

Hello Time: Specifies, in seconds, how often the layer 2 interface sends BPDU. The sent
BPDU will be forwarded by the switch or bridge which receives it.
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Age: Specifies how long it takes that the layer 2 interface determines if the topology has
changed, in seconds. That value is always a multiple of Hello Time.

Delivery Delay: Specifies, in seconds, how long it takes that the interface status changes
from congestion to forwarding. For example, there are two firewall devices, one as active
device, the other one as standby device, in order to meet the need of high availability and
high reliability. If the ADC is deployed at the network exit, the IP address of interface NET3
should be the same with that of interface NET4. Then, it seems that NET3 and NET4 are on
the same VLAN, and the data sent by firewall, through interface NET3 or NET4, can
communicate with the VLAN IP.

INTERNET

NET1

NET3 NET4

Firewall A Firewall B

To combine NET3 and NET4 into a layer 2 interface, you should do:

1. Select NET3 and NET4, then click the < arrow button to move it into Selected box from
Available box, and finally click OK to save the settings, as shown in the following figure:

Basics

Name |Layer 2 interface

Status ® Enabled ) Disabled
Selected Available
[NET3 | [NETS
INET4

Interface ||

>
STP Protocol
Status () Enabled @®) pisabled
| Cancel | | oK |

2. Configure an IP address for the layer 2 interface. On the Network > Interface > Physical
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Interface page, create a LAN interface. Clicking Next, you will view the layer 2 interface
which you just created, and configure an IP address for it.

Note:

When you configure an IP address for the layer 2 interface, you can select the interface type
as required, LAN or WAN, as shown in the following figure:

l Physical Interface | Layer 2 Interface Aggregate Interface | | WVLAN Interface Link Mode

Interface Type
® Lan
O wan
| Cancel ‘ | Next ‘
I Physical Interface
Basics
Mame |Layer 2 interface |
Interface <[Layer 2 interface (Layer 2) T~
Type LAN (IPv4)
Status ® Enabled ) pisabled
Addresses
Interface IP Start 1P | |
EndIP | |
Netmaskl | Add |
192.192.10.1/24 Delete
1/512 entnes
Cancel | | OK

3. After configuring completed, you will see the following page:
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Physical Interface Layer 2 Interface Aggregate Interface VLAN Interface Link Mode

Interface Status

= — —a ;
.

T RTTR ot LT e IR i

MANAGE  NET1 NETZ a NETS

== Add X Delete + Enable @ Disable 2 LAN interfaces, 1 WAN interfacy
[0 name Interface IP Address Outbound Inbound Type
O | lan1 NET1 5.5.5.1 LAN
0 Gyer2interface > Layer 2 interface (L 182.182.10.1 LAN
O | wani NET2 5.5.6.1 1.00Mbps 100Kbps WaN

?
When select interfaces for combining into layer 2 interface, you can also select multiple

interfaces, aggregate interface or other interfaces. For more about aggregate interface,
refers to Configuring Aggregate Interface, following.

10.1.3 Aggregate Interface

In Network > Interface > Aggregate Interface, you can take several physical interfaces as a
single logical interface. It allows several interfaces to connect parallelly and transmit data
simultaneously, in order to provide higher bandwidth and throughput.

Navigation Physical Interfaca Layar 2 Intarface Aggregata Interface VLAN Interface Link Moda

b Status Interface Status

} Report

} Objects LI i I 1

} Load Balancing MANAGE NET1 NET2 MET2 i1

} Intelligent DNS
*+ add X Delete + Enable @ Disable 0 aggregate interfaces

» Routing
[0 name Bonding Mode  Interfaces Details

* Network

Link Monitar
Source NAT
Destination NAT
DNS Prosy
Security

ACL

} System

¥ Wizard

To make selected aggregate interface take effect, click Enable; or click Disable to disable an

aggregate interface.
To remove selected aggregate interface, click Delete.

To create an aggregate interface, click Add and configure the following fields:
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Physical Interface | | Layer 2 Interface " Aggregate Interface VLAN Interface Link Mode

Basics
MName b
Status ® Enzbled O Diszbled
Bonding Mode ,Hasﬁ lj
Selected Available
[ [NETS
Interface | €
>
| Cancel | | QK

Name: Give it a distinguishable name.

Status: Specifies whether the aggregate interface is Enabled or Disabled.

Bonding Mode: Select a work mode for the aggregate interface. Options are Hash, Round

robin, 802. 3ad or Dual NIC redundancy. The following are brief introductions to each

option:

® Hash: Select corresponding interface according to the hash value calculated based on
the source IP address and target IP address.

® Round robin: Send packets to corresponding interface by turns.

® 802. 3ad: Select the link with maximum bandwidth as primary link automatically, others
as secondary links. If the bandwidths are the same, send data based on hash algorithm.

® Dual NIC redundancy: Binds several physical interfaces into a logical interface, only one
physical interface in active mode. When the active interface gets down, the standby
interface can work continuously as the active interface.

Interface: Specifies the interfaces to be combined into aggregate interface. To add an

interface, select the item and click < arrow button to move it into the Selected box from the

Available box. To remove an interface, select the item and click the > arrow button.

For example, combine NET5 and NET6 into aggregate interface. Firstly, specify Hash as the
bonding mode, select NET5 and NET6 and click the < arrow button to move them to Selected
box from the Available box, and then click OK to save the settings, as shown in the following

figure:
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| Physical Interface | Layer 2 Interface Aggregate Interface | VLAN Interface | | Link Mode |

Basics

MName |Aggregate Interface |

Status ® Enabled O Disabled

Bonding Mode |Hash EI
Selected Available
METE MNETT
NETEG

Interface |( |

=Y
Cancel | | OK

Next, configure an IP address for the aggregate interface. On the Network > Interface >
Physical Interface page, create an LAN interface. Clicking Next, you can view the aggregate
interface just created, and configure an IP address for it.

Note:

When you configure an IP address for the aggregate interface, options are LAN and WAN, as
shown in the following figure:

. Physical Interface | Layer 2 Interface | Aggregate Interface | | VLAN Interface Link Mode

Interface Type

® Lan
O wan

| Cancel | | Mext
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Physical Interface Layer 2 Interface | | Aggregate Interface | | VLAN Interface | | Link Mode

Basics

Name |Agg Interface |

Interface <[Aggregate Interface (Aggregate) V>

Type LAN

Status ® Enabled ) pisabled

Addresses

Interface IR Start IP | |
EndIP | |
Netmasl-::| | Add |
192.168.10.1/24 Delete
1/512 entries

‘ Cancel | ‘ OK ‘

Interface Status

[ J—r | [ J—r [ J— 1
[inmm] \Mmluﬂ ‘\lmml'“ “.,_;a.._‘
MANAGE NETI  NET2  Layer2. Mo
| o+ Add X Delete +" Enable @) Disable 2 LAN interfaces, 1 WAN interfaces
] | Name Interface IP Address Outbound Inbound Type
| lan1 NETL Sa55 LAN
] Aggregate Interface... 192.168.10.1 LAN
O | wanZ NET2 5.5.6.1 1.00Mbps 100Kbps WAN

10.1.4 VLAN Interface

In Network > Interface > VLAN Interface, the interface on the ADC can be separated into
several virtual sub-interfaces to make virtual work group available.
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» Status Interface Status
* Report s : - : o
ok 1 1111 LI LLIRALL — .
* Load Balancing MANAGE HET1 NETZ HETZ | eE ‘
—
» Intelligent DNS
+ add X Delete + Enable @ pisable 1 VLAN interfaces
} Routing
[ wame Intarface vlan ID
* Network
{ F|ixa NETL 22
Link Monitor
Source NAT
' Destination NAT
DNS Proxy
" Security
ACL
» System
¥ Wizard

To make the selected VLAN interface valid, click Enable; to make a VLAN interface invalid,
click Disable.

To remove the selected VLAN interface, click Delete.

To create a VLAN interface, click Add and configure the following fields:

Link Mode

| Physical Interface Layer 2 Interface Aggregate Interface

VLAN Interface

Basics

Name |

Status ® Enzbled () pisabled

Interface INET? [il

VLAN ID | |
Cancel | ‘ OK

Name: Give it a distinguishable name.

Status: Specifies whether the VLAN interface is Enabled or Disabled.
Interface: Specifies a physical interface which you want to separate.
VLAN ID: Give an ID to the VLAN.

After configuring VLAN interface, create an interface in Physical Interface, and specify an IP
address for the VLAN interface.

y I,

?
VLAN interface supports aggregate interface.
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10.1.5 Link Mode

To set interface mode, navigate to Network > Interface > Link Mode, as shown in the
following figure:

Navigatil}n Physical Interface Layer 2 Interface Aggregate Interface VLAN Interface Link Mode

F Status
¥ Report
Mode
¥ Objects
» Load Balancing NET1 1000baseT/Full [Auto £%
» Intelligent DNS NET2 1000baseT/Full Auto |v|
» Routing MET3 1000baseT/Full
NETS Not Negotiated Auto | vl
MNETE Not Negotiated Auto | W
¥ Link Monitor =
NET7 Mot Negotiated Auto | vl
Source NAT
- Destination NAT
DNS Proxy
k Security
ACL
} System
b Wizard

10.2 Creating Link Monitor

Link Monitor can monitor the status of the link that's used to release applications.

» Status +Add X Delete

» Report ] | Name Type

» Objects ping cMp

} Data Center pings ICMPVE
» Load Balancing hites s

» Intelligent DNS

» Routing

~ Network

» Interface

In Link Monitor, you can view the Name and Type of link monitors, including predefined and
custom link monitors.

To remove a link monitor, click Delete. Please note that predefined monitors cannot be
deleted.

To create a link monitor, click Add to enter the following page:

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 222



Link Monitor

Type
® 1cMmp
O 1cMPve
) CoNNECT

Cancel | | Mext

Type: Specifies a type of the link monitor.
To give up the setting, click Cancel.
Select a monitor type and click Next.

For ICMP or ICMPv6, the attributes are as follows:

Link Monitor

Basics

Mame

Type ICMP

Others

Detection Interval |5 | seconds

Timeout |2 I seconds

Max Attempts |3 |

Service IP |* |

Achieve Debug Logs ) Yes @ No
Cancel | | Ok |

Name: Give it a distinguishable name.

Type: Indicates the type of the link monitor.
Detection Interval: Specifies an interval of detecting link status. Unit is second.
Timeout: Specifies a timeout value of detection, in second.

Max Attempts: Specifies maximum number of attempts for probing status of link after
timeout value reached.

Service IP: Specifies the IP address to be monitored. * indicates all hosts.
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Achieve Debug Logs: Specifies whether to archive debug log of ICMP-based link monitoring.

For CONNECT-based monitor, the attributes are as follows:

Link Monitor

Basics
Mame
Type COMMNECT
Others
Detection Interval |5 |secund5
Timeout |2 | seconds
Max Retries |3 |
Service IP r
Service Port |1 | |Dther IEI
Achieve Debug Logs @ Yas @ No
Advanced
Max Respaonse Length 2048 bytes

.
Send String

Receive String | |

Caontent Sent Before

Disconnectionion

Hexadecimal Mode @ Yes @ No

Cancel | | Ok

Name: Give it a distinguishable name.

Type: Specifies the type of the link monitor.
Detection Interval: Specifies an interval of detecting link status. Unit is second.
Timeout: Specifies a timeout value of detection, in second.

Max Retries: Specifies maximum number of attempts for probing status of link after timeout
value reached.

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 224



Service IP: Specifies the IP address to be monitored. * indicates all hosts.

Service Port: Specifies the ports to be monitored. You can select http, smtp, pop3, imap to
monitor the corresponding port, or select other to specify other port.

Achieve Debug Logs: Specifies whether to archive debug log of CONNECT-based link
monitoring.

Max Response Length: Specifies the maximum length of contents in response, in byte.
Send String: Specifies the contents to be sent after connection setup.
Receive String: Specifies the contents which must be contained in received packets.

Content Sent Before Disconnection: Specifies the contents to be sent in the packet before
connection is disconnected.

Hexadecimal Mode: Specifies whether contents to be sent and received is expressed in
hexadecimal.

To save the settings, click OK; to give up the settings, click Cancel.

10.3 Source NAT

10.3.1 Source NAT

Source NAT is used to translate the source IP address of the data going through the ADC. It's
applicable to IPv4 and IPv6, and always used to proxy internal users to access the Internet.

| | snaT Address Pool

b Status + add X Delete ' Enable @ Disable =4 Import " Export

» Report [ Name Type Outgoing Interface Subnet
» Objects

¥ Data Center

» Load Balancing

¥ Intelligent DNS

» Routing

~ Network

Interface

Link Monitar

To enable an NAT rule, click Enable; to disable an NAT rule, click Disable.

To remove an NAT rule, click Delete.

To move up the selected NAT rule, click t icon; or click \ icon to move down the NAT

rule NAT rule marches from top to button.

To duplicate the selected NAT rule, click Eﬂ icon.

To create an NAT rule, click Add and configure the following contents:
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Source NAT SNAT Address Pool

Basics

MName

Status @ Enabled @) Disabled
Type @ 1pva ) IPvE
Others

Outgoing Interface Specified interface | — Select - :l
Src IP Al (=]

Translate Src IP To @ Interface IP
) Specified IP
Method @ source IP and destination IP hash method

) Source IF hash method

| Cancel | | 8]

-

v
Tips:

1. Source IP address can be IPV4 and IPV6.
2..0ptions for Src IP field can be All, Subnet, IP range and local IP group.

The above figure shows basic configuration information. For more information, you can click
on Advanced on the upper-right corner to see the extended fields:
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| Source NAT SNAT Address Pool

Basics
Mame | il
Status @ Enabled ) Disabled
Type @ 1pya @ 1PvE
Others
Cutgoing Interface Specified interface '—_Sgl_e_c_t—_E
Src 1P |All [~]
Destination @ Any IPvd address
® Specified (This rule only applies to the packets destined to the following IP addresses)
Protocol @ Al
! Specify protocal type iTCF'
Tranzlate Src IF To @ Interface IP
Specified IP
Method ® source IP and destination 1P hash method
) Source IP hash method
| Cancel | | oK |

For example, create an NAT rule to proxy all the internal user to access the Internet. The LAN
segment is 192. 168. 1. 0/255. 255. 255. 0. You should configure the following fields:

Name: Specifies a distinguishable name.

Outgoing Interface: Specifies an egress interface for outbound data. Once the interface is
specified, the rule only applies to the packets from the WAN or MANGE interface.

Src IP: Specifies an IP segment for source NAT. You can select All or Specified. In above
example, select Specified, you need to enter 192. 168. 1. 0 as IP Address and 255. 255. 255.
0 as Netmask.

Destination: Specifies destination IP. Options are All and Specified. When the destination IP
of data packet matches the specified dst IP address, the source IP address will be translated.

Protocol: Specifies a protocol. Options are All and Specified. All indicates all the protocols.
For Specified, also need to specify protocol type and port. When the protocol of data
packets matches the specified, the source IP address will be translated.

Translate Src IP To: Options are Interface IP and Specified IP. For Specified IP, you also need
to specify start and end IP. In above example, you need to enter 202. 96. 137. 75 as public IP.

Method: Specifies a method for translating source IP address. For example, to translate two
same source IP addresses to the same public IP address, you should select Source IP hash
method.
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Source NAT

Basics

Mame

Status

Type

Others

Outgoing Interface
Src IP

Destination

Protocol

Translate Src IP To

© Enabled ) Disabled

@ 1py4 ) 1Pvs

Specified interface | WAN1-gth1 |~ |
Al [=]

) Any IPv4 address

@ Specified (This rule only applies to the packets destined to the following IP addresses)

IP Adl:lressl |

Netmask | |

@ Al
@ Specify protocol type | TGP |Z|

Source Port | |

Destination Port | |

@ Interface IP

B Specified [P
Method ) Source IP and destination IP hash method
® Source IP hash method
| Cancel oK |

To save the settings, click OK; or click Cancel to give up the changes.

To import an NAT rule, click Import. The imported NAT rule file is custom file or the one
exported from Source NAT list, click Import to enter the following figure:

Source NAT

Import
File Browse. .
Download CS\ File Example

Cancel Import

Click Browse to select local backup NAT rule or custom file, and click Import to import the
file to the device; to give up the operation, click Cancel.

To download predefined template, click CSV File Example.
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10.3.2 SNAT Address Pool

Navigate to Network > Source NAT > SNAT Address Pool, as shown in the following figure:

b Status + Add X Delete

» Report [  Name IP range
b Objects

b Data Center

» Load Balancing

b Intelligent DNS

» Routing

* Network

Interface

» Link Manitor

To create a new SNAT address pool, click Add, as shown in the following figure:

SNAT Address Poal

Add
Properties
Name (1 - 63 characters, not containing any of the following special characters: & | "', : % <= /)
Settings
IP Address |IF’ address |z|
1P Address: | || Add |
«|| Delete
0/16 entries
Cancel ‘ | Finish

Name: Specifies the name of the SNAT address pool.

IP Address: Options can be IP address, IP range and subnet. IP ranges of the same SNAT
address pool cannot overlap with each other, while IP ranges that belong to different SNAT
address pools can overlap with each other. Mixture of IPV4 and IPV6 are supported.

10.3.3 SNAT Associations

Navigate to Network > Source NAT > SNAT Associations, as shown in the following figure:
Note that this module is only available when high-availability cluster mode is enabled in High
Availability > HA Mode > Select HA Mode > High-availability cluster.
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I Source NAT SNAT Address Pool SNAT Assaciations

[ mame SNAT Rule

No source NAT rule has ever been created.

SNAT Associations: Source NAT rules will be put together and be associated, and the
relations involved in this source NAT rule is shown below:

soucenar | [ owraaressvool | [EYITEY |

Edit

SNAT Associations Tips: The following graph shows the relations involved in this source NAT rule.

Interface IP SMNAT Rule

dadaa

Interface IP

Traffic Group
Associated Traffic Group | Default El
Cancel | ‘ Finish

Associated Traffic Group: Specifies the traffic group to which the SNAT association group
belongs. The policies in the association group will take effect on the device where the traffic
group works.

10.4 Destination NAT

Navigate to Network > Destination NAT, you can launch the services provided by LAN
servers. It's applicable to IPvA4.

) Status [ #nsa  xDelts | vembe ObDesde | yimpor  pegOr | [
¥ Report [l Name Type Ingress Inte . Protocol Destination IP Range Destination..  Mapped IP Range Mapped Dst.. Operation
» Objects

» Data Center

} Load Balancing
} Intelligent DNS
} Routing
~ Network

» Interface

+ Link Monitor

» Source NAT

 Destination NAT

To enable a destination NAT rule, select the entry and click Enable; to disable a destination
NAT rule, select the entry and click Disable.

To remove a destination NAT rule, select the entry and click Delete.
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To create a destination NAT rule, click Add to enter the following page:

I oeeeranon v

Basics
Name
Status @ Enabled ) Disabled
Type @ 1Pva ) 1PvB
Others
Ingress Interface |— Select —-
) Any IPv4 address |
Source Start IF’Ji
End IP |
Start IP
Drestination
End IF |
Protocol | OTHER

Protocol MNo. |

Start IP |
Translate Dst IP To;
End 1P |
Cancel ;.4

Name: Specified a name for the destination NAT rule.

Status: Specifies whether the destination NAT rule is Enabled or Disabled.

Type: Specifies the port type of the destination NAT rule, options are IPV4 and IPV6.
Ingress Interface: Specifies an interface to launch internal services.

Source: Options are All and Specified. For All, all the request packets will match the DNAT
rule. For Specified, only when the the source IP of the request packets matches the specified
one, it will match the DNAT rule.

Destination: Specifies a start and end IP. When the dst IP of the data packet matches the
specified, it will match the DNAT rule.

Protocol: Specifies the service type launched by LAN server. Options are ALL, TCP, UDP,
ICMP and OTHER. The following are brief introductions to each option:

® ALL: Indicates to launch all the services.
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® TCP: Indicates to launch TCP service, and you can specify the port to launch the service.

® UDP: Indicates to launch UDP service, and you can specify the port to launch the
service.

® ICMP: Indicates ping service.
® OTHER: Specifies a protocol to launch the service.
Translate Dst IP To: Optional, default values will be used. .

Association Traffic Group: This option is only available when high-availability cluster mode is
enabled in High Availability > HA Mode > Select HA Mode > High-availability cluster. Select
a traffic group to which the SNAT association group belongs. The policies in the association
group will take effect on the device where the traffic group works.

To save the settings, click OK; to give up the changes, click Cancel.

For example, there is a computer on LAN whose IP is 192. 168. 100. 250 to provide Web
service for external network. The IP address of WAN interface is 202. 96. 137. 75, and the
port is 80.

On the Network > Destination NAT page, click Add to configure the following contents:

Destination NAT

Basics
Name |
Status @ Enabled 2 Disabled
Type @ 1pya U 1PvE
Others
Ingress Interface IWANW—EHM E
] Application server (accessible to internal users on public IP. Note: Additional SNAT rule must be configured for LAN interface)
Source @ Any IPv4 address ') Specified
o Start 17| |
Destination
End IP | |
Protocs! (I - |
Src Pnrt! |
pstPort| ]
Start 1P | |
Translate Dst 1P To: X
End 1P | |
Translate Dst Port To: !5_=~=- with dst port range if not specified |
| Cancel | | OK |

To make the rule take effect, click OK. Then the Web service can be accessed by external
users with the DNAT rule on the ADC.

To import a DNAT rule, click Import. The imported DNAT rule file is custom file or the one
exported from Destination NAT list.
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I occonaton v

Import DNAT Rules

File Browse...

Download CSV File Example

Cancel Import

Click Browse to select local backup DNAT rule or custom file, and click Import to import the
file to the device; to give up the operation, click Cancel.

To download predefined template for editing DNAT rule, click CSV File Example.

To back up the custom DNAT rule, click Export.

10.5 DNS Proxy

In Network > DNS Proxy, you can configure the following sections: DNS proxy, scheduling
policy, internal DNS records and hosts.

10.5.1 DNS Proxy

To set DNS server address, navigate to Network > DNS Proxy > DNS Proxy. When the ADC
needs to resolve domain name, it will reach to the DNS server with this IP address, and
forward DNS request from internal hosts.
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DNS Proxy Scheduling Policy Internal DNS Records HOSTS

DNS Server
Interface |- Select - El
DNS Servers 1P Address| |
weight | || Add |

B

(DNS requests from this device are resolved by the top 3 DNS servers only)
Delete

Transparent DNS Proxy

Status O Enabled (®) Disabled

| oK

DNS Servers: Set an interface for the DNS server. You can configure IP Address and Weight of
each DNS server for each WAN interface. The ADC only uses the top 3 DNS servers. Select an
interface from Interface list and enter IP Address and Weight of DNS server. Click Add to add
them to the DNS Servers list. To remove a DNS server, select the server and click Delete.

Status: Specifies whether the transparent DNS proxy is Enable or Disabled. If you select
Enabled, the DNS request from internal hosts will be forwarded to the DNS server by the
ADC, and configure the following expanded fields:
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Transparent DNS Proxy

Status @ Enabled ! Disabled

IPv4 Listening Address

Service Port 5353

Caching Enable @ Disable

Concurrent Query _ Enable @ Disable

LB Mode Round robin E

Query Destinations Speciﬁed SEMNVET E

Internal Subnet @ All " Specified

Monitored Domain Names Add
i Delete

Scheduling Policy ' Enable @ Disable

Link Busy Protection _'Enable @ Disable

oK

IPv4 Service IP: Specifies a service IP address, DNS server address can be set as a service IP.
IPv6 Service IP: Specifies a service IP address, DNS server address can be set as a service IP.

Caching: Specifies whether to cache the DNS responses. Once enabled, cached contents will
be used to respond to client when receiveing DNS queries.

Concurrent Query: Specifies whether to forward queries to all the available DNS servers and
respond to client with the first valid response after receiving queries from the client. (The
scheduling policy takes precedence over concurrent query.)

LB Mode: Select a LB mode for Transparent DNS Proxy. Options are Round robin, Weighted
round robin, Weighted least traffic and Priority. The following are brief introductions to
each option:

® Round robin: DNS server in the DNS Servers list will be selected by turns. Each server
has equal chance.

® Weighted round robin: DNS server in DNS Servers list will be determined by their
weight.

® Weighted least traffic: Select a DNS server based on the weight over the link with least
traffic.

®  Priority: Select the DNS server with the highest weight all the time. Only when the DNS
server with highest weight is offline or busy, the DNS server with lower weight will be
selected.

Query Destinations: Options can be All DNS queries, Specified server and Specified domain
name. When All DNS queries is selected, Internal Subnet field should be specified,
otherwise intelligent DNS is invalid. Specified domain name indicates the domain name
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which has been configured in the scheduling policy.
Internal Subnet: Specifies a network segment where DNS proxy service is needed.

Listen Domain: Specifies the domain name to be listened, in order to determine the validity
of DNS server. Only when the domain name is valid, the transparent DNS proxy will be
performed.

To scheduled the request of special users to the specified server., click Scheduling Policy

Link Busy Protection: Specifies whether the link busy protection is Enabled or Disabled. If
select Enabled, the busy link will not be scheduled; if all the links are busy, the DNS request
will be scheduled to the DNS server bound by the links randomly.

To save the changes, click OK.

10.5.2 Scheduling Policy

Scheduling policy is used to schedule the request of special users to the specified server.

oS Prowy | Tl | tnternat DNS Records HOSTS

+ Add X Delete " Enable @ Disable

|:| Name Internal User Domain DNS Server Operation

To make a scheduling policy take effect, select the policy and click Enable.
To disable a scheduling policy, select the policy and click Disable.
To remove the selected scheduling policy, click Delete.

To create a scheduling policy, click Add and configure the following contents:
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DNS Proxy Scheduling Policy | Internal DNS Records | HOSTS

Basics

Name

Status ® Enabled O Disabled

Policy
Internal User i.f-\ll !il

Domain |

Selected Available

DNS Server | < |

&3

Link Busy Protection ) Enable ®) Disable

Action for Match Failure  ® Try next one ) Enforce scheduling

Cancel ‘ | OK ‘

Name: Specifies a distinguishable name.
Status: Specifies whether the scheduling policy is Enabled or Disabled.

Internal User: Select an internal IP segment that the policy will apply to. Options are All, IP
range and Subnet.

Domain: Specifies the target domain name to match the scheduling policy.
DNS Server: Specifies a DNS server to return results for this scheduling policy.
Link Busy Protection: Specifies whether to select links in accordance with link state.

Action for Match Failure: Specifies how to handle the issue when the DNS servers become
invalid. Select Try next one to match next scheduling policy instead of the current one. Select
Enforce scheduling to return the DNS server in DNS Servers all the time.

To save the settings, click OK; to give up the settings, click Cancel.

10.5.3 Internal DNS Records

In Network > DNS Proxy > Internal DNS Record, you can add DNS items on the ADC for DNS
resolution.

DNS Proxy Scheduling Policy Internal DNS Records HOSTS

=+ Add X Delete +" Enable & Disable To make 'Internal DNS Records' take effect, enable DNS proxy.

[1 | bemain Type Resource Records
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To make the selected internal DNS record take effect, click Enable.
To remove the selected internal DNS record, click Delete.

To create a DNS record, click Add to enter the following page:

DNS Proxy Scheduling Policy Internal DNS Records HOSTS

Interface Type
@ A records {mapping of domain names and IF addreszes)
©) AAAA records {records specifying IPvE addresses for specific domain names)
T MX records {Mail Exchange records, for locating the mail server when email is delivered)

! CM&ME records (canonical name, enables more than one names imaging to 2 same computer)

) TXT records (description of a hostname or domain name)

Cancel | | Mext

Interface Type: Select an interface type for the DNS record. Options are A records, AAAA
records, MX records, CNAME records and TXT records.

To give up the operation, click Cancel.

To create A records, select A records and click Next, as shown below:

DNS Proxy Scheduling Policy Internal DNS Records

Basics
Domain H | (1-255 characters, not containing special characters: & | "', 1% <> [ \)
Status @ Enabled ) Disabled
Others

IP Address: | |
A Records e —

oL 60 | seconds Add

Delete
Cancel | | OK

Domain: Give it a domain name.
Status: Specifies whether the A records is Enabled or Disabled.
IP: Specifies an IP address corresponding to the domain name of A records.

TTL: Specifies time period how long the A records can be cached on local DNS server, in
second.

To save the settings, click OK; to give up the settings, click Cancel.
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To create AAAA records, select AAAA records and click Next, as shown below:

DNS Proxy Scheduling Policy Internal DNS Records

Properties

Domain Name | {1 - 255 characters, not containing any of the following special characters: & | "', ;1 % < =
Status @ Enabled ) Disabled
Settings

P Address:| |
AAAA Records

TEEZ second(s) Add

Delete
| Cancel | | Finish |

Domain: Give it a domain name.
Status: Specifies whether the AAAA records is Enabled or Disabled.
IP: Specifies an IP address corresponding to the domain name of AAAA records.

TTL: Specifies time period how long the AAAA records can be cached on local DNS server, in
seconds.

To save the settings, click OK; to give up the settings, click Cancel.

To create MX records, select MX records and click Next, as shown below:

DNS Proxy Scheduling Policy Internal DNS Records

Basics
Domain | (1-255 characters, not containing special characters: & | "', 1% < = /)
Status © Enabled ) Disabled
Others
MX Records Host | |

Priority | |

L seconds Add

Delete
0/8 entries
| Cancel | | OK

Domain: Give it a domain name.
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Status: Specifies whether the MX records is Enabled or Disabled.
Host: Specifies an IP address or domain name for MX records.
Priority: Specifies a priority of MX records in MX records list.

TTL: Specifies time period how long the MX records can be cached on local DNS server, in

seconds.

To save the settings, click OK; to give up the settings, click Cancel.

To create CNAME records, select CNAME records and click Next, as shown below:

DINS Proxy
Basics
Domain ! ! (1-255 characters, not containing special characters: & | "', : % <> /1)
Status @ Enabled ) Disabled
Others
CNAME Records Canonical Name ! !

TEE. ! !saconds Add

|| Delste
0/8 entries
| Cancel | | OK

Domain: Give it a domain name.

Status: Specifies whether the CNAME records is Enabled or Disabled.

Canonical Name: Specifies a canonical name for CNAME records.

TTL: Specifies time period how long the CNAME record can be alive in Local DNS, in seconds.
To save the settings, click OK; to give up the settings, click Cancel.

If select TXT records as the interface type, click Next and configure the following contents:
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DNS Proxy Scheduling Policy Internal DNS Records

Basics
Domain || | (1-255 characters, not containing special characters: & | "', 1 % < = /)
Status @ Enabled ) Dizabled
Others
-
TXT value

Record Time To Live{TTL) I:l =seconds

| Cancel | | oK |

Domain: Give a domain name for TXT records.
Status: Specifies whether the TXT records is Enabled or Disabled.
TXT Value: Specifies a TXT value corresponding to the domain of TXT records.

Record Time To Live(TTL): Specifies time period how long the TXT records can be cached on
local DNS server, in seconds.

To save the settings, click OK; to give up the settings, click Cancel.

10.5.4 HOSTS

It's applied when the ADC accesses a domain name. Navigate to Network > DNS Proxy >
HOSTS to set HOST table.

| DMNS Proscy | Scheduling Policy Internal ONS Records

=+ Add X Delete

[ | HosT 1P Address
ad.ZTE.cam 127.0.0.1
localhaost 127.0.0.1
localhost s )

To remove the selected HOST, click Delete.

To create a HOST, click Add to enter the following page:
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DNS Proxy Scheduling Policy Internal DNS Records

Others

HOST “7

| (1-63 character, starting with letter and containing letters (case insensitive), digit, hyphen, underscore and dot only)

IP Address

Cancel | ‘ OK |

HOST: Give it a host name or a domain name.
IP Address: Specifies a corresponding IP address for the host.

To save the settings, click OK; to give up the settings, click Cancel.

10.6 Security

10.6.1 Attack Prevention

DOS attack usually motives for consuming resources on servers and forcing the server to stop
response. It can also cause congestion of server response by forging massive request data, so
that the request from legal users cannot get response. The anti-DOS attack feature of
SANGFOR ADC can prevent DOS attack from extranet and determine the attacker by its IP
address.
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I Attack Prevention ARP/ND Protection ARP proxy Advanced Options

Defense Against Cyber Attacks

ICMP-Flood Prevention @) Enable @ pizable
Per-Dist-IF Packets Threshold I 48 | packets/second (Integer between 0 and 2147483647)
UDP-Flood Protection ) Enable @ Disable
Per-Dist-IP Packets Threshold lL_ il | packets/second
SY¥YN-Flood Protection @) Enable @ Dizable
e =

Per-Dst-IF Packet Threshold I 196 | packets/second
Whitelist
IP Address Single IP =]

IP Address | | | Add |

Delete

0/100 entries

"

ICMP-Flood Prevention: Specifies whether the ICMP-Flood prevention is Enabled or
Disabled.

UDP-Flood Protection: Specifies whether the UDP-Flood protection is Enabled or Disabled.
SYN-Flood Protection: Specifies whether the SYN-Flood protection is Enabled or Disabled.

Per-Dst-IP Packets Threshold: Specifies a maximum number of ICMP/UDP packets per
second for protection module.

Per-Dst-IP Packet Threshold: Specifies a maximum number of SYN-Flood packets received by
the WAN interface for protection module.

Whitelist: Specifies the unprotected IP addresses.

10.6.2 ARP/ND Protection

On the Network > Security > ARP/ND Protection page, you can set static ARP. It's always
used to bind the ARP of critical device and server, in order to defend against internal ARP
spoofing attacks.
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Attack Prevention ARP/ND Protection ARP Proxy Advanced Options

=+ Add @.lScan X Delete tliBroadcast

[  interface IF Address

To remove the selected ARP item, click Delete.

To create an ARP item, click Add to enter the following page:

Attack Prevention ARP/ND Protection | ARP Proxy | Advanced Options

Basics

Interface [MmANAGE [=]
IF Address || | (IF address and the device should be on a same network segment)
MAC Address | | Obtain MAC

| Cancel | | oK |

Interface: Specifies an interface to bind IP/MAC.
IP Address: Specifies an IP address for the interface.
MAC Address: Specifies a MAC address of IP address specified above.

Click Obtain MAC to get MAC address for the specified IP address automatically. If failed to
get it, failure information will pop up.

To save the settings, click OK; to give up the settings, click Cancel.

The ADC provides the feature of getting MAC address automatically. Click Obtain to get the
MAC addresses corresponding to an IP range automatically, as shown in the following page:

Attack Prevention ARP/ND Protection ARP Proxy Advanced Options

Basics

Interface | MANAGE Izl

IP Address | |

MAC Address | | | obtan MAC
Cancel | | oK

Enter a start IP and end IP. Click Obtain and the ADC will get the corresponding MAC address
by sending ARP broadcast.

MAC Address: Displays the ARP information after scanning completed.
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Click OK, then the ARP information will be added to the ARP list automatically.

To give up searching ARP information, click Cancel to return to the default ARP/ND
Protection page.

To broadcast MAC address of gateway proactively, click Broadcast.

Broadcast MAC 0

Broadecast Interval 5 | minutes (5-2600)

[ ok | |Brcadcast_§ | Cancel |

Broadcast Interval: Specifies how often the ADC sends a ARP broadcast packet, in minutes.

Click Broadcast, then the ARP information scanned automatically will be added to the ARP
list.

To update the configuration, click OK; to give up the settings, click Cancel.

10.6.3 ARP Proxy

Navigate to Network > Security > ARP Proxy, as shown in the following figure:

Attack Prevention ARP/ND Protechon ARP Proxy Advanced Option

+ Add X Delete + Enable @ Disable
[ | Name

To remove the selected ARP Proxy entry, click Delete.

To create an ARP proxy entry, click Add to enter the following page:
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Attack Prevention ARP/ND Protection ARP Proxy Advanced Option

Add

Properties

Name I \ (1 - 63 characters, not containing any of the following special characters: & | "', : % <= /1)
Status @ Enabled ) pisabled
Settings
IP Addresses Start IP: ‘ |
End I: | | [ Add |
“!| Delete

Up to 0/2048 1P addresses

Outgoing Interface | — Select - |z|| Add |
* || Delete
| Cancel | | Finish |

Name: Specifies the name of ARP Proxy.
Status: Specifies whether to enable or disable ARP Proxy.
IP Address: Specifies IP addresses

Outgoing Interface: Specifies outgoing interfaces. Multiple outgoing interfaces can be
selected for one policy. But if Interface received request is selected, other outgoing
interfaces cannot be selected, and if other outgoing interfaces are selected, Interface
received request can not be selected.

Interface received request: Specifies destination MAC address of ARP response according to
the incoming interface of ARP request.

10.6.4 Advanced Options

To set route forwarding options, navigate to Network > Security > Advanced Options.

Attack Prevention ARP/ND Protection ARP Proxy Adwvanced Options -

WAN Interface Inbound Route Forwarding

WAN Port Forwards Outgoing Traffic @ Enable @) Disable
Symmetric Route @ Enable i) Disable
| Update |
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WAN Port Forwards Outgoing Traffic: Select Enable to forward the data packets received by
the WAN interface; or select Disable to drop the data packets. If select Disable, the data can
not transmit between WAN and LAN interface, except for that of Virtual Service, DNS,
Source NAT, Destination NAT, Remote logging, and Policy-based Routing or Static Route. All
the data can transmit until Enable is selected.

Symmetric Route: Select Enable to enable symmetric route; or select Disable to enable
asymmetric route. Default is symmetric route.

10.7 ACL

It provides link-based access control policy and that based on virtual service.

10.7.1 Basic ACL

Navigate to Network > ACL > Basic ACL, you can configure access control policy based on
protocol and IP.

[ —

» Status

» Report [ Name Incoming In.. Source 1P Src Port Destination 1P Dst Port Protocol No.  Action Operation
» Objects
» Data Center

» Load Balancing
» Intelligent DNS

» Routing

~ Network

Interface

To enable the selected ACL rule, click Enable; or click Disable to disable the selected ACL
rule.

To remove the selected ACL rule, click Delete.

To move up an ACL rule, click t icon; to move down an ACL rule, click \ 4 icon. The ACL
rules match from top to button.

To create an ACL rule, click Add to configure the following contents:
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Basic ACL

Basics
MName
Status @ Enabled ) Disabled
Rule

Protocol | Specified El
Protocol

Protocol No. | |
Incoming Interface |ALL E
Source IP |Sing|e IP |Z|
IF Address | |
Destination IF |Sing|e IP |Z|
IP Address | |
Action 2 Allow @ peny

Cancel ‘ | OK

Name: Give it a distinguishable name.

Protocol: Specifies a protocol number. When the protocol used in the communication is
consistent with the specified protocol number, the ACL rule will be matched. O represents all
the protocol.

Incoming Interface: Specifies incoming interface. You can select ALL and specify incoming
interfaces..

Source IP: Specifies an IP segment. When the source IP address complies with the IP
segment, the current ACL rule will be matched.

Destination IP: Specifies an IP segment. When the destination IP address complies with the
IP segment, the current ACL rule will be matched.

Action: When the above criteria are matched, then the Action will be performed.
® Allow: when the above criteria are matched, allow this access request.

® Deny: When the above criteria are matched, deny this access request.

w I,

v
Tips: When ICMP protocol is selected, you can select Common Types for ICMP Type, as

shown below:
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Rule
Protocol | ICMP EI
Pratocal No. |1 |
ICMP Type: ® Any @ Specified
[ | Add
Selected: Available:
Protocol
Common Types Common Types -
Custom Types €. Echo Reply (Type 0)
Destination Unreachable (T =
Source Quench (Type 4)
Redirection (Type 5)
Echo (Type 8)
|| Router Advertisement (Typ:
Router Solicitation (Type 11 ~
Incoming Interface E - |
Source IP |Sing|e P |z|
10.7.2 Advance ACL

To configure ACL for virtual service, navigate to Network > ACL > Advanced ACL, as shown in
the following figure:

| Basic ACL Advanced ACL

+ Add X Delete v Enable 7) Disable

|:| Name IP Address WVirtual Service Connections Limit Operation

To enable the selected ACL rule, click Enable; or click Disable to disable the selected ACL
rule.

To remove the selected ACL rule, click Delete.

To move up an ACL rule, click L) icon; or click 8 4 icon to move down an ACL rule. The ACL
rules match from top to button.

To create an ACL rule, click Add to configure the following contents:
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Basic ACL Advanced ACL

Basics

Status @ Enabled T Disabled

Rule

Source IP |A|| IZI
Virtual Service | |ZI

Max Concurrent Connections

[2000 |

Per IP

Name || | (1-63 characters, not containing special characters: & | "', :

o< >/\)

| Cancel | | OK |

Name: Give it a distinguishable name.

Source IP: Specifies an IP segment. When the source IP address belongs to the IP segment,

the current ACL rule will be matched.

Virtual Service: Specifies a virtual service to apply the ACL rule.

Max Concurrent Connections Per IP: Specifies the max number of concurrent connections to
virtual service on public IP. When the number of concurrent connections reaches the

maximum, the new connection will de denied.
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Chapter 11 System

It's used to configure the system of the ADC, including General, Administrators, SMTP
Server, SNMP, Alarm and High Availability, as shown in the following figure:

b Status
¥ Report
ge Interface
F Objects
» Data Center Address 1 | Netmaste [ Add ] (Enter valid and matching 1P address and netmask)
} Load Balancing 1200.200.145 2/22 Delete
¥ Intelligent DNS
* Routing
¥ Network
* System
1/16
Licensing Gateway [200.200.147 254
Administrators System
SMTP Server
Host Name localhost I
Silie Remote Maintenance © Enable @ Disable
Alarm Options
WEB UI
Logging Options -
HTTES Port 443 |
System Update e
HTTP Session Timeout |_50000 | seconds
b Wizard 1
Report Center Port !B |

¥ High Availability

| seconds

Root CA Certificate Download

oK

11.1 General Settings

11.1.1 Device

In System > General > Device, you can configure Manage interface and other information,
including host name and the settings about WEB UL.
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Device

Manage Interface

Address P | | Netmaski | (Enter valid and matching IP address and netmask)
[200 200 145 2/22 ] [ Delete ]
1/16

Gateway [200 200 147 254

System

Host Name |UEE”"IES{

Remote Maintenance ) Enable @ pisable

WEB UI

HTTPS Port 1

| seconds
]

HTTP Session Timeout
Report Center Port

Report Center Session

550 | seconds
Timeout -
Root CA Certificate Download

Manage Interface: It's for setting related parameters of Manage interface.

Address: Specifies an IP and Netmask, and click Add to add the IP into the address list; click
Delete to remove the selected address.

Gateway: Specifies gateway IP address of manage interface.

Host Name: Specifies a host name of the ADC. It's recommended that enter the DNS host
name which has been applied for.

Remote Maintenance: Specifies whether to enable remote maintenance. If select Enable,
administrator can access the ADC and manage it via WAN interface.

HTTPS Port: Specifies a port to log into administrator console of ADC. The default port is 443.

HTTP Session Timeout: Specifies the timeout value. After that period, the current session
will be logged out.

Report Center Port: Specifies a port to connect to report server. The default port is 85.

Report Center Session Timeout: Specifies the timeout value. If user who has logged in
Report Center has not any operation during that period, related session will be cleared and
he/she needs to login again.

Root CA Certificate: Click Download to download root CA certificate and import it to browser,
then no tip will pop up informing you that certificate is invalid when you log into the Web
admin console of ADC.

To update the settings, click OK.
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11.1.2 Date/Time

To set system time of the ADC, navigate to System > General > Date/Time, as shown in the

following figure:

. Date/Time Backup/Restore Shut Down WebConsole

Date/Time
Date 20170724 |
Time 151331 | | Sync with Local PC

[¥] Sync Time with NTP Server

Preferred NTP Server time_nist gov | Sync MNow
Alternate NPT Server | | Sync Now
Sync Interval 286400 | second(s)

|  Refesh | | OK |

Refresh: It's used to refresh the time settings.
Sync with Local PC: Specifies whether to sync time with that of the local computer.

Sync Time with NTP Server: If it is selected, the system time will synchronize with NTP server

automatically.
Preferred NTP Server: Specifies an NTP server.
Alternate NTP Server: Specifies a standby NTP server.

Sync Interval: Specifies the interval of synchronizing system time with NTP server. Integer
can be between 1 and 604800s. Default is 86400s.

Click Sync Now to make the system time synchronize with NTP server instantly.

Click Refresh to update the settings.

%

If the updated time is after original time, the data in the period between the current time
and the original time will not be recorded. If the updated time is before original time, the

view by minute and hour in report will show latest data, while the view by day and month in

report will show the result after data overlap.

11.1.3 Backup/Restore

Go to System > General > Backup/Restore, you can back up and restore configuration.
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| Device | | Date/time | Tl | ShutDown | | WebConsole
+ Add X Delete “YRestore | HRestore Defaults
[ Time Description Version Operation

[ | 2017-07-03 19:15:44 Backup config file AD-6.6_EN Restaore Export

To back up the current configurations, click Add to configure the following contents:

e o ]
== Backup/Restore | Shut Down | | WebConsole |
Create
Properties
Time [2017-07-24 15:27:18 |
Description |Elackupcnnﬁgﬁle |
Cancel | | Finish |

To restore the configurations of selected backup, click Restore.

To restore from file, click | BT@WEE..[ to upload file, as shown below:

: [ ; | ; |
I Device | | Cate/Time | EEGILUEEEGCS | Shut Down | WebConsole |

Restore from file

File Path

Path | | |Browse..

Cancel Restora

K fstRestore Defaults

To restore to factory defaults, clic to configure the following contents:

Meszage { P‘f

The system will be restored to factory defaults. Are you sure to proceed?

| Cancel” Mext |

1. Restoring configuration from backup will lead to restarting device automatically.
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2. Configurations will be automatically backed up before ADC is joined to cluster.

11.1.4 Shut Down

In System > General > Shut Down, you can perform the operation of restarting the ADC, as
shown in the following figure:

| Date/Time | l shut Down

@) Shut Down i Stop all the running services, save the current settings and shut down the device.
& Restart Device i Shut down and restart the device.
‘{j_u‘}':- Restart Service i Terminate all the sessions, release system resources and restart system services.

To shut down the device, click Shut Down.
To restart the device, click Restart Device.

To restart all the services on the ADC, click Restart Service and device will not restart.

11.1.5 WebConsole

In System > General > WebConsole, you can view some basic information with command
line on this page, as shown in the following figure:

' Date/Time Backup/Restore Shut Down | (RN

Sangfor ADC GUI [v6.6_EN]
G 2017 Sangfor Tech ies Inc. All Rights Reserved.
ype help or guestion mark(?) to view all the allowable commands

-Sangfor Technologies Inc WebConsole# Type here

Command Help List: Lists the commands supported by WebConsole and its usage. Enter
command " help " behind " Sangfor Technologies Inc Webconsole# " on the bottom of the
page, and press Enter key to view corresponding information about system, as shown in the
following figure:
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ip rule e ip rule
netstat 1 o q Same with the Linux netstat command. For netstat, it will

ping de er hos Same with the Linux ping d (By default. Ping 4 p: Id be added after ping)

ping6. ’ - < erhost with the Linux mand (By default. Ping 4 added. -c should be added after pin)

ute
port (Example: 1.1 4009)

tepdump e pa = Same with the Linux tcpdump command. -c parameter must be added(exampl: tcpdump -i tho -c 10)

check

regexmatch

number e % number
throughput a throughput

request reque:

ot start or end with spac

nt [enal

dv_limit_type [sip|

help

-Sangfor Technologies Inc WebC

11.2 Licensing

Licensing includes Device Basics, Basic License, SSL Offload License, TCP One-Way
Acceleration, HTTP Contents Caching, Intelligent DNS License, App Analytics, Security
Analytics and Software Upgrade. Device Basics shows Gateway ID, Function Modules,
Phone Service Expiration and Hardware Warranty.

Navigate to System > Licensing, as shown in the following figure:
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Device Basics

Gateway ID E42BEBEBD
Function Modules Basic License, 55L offload, TCF one-way acceleration, HTTP caching, Intelligent DNS
Phone Service Expiration -

Hardware Warranty -

Basic License

License Status Activated

Max Links 6

SSL Offload License

License Status Activated

TCP One-Way Acceleration

License Status Activated

HTTP Contents Caching

License Status Activated

Intelligent DNS License

License Status Activated

Software Upgrade

Authorization Method Authorization via Licensing Server
Authorized User: FEERItEA
Expiration Date: 2017-08-21

Online Authorization

Device basics: Specifies Gateway ID, Function Modules, Phone Service Expiration and
Hardware Warranty.

Basic License: The basic license should be activated, otherwise, other main features such as
load balancing and link Load cannot be used.

License Status: Specifies the status of the license. When the license has not been configured
or is invalid, the device will be in inactivated status.

Max Links: Specifies the max number of WAN links supported by the ADC.

SSL Offload License: SSL offload license should be activated, or else virtual service related to
SSL cannot be configured.

TCP One-way Acceleration: TCP one-way acceleration license should be activated, or else
this feature is not available.
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HTTP Contents Caching: HTTP contents caching license should be activated, or else HTTP
caching and HTTP compression of the acceleration policy is not available.

Intelligent DNS License: Intelligent DNS license should be activated, or else global functions
such as configuration backup and restoration, etc., wil not be available.

App Analytics: App analytics license should be activated, or else performance and resource
usage analysis on WebLogic, Oracle, SQL Server databases will not be available.

Security Analytics: Security analytics license should be activated, or else realtime
vulnerability analysis will not be available.

Software Upgrade: Software upgrade license is valid within a period of time.

Multi-Tenant License: Multi-tenant license should be activated, or else virtual ADC cannot be
created or started. The number of virtual ADCs that can be created is restricted by the
license.

11.3 Administrators

11.3.1 Administrators

Navigate to System > Administrators, you can view the already-configured administrators
and their roles, and manage them via the console.

~+ Add X Delete + Enable @ Disable

To enable the selected administrator, click Enable; or click Disable to disable the selected
administrator.

To remove the selected administrator, click Delete. Please note that the administrator whose
username is 'admin ' cannot be deleted.

You can change settings about administrator by clicking on Username of the administrator.

To create an administrator, click Add and configure the following contents:

Administrators

Properties

MName || | (1 - 63 characters, containing letters, numbers and underscores only)
Status @ Enable ©) Disable

Role |- Select — El

Description | |

Authentication Method @ Local password @ External

Password | |

Retype Password | |

| Cancel | | Finish |
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Name: Give it a name.

Status: Specifies whether the administrator is Enabled or Disabled.
Role: Specifies a role for the administrator.

Description: Enter a brief description for the administrator.
Authentication Method: Options are Local password and External.
Password: Specifies a login password for the administrator.

Retype Password: Enter a password which must be the same as that entered in Password
filed.

To save the settings, click OK; to give up the settings, click Cancel.

11.3.2 Roles

In System > Administrators > Roles, you can view the role of already-configured
administrator.

Log In With External Account

[ | Role Name Description
admin This admin has full permission and cannot be delet.

[ guest Read Only

To remove the selected administrator, click Delete. Please note that the role whose role

name is " admin " cannot be deleted. The administrator has all privilege and its default

password is " admin ".

Before creating a administrator, you need to make sure the role of the administrator. on
Roles configuration page, you can configure different control privilege and others. To create
a role, click Add and configure the following contents:
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Administrators Log In With External Account

Basics

Mame | !(L-GS characters, not containing special characters: & | "', : % <= /\)
Description | !

Restriction

ADAFI Access ) Enabled ® Disabled

S5H ) Enabled @ Dizabled

Login Restriction 1 Enable @ Disable

Privileges

Tips: You can click the icon |y to expand the sub-modules.

H Status: ) None @ view @ al ) specified
H Report: I Nane @ view @ all ) Specified
#  Objects: ) Nane @ View @ Al ) Specified
H Data Center: @ None @ view @ a| ) specified
® Load Balancing: ! Nane @ view @ all ) Specified
H  Intelligent DNS: @ None 2 View @ all ':'SDECIfIEd
H Routing: ) None @ view @ all ) specified
M Network: @ None ) View @ all D) Specified
H system: ) Nane 2 View @ all ) Specified
H Wizard: ) None @ view @ al ) specified
H  High Availability: ) None @ view @ pll ) Specified
| Cancel | | OK ‘

Name: Give it a distinguishable name.
Description: Enter some brief description to the role.

SSH: Select Enabled to allow the user associated with the roles to have access to back end
command lines. Command lines function to import or export all the configurations of SSL,
virtual service, network, routing, system, etc.

Scenario: A great many ADC devices have similar configurations and can be configured at the
same time. Take rewriting HTTP header for example. You can configure it only on one device
through WebUI, export configurations via SSH, and then execute the commands via SSH on
other devices.

Export virtual service configuration commands, as shown in the following figure:
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66]:~% ad_cli vs export

add

name="htips

Login Restriction: Specifies whether to allow the IP address of the administrator to login
with this role. Select Enable to configure the expanded fields:

Restriction
Login Restrniction ® Enable () pisable
IF Netmask Add
Delete
Allowed Login Addresses
0/16 entries

Allowed Login Addresses: Enter an IP address and netmask, and click Add to add it to
Allowed Login Address list.

Privileges: Specifies the privileges of roles based on modules, including Status, Report,
Objects, Load Balancing, Intelligent DNS, Routing and Network, System and Wizard.

The available privileges are as follows:
® None: Indicates there is no privilege to view each module, nor to edit it.
® View: Indicates there is the privilege to view module, but cannot edit it.

® All: Indicates there is the privilege to view and edit each module.
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® Specified: Specifies the privilege of viewing or editing each module.

To save the settings, click OK; to give up the settings, click Cancel.

w I,

v
Note: If the device has been upgraded and you want to grant command line

permission to previous users, you have to change the password of previous users.

11.3.3 Log In With External Account

Log In With External Account is used to configure external authentication. Options are
Radius, LDAP and Disabled.

Properties
Authentication Method @ Radius 0 Lpap ) Disabled

RADIUS Server

Server IP Address | | Enter a valid IPv4 address.
Port 1812 |
Shared Secret
Attribute ID |-- Local Authentication - |E||D |
‘ Update ‘

rimneiatos || oo | [Ep—

Properties

Authentication Method ) Radius @ Lpap ! Disabled

LDAP

Server IP Address |
Port 389 |

SS5L Access ) Enable @ Disable

Directory Tree | |

Search As @ Anonymous user Login user & Specified user

Update
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Authentication Method: Specifies the type of external authentication server. Default option
is Disabled.

Server IP Address: Specifies server IP address.
Port: Specifies the server port.

Shared Secret: Specifies shared secret of communication between server and client when
authentication method is Radius.

Attribute ID: Obtain role name of login account via specified attribute(STRING type) carried
by Radius response when authentication method is Radius. Local Authentication is required
to create user(External Authentication) and associate with certain roles.

SSL Access: Specifies whether to enable or disable SSL Access. Default option is Disabled.
Directory Tree: Specifies AD domain server file location in authentication database.

Search As: Specifies the way of initiating the first request to server, . Dfault option is
Anonymous user.

Username Extension: This field should be configured this when searching as an login user.
For example, if you input S{user}@sangfor. com, username upon login will be changed to

S{user}.

DN: Specifies a specific username, with which, user information on LDAP can be accessed.
Make sure that the user has relevant permissions, for example, you may input admin
account of LDAP. Remember to input complete user name. But MS Active Directory is an
exeption, you can input user name in the form of user@domain.

Password: Specifies the password of the user.

11.4 SMTP Server

Navigate to System > SMTP Server, you can configure SMTP server. It's mainly used in Email
Alarm and Subscription.

SMTP Server

& Add X Delete

[ | name Addresses

To remove the selected SMTP server, click Delete.
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To create a SMTP server, click Add and configure the following contents:

SMTP Server

Basics
Name | |
SMTP Server | |
SMTP Port 25 |
Authentication (®) Enable () Disable
Username | |
Pazsword | |
Test Test Validity |
Cancel OK

Name: Give it a distinguishable name.
SMTP Server: Enter an address of SMTP server. It can be an IP address or domain name.
SMTP Port: Specifies a port for SMTP. The default port is 25.

Authentication: If SMTP server needs to authenticate username and password, you should
select Enable and enter username and password then.

Test: It's used to test the validity of the newly- configured SMTP server. The accuracy of the
test will be higher under well network condition. To begin the test, click Test Validity.

To save the settings for SMTP server, click OK; or click Cancel to give up the changes.

11.5 SNMP

Navigate to System > SNMP, you can configure SNMP. It's mainly used for network
management device to obtain some status information about the ADC with SNMP, such as
CPU usage, memory and interface status.
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Navigation SNMP{V1,V2C) | SNMP(V3) Traps(V1)

b Status + add X Delete +/ Enable @ Disable Pmis
b Report [ community

» Objects

¢ Data Center

» Load Balancing

b Intelligent DNS

* Routing

b Network

~ System

b General
b Licensing
b Administrators

b SMTF Server

11.5.1 SNMP (V1, V2C)

In System > SNMP > SNMP (V1, V2C), you can configure SNMP version 1(SNMPv1) and
SNMP version 2 (SNMPv2) to get the parameters of the ADC, as shown in the following

figure:
SNMP(V1,V2C) SNMB(VZ) Traps(vi)
=+ Add X Delate + Enable 7 Disable "MIEI-
|:| Community Allowed IP Addresses Access Permission
D public All Read-Only

To remove the selected item, click Delete.

To enable the selected item, click Enable.

To disable the selected item, click Disable.

To download a MIB file, click MIB and save it on local computer.

To create a SNMP (V1, V2C), click Add and configure the following contents:
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I SNMP(V1,V2C) SNMP{V3) | Traps(V1)

Basics

Status ® Enzbled (_) Dizabled

Others

Community |pu|:r|i[: |

Allowed IP Address iﬂll M

Access Permission |Read-Only EI
Cancel Ok

Community: Specifies a private key which should be same as that of peer device.

Allowed IP Address: Specifies the IP address allowed to get information about the ADC with
SNMP. Options are All, Single IP and Subnet.

Access Permission: Specifies the permission of peer device to access the ADC with SNMP.
Options are Read-Only and Read/Write.

11.5.2 SNMP (V3)

In System > SNMP > SNMP (V3), you can configure SNMP version 3(SNMP V3) to get the
parameters of the ADC for network management devices. To create a SNMP(V3), click Add
and configure the following contents:
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SNMP(V1,V2C) SNMP(V3) Traps(V1)

Basics

Status ® Enabled ) Disabled
Others

Username | |
Authentication ® Enabie () Disable
Algorithm i MD5 EI

Authentication PWD | |

Retype Password | |

Encryption ® Enabie () Disable

DES v

[l use authentication password

Encryption Algonthm

Encryption PWD | |

Retype Password | |

Access Permission I Read-Only EI

Cancel | | OK |

Username: Specifies a name for the ADC.
Authentication: Select Enable to enable authentication mechanism of SNMP (V3).

Algorithm: Specifies authentication algorithm and password same as those configured on
peer device.

Encryption: Select Enable to enable encryption mechanism of SNMP (V3).

Encryption Algorithm: Specifies encryption algorithm and encryption password same as
those configured on peer device.

Access Permission: Specifies the permission of peer device to access the ADC with SNMP.
Options are Read-Only and Read/Write.

11.5.3 Traps(V1)

In System > SNMP > Traps(V1), you can configure the ADC to send its status information to
one IP address proactively. Click Add to enter the following page:
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SNMP(V3) Traps(\W1)
Basics
Status @ Enabled ) Disabled
Others
Community |public| | (1-64 charcters, not containing special characters: & | "', : % < =/ \)
Destination IP | |
Port [162 |
| Cancel | | OK |

Community: Specifies a private key same as that set on peer device.
Destination IP: Specifies an IP address which the ADC will send its status information to.

Port: Specifies a listening port of peer device.

11.6 Alarm Options

Navigate to System > Alarm, you can configure the ADC to send alarm via Email, SMS or
SNMP Trap.

11.6.1 Email Alarm

In System > Alarm Options > Email Alarm, you can configure the ADC to send alarm email
automatically, as shown in the following figure:

Email Alarm 5M5 Alarm SNMP Trap Alarm

Email Alarm

Status i® Enabled ) Disabled
[ Link [ Network attack [T cPUusage exceeds 20 |2 [T) Connections to system exceeds
[ Node [7] cRL update failure [ Memory usage exceeds | % [ Connections to wirtual service exceeds [240000 |

Alarm-Triggering Event
[7] virtual service failure 2] High Availability I pisk usage exceeds |9 %

[ Log matching

SMTP Server
Email Subjsct ]
Recipient Address [ |
Sender Address ]
Email Sending Frequency |60 seconds Send Test Email

To enable Email Alarm, select Enabled, and the ADC will send alarm email automatically.
To disable Email Alarm, select Disabled.

Alarm-Triggering Event: Specifies an event. When it happens, alarm email will be triggered
to send. The events include the following:
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Link: When any link status changes, alarm will be triggered.
Node: When any node status changes, alarm will be triggered.

Virtual service failure: When all the links or nodes status change, alarm will be
triggered.

Network attack: When there is illegal HTTP request or flooding attack which cannot be
identified, alarm will be triggered.

CRL update failure: When failure occurred during updating CRL, alarm will be triggered.

High Availability: When active-standby mode or cluster is enabled, alarm will be
triggered when switching modes.

CPU usage exceeds: When the CPU usage exceeds the threshold, alarm will be
triggered.

Memory usage exceeds: When the memory usage exceeds the threshold, alarm will be
triggered.

Disk usage exceeds: When the disk usage exceeds the threshold, alarm will be
triggered.

Connections to system exceeds: When the connections exceeds the threshold, alarm
will be triggered.

Connections to virtual service exceeds: When the virtual service connections exceed
the threshold, alarm will be triggered.

Log matching: When logs in ADC match the specified logs, alarm will be triggered.

SMTP Server: Specifies a SMTP server to send alarm email. For how to configure SMTP
server, please see Chapter 10, Configuring SMTP Server or click "+" button to redirect to
SMTP Server configuration page.

Email Subject: Specifies an email subject.

Recipient Address: Specifies a mailbox to receive alarm emails.

Sender Address: Specifies a mailbox to send alarm emails. The mailbox is usually the one
corresponding to the selected SMTP server.

Email Sending Frequence: Specifies how often alarm email is sent, in seconds.

To update the settings, click OK.

11.6.2 SMS Alarm

In System > Alarm Options > SMS Alarm, you can configure the ADC to send message to

mobile phone automatically, as shown in the following figure:
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Alarm-Triggering Event

P — e
Email Alarm EUEPAE | SNMP Trap Alarm

Basics

Status 1@/ Enabled O Disabled

[T Link 7] Network attack 7] cPU usage excesds [0 % [ Connections to system excesds
[7] Node failure [71 crL update failure 7] Memory usage exceeds |- |% [] connections te virtual service exceeds
[7] virtual service failure  [] High Availability [ Disk usage exceeds | | o

[T Log matching

SMS Module @ Internal ) External

Reveiver

(A maximum of 20 mobile phone numbers allowed)

SMS Gateway

Method [GSM modem =]

SMSC Number

Baud Rate [115200 [=]
| OK ‘ | Test Connectivity ‘

To enable SMS Alarm, click Enabled, so that the ADC can send messages to mobile phones

automatically.

To disable SMS Alarm, click Disabled, so that the ADC cannot send messages to mobile

phones automatically.

Alarm-Triggering Event: Specifies an event. When it happens, the corresponding alarm SMS

will be sent. The events include the following:

Link : When the link status changes, alarm will be triggered.
Node failure: When the node status changes, alarm will be triggered.

Virtual Service failure: When all the links or nodes status change, alarm will be
triggered.

Log matching: When logs in ADC match the specified logs, alarm will be triggered.

Network attack: When there is illegal HTTP request or flooding attack which cannot be
identified, alarm will be triggered.

CRL update failure: When failure occurred during updating CRL, alarm will be triggered.

High Availability: When active-standby mode or cluster is enabled, alarm will be
triggered when switching modes.

CPU usage exceeds: When the CPU usage exceeds the threshold, alarm will be
triggered.

Memory usage exceeds: When the memory usage exceeds the threshold, alarm will be
triggered.

Disk usage exceeds:When the disk usage exceeds the threshold, alarm will be triggered.

Connections to system exceeds: When the connections to system exceeds the threshold,
alarm will be triggered.

Connections to virtual service exceeds: When the connections to virtual service
exceeds the threshold, alarm will be triggered.
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SMS Module: Specifies a SMS module to send SMS. If select Internal, SMS modem must be
connected to the ADC. If select External, the ADC must be connected to SMS gateway.

For External, you need to specify an IP address and port for SMS center, as shown below:

Email Alarm SMS Alarm SNMP Trap Alarm
Basics
Status ©® Enabled ) Disabled
[T Link [ Network attack [ cpu usage exceeds % [ Connections to system exceeds 540000
[ node failure [ cRL update failure [T Memory usage exceeds |50 |% [ connections to virtual service exceeds 2400
Alarm-Triggering Event
7] virtual service failure [ High Availability [ pisk usage exceeds 90 |%
[7] Log matching
SMS Module ) Internal (@ External
SMS Canter Port | |
Reveiver
(A maximum ef 20 mobile phene numbers allowed)
SMS Gateway
Method GSM modem =l
SMSC Number
Eaud Rate [115200 -
| oK | | Test Connectivity ‘

Receiver: Specifies mobile phone numbers to receive alarm message.

Method: Specifies a method of sending SMS message. The options are GSM Modem, China
mobile V2, China mobile V3 and China Unicom.

For GSM modem method, you also need to specify SMSC number and baud rate; for other
methods, such as China Mobile V2, China Mobile V3 or China Unicom, you need to
configure the following fields:

EMS Gateway

Methad China Mobile V3 : I

SMS Gateway IP

SMS Gatewavy Port

Corporate Code

Service Code

Gateway Mumber

Login Account

Pazsword

| |
| |
| |
| |
SP Number | |
| |
| |
| |
| |

Retype Password

Ok Test Connectivity

SMS Gateway IP: Specifies an IP address of SMS gateway.
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SMS Gateway Port: Specifies a port of SMS gateway.

Corporate Code: Enter corresponding code as the SMS provider provides.

Service Code: Enter related code as the SMS provider provides.

SP Number: Enter related SP number as the SMS provider provides.

Gateway Number: Enter corresponding gateway number as the SMS provider provides.

Login Account: Enter a login account as the SMS provider provides. For China Mobile
method, the login account is its corporate code.

Password: Enter corresponding password as the SMS provider provides.

Retype Password: Enter the same password you entered in Password field.

11.6.3 SNMP Trap Alarm

In System > Alarm > SNMP Trap Alarm, you can configure the ADC to send alarm log via
SNMP Trap, as shown in the following figure:

Lemeidorm | [owsae | VORGSR |

Basics

Status ©Enabled ) Disabled

[ Link [ Network attack [ cPu usage exceeds | |% [ connections to system exceeds

[ node failure [[] cRrL update failure [ Memory usage exceeds |9 % [7] Connections to virtual service exceeds
Alarm-Triggering Event _ — N 1
[ virtual service failure 7] HA failure [] pisk usage exceeds %
[7] Log matching

Alarm Periodic

Every 6 hour(s) B

Select Enabled to enable SNMP Trap Alarm, so that the ADC can send alarm messages to
mobile phone through SNMP Trap.

Select Disabled to disable SNMP Trap Alarm, so that the ADC cannot send alarm messages
to mobile phones through SNMP Trap.

Alarm-Triggering Event: Specifies an event when it happens, the corresponding alarm SMS
will be sent. The events include the following:

® Link : When any link status changes, alarm will be triggered.
® Node failure: When any node status changes, alarm will be triggered.

® Virtual Service Breakdown: When the all the links or nodes status change, alarm will be
triggered.

® Log matching: When logs in ADC match the specified logs, alarm will be triggered.

® Network attack: When there is illegal HTTP request or flooding attack which cannot be
identified, alarm will be triggered.

® CRL update failure: When failure occurred when updating CRL, alarm will be triggered.
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® High Availability: When active-standby mode or cluster is enabled, alarm will be
triggered when switching modes.

® CPU usage exceeds: When the CPU usage exceeds the threshold, alarm will be
triggered.

® Memory usage exceeds: When the memory usage exceeds the threshold, alarm will be
triggered.

® Disk usage exceeds:When the disk usage exceeds the threshold, alarm will be triggered.

® Connections to system exceeds: When the connections to system exceeds the threshold,
alarm will be triggered.

® Connections to virtual service exceeds: When the connections to virtual service
exceeds the threshold, alarm will be triggered.

11.7 Logging Options

Navigate to System > Logging Options, it includes HTTP Logs, Syslog Servers and NAT Log
Server, as shown in the following figure:

[ HTTP Logs Syslog Servers K NAT Log Server
» Status =+ Add X Delete
» Report ] | Log Name Virtual Service Custom Log Header
b Objects
» Data Center

» Load Balancing

b Intelligent DNS

» Routing

b Network

~ System

General
Licensing
Administrators
SMTP Server
SHMP

Alarm Options

11.7.1 HTTP Logs

Navigate to System > Logging Options > HTTP Logs, you can configure log variables of virtual
service and send through Syslog servers, as shown in the below figure:
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|
MNAT Log Server |

= Add ¥ Delete

[T Log Mame Virtual Service Custom Log Header

To add an HTTP log, click Add, as shown in the below figure:

—

HTTP Logs [ Syzlog Servers | NAT Log Server |

Basics

HTTP Log Name |

Virtual Service |— Select - |Z|
Custorn Log Header |— Select Variable- |Z|
[{time}] -

[${client ip}:${client port}]
[$imethod}]${uri}${user agent}

Cancel | | Ok

HTTP Log Name: Specifies the name of HTTP logs.

Virtual Service: Options can be HTTP and HTTPS, and a virtual service can only be added
once.

Custom Log Header: To select variable of logs, click the drop-down box. Options are shown
as shown below:
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- Select Variable- -
- SelectVariable- = B
S{client_ip} I
Hclient_port}

S{vip}

Hvport}

H{uri}

H{host}

Birs_ip}

B{rs_port}

B{rs_val}

H{user_agent}

H{method}

Bitime}

Hoookie X0

${X509 version}

${X509 serial_num}

${X509 signature_algorithm}
${X509 issuer}

${X509 not_valid_before}

${X509 not_valid_after}

${X509 subject}

${X509 subject_public_key_type}
${X509 subject_public_key} =
5{x509 subject_public_key _bits}

${X509 hash}

m

${X509 whole}

5[X509.DN_CN}

5{X509.DN_E}

5{X509.DN_0)

5{X509.DN_OU) -

Descriptions of the variables:

Customized variable | Description Customized Description
variable

${client_ip} Client IP ${rs_ip} Server IP

${ client_port } Client port ${rs_port } Server Port

${vip} Virtual service IP ${user_agent } Browser Version

${vport } Virtual service port | ${ method } Request Method

S{uri} Request URL ${time } Request Time

${ host } Request host

11.7.2 Syslog Servers

Navigate to System > Logging Options > Syslog Servers, you can configure to send logs on
ADC to specific Syslog server. Two syslog servers sending logs at the same time is supported,
as shown in the following figure:
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Syelog Servers

Basics
Status ) Enabled @ pisabled
Server 1 1P Address | | Port 514 | (IPv4 or IPvE address)
Server 2 IP Address | | Port | 14 |
Encoding

|UTF-8
Logs Location

[NONE |

[NONE |

[NONE [~]

[NONE |

[NONE |

[NONE |

[NONE |

Status: Specifies whether to enable or disable sending logs to Syslog server.
IP Address: Specifies IP address of Syslog server.
Port: Specifies port of Syslog server.

Encoding: Specifies encoding of logs, options are UTF-8, GBK, GB2312. Select as per your
need.

Logs Location: It contains Info Logs, Warning Logs, Error Logs, SSL Logs, Operation Logs,

HTTP Logs and NAT Logs. Logs are classified into different categories and are sent to Syslog
server. Options are from LOCAO to LOAC7, NONE indicates not sending logs to Syslog server.

11.7.3 NAT Log Server

Navigate to System > Logging Options > NAT Log Server, you can configure to send logs to
NAT server, as shown below:

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 276



Chapter 12 Cases

HTTP Logs Syslog Servers

Update
Properties
Status ") Enabled @ Disabled
IF Address | | (IPw4 address only)
FTP Port 21 |
Username |annnymnus |
Password ||||||||| |
Path 0 |
Update

Status: Specifies whether to enable or disable sending logs to NAT server.

IP Address: Specifies IP address of NAT server.

FTP Port: Specifies FTP port of NAT server.

Username: Specifies username of NAT server.

Password: Specifies password of NAT server.

Path: Specifies path of NAT server.

11.8 System Update

11.8.1 System Update

Navigate to System > System Update > System Update to update ADC, as shown in the

following figure:
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System Update System Rollback Update and Privacy Proscy Options

{5 Update History

Version Get Files Ready

¢ Timed out. Change Proxy Settings

Check Again | | Offline Update

Backup

To check update history, click Update History.

Update History

Update

Reboot

-~

. . Update .
Wersion Update Package Time Result Method Operation
- M5100-AD-6.6-WHOLE(2017-06- T ——— Succeedeg  FiMware L
09).ss5u Updater
6.6 DS S WREE TS 2017-06-07 18:06:55 Succeeded | |ITAE
07).s5u Updater —
6.6 e e S 2017-06-06 11:42:12 Succeeded | [ITIWArE |
06).55u Updater
e M5100-AD-6.5-WHOLE{2017-06- R Succeeqeq | FMWare
01).s5u Updater
6.6 jenkins-ADB BAlternate-92. ssu 2017-04-06 12:08:50 Succesded, | CLIWAE
Updater -

11.8.2 System Rollback

Navigate to System > System Update > System Rollback to rollback update package to
downgrade, as shown in the following figure:
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System Update System Rollback Update and Privacy Proxy Options

Rollback Details

Current Rollback Package AD_(2017-07-12).rb

Latest Rollback History * It is rolling back and will restart in several minutes...
> [Format check]
»» Completed
= [Version check]
== Completed
> [Data check]
== Completed
= [Rolling back...]
make [fetc/sinforfad/ad_inbound_policy.conf]'s checksum ok. e3d9fe7b
make [/etc/sinfor/ad/ad_ip_group.conf]'s checksum ok. 03d35491
make [/etc/sinfor/ad/ad_link_monitor.conf]'s checksum ok. 9231cbca
make [/etc/sinfor/ad/ad_link_monitor_list.conf]'s checksum ok. 3a32c941
make [/etc/sinfor/ad/ad_monitor_hosts.conf]'s checksum ok. cbf2e414
make [/etc/sinfor/ad/ad_node_monitor.conf]'s checksum ok. 802e2fef

make [/etc/sinfor/ad/ad_node_pool.conf]'s checksum ok. ef00edis

make [/etc/sinfor/ad/ad outbound policv.confl's checksum ok. e3d9fe7b

s I,

v
Note: If the current rollback package is shown on this page, it indicates that this

version can be rolled back. Click Rollback and refresh the page several minutes later.

11.8.3 Update and Privacy

System > System Update > Update and Privacy, you can configure related information about
update and privacy here, as shown below:

Systemn Update System Rollback Update and Privacy Proxy Options

Auto Update
@ Enable (patches are auto-downloaded from update server and auto-installed)

© Disable (contact technical support when you encounter any problem)

Privacy

& allow =zending system error report to SANGFOR to help improve the product. It does not contain any personal or organization information.

Auto Update: If select Enabled, patches will be downloaded from Sangfor official website
and installed automatically.

Privacy: Specifies whether to send system error report to Sangfor.
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11.8.4 Proxy Options

Navigate to System > System Update > Proxy Options, as shown below:

Sy=temn Update System Rollback Update and Privacy Proxy Options

[T]Enable proxy server

IP Address: | |

Port: | |

Authentication reguired

Username:

Password:

Enable proxy server: Make sure that the proxy server supports HTTP and HTTPS. Once
enabled, the proxy server will be used to obtain latest configurations.

IP Address: Specifies IP address of proxy server(IPV4 address only).

Port: Specifies port of proxy server(Integer between 1 and 65535 ).

Authentication required: Specifies whether to enable authentication.

Username: Specifies username of proxy server.

Password: Specifies password of proxy server.
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Chapter 12 Wizard

With configuration wizard, you can configure load balancing and route quickly.

12.1 Load Balancing Wizard

On Wizard > Load Balancing Setup page, you can configure load balancing quickly, as shown

below:
Load Balancing Wizard
Basics
Name || | (1-31 characters, not containing special characters:& | "', : % <> /\)
Type |webl0gic El
Others
s5L Policy |~ None - [=]
SSL Encryption Policy |— Disabled — |Z|
Service Port g0 -
Public 1P — Add - [=]
Select link [~ ] Select IP «[+

Server [P
1.2:8 -
Node Monitar |— Add — |Z|
GET / HITB/1.0 -
[Receive String]

12.2 Routing Wizard

In Wizard > Routing Setup, you can configure policy-based routing quickly by completing the
following steps:

Configuring link
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I Routing Wizard

- AD Link Intelligent Identification detects that the link information of your system is:

b WAN1-sth1 [Others [+]
E WAN2-8th2 |Others [
1 * Choose the right aption if detection is not cansistent with your case. ‘
1 Mext

Select an ISP address segment for each link. Then click Next to continue.

Configuring routing policy

Select a outbound policy in accordance with your link configuration, as shown in following
figure:

Routing Wizard

According to your link configuration, we design the following outbound policy:

@ 1. All is for Internet access. Try to use links provided by one carrier

@ 2. All is for Internet access. Use links provided by one carrier only

@) 3. [CERNET] is preferred. If preferred link is fully loaded, use [China Telecom]
) 4. [China Telecom] is preferred. If preferred link is fully loaded, use [CERMET].

e

To return to previous step, click Back; or click Next to continue.

Configuring outbound policy

Specify a distinguish name for the outbound policy, as shown below:

Routing Wizard

Specify Name for Qutbound Policy:

Name|

If more than one rules need to be configured for the outbound pelicy, additional characters {underscore and number) will be

added at the end of the rule names. For example, _0

To save the settings, click Finish. Then you will see the following page:

Routing Wizard

Routing Wizard:

| The following rule is created successfully: |

1. policy-based routing_0

2. policy-based routing_1

Routing Wizard Policy-Based Routing
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As shown in the above figure, the ADC has added two policy-based routing automatically
according to what has been set in the above configuration steps.

Click Routing Wizard to return to the hom

epage of routing wizard.

You will be redirected to Routing > Policy-Based Routing page by clicking Policy-Based

Routing, as shown below:

Policy-Based Routing Outbound Options Route Troubleshooting

=+ add X Delets + Enzble @ Disable “Uimport P Export =P Wizard

D Name Source IP Destination IP Protocol WAN Link Valid Period Operation

[ | policy-based routing_0 All at ALL Unicom All Day ™ 4+ 0

[T | poli-based riting 1 Al coat ALL Telacom All Day T Cy
Datat Al Al AL ik, et All Day
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Chapter 13 High Availability

You can configure different modes such as active-standby or high-availability cluster modes
on several ADC devices to avoid single point of failure, which will bring about negative effects
to network and application.

13.1 HA Mode

HA Mode: Options are Active-standby and High Availability cluster. Factory default is
Active-standby.

Active-standby: There are two units involved. One is Active and provides HA service, while
the other is Standby and not provides HA service. When active unit fails, the standby unit

changes to Active and takes over the service.
HA Mode
o e LLLLLLE———————————————

HA Mode

Active-standby
Select HA Mode

_ There are two units involved. One is Active and provides HA service, while the other is Standby and
© Active-standby not provides HA service. When active unit fails, the standby unit changes to Active and takes over the

S

—
Active Unit Standby Unit

In this mode, all of the features of an ADC are available.

In this mode, all of the features of an ADC are available.

High availability cluster: There are up to 16 ADC units involved. A service is running on one
of the units, the Active unit, a second unit will be elected to work as Standby unit. When the
Active unit fails, the standby unit changes to Active and takes over the service. However,
services on different ADC units can run concurrently, as backups for one another when
necessary.
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HA Mode
HA Mode
Active-standby
Select HA Mode
There are twe units involved. One is Active and provides HA service, while the other is Standby and
@ Active-standby not provides HA service. When active unit fails, the standby unit changes to Active and takes over the
© High-availability cluster Ser¥ice:

T e

Active Unit Standby Unit

In this mode, all of the features of an ADC are available.
High-availability cluster

There are up to 16 ADC units involved. A service is running on one of the units, the Active unit, a
second unit will be elected to work as Standby unit. When the Active unit fails, the standby unit changes
to Active and takes over the service. However, services on different ADC units can run cencurrently, as
backups for one another when necessary.

Iaﬁo(SEVKEZ—\
| I m | -l

Adtive Unt of Service 2 Standby Unit of Service 2

Trafficof
Service 1 i

| I I m

Adive Unit of Service 1 Standby Unit of Service 1

This mode is chosen for server load balancing, link load is not supported.

13.2 Active-standby

Navigate to High Availability > HA mode > Active-standby, as shown in the following figure.

HA Mode
HA Mode
Active-standby
Select HA Mode
There are two units involved. One is Active and provides HA service, while the other is Standby and
© Active-standby not provides HA service. When active unit fails, the standby unit changes o Active and takes over the
© High-availability cluster sl

{l'_—]_ Heartbeat— [ e |

Active Unit Standby Unit

In this mode, all of the features of an ADC are available.
High-availability cluster

There are up to 16 ADC units involved. A service is running on one of the units, the Active unit, a
second unit will be elected to work as Standby unit. When the Active unit fails, the standby unit changes
to Active and takes over the service. However, services on different ADC units can run concurrently, as
backups for one another when necessary.

oo Saved s,
{ ] I m | = ml

AdivelUntofService2  Standby Unit of Service 2

Traffcof
L
Service 1 [

| I | 1 e |

Adtive Unit of Senvice 1 Standby Unit of Service 1

Click Finish to switch mode and reboot device to log in again.

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 285



Chapter 12 Cases

Active-standby includes two units, one is active unit and the other is standby unit, as shown
in the following figure:

High Awvailability

Basics

= = :
Name ENONAMEl (1-63 characters, not containing special characters: & | "', : % < =/ \)
Status _! Enabled @ pisabled

Others

Timeout |3 | seconds

Heartbeat Line | Serial port |zi

MAC Address Sync ) Enable @ Disable

Interface Tracking ) Enable @ Disable

Switch Port on Standby Unit @ Enable ") Disable

Link Failover

Status 7 Enabled @ pisabled

Operation

Status Active

Status

Message High awvailability is disabled!
Last Change

Last Sync

Name: Specifies the name of the unit, so as to distinguish which unit functions as an active
unit.

Status: Specifies whether to enable or disable active-standby unit.

Timeout: Specifies the timeout period. If the standby unit cannot receive heartbeat packets
from the active unit within the timeout period, then the standby unit will switch to be active
unit automatically.

Heartbeat Line: Specifies the interface connecting two units. Options are serial port or other
Ethernet ports. You need to configure an IP address for the selected port and the IP address
should not conflict with other IP addresses. Ethernet port is recommended because it takes
less time in switching units and supports synchronzing sessions.

MAC Address Sync: Specifies whether to sync MAC address when switching two units.

Interface Tracking: Specifies whether to check the status of the peer device through data
packets, so as to avoid IP address conflict when both of the two units are active unit. The
interfaces of the two devices should be in the same broadcast domain. You can select an
interface that is already in use or select an idle interface and configure an IP address for the
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idle interface.
Switch Port on Standby Unit: Select Enable to enable switch port on standby unit.
Sync Options: Click Sync Options to synchronize configurations to standby unit.

Select Enabled for Status in Link Failover, as shown the following figure:

Link Failover

Status @ Enabled 7} Disabled
Trigger Cable plug status detection |~ || - Interfan:e-E| Add |
Cable plug status detection

ARP detection Iﬂl
Health detection

Semvice process detection

Interface

Failower Activation LAl B detections failed

Status: Specifies whether to enable failover. Options are Cable plug status detection, ARP
detection and Health detection. Click Add to add multiple detection factors and click Delete
to delete the detection factor.

Cable plug status detection: Detects status of interface and switches when the interface is
not connected correctly.

ARP detection: ADC sends ARP broadcast to selected interface. If the destination host
responds to the request, it indicates that the host is normal. The IP address of the
destination host should be on the same network segment with that of ADC interface, as
shown in the following figure:

Link Failover

Status @ Enabled ) Disabled

Trigger [ARP detection [ =] |- Interface-[=]| Add
Drestination Host | |
|| Delete

Interface

Failover Activation | Al B detections failed
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Health detection: Select Health detection to check health status of links, as shown in the
following figure:

Link Failover

Status 2 Enabled "' Disabled

Trigger |Health detection =]

Interface

Failower Activation :_g'-'kll E[ detections failed

Operation: Options are Active and Standby, as shown below:

Operation

Status Active

Update Mode

Update mode: Once enabled, units will not be switched and configurations will not be
synchronized. Please update under customer service's guidance.

Status: Displays the status of the two units.
Last Change: Specifies the time of the last switch of the two units.
Last Sync: Specifies the last time configurations are synchronized.

13.3 Cluster

Cluster includes High-availability cluster.

13.3.1 High-availability Cluster

Navigate to High Availability > HA mode > High-availability cluster, select High-availability
cluster and click Finish, as shown in the following figure:
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HA Mode

HA Mode
ot A o High-availability cluster
B There are up to 16 ADC units involved. A service is running on one of the units, the Active unit, a
) Active-standby second unit will be elected to work as Standby unit. When the Active unit fails, the standby unit
@ High-availability cluster changes to Active and takes over the service. However, services on different ADC units can run
concurrently, as backups for one another when necessary.
b Traiffic of Service 2
R —
Active Unit of Service 2 Standby Unit of Service 2
Traffic of
= | 1" e | e nl
Adive Unit of Service 1 Standby Unit of Service 1
= — =3 = = .
.. 1vs (I .. M
Device L Device 2 Device 3

Navigate to High Availability > Cluster, as shown in the following figure:

Cluster Deployment

Enable and configure cluster deployment on this Sangfor ADC.

Status
Status ® Enabled ) Disabled
Action ® 10in to cluster ©) create new cluster

Cluster IP Address

This ADC
MANAGE Interface IP 200.200.145.213/22 B3|
HA Interface | ethl El
IP Address | |
Metmask | |
Key | |
Fetype Key | |
Update

Status: Specifies whether to enable or disable cluster feature.

Action: Options are Join to cluster and Create new cluster. Select Create new cluster for the
first device, or else other devices cannot be joined to cluster, as shown in the following
figure:
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l cluster oepiovmen: |

Enable and configure cluster deployment on this Sangfor ADC.

Status
Status @ Enabled @) Dizabled
Action @ 10in to cluster @ Create new cluster
This ADC
MANAGE Interface IP | 200.200.145.213/22 [~
H& Interface | ethl |Z|
IF Address | |
Metmask | |
Key | |
Retype Key | |

Cluster Settings

Cluster Name | |

Cluster IP Address | |

Metmask |E':' |

# Adwvanced

Update |

Manage Interface IP: Specifies IP address of the MANAGE interface through which, cluster
controller sends heartbeats to other devices and manages other units.

HA Interface: The interface is used to send heartbeats, synchronize sessions and track
connections. HA interface of the devices must be the same, or else the devices may not be
able to join to cluster.

IP Address and Mask: Specifies IP address and mask of the HA interface. HA interface IP
address of devices in the cluster must be on the same network segment, but should not on
the same network segment with that of other interfaces.

Key: Specifies key for devices to join to cluster. Input the same key, or else failure may occur
when joining to cluster.

Retype Key: Retype the key in the previous step.

Cluster Name: Specifies name of the cluster.

Cluster IP Address: Specifies an IP address to manage, configure cluster and log in to the
cluster controller. Once devices are joined to cluster, they can only be managed via the
cluster IP address.

Netmask: Specifies netmask of cluster IP address.

Heartbeat Timeout: If the unit in the cluster receives no heartbeat from other units within
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the timeout, the other units are thought as offline and then take over work from the unit.
Heartbeat Interval: Specifies interval of sending heartbeat package.

Remote Tech Support: Specifies whether to enable logging in to devcie with maintenance IP,
as shown in the following figure:

= Advanced
Heartbeat Timeout 12000 | ms
Heartbeat Interval :ZEIEI ms
Remote Tech Support @ Enable @) Disable

Maintenance IP
Use public IF address @ Enable ) Disable

Fublic IF Addre=s=

Mgt Interface Port 443
Report Center Port 85
Update

Maintenance IP: Specifies floating IP address of WAN port.

Use public IP address: Specifies whether to log in to device with public IP address.
Internet IP: Specifies internet IP of WAN port.

Mgt Interface Port: Specifies port of the Web admin console.

Report Center Port: Specifies port of the Report Center.

Click Update to save the changes, as shown in the following figure:
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[ s oerioymen: Y

Enable and configure cluster deployment on this Sangfor ADC.

Status
Status @ Enabled ) Disabled
Action Log In to Cluster Controller
This ADC
MANAGE Interface IP [ 200.200.145.213/22 - |
H& Interface | ethl x ]
IP Address [200.200.106.100 |
MNetmask |23 |
KE'!"' ﬂ-‘-‘-‘-‘-‘-‘“-‘-‘““““-‘““““-‘-‘|

Cluster Settings

Cluster Name |aaa |
Cluster IF Address |21'.IIfI,EITIITI 100.101 |
Metmask (22 |

#H Advanced

Update

Click Log In to Cluster Controller to enter the following, as shown in the following figure:

Cluster IP Address: Specifies Management IP when create a cluster which only supports IPV4
and mask.

MANAGE Interface IP: Specifies IP address of the MANAGE port. Support IPV4 only.

HA Interface: Specifies an HA interface which should be the same with that of other units in
the cluster. Support IPV4 only.

IP Address and Mask: Specifies IP address and mask of HA interface. IP address of HA
interfaces in the cluster must be in the same network segment.

Secret Password: Specifies the secret password to join the cluster.

Click Update, save and activate configuration.

Click to jump to the login page of cluster management system, as shown in the following
figure:
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The default password is cluster. After joining the cluster, you can only configure the device by
cluster management system.
Login by cluster management IP:

Status includes Disable, join the cluster and create a cluster. If you want to create a cluster,
access the first device and choose to create a cluster, then join other units to the cluster in
the unit management page.

Device management IP: Specifies IP address of device management port for establishing the
cluster control connection and monitoring on units' heartbeat.

HA interface indicates a physical interface(Usable port aggregation) and requiring
configuring IP address for establishing data connection and monitoring on units' heartbeat.

To cluster authentication and transmission encryption. Click Secret Password. All units with
the same secret password can join the cluster.

Cluster Name: Specifies the name of cluster.

To manage IP address of all the cluster and login cluster management page with this IP, click
Cluster Management IP.

Heartbeat Timeout: If unit in the cluster receive no heartbeat from other units within the
timeout, the other units are thought as offline and then take over work from the unit.
Heartbeat Interval: Specifies the interval of broadcasting heartbeat package to other units.
Cluster Remote Maintenance: When it enables, you can login cluster console or each units'
consoles by remote maintenance IP address to manage.

To prevent the breakdown caused by the heartbeat failure of cluster nodes, click Heartbeat
Line Detection. (when it enables, if you modify the service port you need to synchronously
modify the physical port referenced by service port.)

Unit Management

Navigate to High Availability > Unit Management
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Click Add to add a new unit
Name: Specifies the name of the joining cluster

To manage, deploy cluster and login cluster control center, click Device management IP.
After joining the cluster, you can only configure the device by cluster management IP.

Application Group Management

Navigate to High Availability > Application Group Management
Click Add to add a new application group.

Name: Specifies the name of application group.

Session Sync: When it enables, the activated units in the group will synchronize session to
backup units. If activated units break down, the backup units will become activated units to
continue the existing connection.

Default unit has the highest priority to be selected as activated unit.

Preemption: If it enables, when the default unit of the application group is healthy, it will
become activated unit automatically and the previous activated unit becomes backup of the
application unit.

Failure Detection: Click to select the link associated with application group. If a activated
unit's associated link failure, then switch to other unit in the application group. Otherwise
the unit cannot become activated unit when the activated unit breaks down.

Virtual MAC: If it configures a virtual MAC address in one link for application group, all IP
addresses of the application group in this link will connect with extern by the fake4 MAC.
And if it failovers, new activated unit will work the same way.

Weight: If application activates in one unit, the unit's load will increase according to the
application group weight. When application switches in the cluster, it will select unit based
on the unit's load.

Information of Application Group: A series of configuration enable the application group to
issue service contained in the application group including float IP, virtual service and NAT
rule.
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Chapter 14 Cases Study

14.1 Deployment and Configuration

14.1.1 Scenario 1: Deploying Device in Route Mode

The advantage of route mode is that it can load balances the links and servers. The topology
diagram of route mode is as shown below:

www.ad.com
ISP1:TeIemm\_\\
N\

202.96.137.75_

|
J\\/ﬁ 1SP2:Unicom
N

58.64.212.36
AD

172.16.1.1
[172.16.1.2

Switch

192.168.0.1

c | )

192.168.0.10 192.168.0.11

As shown in the figure above, the ADC is deployed as a router, and it acts as a gateway to
proxy internal users to access internet. There are two WAN links: Telecom and Unicom. Their
IP are 202. 96. 137. 75 and 58. 64. 212. 36 respectively, and the two IP addresses map to the
same domain name: www. ad. com. The IP address of LAN interface on ADCis 172. 16. 1. 1.
Layer 3 switch is placed behind the ADC. The IP address of the interface on the switch
connecting to the ADC is 172. 16. 1. 2, while that of the interface on the switch connecting to
intranet is 192. 168. 0. 1. There are two LAN servers which provide same Web services. Their
IP addresses are 192. 168. 0. 10 and 192. 168. 0. 11 respectively.

Requirements: The ADC can load balances the WAN links and the two servers.
The configuration steps are as follows:

1. Go to the Network > Interface > Physical Interface page, and add a LAN interface, as
shown in the following figure:
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I o e

Interface Type
@ Lan

@ wan

Cancel Mext

Select LAN and click Next to enter the following page:

|y

Add LAN Interface

Basics
MName | |
Interface | eth& |EI
Type LAN
Status @ Enabled ") Disabled
Addresses
Interface 1P Start IP | |
End IP | |
Netmasl& || Add |

0/512 entries
Health Check

Health Status 7 Enable @ Disable

Cancel | | OK

2. Add a WAN interface for telecom link on Network > Interface > Physical Interface page,
as shown below:
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ey

Interface Type

0 Lan

iCancel Mext

Select WAN and click Next to enter the following page:

Basicy
Name | {1-63 chamcters, nel conlaining specisl chamactems: & ™", - % < >/ %]
Int=rface | - Select - B
Typs WAN
Status @ Erapies ! Dizatiea
Addresges
Intarface T Stat P | |
EndIP | |
Hetmask] ||_Acd
Celete
/512 mntri=s
Galeway | |
Public TF St 1P| |
End IP| | | Add |
Delste
G512 =ntri=s
Bandwidth

Dutbourd l:l Mbps :l Usage Threshold %
Intourd | Meps El Usag= Threshoks -

Heslth Probe

Status () Enatied B isatied

Cablz Plug Status Det=ction ) Eratbiz B Disatie
| Cancel | | oK |

3. Add a WAN interface for Unicom link on Network > Interface > Physical Interface page,
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as shown below:

W rvsica rerrco

Interface Type
@ LA

0 wan

| Cancel | | MNext |

Select WAN and click Next and configure the following contents, as shown below:
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Phrysical Interfacs

Basics
Nams= |UI‘IiDBI'I"I |
Interface | eth4 [=]
Tye= WaN
Status @ Enapied 1 Disatied
Addresges
Intarface P Stat IF | |
Era 1P | |
Netmn:.ki | Add
Delste
0/512 =ntriex
Gat=way | |
Public IP St e | |
End 17 | | | #ad |
Delete
0512 =ptr=s
Bandwidth
e 06860 g ] e a5
Inbzund [100000 [ Mbps ] Usage Threstcis 39 | =
Health Probe
Status 7] Enatind & Digapled
Cabiz Plug Status Detection 1 Enati B Dizakbie
| Cancel | | O |

4. After completing the above configuration steps, you can view the following figure:

Physical Interface

Interface Status
[ To— ‘ = [ T— | — ] [ - —1 |
[ |;un|n|_l [ lrumm! Mnan I,"””“!
MANAGE ethl eth2 eth3 etha eths
= Add X Delete +' Enable ) Disable 1 LAN interfaces, 2 WAN interfaces
] Name Interface IP Address Qutbound Inbound Type
D lani eth3 192.170.1.1 LAN
| [} WAN1-ethl ethl 1.1.1.1 100.00Mbps 100.00Mbps WAN
| D WANZ-eth2 eth2 2.2.21 100.00Mbps 100.00Mbps WAN
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Go to the Network > Source NAT page, and configure source NAT policy. To make the

traffic from intranet go through the telecom link, configure as shown below:

Source NAT

SNAT Address Pool |

Basics

MName

Status

Type

Others

Cutgoing Interface
Src IP

Translate Src IP To

Telecom NAT

@ Enabled ' Disabled
@ 1Pv4 @ 1PVE
Specified interface  |NTORES R = |

Al [~

) Interface IP

@ specified IF

Start 1P [202.96.137 75 |

End 1P [202 96 137 75 |

Method @ sgurce IF and destination IP hash method
@) source 1P hash method
Cancel | | Ok

To make the traffic from intranet go through the Unicom link, configure as shown below:
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Source NAT | SNAT Address Pool

Basics

MName

Status

Type

Others

Outgoing Interface
Src IP

Translate Src IP To

== Advancec

Unicom NAT
@ Enabled ) Disabled
@ 1pva ) 1PvE

Specified interface | WANZ-eth2 ﬂ
All [~]

) Interface IP

@ Specified IP

Start IP 58.64.212.36 |

End IP |58_E4_212_3E-| | {Start IP cannot be greater than End IF)

Method @ sgurce 1P and destination IP hash method
) source IP hash method
| Cancel OK ‘

To save the settings, click OK. Then you can view the following figure:

Source NAT

+ Add X Delete + Enable

!
I Export P

[ Name
] Telecom NAT

| unicom nat

Type Outgaing Interface Subnet Qperation
1Pud WANI-eth Al i 3

1Pua WAN2-eth2 Al -t &5

6. Go to the Routing > Static Route page, and add a route on the ADC, as shown in the

following figure:

I o o

Basics
IP Address 1192.168.0.0 |
Netmask 255 255 255 0 |
Gateway 172.16.1.2 |
Re-Advertisement () Enabled (® Disabled

Cancel OK

7. Go to the Load Balancing > Service page, and create a service. This step can be ignored,
for there is HTTP service on the ADC by default.
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8. Go to the Load Balancing > WAN Link page, create a WAN link and then add the WAN
links from the Available box into the Selected box.

9. Go to the Load Balancing > Node Pools page, create a node pool, and then add the IP
address of the server into the node pool, and specify a node monitor and session
persistence method (there is no session persistence method on the ADC by default. If
you need to schedule node based on session persistence, you can configure the session
persistence method before). In Node LB Mode field, you can select Round robin, as
shown below:

MNade Pool

Basics
Name |WEU |
Address Type IPv4
Hode LE Mode |R0und robin |
Persistence |n0ne 4
Alternate Persistence |n0ne :V
Selected Available
Ordinary monitor pingg
ping [ | connect_tcp ~
[ connect_udp
£ hitp
Node Monitor
[ fip
[ pop3
[ae| smitp (]
imap
Node Activation |N least iV |’1 | available ordinary monitars
Reacavery Time ] seconds
Warm-up Period |U |se.|:g|-|ds
Enforce Scheduling When ~
() Enable @} Disable
All Modes Are Busy
Member Nodes
Start IP | |
Nodes
End IP | |
Port | |Weight|1 || Add |
182.168.0.10:80M1 Delate
182.168.0.11:801
2/300
Cancel | I OK |

10. Go to the Load Balancing > Virtual Service page, and create a layer 7 virtual service, and
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associate the configured options as well, as shown below:

s |

Load Balancing

D Layer 4

@' Layer 7

Cancel

MNext

Basics

Mame Application digtribution

Status & Enabled @ Disabled
Encryption Options

LB Type Layer 7

Service | http |ZI

WAN Link [ipg1-pm [«]
Default Node Bool |- Select — [=]

Scheduled Request

@ The first request

(6]

Ewvery request

)

1<

Scheduling Policy | }l

]

[0 - 100 scheduling policies)

Network Policy

TCP Palicy [ Layer 7 Virtual Service TCP Policy [=]

Qa5 Palicy |- Disabled — [=]

SNAT Address Poal |- Disabled — [=]

Application Policy

Acceleration Policy |— Select — |z|

HTTP Prataction Palicy |HTTP Protection Policy [«]

SSL Encryption Policy |—Disab|3d— |z| [ Select Mare ]

iPro |— Dizabled — Izl [ Select Mare ]
Cancel | | OK
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14.1.2 Scenario 2: Deploying Device in Bypass Mode

The ADC deployed in bypass mode can send and receive data via single port, while deployed
in other modes, multiple pairs of interfaces must be used to receive and send data by the
ADC.

Advantages: The newly-added ADC can be configured directly without need to change
previous network topology.

Features: The internal users can access the server through the ADC instead of accessing the
servers directly, so that the load on the servers can be balanced by the ADC. And it can also
implement load balancing when the LAN servers distribute applications. The ADC can load
balances the inbound links of intelligent DNS as well.

Figure 2: Network Topology

202.96.137.75

T172.168.1.1

i i i h l N
WAN: 172.168.1.100
FTP WebFtp WEB WEB

172.168.1.10 172.168.1.11

The IP address of the egress interface on the firewall device is 202. 96. 137. 75. The IP of the
LAN interface on the router is 172. 168. 1. 1. The layer 2 switch is used to connect to all the
devices located on intranet. The ADC is deployed in bypass mode, and its IP address is 172.
168. 1. 100. There are two LAN servers which provide same Web services. Their IP addresses
are 172. 168. 1. 10 and 192. 168. 1. 11 respectively.

Requirements: The ADC can load balances the two Web servers.

Notes:
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1. The WAN interface on ADC is on the same subnet as the servers.
2. The gateway of ADC is the same as that of servers, all directing to the front-end router.

3. Configure destination NAT policy on the firewall device located at the network egress to
make the destination port mapped to the WAN interface on the ADC.

The detailed configuration steps are as follows:

1. Go to the Network > Interface > Physical Interface page, add a WAN interface as bypass
WAN interface, as shown below:
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[ e oo

Basics
Name |E}ypass VAN |
Interface | ethd EI
Type WAN
Status @ Enabled ) Disabled
Addresses
Interface 1P Start 1P | |
End 1P | |
Netmasl-cl || Add |
Delete
0/512 entries
Gateway 1172.16.1.1 |
Public 1P Start 1P | |

End 1P| | | Add |

0/512 entries
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Bandwidth

Outbound Mbp: :l Usage Threshold %a
Inbound |1UU | Mbpd = | Usage Threshald %

Health Probe

Status @ Enabled ) Disabled
Gateway ARF Spoofing e —-.
@ Enabled ) Disabled
Detection
Active Monitor | ping EI
Destination Host | || Add |
|
Cable Flug Status Detection @) Enable @ Disable
Cancel | | QK

2. Go to the Load Balancing > Service page, and create a service. This step can be ignored
for there is HTTP service on the ADC by default.

3. Go to the Load Balancing > WAN Link page, create a WAN link and then add the WAN
links into the WAN link, as shown below:

B wan Link

Basics
Mame |E|ypass IP Group |
IP Address || | | Add |
Selected Available
IF Group Add Manually WAN1-eth1
202.96.137.75 i€ | 1111
WAN2-eth2
2221
£
{A maximum of 32 IP addresses are allowed)
Show the public IF in Network = Interfaces
| Cancel | | oK |
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4.

Create a node pool on the Load Balancing > Node Pools page.

Mode Pools

5.

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com

Basics
MName
Node LB Mode

Persistence

Alternate Persistence

Node Monitor

Node Activation
Recovery Time

Warm-up Period

Excessive New Connection

Reguests

Connections

Member Nodes

Nodes

|Bypass node poaol

|Roundrobin El
|r10ne E|
|r10ne EI
Selected Available
Ordinary monitor | Ordinary monitor
ping |~| | pings
(¢ | cannect_tcp
L) cannect_udp
(3] | nto
fip
[~ | popa
mate

|Atleast [»]1

0 seconds
0 seconds

@ Apply scheduling

@ Allin any status

] »

available ordinary monitors

D putin queue

&

All in established status

Start 1P | |

End 1P | |

Port | | weight |1 | [ e
0/500

@ setto scheduling failure

Go to the Load Balancing > Virtual Service page, create a layer 7 virtual service, and
associate the configured options as well, as shown below:
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Virtual Service

Load Balancing

D Layer 4

@ Layer 7

Cancel

Mext

Basics

MName

Status

Encryption Options

LB Type
Service
WAMN Link

Drefault Modz Poal

Scheduled Request

Scheduling Policy

MNetwork Policy
TCP Palicy
QoS Policy

SMAT Address Pool

Application Policy

Acceleration Palicy

HTTP Protection Policy

web

@ Enabled ) Disabled
Layer 7

| nttp =]
|ipg1-pm =

| Bypass node pool |E|

@ The first request @) Every request

|~
1<
1>

)

[0 - 100 scheduling peolicies)

| Layer 7 Virtual Service TCP Policy =
| - Disabled — I~
[-Dsabed— |4

|- select — =

| HTTP Protection Policy =

SSL Encryption Paolicy |—Dis-ﬂh|ed— EI [ Select More ]
iPro |—Disah|ed— |ZI [ Select More ]
Cancel | OK
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6. Go to the Network > Source NAT page, and set a source NAT policy to make the
response packets from server flow through the ADC.

To save the changes, click OK.

¢
When the ADC is deployed with bypass mode, the WAN interface on ADC does not need to
be on the same subnet as the LAN server.

14.2 Server Load Balancing

Background: The ADC is deployed at the network egress in customer network. There are two
LAN Web servers, and their access port are both 80. The ADC needs to load balances the servers
with round robin method.

To load balances server, you can configure as follows:

1. Refer to Chapter 7, Configuring Service for creating a service. This step can be ignored
for there is HTTP service on the ADC by default.

2. Create a WAN link and add the WAN links to IP Group list. For how to configure the
WAN link, please see Chapter 6, Configuring WAN Link.

3. Refer to Chapter 6, Configuring Node Pool for creating a node pool. Then add the IP
address of the server into the Nodes list, and specify a node monitor and session
persistence method (there is no session persistence method on the ADC by default. If
you need to schedule node based on session persistence, you can set a session
persistence method before). In Node LB Mode field, you can select Round robin, as
shown below:
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MNode Pools

Basics
Name |Application distribution |
Node LB Made | Round robin |z|
Persistence | none IZI
Alternate Persistence | none IZI
Selected Aailable
Ordinary moniter Ordinary moenitor -
i || | pings |;
1 connect_tcp ’
) 1€ connect_udp
MNaode Manitor hitp
|
pop3
"
1 i .
Mode Activation |At least |EI1 available erdinary menitors

Recowvery Time Dsecunds
Warm-up Period Dsecunds

Excessive Mew Connection

) Apply scheduling ) putin queus @ Set to scheduling failurs
Requests
Connections @ allin any status 0 allin established status
Member Nodes
Start 1P | |
Modes
EndIP | |
Part | |WEight|'1 | | Add |
Delte
0/500
Cancel | | 0K |

4. Go to the Load Balancing > Virtual Service page, and create a layer 7 virtual service, and
associate the configured options as well, as shown below:
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Basics

Mame

Status

Encryption Options

LB Type
Service
WAM Link

Default Node Pool

Scheduled Regquest

Scheduling Pelicy

Network Policy
TCP Policy
QoS Policy

SMNAT Address Pool

Application Policy
Acceleration Policy

HTTF Protection Policy

SSL Encryption Policy

iPro

Application distribution

@ Enabled @ Disahbled
Layer 7
[ nitp =]
| ipg1-pm |Z|
| &pplication distribution [=]
@ The first request 5] Every request
]
£
B3]
||
[0 - 100 scheduling policies)
[ Layer 7 Virtual Service TCP Policy [=]
|- Disabled — [«
| - Disabled — =
|- select — [«]
| HTTP Protection Policy (=]
|— Disabled — [=] [select More ]

_ Dizabled — lwl [ Select More ]

Cancel |

oK |

14.3 MySQL Database Load balance

Background: An active unit with several standby units, server version requires [5. 0, 5. 6].
The authentication is default authentication of MySQL. An additional function in AD6. 3 is
load the database to improve the throughout concurrent of user servers. You can load the

database by increasing devices but not modify the application structure to improve the

throughout and concurrent.
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. Ilmw:.ﬁf:’w 6
‘\\ ~

write opetation

(inzert N Y

Read operation
(select)

update
delete)

\ MySQL Slave (MyISAM) MySQL Slave (yISAM) HySAL Slawe (MyISAM)
b | — . — 4
“_ Synehronization __— e B
(replication)

To load MySQL Database, you can configure as follows:
Management IP of ADC: 10. 252. 252. 68
Database Host IP: 10. 250. 66. 12
Database Host IP: 10. 250. 66. 13

1. Configure master node monitor

Node Health Monitor

Basics
Kame
Tyes
Others

Det=ction Int=rval
Timeout

Max Attempts

Password

Databazz Name:

MYSQL

R P
B e

F |
FI[Fcefeuk =]
=

Tips: SOL stat=mant =hould beiler be sxscuisble stat=mant that requires fitle peformance and guenes for small volume of data.

Test Connectivity »x

Server
Addrm=x

L 1

Server Poct JEEJCE 2520

Tast Rm=yults

Test with on= data canb=r senner only.

Dtection

Behimve Dabug Logs ) e @y
Back
Advanced
Menitorzd Objects Resultznt s=t =
Rasuit Location [ Jram [ leahmn
Rizczive Strng [ |
[ Test Connectviy | [ Canesl | ] oK
2. Configure master node pool
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Tads Poois
Bazics
hame | | [1-53 characters, not containing spacial characters: &1°°, (% < # /]
hode LB Made | Round robin D
Persistence ||1;|-|= D
Ararnats Bercictencs |m D
Samctad Avalabis
Oncinary moniior
- | ey F
P mags |:|
Nade Manftar cannect_tcp
*> conn=ct_win
Kitp
- W g -
£
hod= Activatian AR I
Amcovery Time i Seconds

Warm-up Periad Dmﬂ

Ewcmsshve New Connactian I:"i' St Ta sChaduiing

Rl 'E_:' Aoty schaduling 'r_:' Pt in queus cat
Cannections 'i‘ AN In'any Status '1':-' A0 in astabiishad status
Mamber Nodes
smanlF | |
Nod=s
sare | |
Bart | |We-clr:|1 | a3
- |i|
=
=lg
| Cancel | | oK |

3. Configure slave node modifier
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| Node Health Monitor

Basics
Nam=
Tyr=
Others

D=tection Interval
Timeout

Max Att=mpls
Servic= IP

Servio= Port
Us=rname=
Pazsword

Databas= Nam=

Bchi=ye Debug Logs

Advanced

Momitored Objects

Serd String

Re=ult Location

Receive String

|| Tips: SOL statemect shouls better be sxecitable statemect that requires fitte performance and queriss for small volume of data

klave
MYSCL

zeconds

oS

¥
m&
[=
-

5.255,252.0

g

=
@y

[Resubant set =

|R‘.:~w | }C‘:"|LFII1I'.

| Test Connectivity

g
i

Ok

4. Configure slave node pool
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MNode Pools

Basics
MName
Node LB Mode

Persistence

Alternate Persistence

Mode Moniter

Mode Activation
Recovery Time

Warm-up Pericd

Regquests

Connections

Excessive New Connection

|slave |
| Round robin Iz‘
| none El
| none El
Selected Available
Ordinary monitor mysql »
slave [~ https
connect_ssl
€ | ep
[ » | ma:ster )
Intelligent monitor |=
! w | tep_rst )
tcp_zero_win o

All |

l:l seconds
D seconds

L) &pply scheduling

@ allin any status

) putin queue

@ set to scheduling failure

) Allin estzblished status

Mamber Modes
Start IP [10.250.66.12 |

Modes
End1p | |
Port |33I]ﬂ |WEight|1 | Asd [0-85325. 0 or left empty means use service port)

Dekiz
0/s00
| Cancel | Ok |

5. Configure WAN interface and LAN interface

] | Name Interface

IP Address Outbound Inbound Type

[ | lant eth3 152.170.1.145 LAN
Fl | waN1-eth ethi 1441 100.00Mbps 100.00Mbps WAN
D WANZ-sth2 eth2 2221 100.00Mbps 100.00Mbps WAN
6. Create vip

[ | Mame Interface IP Address

[ | wip eth3 10.250.67.89
7. Configure virtual service
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Basics

Name

Status

Encryption Options

LB Type

Service

WAMN Link

Read-Write Separation
Write Made Paol

Read Mode Paol

Metwork Policy
TCP Policy
QoS Policy

SMAT Addrass Pasl

Application Policy

Cratzbase Admin:

= Advanced
MySQL Connection Pool
Paal Size

Age

Source IP Netmask

|mysaql

@ Enabled ) Disabled
Layer 7

| mysal [=]

|vip |z|

@ Enable (Z) Disable
| master |z|
|3Iave |z|

| Layer T Virtual Service TCP Policy

E] ][]

|— Disabled —
|Autu
Accuunt:l |
Password:l || Add |
Admin/fereeee Delet
A | oeete |
2/100 users
@ Epable @ Disable
[1024 |

|secund-[s]

8. Separate read and write using scheduling policy
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Scheduling Acceleration HTTP Rewriting HTTP Protection TCP SSL Offload Encryptian Download Control

Basics
MName |strategy
Others
Service |m)f5ﬂ| |z|
Source |A|I EI
Advanced SQL Options
Field SQL Statement
Definition |Inc|udes. |Z||select
Attributes | Case sensitive [ Reverse definition
Add
Delkle
Actien for Match Success |Sche¢u|e in node pool IZI
Mode Pool |slave |z|
o = I
Action for Match Failure | Try next one |z|
Cancel | | Ok

14.4 Radius Server Load Balance

Background: There are a few Radius servers in customer network. When authenticating
users, the authentication request will be forwarded to NAS and then sent to Radius server.
The ADC will achieve session persistence based on NAS-IP-ADDRESS in the request. If the
NAS-IP-ADDRESS is IP1, the request should be scheduled to NAS server 1; If the
NAS-IP-ADDRESS is IP2, the request should be scheduled to NAS server2.
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. NAS server 1 NAS Server 2 | -
INTERNET i'
Userl
User2
212. 10. 204. 26 61.139. 2.
(" - i)
' -

Radius server 1 Radius server 2

10. 10. 10. 10/24 10.10.10.11/24

Configuration steps are as follows:

1. Go to the Load Balancing > Service page, and create a Radius authentication service,
including specifying service type and service port. This step can be ignored, due to the
existence of Radius authentication service on ADC by default.

Service

o= Add ¥ Delete

|:| MNarme Type Port
http HTTP 80
smitp TCP 25
pop3 TCP 110
dns DNS 53
https HTTPS 443
| S5L 443
imap_ssl S5L 393
emtp_ssl SEL 465
pop3_ssl S5L 995
radius_auth RADIUS 1812
radius_acct RADIUS 1813
ftp FTP 21

2. Go to the Load Balancing > WAN Link page, create a WAN Link and move the WAN links
from Available box into Selected box, as shown below:
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3. Go to Load Balancing > Persistence > Session Persistence page, and create a session
persistence based on Radius, as shown in the following figure:

Basics
Mame Radius
Type Radius
QOthers
Attribute ID [NAS-IP-Address [=] |2 |
Timeout IEB#I}U{ | seconds E [1-21526000 seconds])
Prefer Busy Node @ Enahle ) Disable
Cancel | | O |

4. Create a node pool on the Load Balancing > Node Pools page, and then add the IP
addresses of the servers into the node pool, and specify a node monitor and session
persistence method. In Node LB Mode field, you can select Round robin, as shown
below:
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Mode Pools

Basics
Mame
MNode LB Mode

Persistence

Alternate Persistence

Mode Monitor

Mode Activation
Recowvery Time
Warm-up Period

Excessive Mew Connection

|Radiu5 node pool |

| Round robin EI
| Radius EI
| none EI

Selected Available

Ordinary monitor ENmp -
radius_auth |~ | dns
] radius_acct
<) oracle
mesgl
5 i
https
~
! | connect_ss| -

m

|At least |ZI1 awvailable ordinary menitars

ICI seconds
ICI seconds

@ Apply scheduling ) putin qusus @ set o scheduling failure
Requests
Connections @ allin any status ) allin established status
Member Nodes
Start I | |
Modes
End 1P | |
Part | |Weight|1 | | Aad |
Cisleta
0/500
Cancel | | 0K |

5. Go to the Load Balancing > Virtual Service page, create a layer 7 virtual service, and

associate the configured options as well, as shown below:
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Basics
Mame Radius virtual service
Status @ Enabled ) Disabled

Encryption Options

LB Type Layer 7

Service | radius_auth |z|

WAN Link [ vip [=]

Default Mode Poal |Raﬁius node pool |ZI
Bl
£

Scheduling Policy Y
()

{0 - 100 scheduling policies)

Network Policy

QoS Palicy — Disabled — [«]
SNAT Address Pool |- Disabled — [=]
Cancel | | (0,8

@
If you want to configure a virtual service for accounting RADIUS, please create a radius_acct
virtual service as the above configuration steps again. Please note that when configure that

virtual service, the session persistence method and node pool should be the same as the the

one configured above.

14.5 Get Client IP

Background: The ADC is deployed in bypass mode. There are two LAN Web servers, and their
access port are both 80. The ADC needs to load balances the servers by round robin method,
and optimize the access to client. Web server needs to obtain the source IP address of real

client.
Configuration steps are as follows:

1. Refer to Chapter 7, Configuring Service for creating a service. This step can be ignored
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for there is HTTP service on the ADC by default.

2. Create a WAN link and add the WAN links to IP Group list. For how to configure the
WAN link, please see Chapter 6, Configuring WAN Link.

3. Refer to Chapter 6, Configuring Node Pool for creating a node pool. Then add the IP
address of the server into the Nodes list, and specify a node monitor. In Node LB Mode
field, you can select Round robin, as shown below:

MNade Paals

Basics
MName |weh| | [1-63 characters, not containing special characters: & | "', : % <=/
Address Type IPwa/IPvE
MNode LB Mode |Ruund robin |z|
Persistence |_nune Izl
Alternate Persistence |n|}ne Izi
Selected Available
I Ordinary monitor -
| ping |;|
| pings e
S (£ connect_tcp
noe Momtor Y connect_udp
= hitp
|| i
pop3 -
Node Activation All =
i
Recovery Time |0 |secnnds
Warm-up Period o seconds
Excessive Mew Connection = ” =
" Apply scheduling ! Putin queue @ Set to scheduling failure
Requests
Connectiens @ Allin any status @ Allin established status
Member Nodes
MNodes View Nodes
| Cancel | | OK |

4. Refer to Chapter 6, Configuring Acceleration Policy for creating a acceleration policy
and and enable Get Client IP option, as shown in the following figure:
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Scheduling | Acceleration Lewriting * P | | TCR | 55L Offload | Encryption | Download Control

Basics

Mame LA-:ceIeratiDn policy

HTTP Connection Pool

Status ) Enabled '@ Disabled
HTTP Content Caching
Status ) Enabled @ pisabled
HTTP Content Compression
Status ) Enabled @ picabled
Others
Get Client IP Enable D) Disable
HTTR Header Name b(—FDrwarded—Fur
Use the IP in Header to Connect -
Enable 2 Disable

Server

| Cancel | | 0K |

5. Refer to Chapter 6, Configuring Virtual Service to create a layer 7 virtual service, and
associate the configured options, as shown below:
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Basics
Mame Transmit Client IP to backend server
Status @ Enabled ") Disabled

Encryption Options

LB Type Layer 7

Service |hﬁ|} |ZI

WAN Link | Application distribution [w]

Default Mode Pool |'Hﬁb |ZI

Scheduled Request ' The first request @ Ewvery requast
Scheduling Policy |— Dizabled — |ZI [ Select Maore |

MNetwork Policy

TCE Bolicy | Layer 7 Virtual Service TCP Policy =
QoS Palicy | - Disabled — [w]
SNAT Address Pool | Auto (v

Application Policy

Acceleration Policy |Acceleratiun policy |Z|

HTTE Protection Policy | HTTP Protection Policy =

SSL Encryption Policy |— Dizabled — |ZI [ Select Mare |

iPro |— Dizabled — |z| [ Select Mare ]
| Cancel | | Ok |

14.6 Inbound Scheduling Policy

Background: There are two LAN Web servers: A and B, which provide the same domain
name service, and their access port are both 80. The domain name is sangfor. com. The ADC
can load balances the servers with round robin method. The performance of serve A is
higher than that of server B. The requests from special IP address 202. 96. 130. 36 need to
be scheduled to server A always.

Configuration steps are as follows:
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1. Refer to Chapter 6, Configuring Service to create a service. This step can be ignored for
there is HTTP service on the ADC by default.

2. Create a WAN link and add the WAN links to IP Group list. For how to configure the
WAN link, please see Chapter 6, Configuring WAN Link.

3. Refer to Chapter 6, Configuring Node Pool for creating a node pool. Then add the IP
address of the server into the Nodes list, and specify a node monitor. In Node LB Mode
field, you can select Round robin, as shown below:

Mode Pools

Basics
Mame |Applicatil}n release |
Node LE Mode |Ruund robin IEI
Persistence |nDne |z|
Altzrnate Persistence |nune |z|
Selected Auvailable
Ordinary monitor Crdinary monitor -
ping la] | pinge E
connect_tcp |5
X E.8 connect_udp
Node Menitar hit
> P
ftp
[ae] | Por3
smtp -
MNode Activation At least u available ordinary monitors
—
Recovery Time o | seconds
Warm-up Period ] seconds
Excessive Mew Connection B . _
" Apply scheduling ') Putin queus @ Set to scheduling failure
Requests
Connections @ allin any status 0 Al in established status
Member Nodes
Start 1P | |
Modes
EndIP | |
Port | Weightl1 | | Asd |
o/500
| Cancel | | OK |

4. See Chapter 6, Configuring Node Pool to create a node pool. Then add the IP address of
the server A into the node pool, and specify a node monitor. In Node LB Mode field, you
can select Round robin, as shown below:
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Mode Pools

[=]

[=]

Basics
Name |preﬁcheduling node
Node LB Mode |Rnunﬂ robin
r
Persistence | none
Alternate Persistence |nDne

[=]

Selectad

Avzilable

Ordinary menitor
ping

Node Monitor

f Ordinary monitor
|| ping&

f connect_tcp
£ connect_udp
http

2 | #p
pop3
smtp -

m |

||

iy B Jsdeonns
Warm-up Period Dsecunds

Excassive Mew Connecticn

Mode Activation At least u available ordinary monitars

2 Apply scheduling ) put in queus ®) Set to scheduling failura
Requests
Cannactions @ Allin any status @ Allin established status
Member Nodes
Start [P || |::S:an: IP cannot be greater than end IP, If you add only one node, just enter the start 1P}
Modes
EndIp | |
Port | |WEight|1 | Aol
182.168.1.10:8011 e
1/500
‘ Cancel | | oK |

5. Refer to Chapter 6, Configuring Scheduling Policy to create a scheduling policy, select a
service and source IP range. Advanced fieldis not required. For Node Pool field, you can
select the one configured in the fouth step; In Action for Match Failure filed, select Try

next One.
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e L e — R 7 s Y W — —
Scheduling | Acceleration | | HTTP Rewriting | HTTP Protection | TCP | S5L Offload | Encryption | Downl

Basics
MName |Applicati|:ln release pre-scheduling policy |
Othars
Service | hitp Izl
Source | Single IP EI
Single 1P |202.95.130.36 |
Advanced @ Request line @ Request header
Field VERSION x|
Definition | HTTR/A.0 =
A
el
Action | Schedule in node pool |E|
MNode Poaol |pre—5cheduling node |z|
Action for Match Failure |Try next one IEI
| Cancel | | oK |

6. See Chapter 6, Configuring Virtual Service to create a layer 7 virtual service, and
associate the configured options as well, as shown below:
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Virtual Service

Basics
MName web
Status @ Enabled ) Disabled
Encryption Options
LB Type Layer 7
Service | hitp |z|
WAN Link | Application distribution [=]
Default Node Boal | &pplication distribution [=]
Scheduled Request @ The first request Every request
Application distribution pre-schedulin |
€]
Scheduling Policy [
e
(0 - 100 scheduling policies)
Metwork Policy
TCP Balicy [ Layer 7 Virtual Service TCP Policy [=]
QoS Palicy | - Disabled — [=]
SNAT Address Pool |AutD |z|
Application Policy
Acceleration Policy l—SeIect— |z|
HTTE Brotection Policy |HTTP Protection Policy [=]
S5L Encryption Policy |— Dizabled — |ZI [ Select Mare |
iPro |— Disabled — |z| [ Select Maore |
| Cancel | | 0K |

14.7 HTTP Rewriting Case

There are a number of HTTP servers providing Web service in customer network. The ADC
can implement balancing the load on the servers. When clients access root directory of a
website http: //212. 10. 204. 26, the back-end server will redirect the access to local
directory http: //192. 168. 1. 1/login of the node's IP, leading to the client unable to access.
It's necessary to rewrite the HTTP response header of back-end server, that's to rewrite http:
//192. 168. 1. 1/login to http: //212. 10. 204. 26/login. To make subsequent requests from
user scheduled to 192. 168. 1. 1, you need to configure HTTP rewriting policy.
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I

L.Visit http://212.10.204.26

* virtual serviece IP :212.10.204.26

3.Redirect to http://192.168.1.1

2.Deliver request to server

192.168.1.1 192.168.1.2 192.168.1.3

Configuration steps are as follows:

1. Go to the Load Balancing > Service page, and create a HTTP-based service. This step can

be ignored.

== Add ¥ Delete

|:| Name Type Port
http HTTP 80
smtp TCP 25
pop3 TCP 110
dns DNS 53
https HTTPS 443
ssl S5L 443
imap_ssl S50 993
smtp_ssl S50 465
pop3_ssl S5L 9495
radius_auth RADIUS 1812
radius_acct RADIUS 1813
ftp FTP 21
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2. Go to the Load Balancing > WAN Link page, create a WAN link, and move the selected
the WAN link IP address from Available box to Selected box, as shown in the following
figure:

WAN Link

Basics
Name |H'ITP Header Rewriting |
Address Type IPwd
1P Address | | Add

Selected Available
1P Group Telecom MNetcom

202.96.137.75 | L | 586421236
[
(& maximum of 32 IP addresses are allowed)
Show the public IP in Network = Interfaces
how the public IP | rk rf
| Cancel | | OK |

3. Create a session persistence on the Load Balancing > Persistence > Session Persistence
page, and configure the following fields,

Session Persistence

Basics
Mame |SDurc |F1 | {1-63 characters, not cantaining any of the following special characters & | "', : % < =/ 1}
Type SourcelP
Timeout 1 IE)‘S :I
Others
1Pv4 Address Metmask |32 |
1PvE Address Prefix |24 |
Prefer Busy Node @ Enable ' Disable
| Cancel | | OK |

4. Go to the Load Balancing > Node Pools page, and create a node pool. Then add the IP
addresses of the servers into the node pool, and specify a node monitor and persistence
method. In Node LB Mode field, you can select Round robin, as shown below:
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MNode Pools

Basics
Name |HTTP Head Rewriting |
Mode LB Mode | Round robin |ZI
Persistence |snurcei|:| |z|
Altzrnate Persistence |n|:me |z|
Selected Aoailable
Ordinary monitor Ordinary monitor -
ping || pings |;|
connect_tcp 5
X € connect_udp
MNode Monitor hitp
(2 | a
[ | Pos3
smp -
MNode Activation At least H available ordinary monitors
Recovery Time IC' seconds
Warm-up Period ICI seconds
Excessive Mew Connection B . .
") Apply scheduling ) Putin queus @ Set to scheduling failure
Reguests
Connections @ allin any status 0 Al in established status
Member Nodes
Start [P | | [Start IP cannot be greater than end IR, If you add only cne node, -
MNodes
End 1P | |
Fort weight |1 Ak
Delte
182.168.1.2:801
192.168.1.3:80M1
/500
| Cancel | | oK |

5. Go to the Load Balancing > Policy > HTTP Rewriting page, create a response rewriting,
and associate the already-configured options, as shown below:
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[ Scheduling | | .cceleration HTTP Rewriting o o | | S5L Offload l

| Encryption | I Do ad Centrol

Basics
MName Response Rewriting
Type Respense Rewriting
Others
Source All EI
Advanced @ Requestline ) Responseline ' Reguest header ' Respense header
Field URI ||
Definition |ls- E|.f
Attributes || Case sensitive || Reverse definition
Reques.. URI is ! aa Add
Dekie
Action | Rewrite header |Z|
Header Name |Il}catiun |
Rewrite variable | Rewrite variable |z|
Target String |t |
http://212.10.204_ 26/1login -

Rewritten Content - . . 8 " .
[Drefinition string sheuld contain L to 255 characters)

“ariable Enceding Unchanged -

| Cancel | | oK |

6. Go to the Load Balancing > Policy > Scheduling page, create a scheduling policy and
associate the already-configured options, as shown in the following figure:
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Mame

Others

Service
Source

Advanced

Action
Node Pool

Action for Match Failure

Reguest Rewriting

Response Rewriting

|HTI'P Header Rewriting Policy

| http |
[ [=]
a Request line & Regquest header
Feld  [veRsoN [
Definiion [HTTP1D =]
Pad
Dekiz
| Schedule in node pool and rewrits [=]
| HTTP Header Rewriting Policy EI
|Try' next one EI
Selected Axailable
Import client certificate(URL QUER
[#| |import client certificate(HTTP head
<]
12/
b4
Selected Aosailable

Responze Rewriting

404 Page Replacement(FRAME-B
|| |Delete URL portRedirect page)
Redirect HTTF to HTTPS(Redirsct
Redirect HTTF to HTTPS (URL)

3

i

7. Go to the Load Balancing > Virtual Service page, create a layer 7 virtual service, and
associate the configured options as well, as shown below:
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Basics

Mame |HTI'P Header Rewriting

Status @ Enabled © Disahbled
Encryption Options

LB Type Layer 7

Service | hitp |z|

WAMN Link | HTTP Header Rewriting |ZI

Default Node Pool | HTTP Header Rewriting Policy [

Scheduled Request ' The first request @ Ewery request
Scheduling Policy |—Di5ab|&d— |z| [ Select More ]

Network Policy

TCP Bolicy | Layer 7 Virtual Service TCP Policy [«]

QoS Palicy | - Disabled — [=]

SNAT Address Pool |Aut|:l |z|

Application Policy

Acceleration Policy |— Select — |EI

HTTP Protection Policy | HTTP Protection Policy [«]

SSL Encryption Policy |—Di5abIBd— |z| [ Select More ]

iPro |—Di53b|&d— E [ Select Maore ]
Cancel | | 0K

14.8 Direct Route mode (DR mode)

One customer wants to balance the load on the Web servers without using AD unit to
achieve SNAT. The data packets from servers are sent to client directly through layer 3 switch
without flowing through the ADC, in order to reduce the load burden on the ADC.
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- 192.168.1.2/24

b 192.168.1.1/24

AD

WAN IP1:192.168.2.100
WAN IP2:192.168.2.101

() GW:192.168.2.1

192.168.3.0/24

Configuration steps are as follows:

192.168.2.0/24

1. Refer to Chapter 6, Configuring Service to create a service. This step can be ignored for

there is HTTP service on the ADC by default.

2. Create a WAN link and add the WAN links to IP Group list. For how to configure the

WAN link, please see Chapter 6, Configuring WAN Link.

3. Refer to Chapter 6, Configuring Node Pool for creating a node pool. Then add the IP
address of the server into the Nodes list, and specify a node monitor. In Node LB Mode

field, you can select Round robin, as shown below:
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Naode Paals

Basics
Mame |5HTP |
Mode LB Maode | Round robin Izl
Persistence | nong E
Alternate Persistence | nong lzl
Selected Aovailable
Ordinary monitor Ordinary monitor -
connect_tep |~ ping |;
57 | Pingd 3
. 1€ connect_udp
Mode Maniter htt
B
ftp
pop3
~
I | smtp -

Made Activation

At least - available erdinary monitors
IC' seconds
El seconds

[ =] Apply scheduling

Recovery Time
Warm-up Period

Excessive New Connection " =
) Putin queus @) set to scheduling failure
Requests

@ Allin established status

Connections @ allin any status

Member Nodes

Start [P “ |[Start IP cannot be greater than end IP, If you add anly ane node,

Modes

EndIP | |

Port | | WEight|1
12.168.2.10:25M1
12.168.2.11:251

12168 2.12:251

3/500

| Cancel | | 0K |

4. Create a layer 4 virtual service and enable Local Triangulation, as shown below:
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Basics

Name Triangulation

Status @ Enabled ' Diszbled
Encryption Options

LB Type Layer4

Service | smtp |ZI

WAN Link MAIL ™

Default Mode Poal B [=]

Scheduling Policy |—Di5ahled— IEI [ Select More ]

Metwork Policy

TCP Policy | Layer 4 Virtual Service TCP Policy [=]
QoS Balicy |- Disabled — [=]
SNAT Address Pool |— Disabled — [=]
Local Triangulatien ' Enzble @ Diczble

| Cancel | | oK |

5. Add a virtual network card Loopback Adapter on the two servers and set IP address of
virtual service IP group as that of the network card, which is set to 192. 168. 2. 100 in
this sample, as shown in the following figure:

Firstly, open the control panel on the server, and then left-click on Device Manager, and click

Action on its menu bar to select Add legacy hardware to enter the following page:
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Add Hardware

Welcome to the Add Hardware Wizard

This wizard helps you install driver software to support older
devices that do not support Plug-and-Play and which are not
automatically recognized by Windows,

You should only use this wizard if you are an advanced user or
you have been directed here by technical support.

& your hardware came with an installation CD, it is
recommended that you click Cancel to close this wizard
and use the manufacturer’s CD to install this hardware.

To continue, click Mext,

<Back || Nest> 1 | Cancel

-

Add Hardware

The wizard can help you install other hardware

The wizard can search for other hardware and automatically install it for you, Or, if you
know exactly which hardware model you want te install, you can select it from a list.

What do you want the wizard to do?

(") Search for and install the hardware automatically (Recommended)

@ Install the hardware that I manually select from a list (Advanced);

<Back | Net> | | Cancel
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-

Add Hardware

From the list below, select the type of hardware you are installing

If you do not see the hardware category you want, click Show All Devices,

Common hardware types:

»

Show All Devices F
|
L IDE ATA/ATAPT controllers | &
e [EEE 1284.4 compatible printer
i [EEE 1284.4 devices

e IEEE 1394 Bus host controllers
%Imaging devices

ﬂ?lnfrared devices

g Media Center Extender

m

<Back || Ned> | [ Cancel

-

Add Hardware

Select the device driver you want to install for this hardware.

| Select the manufacturer and model of your hardware device and then click Mext. If you have a
disk that contains the driver you want to install, click Have Disk,

Manufacturer Maodel s

Intel Corporation FlIntel(R) 94667 Express Chipset Family (Microsoft Curporatl—l
SlIntel(R) G35 Express Chipset Family (Microsoft Corporatior
SlIntel(R) G965 Express Chipset Family (Microsoft Corporatic

= 1In#aliBY MOARSNOAT Evnrace Chincet Earnihe (Micracnf Can
1| i | r

&l This driver is digitally signed. ’ Hawve Disk... ]

Tell me why driver signing is important

| <Back || Net> | [ Cancel |

After adding the hardware completed, look for the network card and modify its IP address,

as shown below:
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Internet Protocol Version 4 (TCP,

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(7 Obtain an IP address automatically
i@) Use the following IP address:

IF address: 192 . 168 . 2 . 100
Subnet mask: 255 . 255 .255. 0
Default gateway:

Obtain DNS server address automatically
(@) Use the following DMNS server addresses:

Preferred DMS server;

Alternate DMS server:

[] validate settings upon exit

[ OK ] I Cancel |

6. You have finished the configuration.

1. Inthis case, if the Local Triangulation is enabled and SNAT is applied to all the source IP,

the local triangulation can not be implemented, and the data packets from the servers
will still flow through the AD unit.

2. In bypass mode, there needs to configure several IP addresses on the WAN interface.
The first IP can not be used to distribute virtual service; otherwise, the node monitor
will be unable to monitor the node. As the IP of virtual service distributed by local
triangulation is the loopback IP on the server, if the AD unit sends packets with this
loopback IP to the server, the server can not respond to AD unit.

14.9 SSL Policy

Requirements: Deploy the AD unit in route mode. The servers provide HTTP service. When
the clients access the servers, back-end AD can establish HTTPS tunnel to encrypt the data
transmitting on public network and achieve session persistence for client authentication.

Configuration steps are as follows:
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1. Create a HTTPS service. For how to configure it, see Chapter 6, Configuring Service.

Service

Basics
Name HTTPS Service |
Type HTTP
Port | | | Add
443 Delete
Port
Cancel OK

2. Create a WAN Link and add the WAN link to IP Group field. For configuration details,
please refer to Chapter 6, Configuring WAN Link.

3. Create a server certificate. For configuration details, please see Chapter 6, Generating
Server Certificate.

4. Refer to Chapter 6, Configuring Node Pool for creating a node pool. And then add the IP
address of the server into the node pool, and specify a node monitor. In Node LB Mode
field, select Round robin, as shown below:

5. Create a SSL policy. For configuration details, please refer to Chapter 6, Configuring SSL
Policy, as shown in the following figure:

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 342



Chapter 12 Cases

Basics
Name I [1-63 characters, not containing special characters: & | "', % < =
Others
ECDSA Server Cartificate [setect [=]
RSA Server Cartificate [select [=]
GM Server Certificate | Select |ZI [Signature certificate)
| Select |z| {Encryption certificate)
Protocal Dssiz0 #Ts1.0 ETis1.4 FTis1.2 Dem 1.1
Selecrad: Ausailable:
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHAZS6 = TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 7
TLS_ECDHE_RSA_WITH_AES 128 GCM_SHAZ56 | [a]| [TLS_ECDHE_RSA WITH_AES_256_CBC_ShA334 T
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 [ s ECDHE_RSA_WITH_3DES_EDE_CBC_ SHA
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 = SSL_RSA_WITH_RCA 128 SHA
i . TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHAZ255 |4 SSL_RSA_WITH_RC4_128 MDS £
Cipher Suitzs TLS_ECDHE_RSA_WITH_AES_128 CBC_SHAZ256 T SSL_RSA_WITH_DES_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA || |ssL_RsA_WITH_NULL_MDS
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA SSL_RSA_WITH_NULL_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA |w| |TLs_RSA_WTH_CAMELLIA_128_CBC_SHA i
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA il TLS_RSA_WITH_CAMELLIA_256_CBC_SHA i

Server Name{SNI Extension}

Session Ticket Extension @ Enable O Disable

Session Cache @ Enable O Disable

Cache Size |2EIDEI |

Cache Timeout i1BUD | seconds

Client Authentication ' Enable @ Disable
Defautt [=]laow — [=]-
Default Deny =

The S5L protocel version is not e.. Deny -

Bolicy Match Failure Cause

[Up to 8 entries)

Create a layer 7 virtual service and associate the configured options. For more, please
see Chapter 6, Configuring Virtual Service.
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Basics

MName |
Status 1@ Enabled I Disabled
Encryption Options

LB Type Layer 7

Service |hl‘tp5 EI

WAN Link |- Select— [=]
Default Mode Pool |—Select— Ei

Scheduled Request

'Z) The first request

= Ewvery request

[

|€
Scheduling Policy [>

|

[0 - 100 scheduling policies}

Network Policy
TCP Palicy | Layer 7 Virtual Service TCP Policy [«]
QoS Policy |- Disabled — [«]
SNAT Address Poal | - Disabled — [=]
Application Policy
Acceleration Pelicy |— Select — El
HTTP Protection Palicy | HTTP Protection Policy =
Auto-redirection to HTTPS I Enable @ Disable
S5L Offload Policy |—D15-E|h|ed— |E| [ Select Mare ]
S5L Encryption Policy |—Di53h|ed— |z| [ Select More ]
iPro |—D‘15E|bled— |ZI [ Select Mare ]

om i e

14.10 Policy-Based Routing

The SANGFOR AD unit is deployed in route mode at the network egress in customer network.
There are two WAN links: Telecom and Unicom. When the internal users access to the
Internet, if the destination IP address belongs to Telecom network segment, the data will
flow on Telecom link; if it belongs to Unicom network segment, the data will flow on Unicom
link; if the target IP address does not belong to any one of them, the AD unit will select a
more effective link by detecting the destination IP address dynamically.
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The configuration steps are as follows:

1. Create a policy-based routing to make the data packets in which target IP belongs to
Telecom network segment flow over Telecom link. Specify a destination IP address and
WAN link, as shown in the following figure:

I Policy-Based Routing Outbound Palicy Raute Troubleshaating

Basics
MName |Te|&cumn |{1-E-3 characters, not containing special ¢
Status @ Enabled ') Disabled
Priority |3 |
Others
Source IP |A|I |z|
Destination IR |A|I |z|
TOS o |
Protocol @ a0 Erpeciﬁed
Selected Available
WAN1-eth1 WaAN2-eth2
WAN Link E4
2
valid Period | All day [«]
Link LB Mode [ None [~]
Link Busy Protection ' Enable @ nisable
Action for Scheduling Failure @ Try next one ) Drop
| Cancel | | Ok |

2. Create a policy-based routing to make the data packets in which target IP address
belongs to Unicom network segment flow over Unicom Link. Specify a destination IP
address and WAN link, as shown in the following figure:
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I Policy-Based Routing

Cutbound Policy

Route Treubleshooting

Basics
MName
Status
Priority
Others

Source IP
Destination [P

TOS

Protocel

WAN Link

Walid Period
Link LB Maode

Link Busy Protection

Actien for Scheduling Failure

|Ne'tcnn1

|{1.-63 characters, not containing special character:

@ Enzhbled

) Disabled

|4

[ A

[

[+]
=]

o

Selected Available

WAN1-eth1 WANZ-eth2
(€]
[

[ Al day [=]

|Nune [J

1 Enable @ Disable

':WTr',r next one & Cirop

| Cancel |

0K

3. Create a policy-based routing for the data packets in which target IP does not belong to
Telecom, nor Unicom. Specify a destination IP address and WAN link, as shown in the

following figure:
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I Policy-Based Routing Cutbound Policy Route Troubleshooting

Basics

Mame |I}ynanic ﬁeten:tiun| |::1-63 characters, not cantaining special ch

Status @ Enabled 7' Disabled

Priority iEr:fau!r Priority |

Others

Source IP IAII E

Drestination IP !AII E

TOS |0 |

Protocol @ all 0 specified ;EiF‘ :

Selecred Axvailable

WAN1-eth1
WWANZ-eth2

WARN Link (€|

[

Valid Period | All day =

Link LB Mode [ None |

Link Busy Protection ) Enable @ pisahle

Action for Scheduling Failure @ Try next one 7 Dirap

| Cancel | | Ok |

After configuring completed, you can view the configuration page of policy-based routing, as
shown in the following figure:

+ Add X Delete  vEnable  @Disable | "SImport  Export | = Wizard

D MName Source 1P Destinatian IP Protocol WAN Link Vazlid Period  Operation

H| 10 all CERNET ALL WANT-sth1 All day L] L ey}
| |11 All China Telecom ALL WAN2-eth2 All day -t §3 0
E | Telecomn All Al ALL WAN1-ethi All day -t § 0
B Netcom All All ALL WANL-eth1 All day - t 80
[F  Dynznic detaction All All ALL WANZ-2th2 All day -t ]

14.11 Intelligent DNS

14.11.1 Scenario 3: Single Site Intelligent DNS

In customer network, the SANGFOR ADC is deployed at the network egress in route mode.
There are two WAN links: Telecom (212. 10. 204. 26) and Unicom (61. 139. 2. 34). The LAN
servers (192. 168. 2. 0) connect to the layer 3 switch. The external users access the server by
typing www. sangfor. com into address bar, when the IP address of client-side belongs to
Telecom network segment, the access data will flow over Telecom link; when it belongs to
Unicom network segment, the access data will flow over Unicom link; if it does not belong to
any one of them, the AD unit will select a more effective link by detecting the destination IP
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address dynamically. The network topology is as shown below:

Telecom} f
N R

WANI:212.10.204.26/24
GW:212.10.204.1

Unicom

WAN2:61.139.2.34/24
GW:61.139.2.1

LAN:192.168.1.1/24

192.168.1.2/24

VLAN2:192.168.2.1/24
VLAN3:192.168.3.1/24

192.168.3.0/24 192.168.2.0/24

Preparations: Apply for two DNS records on the domain name provider:
NS record: www sangfor. com--- > ns1. sangfor. com

A record: nsl. sangfor. com--- > 212. 10. 204. 26 (or 61. 139. 2. 34).

The configuration steps are as follows:

1. Configure basic network, such as physical interface. For configuration details, please see
Chapter 9, Configuring Interface.

2. Go to the Load Balancing > Service page, and create a service, specify service type and
port, as shown below:

Service

Basics
MName |Web Server |
Type HTTP
Purt“ | | Add | (1-65535 paorts or ranges. Port range example: 80-83)
&0 Delete
Fort
Cancel | | OK

3. Go to the Load Balancing > WAN Link page, and create a WAN link, then move the two
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WAN links from Available box to the Selected box, as shown below:

WAN Link

Basics
Name |WAN IP group |
1P Address | || &dd |
Selected Available
IP Group WANT-eth1 WAN2-eth2
1.1.11 2221
[ »
{A maximum of 32 IP addresses are allowed]
[#] show the public IP in Network = Interfaces
| Cancel | | oK |

4. Create a session persistence on the Load Balancing > Persistence > Session Persistence
page. Assume the customer wants to create a session persistence based on cookie.

Session Persistence

Basics

Mame |Cunkie |

Type Cookie

Persistence Mode |In3E=rt IZ|

Cookie Mame |_|.|tmal | {0 - Zicharacters, consisting of letters, numbers, dot, underscores or hyphe
Path |f |

Session Cookie @ Enable ) Disable

HttpOnly ' Enable @ Disable

Settings

Prefer Busy Node @ Enable 1) Disahle

| Cancel | | oK |

5. On the Load Balancing > Node Pool page, you can create a node pool, and add the IP
addresses of the servers into the node pool field.
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i e ool |

Basics

Name
Address Type
MNode LB Made
Persistence

Alternzte Persistence

Mode Maonitar

Mode Activation

Recovery Time

Warm-up Period
Excessive Mew Connection
Requests

Connections

| {1-&3 characters, not containing special characters: 8| "', :

|webl

IPwa/IPvE
|Ruund robin E'
|none E'
|nune E'
Selected Available
Ordinary moniter -
| | ping |E|
(€] | Pnos i
— connect_tcp
i 3| connect_udp
http
™ | fip
non i

All =
D seconds
D seconds

2 Apply scheduling ) Putin queus @ Set ta scheduling failure

@ Allin any status 20 Allin established status

Membar Nodes
Noces
| Cancel | | oK |

_—s |

Add
Basics
Start IP" | [Start IP cannot be greater than end IP address 1-500 addresses are
1P Address
EndIP | |
Port
Endpore [ ]
@ Enabled (all traffic allowed)
Status Exit [ session persistence traffic allowed only)
) Disabled/Shutdown (active connection traffic allowed only)
Others
weight

Active Connectiens
Mew Connections/sec

Max HTTP Requests Per

Secands

Association Variable

Health Monitor

Monitor Type

@ Inherited from node poal U Specified

| Cancel | |

DK |

6.

Go to the Load Balancing > Virtual Service page, create a layer 7 virtual service and

specify a service and node pool, WAN Link as well.
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Ir‘.

-4

B Basics

1 Mame Web Server

| Status @ Enabled ) Disahbled
Encryption Options
LB Type Layer 7
Service | Web Server [=]
WAN Link [ipg1-pm [=]
Default Node Pool web E

Scheduled Request @ The first request 7! Bwery request

[

3

;- Scheduling Policy | >

[

{0 - 100 scheduling policies}

-4 MNetwork Policy

- TCP Policy | Layer 7 Virtual Service TCP Policy

QoS Policy

[E]

|— Disabled —

SMAT Address Pool

Application Poli

Acceleration Pulit@

HTTP Protection Policy

|- Select — [«

| HTTP Protection Policy [=]

SSL Encryption Palicy |— Dizabled — |E| [ Eelect Mare ]

|z| [ Select Mare ]

iPro |- Disabled —

| Cancel | | 0K |

7. Goto the the Intelligent DNS > DNS Server page, add the service IP of the DNS server.

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 351



Chapter 12 Cases

DNS Server

Basics
Status ' Enabled @ pisabled
DHNS Server
Selected Awvailable
WANT-ath?
118
i( WAN2-cth2
2221
Service [P | >
DNS settings turn invalid if IP address is not specified.
DNS Port 5% {1-655325, not being 1000, 22345, 51111, 3306, 8787 and 1981)
Action if Not Exist 1) Mot respand @ peny ) Praxy
DNS Detection
Detection Timeout 2 seconds
Result Cache Time 10800 seconds
Detection Method DNS reverse lookup :I

8. Create a local virtual IP pool on the Intelligent DNS > Virtual IP Pool > Local Virtual IP
Pool page, add the public IP which needs to be distributed. In Preferred Policy field,
select Static Proximity; in Alternate Policy filed, select Dynamic Proximity.
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e

BEEH
B lweb&AaIP
* (ol =1 =
Eecyiv| ¥ TPwd " IPef
EREE
B ik
ping ping6 -
connect_tcp
o f connect_udp
T [
ftp
2 [oop3
smtp
imap |
BT B 2 | ligRE
o imE & B o=
iR [mEmr =
i [ehzssim i R
IFith
itk | !
TP O | |
s |TCP - wmE | FEhn
51.139.2.34:80/1 TCP [focaihost |
212.10.204 26:80/1 TCP (&)
Radius & #
212.10.204.26-1812/1 UDP
\€| | 51139.2.34.181211 UDP
p EREPRPESSFFE
[ 212.10.204.26:80/1 TCP
=53
[ 212.10.204.26:25/1 TCP

9. Go to the Intelligent DNS > DNS Mapping > Local DNS Mapping page, create a local
DNS mapping and add the domain name which needs to be resolved, specify the virtual
IP pool which needs to be distributed as well.

10. Go to the Intelligent DNS > LDNS > Local LDNS page, and create two LDNS, one for
adding Telecom network segment, the other one for adding Unicom network segment.

11. Go to Intelligent DNS > Static Proximity > Virtual IP Pool Based page, create two static
proximity policies. When clients access www. sangfor. com, if the LDNS request is from
Telecom link, return 212. 10. 204. 26 as resolved IP; if it's from Unicom link, return 61.
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13. 2. 34 as resolved IP.

Basics
Site @ |ocal ©) Remote
Status @ Enabled © Disabled
Virtual IP Pool | - None - E|
LDNS | - None - El
Selected Available
1<)
IP Address
B2
0 entries
Cancel ‘ ‘ OK

14.11.2 Scenario 4: Distributed Intelligent DNS

One customer has three Web servers as portal website located respectively in Guangzhou,
Beijing and Xi'an. External users access the website via www. sangfor. com. The WAN links
are Telecom and Unicom, as shown below:
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GuangZhou DC

Teleom 'r.q r‘q Unicom

| / INTERNET \
Telecom ; Telecom
A \ o

XiAn DC ':. II- - I|/ W < —_—
"7 Unicom Unicom =~ Beiling DC

- ) ( i)

Requirements:

1.

The requests of the users from the north and northeast of China should be scheduled to
the ADC deployed in Beijing. The requests of the users should flow via the link
determined by which ISP the user belongs to, Telecom or Unicom. The requests of the
users whose IP does not belong to Telecom, nor Unicom, will go through the link
selected by detecting destination IP address dynamically.

The requests of the users from the northwest and southwest of China should be
scheduled to the ADC deployed in Xi'an. The access requests of the users should flow
via the link determined by which ISP the user belongs to. The requests of users
belonging to other ISP will go through the link selected by detecting destination IP
address dynamically.

The requests of the users from the central China and south of China should be
scheduled to the ADC deployed in Guangzhou. The access requests of the users should
flow via the link determined by which ISP the user belongs to. The requests of users
belonging to other ISP will go through the link selected by detecting destination IP
address dynamically.

The requests of the users from the other areas should be scheduled to the ADC
deployed in Beijing.

Take the AD unit deployed in Guangzhou for example. Link 1 is Telecom link (212. 10. 204.
26), link 2 is Unicom link (61. 139. 2. 34). The LAN server (192. 168. 1. 2) connects to the LAN
switch.
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Preparations: Apply for two DNS records on the domain name provider:

NS record: www. Sangfor. com--- > ns1. sangfor. com, A record: nsl. sangfor. com--- > 212. 10.
204. 26 (or 61. 139. 2. 34).

The configuration steps are as follows:

1. Go to the Load Balancing > Service page, create a service, and specify service type and
port.

Service

Basics
Name |WE b Server |
Type HTTP
Port | | | Add
a0 Delete
Port
Cancel Ok

2. Go to the Load Balancing > WAN Link page, create a WAN link and move the two WAN
link IP addresses which need to be distributed from Available box to Selected box.

WAN Link

Basics

Name [WAN IP Group |

IP Address | | Add
Selected Available
Unicom

PG

R 61.139.2.34 <)
Telecom
212.10.204 26

[

(A maximum of 32 IF addresses are allowed)

Show the public IP in Network = Interfaces

| Cancel | | OK |

3. Go to the Load Balancing > Node Pools page, create a node pool and add the IP address
of the server into the node pool filed.
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MNode Poals

Basics
Name |web Senver | {1-632 characters, not containing special chai
Address Type IPvd/IPvE
lNode LE Mode |Ruundr0bin El
FPersistence |I'1CII"I'E.I |z|
Alternate Persistence |n0|"|e E
Selected Available
. |Ordinary monitor -
[ | ping B
pingf
H | connect_tcp
Node Monitor =
i >| connect_udp
I hitp
(ae] | 70
|
pop3 -
MNode Activation All :l
Recovery Time Dse&:unds
Warm-up Period Dse&:unds
Excessive New Connection . e
! Apply scheduling "' Put in queus @ Set to scheduling failure
Regquests
Connecticns @ allin any status ) Al in established status

Member Nodes

Nodes | View MNodes |

| Cancel | | (0].9 |

4. Go to the Load Balancing > Virtual Service page, create a layer 7virtual service, specify a
service, node pool and WAN link.
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Virtual Service

Basics
Hame web Server
Status @ Enabled @) Disabled

Encryption Options

LB Type Layer 7

Service |Web Server |E|

WAN Link |ipg2—pm |Z|

Defzult Node Pool |web |Z|

Scheduled Reguest @ The first request @ Every reguest
|~
<€)

Scheduling Policy | }l
||

{0 - 100 scheduling pelicies)

Network Policy

TCP Policy iLayerTVir‘[uaI Senvice TCP Paolicy |Z|
Qos Policy [ Disabled — [~
SNAT Address Pool |- Disabled — [+]

Application Policy

Acceleration Palicy |—SE|EC1— IZ|

HTTP Protection Palicy |H'I'I'FI Protection Policy |E|

SSL Encryption Policy |—Disabled— E [ Select Mare ]

iPro |—DiSEb|Bd— El [ Select More ]
Cancel | | OK |

5. Go to the Objects > IP Group > Region page, create a region and add the IP address
segment of the north /northeast, northwest /southwest, and the central /south, and the
other regions as well, as shown below:
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L e |
| Auto Update |

Name [NC NE |

Drescription | |

Others
Region Asia-Pacific [+] [-Country- [ =] [-State- [+] | Ada
Delete
IP Range | |'| || Add |
0/10000
Import
Selact Fils | [ Browse.. |
Cancel | | OK |
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ISP ! | Continent Region Auto Update

Basics

Name [N swe |

Description | |

Others

Reaion Asia-Pacific [+][cChina [+] [Hubei Province [=] | Add
Asia-Pacific/China/Hubei Province

Delete

IP Range | |'| || Add |

27.16.0.0-27.31.255.255
58.19.0.0-58.19.265.255
58.48.0.0-58.55.255.255
59.68.0.0-59.68.63.255
59.68.80.0-59.68.233.255
59.172.0.0-59.175.255.265
61.45.128.0-61.45.191.255
51.136.128.0-61.136.255.255 5

m| s

42/10000
Delete

Import

Select File | | Browse..

Cancel | | oK |
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Region I Auto Update

Basics

Nama |central China 5C |

Description | |

Others

Region Asia-Pacific [+]|China [+] [Macao Special Administr] »| | Add

Asia-Pacific/China/Hubei Province
Asia-Pacific/'China/Macao Special Adminis

Delete
IP Range | Ik | || Add |

27.16.0.0-27.31.255.255 -
58.19.0.0-58.19.255.250 =
58.48.0.0-58 55255265
59.68.0.0-59.68.63.255
59.68.80.0-59.68.233.255
59.172.0.0-59.175.255.2556
61.45.128.0-61.45.191.255
61.136.128.0-61.136.255.255 >

42/10000
Delete

Import

Select File | [Browse..

Cancel | | 0K |
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ISP | Continent | Region Auto Update

Basics

Name |N| |

Description | |

Others

Region Asia-Pacific [+][china [=] [Macao Special Administre«| | Add
{ Delete |

IF Rangs | 7 | || Add |
0/10000

Import

Select Fils | IBrDWSE._.

| Cancel | | oK |

6. Go to the Load Balancing > Node Monitor > Node Health Monitor page, create a
CONNECT(TCP)-based monitor and specify CONNECT 80 as its name, as shown in the
following figure:
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W ot ot onior [

Basics

Mame Connect 80

Type CONNECT(TCF)

Others

Detection Interval seconds

Timeout seconds

Max Attempts

*

Service [P

Service Port

Jl i
- gl
=1
=]
4]

Achieve Debug Logs &) Yes @ Ng
Advanced
Max Response Length 2048 bytes

-
Send String

Receive String | |

Content Sent Before

Disconnection

Hexadecimal Made D ves ® g

Cancel | | Ok

7. Go to the Intelligent DNS > DNS Server page, and add a service IP of the DNS server, as
shown below:
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DNS Server

Basics
Status '@ Enabled C‘ Disabled
DNS Server
Selected Available
61.139.2.34
21210204 26
1€
Service IP ! > |
ONS settings turn invalid if IP address is not specified.
DNS Port 53 |
Action if Not Exist ':::' Mot respond @ Deny Dpruxy
DNS Detection
Datection Timeout |2 |secund5
Result Cache Time |1UBUU |5econds
Datection Method |DNSreverse lookup [v]
[ ook |

8. Go to the Intelligent DNS > DNS Server page, create three sites and define them as
Local Site, Beijing AD and Xi an AD respectively, as shown in the following figures:
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Basics
Site Name |LDCEI Site |
Location |Guangzhou |
Others
Selected Available
61.139.2.34 Unicom
2121020428 Telecom
Address | < |
2]
Port 558 |
Role [None
Taolerance |5 | seconds
Encryption Key |||- |
Confirm Key |||- |
| Cancel | | OK |

Basics
Site Name Beijing AD |
Others
| || Add
220.181.220.14
61.45.2010
Address
Delete
Port EESR
Cancel oK
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Basics
Site Name |Xi an AD |
Others
| [ Add |
125.76.197.22T7
60.161.63.20
Address
Delete
Port 553
Cancel Ok

9. Go to the Intelligent DNS > Virtual IP Pool > Global Virtual IP Pool page, create three
virtual IP pools and define them as Guangzhou AD, Beijing AD and Xi an AD respectively,
and specify a port and the IP address which needs to be distributed, as shown in the
following figure:
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Basica
Nams Guangzhou AD [ 1-&3 characters, not containing special characters:& | ~ CRE R |
Status % Enabied 21 Dimabledt
Policy
Selected Sorailable
ping i
connect_top =
|| |connect_udp
Proactive Monitor < hitp
||
ftp
pop3 -
If no health monitor i zelected, link state will not take into acoount.
Select=d Borailabil=
VWY |E|
local
£ Server group 2
L2
Amsociated Virtual Services Server Group 1
2]

Palicy

Busy Protection
Fraferred Palicy

Alt=rmate Policy

Only when all the associated viftual services ans onfine will the vitual IP address = valid.

% Enabile

() Disable

Round robin

Weighted round robin

IF Pool
Addrmms | |
Virtual [P Agdreszes Port | |
Protocet [TCP [o] weiont [T | [ Add |
wnnnilocal [+
~|
' |Server group 2 =
| € 140.100.145.123:80 TCP
: 140.100.145.124:80 TCF =
> 140.100.145.125:80 TCF &
= Server Group 1
L 140.100.145.128:80 TCP =
| Cancel | | OK |

In Virtual IP Addresses filed, select the IP address and port distributed by the AD unit
located in Guangzhou. The IP address and port of Web virtual service (Beijing) and Web
virtual service (Xi'an) are synchronized from the AD units deployed in Beijing and Xi'an
respectively.

Select the IP address and port distributed by Web virtual service (Beijing), and specify a node
monitor.
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Lemociated Virtual S=nvices

Palicy

Busy Protection
Prefem=d Policy

Altmrrats Policy

IF Pool

Wirtual IP Addires=ex

. el
Basics
Hame Beijing AD
Status & Eraplag (7! Dimaties
Policy
Selacted Lormilable
ping o
connect_tcp =
[€ | |connect _udp
Proactine Monitor hit
(I i
ftp
popd o

If no he=alth monilor s s=l=cted, fink stat= will not tak= into scoownt.

Salect=d Lormilabils
VWY |EI
local
! £ Server group 2
Server Group 1
|

Only wih=n all the azsociated virtual s=rvice=s ar= online will the virteal IP addre=x is valid.

W Erabie ! Dimatie

Round robin E
Weighted round robin B

Port [ |

oot [10P[5]

vl local |EI

L) Server group 2 i

[ 140.100.145.123:80 TCP 3

140.100.145.124:80 TCP =

[ 140.100.145.125:80 TCP .
™ Server Group 1

140.100.145.126:80 TCP Ee

| Cancel | |

oK |

Select the IP address and port distributed by Web virtual service (Xi'an), and specify a node

monitor.

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 368



Chapter 12 Cases

bl viral 12 Pl |

Basics

Mame

Status

Policy

Proactive Monitor

Associated Virtual Services

Policy

Busy Protection
Preferred Policy

Aleernate Policy

IP Pool

Wirtual IP Addresses

10. Go to the Intelligent DNS > DNS Mapping > Global DNS Mapping page,

Kian AD

@ Enabled

Selected

{1-632 characters, not containing special characters:& | "', : %

Available

(€
[>

ping
connect_tcp
connect udp
hitp

fip

popd

smtp

RS

Selected

If no health menitor is selected, link state

will nat take into account,

Available

[€
[->

WYY

local
Server group 2
Server Group 1

Only when all the associated virtual services are enline will the virtual IP address is walid.

@ Enahle

| Round robin

|Weightacl round robin

Address | |
Part | |
Protacal [TCP [[ 2ga |
wnvvilocal EI
S Server group 2 -
|< 140.100.145.123:80 TCP
140.100.145.124:80 TCP

DNS mapping, as shown below:

44N AR 4 AC 47E.O0 TOR

m

and create a
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Global DNS Mapping Rule Troubleshoaoting

Basics

MName ww W sangfor.com

Status @ Enabled ) Disabled

Palicy

Diomain Mames || Add |
www . sangfor.com Delste

LB Mode Static proximity -

Switchowver Delay i) Enable @ Disable

Persistence @ Enable ) Disable

Inactivity Timeout seconds
FTL secunds

Selected Available

Guangzhou AD
Beijing AD
Xian AD

“irtual IP Pool

k)

Virtual IP Pool Weight

Guangzhou AD Weight |1
]
1

Beijing AD Weight
Xian AD Weight
Cancel | | oK |

11. Go to the Intelligent DNS > LDNS > Global LDNS page, and create five LDNS and define
them as North /Northeast China, Northwest /Southwest China, Central /South China,
All Regions, and Telecom, Unicom as well.
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Basics
MName
IP Group

Type

IP Ranges

[NC NE

| Region

NC NE

1.184.0.0-1.184.127 255
27.36.0.0-27 47 255.255
58.60.0.0-38.63.255.255
58.154.8.0-55.194.11.255

59.32.0.0-55.43 255255
59.74.42.0-59.74.42 255
50 74 44 1-50 74 45 255

58.248.0.0-58.255.255.255

145/10000 entries

| Cancel

oK |

MName

IP Group
Type

IP Ranges

[Nw SwW

| Region

WY S\

1.184.0.0-1.184 127 255
27.36.0.0-27 47 255255
38.60.0.0-58.63.255.255
8.194.8.0-58.194.11.255
36.248.0.0-58.255.255.255
28.32.0.0-59.43 255 253
30.74.42 0-59.74.42 255
0 74 44 (.50 74 A5 2608

172710000 entries

Cancel |

oK |
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Basics
Name lcc sc |

IP Group
Type  Region [«] | Add |

IP Ranges CC SC -
27.16.0.0-27.31.255.255
58.19.0.0-53.19.255.255
50.48.0.0-53.55.255 255
50.63.0.0-50.63.63.255
59.63.80.0-59.65.233.255
58.172.0.0-59.175.255.255
61.45.123.0-61.45.191.255
A1 138 123 0-K1 138 255 2585

42/10000 entries

| Cancel | | OK |

»

-

Basics
Mame |A|I |
IP Group
Type | Region [«] | ada |
IP Ranges All -
1.192.0.0-1.199.255.255 .
61.52.0.0-61.54.255.255 =]
61.136.64.0-61.136.127 255
61.158.128.0-61.158 255 255
651.163.0.0-61.163 255255
61.168.0.0-61.168 255255
10.76.192.0-110.77.127 255
115 43 0 0-115 /3 F55 255 i
45710000 entries
Cancel | | oK |
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Basics

Mame |Te|eu:um |

IP Group
Type 5P [«] | Add |
IP Ranges China Telecom -

1.192.0.0-1.199.255 255 -
61.52.0.0-61.54.255.255 =
61.136.64.0-61.136.127 2535
61.158.128.0-61.158.255.255
61.163.0.0-61.183.255.255
61.166.0.0-61.168.255.255
11076 192.0-110.77.127.255
115420 0-115 K3 255 255

1495/10000 entries

Cancel | | 0K |

-

Basics

Mame [Unicom |

IP Group
Type = [«] | Add |

IP Ranges China Unicom{Pravicush' Netco| -
1.24.0.0-1.31.255.255 -

1.56.0.0-1.63.255.255 1=
1.188.0.0-1.191.255.255
14.204.0.0-14.205.255.255
27.8.0.0-27.15.255.255
27.36.0.0-27 .47 255255
27.98.224 0-27.98 255 255
27145 0 027 115 17 255

210,/1 0000 entries

Cancel | | 0K |

-

12. Go to the Intelligent DNS > Static Proximity > DNS Mapping Based page, and create
three polices, as shown in the following figure:

13. Go to the Intelligent DNS > Static Proximity > Virtual IP Pool Based page, and create six
policies, return corresponding IP address to users according to the ISP when DNS
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request is scheduled to a virtual IP pool.

LI viroe 17 2ol o2==: |

Basics
Site I Lacal @ Remate
Status @ Enahled ) Disabled
Wirtual IP Poal |Guangzhuu AD El
LDNS =
Available
140.100.145.123
<
IP Address
3
0 entries
Cancel | | OK |

]

Basics
Sitz 2 Lacal @ Remote
Status & Enabled Z) Disabled
Virtual IP Pool |GuangzhuuAD |E|
LDMNS Unicom =
Selected Available
140100145123
1<)
IP Address
-
0 entries
Cancel | | oK

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 374



Chapter 12 Cases

T

Basics
Site 2 Local @ Remote
Status @ Enahbled ) Disabled
Virtual IP Pool | Beiing AD [=]
LDMNS |Te|eu:nm |z|
Selected Available
140.100.145.125
1<)
1P Address | .
B
[T‘v"love Right i
1 entries
Cancel | ‘ 0K

Basics
Site 2 Local @ Remate
Status @ Enabled ) Disabled
irtual 1P Boal | Beijng AD [=]
LOMS Unicom =
Selected Aosailable
140.100.145.125
€]
IPF Address =
L
0 entries
Cancel | | 0K
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Basics
Site i Lacal @ Remote
Status @ Enabled ) Disabled
Virtual IP Paool |Guangzhuu AD E
LDNS [Telecom |
Selected Available
140.100.145.123
£
IP Address
L&
0 entries
Cancel | | OK

14.12 IP-Anycast

There are two server clusters: server clusterl and server cluster2, which provide the same
services, in customer network. OSPF protocol is enabled on the two AD units, and virtual
services are configured. The IP address of virtual service IP group distributed by AD1 unit is
11. 2. 1. 1, while that of virtual service IP group distributed by AD2 unit is 11. 2. 1. 1. When
user accesses the virtual service, the best link should be selected automatically for the user
accessing server clusterl or server cluster2. And there needs to implement redundancy
backup, that means when the virtual service of one AD unit is unavailable, the users' request
will be scheduled to other AD unit automatically.
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User User

Metric=10

Metric=10

Server Group Server Group

The configuration steps are as follows:

1. Configure virtual service, please refer to this chapter, Configuring Server Load Balancing.
The virtual service configuration on the two AD units in this case, is shown as below:

The virtual service configured on AD1 unit:

Virtual Service

+ Add X Delet= ¥ Enable @ Disable
[ | Name LB Type Service WAN Link Scheduling Palicy
[l | Server group 1 Layer 7 http ipgl-pm

The virtual service configured on AD2 unit:

Wirtual Service

+ Add X Delete v Enable @ Disable
[ name LB Type Service WAN Link Scheduling Palicy
[[ | server group 2 Layer? http ipgl-pm

2. Enable OSPF. For configuration details, see Chapter 8, OSPF. If you want to use
IP-Anycast feature, you must enable Re-Advertise Static Route, and select Type-1 as
Metric-type, and specify a value for Metric-Value (it's usually set as zero); you can also
select Type-2 by default. Recommend to use Type-1 when the users access with
accurate proximity principle.

Configure OSPF on AD1 unit:

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 377



Chapter 12 Cases

Interface Neighbors
Basics
Router 10 [1
OSPF ® Enable ) Disable
Route Re-Advertisement
Re-Advertise Default
() Enable () Disable
Route
@m Route @ Enable @
Re-Advertise RIP Route () Enable ® pisable
Metri % Type-1
ric-value ID :
—
Area
Area 1D | |
Autonomous System
® Enable ) Disable
External Route
Network Segment
Network Segment 1P Address |
Netmask | 1!
10.10.1.0/24 |
1/16 entnes.
l oK |

Configure OSPF on AD2 unit:
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General Interface | | Meighbors

Basics
Router ID 2
0SPF ® Enzble ) pisable

Route Re-Advertisement

Re-Advertise Default

() Enable ® Disable
Route
_Advertise Static Route  ® Enable O Disable
Re-Advertise RIP Route ) Enable (®) pisable
@ Type-1 -~ Type-2
0
_._'_._._._-—'—'_'_'_
Area ID | |
Autonomous System ~
® Enzble ) Disable
External Route
Network Segment
Network Segment IP Address | |
Netmask | | | Add |

10.10.1.0/24 Delete

1/16 entries.

ook ]

3. Configure IP-Anycast on the two AD unit. On AD1unit, configure IP-Anycast, as shown
below:
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IP Anycast

Basics
Mame |1
Status @ Enabled ) Disabled
Others
Virtual Service Server Group 1
Virtual 18 Selected Awailable
140.100.145.126
140100145127
< 140.100.145.128
%) 1140.100.145.129
| > | 140.100.145.130
O entries
Gateway |1U.11.1.1 {Enter gateway IP, i.e., the intzrface IP an which OSPF static route is re-advertised,
| Cancel | | OK |

On AD2 unit, configure IP-Anycast, as shown below:

IP Anycast

Basics
MName
Status @ Enabled ) Disabled
Others
Virtual Service iSer'.rer group 2 |ZI
Virtual IR Selected Axvailable
140.100.145.123
140.100.145.124
140.100.145.125
%)
&3
0 entries
Gateway [10.10.1.1
| Cancel oK

4. Configuration is finished. Then, the router will select the best path to reach the AD unit
by calculating metric value. When user accesses server, the router will forward request
to corresponding AD unit via the best path. The virtual service on AD1 unit is
unavailable, the unit will advertise to the OSPF region to remove the corresponding
route, and then the user will access to the virtual IP on AD2 unit.

14.13 DNS Proxy

In customer network, the network topology is shown in the following figure. AD unit is

deployed in route mode, and it acts as gateway to proxy internal users to access the Internet.
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There are two WAN links Telecom and Unicom. The IP of Telecom link is 202. 96. 137. 75, and
that of Unicom link is 58. 64. 212. 36. The two IP map to the same domain name: www. ad.
com. The IP address of the LAN interface on AD unit is 172. 16. 1. 1. A layer 3 switch is placed
behind AD unit. IP address of its interface used to connect to AD unit is 172. 16. 1. 2, and
that of the interface used to connect to the intranet is 192. 168. 0. 1. The network segment
used by internal hosts is 192. 168. 0. 0/24. There are two servers which provide same Web
service, and their IP addresses are 192. 168. 0. 10 and 192. 168. 0. 11. The requirement of
the customer is that the AD unit can implement domain name resolution and forward DNS

requests.
\ www. ad. com

QA

L
v

202.96. 137. 75 58. 64. 212. 36

192. 168. 0.

192. 168. 0. 10 192, 168. 0. 11
To create DNS proxy, you should do:

1. Go to the Network > DNS Proxy page, create a DNS server for Telecom link, as shown in
the following figure:
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Scheduling Policy : Internal DNS Records :

DNS Server
Interface | Telecom
DNE Servers 1P Address| |
Weight | | | Add |
Telecom/202.96.134.1331
A
|

(DMS requests from this device are resclved by the top 3 DNS servers only)

Transparent DNS Proxy

Status () Enabled ® Disabled

OK |

2. Go to the Network > DNS Proxy page, create a DNS server for Unicom link, as shown in
the following figure:

E ; | ]
| Scheduling Policy | | Internal DNS Records | HOSTS

DNS Server
Interface |Uni(:{.‘-m EI
DNS Servers IP Address| |
Weight | | | Add |
Telecom/202.96.134 1331
Unicom210.51.176.11
=
£2

(DMNS requests from this device are resoclved by the top 3 DNS servers only)

Delete

Transparent DNS Proxy

Status () Enabled (®) pisablzd

oK |
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3. Enable Transparent DNS Proxy on the Network > DNS Proxy page, as shown below:

Transparent DNS Proxy

Status ) Disabled
1P Listening Address | |
Service Port |5353 |
Caching ! Enable @ pisable
Concurrent Qluerny ) Enable @ Disable
LE Mode |R|:|und rokin |E|
Query Destinations |5p&ciﬁ&d BErver |z|
Internal Subnet @ aj ) Specified
Maonitered Domain Names | | | Add |
Scheduling Pelicy ) Enable @ pisable
Link Busy Protection iZ) Enable @ Disable

| oK |

4. Setan IP address for the DNS server on internal computer, as shown below:
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Internet Protocel Version 4 {TCP/IPvE) Properties [ T |-

General |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings,

(71 Obtain an IP address automatically
@) Use the following IP address:

IP address: 192 , 168 . O . 100
Subnet mask: 255 . 255 . 255, 0
Default gateway: 192 . 168 . O . 1

CObtain DMS server address automatically

i@ Use the following DMS server addresses:

Preferred DMS server: 202, 95 . 134 . 133
Alternate DMS server;
[]validate zettings upon exit [ R l

[ Ok ]I Cancel ]

14.14 Outbound Scheduling Policy

In one customer network, the network topology is shown in the following figure. AD unit is
deployed in route mode, and it acts as gateway to proxy internal users to access to Internet.
There are two WAN links Telecom and Unicom. The IP address of Telecom link is 202. 96. 137.
75, and that of Unicom link is 58. 64. 212. 36. The two IP map to the same domain name:
www. ad. com. The IP address of the LAN interface on AD unit is 172. 16. 1. 1. The layer 3
switch is placed behind AD unit. IP address of its interface connected to AD unit is 172. 16. 1.
2, and that of the interface connected to the intranet is 192. 168. 0. 1. The network segment
used by internal hosts is 192. 168. 0. 0/24. There are two servers which provide same Web
service, and their IP addresses are 192. 168. 0. 10 and 192. 168. 0. 11. The customer wants
that the AD unit can implement domain name resolution and forward DNS requests. When
WWW. sina. com. cn is accessed on the host with IP address 192. 168. 0. 100, the
corresponding DNS request only flows over Telecom link.
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www. ad. com

202. 96. 137. 75 58. 64. 212. 36

192. 168. 0.

192. 168. 0. 10 192, 168. 0. 11

The configuration steps are as follows:

1. Go to the Network > DNS Proxy page, create a DNS server for Telecom link, as shown in

the following figure:

DNS Proxy Scheduling Policy Internal DNS Records HOSTS

DNS Server
Interface |Telec0m M
DNS Servers IP ﬁddressl |
weight | | | Add |
Telecom/202 96.134 1331
|~
R

[DNS requests from this device are resolved by the top 3 DNS servers only)
Delete

Transparent DNS Proxy

Status ) Enabled ®) pisabled

OK

2. Go to the Network > DNS Proxy page, create a DNS server for Unicom link, as shown in

the following figure:
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| Scheduling Policy I Internal DNS Records I HOSTS

DNS Server
Interface |UniCDm EI
DNS Servers 1P Address| |
Weight | | | Add |
Telecom/202.96.134.133M
Unicomf210.51.176.11
|~
|

[(DMS reguests from this device are resolved by the top 3 DNS servers only)

Transparent DNS Proxy

Status ) Enabled (®) pisabled

oK

3. Enable Transparent DNS Proxy on the Network > DNS Proxy page, as shown below:

Transparent DNS Proxy

Status @ Enabled i) Disabled

IPw4 Listening Address | |

Service Port |5353 |
Caching £ Enable @ Disahle
Concurrent Query i) Enable @ Disahble
LB Maode |Rnund robin |E|
Query Destinations |Speciﬁed SETVEr |EI
Internal Subnet @ all 10 Specified
Monitored Domain Mames | | | Add |
Scheduling Palicy i Enable @ pisahble
Link Busy Protection I Enable @ Disahble
| oK |
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4. Go to the Network > DNS Proxy > Scheduling Policy page, create a scheduling policy to
make the DNS request from the host with IP address 192. 168. 0. 100 only flow over
Telecom link to resolve the domain name: www. sina. com. cn, as shown below:

Scheduling Policy Internal DNS Records HOSTS

Basics
Mame a
Status ® Enabled ) pisabled
Paolicy
Internal User |lF" range |E|
IP Range [192.168.0.100 |- [192.168.0.100 |
Domain |www.sina.com_cn |
Selected Available
Telecom/202.96.134.133 Unicom/210.51.176.1
DNS Server | < |
i)
Link Busy Protection ) Enable ® pisable
Action for Match Failure (@ Try next one ) Enforce scheduling
| Cancel | | OK |

5. Setan IP address for the DNS server on internal computer, as shown below:
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Internet Protocol Version 4 {TCP/IPvA) Properties &l&

General

¥ou can get IP settings assigned automatically if your network supparts
this capahility. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
@ Use the following IP address:

IF address: 192 . 168 . 0 . 100
Subnet mask: 255 . 255 .255. 0
Default gateway: 192168 . 8 .. 1

CObtain DMS server address automatically
i@ Use the following DMS server addresses:

Preferred DMS server; 202, 96 . 134 . 133

Alternate DMS server:

[] validate settings upon exit

[ Ok ]I Cancel ]

14.15 ACL

In one customer network, The AD unit is deployed at network egress in route mode. The
customer wants to forbid the data packets encapsulated with GRE (protocol number is 47) to
access the LAN servers on the network segment 192. 168. 2. 0.

Go to the Network > ACL > Basic ACL page, set the five elements of data packets to forbid
the data packets which carry the following information: protocol number is 47 and
destination IP address is the one on the network segment 192. 168. 2. 0, as shown in the
following figure:
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Basic ACL
Basics
Mame
Status @ Enazhbled ) Disabled
Rule
Protocol |5peciﬂeﬂ |z|
Protocal
Protocol No. |4? |
Incoming Interface |ALL |ZI
Saurce IP |Suhnet |z|
IP Address |192.168.2.0 |
Subnet
Metmask |24 | (Enter valid netmask)
Destination IP |Sing|!?'r IP |EI
IP Address | |
Action i Allow @ Deny
Cancel | | OK

14.16 High Availability

In one customer network, there needs to balance the load on servers with AD unit deployed
in bypass mode, and implement HA feature. When one AD unit gets down, the other one can
take over to work as active unit. The following figure shows the network topology.
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INTERNET

AD
WAN:192.168.1.99
GW:192.168.1.1

LAN: 10.10.10.1/30 §

VLAN101:192.168.2.1/24
VLAN102:192.168.3.1/24

, Intranet User

HA Configuration Specification:

Step 1: Configure host A, including configuring basic network, virtual service and HA, and
ensure the

host deployed in real network can operate normally

Step 2: Only configure HA feature on host B, and then turn it off. Connect the HA interface
(selected by

heartbeat line) on host B to the corresponding interface on host A.
Step 3: Turn host B on.

Step 4: After host B turned on, it becomes standby unit. Host A will synchronize its
configuration to host

B. If ALARM light on host B is blinking all the time, indicate that host B operates normally.

Step 5: Turn off host A or disconnect the interface configured link failure detection to check
whether HA

Failover will happen and the application is normal. If it's normal, indicate that HA feature Is
normal.

Configuration is completed.

Introducing methods of configuring HA on AD unit:
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Step 1: Select any one of the AD units as host A, and configure basic network, virtual service,
etc.

And ensure the internal users can access the virtual service successfully through AD unit. For
configuration details, see Chapter 6, Load Balancing and Chapter 9, Network.

Step 2: Go to the System > High Availability > HA mode page on host A, select
Active-Standby, as shown in the following figure:

HA Mode

HA Mode

Active-standby
Select HA Mode

There are two units involved, One is Active and provides HA service, while the other is
@ Active-standby Standby and not provides HA service. When active unit fails, the standby unit changes to

Active and takes over the service.

|

— ——
Active Unit Standby Unit

In this mode, all of the features of an ADC are available.

Step 3: Go to the System > High Availability page on host A, and enter Host A in Name filed.
Select

NET3 as heartbeat line and specify 1. 1. 1. 1 as its IP address. Enable Sessions and disable All

(It needs to be enabled in local triangulation). Enable MAC Address Table and move NET2
from

Available box to Selected box in Interfaces field, as shown in the following figure:
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High Availabifty

Bagicg

Ham=

Status

Others

Timeoul
Heartbeat Lin=

MAC Addre== Sync

Int=rface=

Int=rface Tracking
Tracked Int=rfaces
Swittch Port on Standby Unit

Sync Options

Link Failower

Statu=

Trigger

Interface

Failover Activation

Operation

Stalus

Updatz Made

Status

Mes=age

Host A
0 Erabled @ Cizabiad
|3 | mmoonds
| Serial part [=]
@ Eratis 2 Disabls
Select=a Ay zilatiz
eth2 eth1
eth3
ethd
|-< | ethg
[
@ Eratis 2 Disabis
|— Select - E {Track this interface to check exiztence of or IP confiict with the peer devicz]
@ Eratle ! Dimable
@ Erablet ' Disabled

Cable plug status detection [w] |- Interface- [#][ Add |

Celete

All detaclions Tail=d

Active

High availability = disabl=d!

Step 4: Go to the System > High Availability > HA mode page on host B, select
Active-Standby, as shown in the following figure:

HA Mode

HA Mode

Select HA Mode

@ Active-standby

Active-standby

There are two units involved. One is Active and provides HA service, while the other is
standby and not provides HA service. When active unit fails, the standby unit changes to
Active and takes over the service,

|

Active Unit Standby Unit

In this mode, all of the features of an ADC are available.
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Step 5: Go to the System > High Availability page on host B, and enter Host B in Name field.
Select

NET3 as heartbeat line and specify 1. 1. 1. 2 as its IP address. Enable Sessions and disable All
(It

needs to be enabled in local triangulation mode). Enable MAC Address Table and move NET2
from Available box to Selected box in Interfaces field as shown in the following figure:

High &wailability

Basics
T
Hame= |Host E| [1-63 characters, not containing special chamcters: B FTETE )
Status 2! Enabied @ Disabi=g
Others
x I
Timeout 12 J zeconds
Heartbeat Line i Serial port B
MAC Addre=s Sync @ Erapie 2 Disable
Selected Lorailabie
eth2 eth1
eth3
< etha
Interfaces .
>
Interface Tracking @ Enabie 2 Disable
Tracked Interfaces I— Select - B {Track this int=face to chedk sxistence of or IP conflict with the pzer devic=)
Switch Port on Standby Unit @ Erable 17! Disabile
Link Failover
Status @ Enati=g 2 Dinatied
| .
Trigger | Gable plug status detection B i - Interface- |EI| Add |
Delete
Int=sface
Failzvar Activation [ [] a=tections taiea
Operation
Status Active
Status
Meszag= High availatility is disabi=d!

Step 6: Turn off host B and connect its NET3 interface to that on host A.

Step 7: Turn on host Band. Then it becomes standby host. Host A will synchronize its
configuration to it. If ALARM light on host B is blinking all the time, indicate that host B
operates normally.

Step 8: Turn off host A or disconnect the interface configured link failure detection to check
whether HA failover will happen and the application is normal. If it's normal, indicate that HA
feature Is normal. Configuration is completed.
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14.17 Cluster Deployment

The topology of one customer is as follows: There are two ADCs which are deployed in
Router mode, together with two WEB servers, WEB server A and WEB server B. When users
in the public network access WEB server A in the local area network, WEB server A functions
as an active node, when users access WEB server B, WEB server B will function as an active
node and when one of the two WEB servers fails, the other server will automatically take
over the service.

\\*-.
AN /
..\\\ ,\_,_\ /\ ./,_jf"/
- - \\:\‘\\- );" w’/ /
NET4(WAN2) : NET2(WAN): /,{;/\/

Float IP Float IP

58.1.1.2-3/24 202.96.137.74-76/24
GW:58.1.1.1 GW:202.96.137.77

NET3(LAN):
Float IP
172.16.1.4/24
172.16.1.5/24
Static IP
172.16.1.2/24
172.16.1.3/24

Service A

172.16.1.10-12/24
GW:172.16.1.1/24

Service B

172.16.1.100-101/24

Cluster configuration:

1. Configure node A to create a cluster.

2. After the cluster is created successfully, configure network, SNAT, DNAT, virtual
service and traffic groups.

3. Connect two units' HA interfaces with crossover cable or connect the two units to
the same switch. Note that the two unis should use the same interface as HA interface.

4. Configure node B to create a cluster.
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5. Add node B to the cluster and check whether both node A and node B are online.
When node B gets online, configurations will be automatically synchronized.

6. Shut down node A or plug out the cable to test whether cluster is configured
successfully.

Configure cluster as shown below:

1. Select an ADC unit randomly as node A and create a cluster.

admin ¥

& SANGFOR 0scs

b Status HA Mode
* Report High-availability cluster
Select HA Mode = 24
¥ Objects
. There are up to 16 ADC units involved. A service is running on one of the units, the Active unit, a
» Load Balancing ) Active-standby second unit will be elected to work as Standby unit. When the Active unit fails, the standby unit
- @ High-availability duster changes to Active and takes over the service, However, services on different ADC units can run
» Intelligent DNS 2 .4 concurrently, as backups for one another when necessary.
e
Finish
» Network /,—TEMCMSSV(EZ -..\
» System | I I I |
» Wizard o - A
Adive Unit of Sesvice 2 Standby Unit of Service 2
~ High Availability Traffc of
il =] IR = R e
Cluster Adive Unt of Senvice 1 Standby Unit of Service 1
Cluster Nodes
=3 - =3 . = ™
» Trae Goups Iirmi] ] i ] |
Device 1 Devica 2 Device 3
r—

Navigston | [Ewepm——y |

b Status Enable and configure cluster deployment on this Sanafor ADC.
» Report

Status
b Objects
» Load Balancing Status @ Enabled ) Disabled
b Intelligent DNS Action | Log In to Cluster Controler |
} Roufing This ADC
b Metwork

MANAGE Interface IP 00.200.145.213/22 E
» System |2|.|.I. 00.145.213 | ]

7 HA Interface | ethi |= ]

¥ Wizard

IP Address [200.200.106.100 |

~ High Availabili =
igh Availability Netmask |2£ |

" HA Mode

Ke&' .............................|

Cluster Settings
¢ Cluster Modes

Cluster Name |aaa |
* Traffic Groups
Cluster IP Address |2(IU.2')0. 100.101 |
Netmask |2.3_‘ |
= Advanced

2. Login to the cluster control, the default username and password are both cluster.

3. Go to Network > Interface > Add, select LAN for Interface Type, as shown in the following
figure:
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Interface Type
@ Lan

T wan

| Cancel | | Mext |

Click Next to configure static IP address and floating IP address, and enable Health Check:

b Hstus Gidd LA Intarince
» Rapori
Fropertks
¢ Obeois
¢ Losd Esisncing Hame | |
v irdeigant DN E Metwaori [nmertace [— =
T Type LoM
- Hatwork e ] 'E-' Enatis ) oame
. IF Address
¥ Link Monifor
Static IF Addrecpas Sttt IF | |
'z SAT
» Diaszination AT netmazk | |
" DS Sriay NI — |:_|| s |
¢ Smzurmy - Dl |
b AL
b Eysiem
b Wizard
-
b High Ay
Tha active unik has been configured O static IF addresses
Floating IP Addregges Start 1P | |
dF | |
e = l:!
- Aad
OF512 are Mosting, amang whichd ans static and fasting [P addrecs hes O
Hzalth Check
SEan Eratus 1 Ename @ pnmn
Cancsl | | Finzh

Static IP Addresses: Static IP address is used to communicate with node pool so as to obtain
health status of node pool. Static IP address is not mandatory, as long as every ADC unit can
obtain health status of node pool. If the node pool is on LAN, static IP address should be
configured on LAN not on WAN.

The static IP address of node B cannot be configured until node B is joined to cluster.

Floating IP addresses: Floating IP address is configured for different virtual services. Each
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virtual service requires at least one floating IP address.

4. Go to Network > Interface > Add, select WAN for Interface Type, as shown in the
following figure:

Interface Type

[ LAN

| Cancel | | Next |

Click Next to configure floating IP address for WAN port, as shown in the following figure:

Pivy=ical Interfac=

Properties
Mame | |
Matwork [nterfacs |— Sebert — m
Typ= WAN
States @ erawie ) Dizatic
IF Address
Static [P Addresses Stat P | |

End IP | |

Netmas=k | |

fetive Unit [localhost e

& || Delsta
=

The acthes enit has Been configured © static IP addres
Floating IF Addres=es Start IF [ |

Erd IP | |

Metmask/ Frafi| || el

S Delete
-

G512 are Tloating, amomg which T arz static and fcating IF addre=s has O
Bctive Unily Gateway Bctir= Linit |bc,5|h:5t m

Catmw ey | | Bdd

5. Go to Load Balancing > Service > Add, select HTTP and click Next to configure HTTP port,
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as shown in the following figure:

Service

Basics
Name |WEB |
Type HTTP
Port || | Add (1-65535 ports or ranges. Port range
8080 Delete
Port
| Cancel | | oK |

Go to Load Balancing > WAN Link > Add to configure IP group, as shown in the following
figure:

WAN Link

Basics
Name || |(].-63 characters, not containing special characters:& | "', : % <= /\])
1P Address | | Add
Selected Available
IP Group o -
<
&3
(A maximum of 32 IP addresses are allowed)
Show the public IF in Network = Interfaces
Cancel | | OK

Go to Load Balancing > Node Pools to configure node pools:
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Node Poois

Bagics

Name
Node LE Mode
Persist=me=

Blt=rmat= Persistencs

Node Momitor

Kode Activation

Recoverny Time

Warm-up Pericd

Eccmz=ive New Conmection

Requests

LConnections

Member Nodes

Nodes

| | {1-63 chamcters, not containing specisl chamdiers: B ™7, : Th-< = Y]
[Round robin = |
[rene [l
[pone [=]
Smlmztes Lo milanie
t Ondinany monitor -
= Z
mirg. il
< | Prs 4
COnmeCt_top
connect_udp
hittp
- | I id -
pap3
B Joeconae
Co——
= - @ gars- scheduling
W) appty scheduding 0 Put in ques=
Taihsr=
@ in ary status ) Allin estatiichea status
Start 17 | |
Epd 1P | |
Port | | wisignt [1 |

o || oee

Go to Load Balancing > Virtual Service to configure virtual service:
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I Wirtual Service | Virtual Service Delivery Group |

Basics

Mame

Status @ Enabled 7) Disabled
Encryption Options

LB Type Layer &

Service | Select --

WAN Link |- Select --

=]

=]
Default Node Fool | -- Select -- |ZI

=]

Scheduling Policy | -- Disabled -- Selact More ]

Network Policy

QoS Policy | -- Disabled -- El
SNAT Address Poal |-- Disabled -- |Z|
Local Triangulation ) Enable @ Disable

Cancel | | 0K

After configuring virtual service, virtual service delivery group will be automatically created,
as shown in the following figure:

voisovices | [NER ey |

[  mname Virtual Services

No virtual service has ever been created.

6. Connect two units' HA interfaces(NET1) with crossover cable or connect them to the same
switch. Note that the two units should use the same interface as HA interface.

7. Configure node B and join it to the cluster. Log in to the Web admin console of node B
and go to High Availability > Cluster to configure as follows:
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W st oevioymer: Y

Enable and configure cluster deployment on this Sangfor ADC.

Status
Status @) Enabled ) Dizabled
Action Log In to Cluster Controller
This ADC
MANAGE Interface 1P [200.200.145.213/22 [~]
Ha Interface | ethl |+ ]
1P Address |200.200.106.100 |
Metmask |22 |
KE.-':,:" |l'"‘""""‘“““““““““““|

Cluster Settings

Cluster Name |E|E|a |
Cluster 1P Address |200.200.100.101 |
Metmask |22 |
H Advanced
Update

7. Go to High Availability > Cluster Nodes to add new node to cluster:

Add New Node to Cluster

Properties

Mame H ‘ (1 - 63 not containing any of the following special characters: & | "', : % « = [})

MANAGE Interface IP Address

MANAGE Interface IP ‘ |

Other Information

HA Address Unknown

| Cancel | | Finish |

After node B is joined to cluster, the status of node B is Failure, indicating that the
configurations are being synchronized. After the configurations have been synchronized,
status of both of the two nodes are Online, indicating that the cluster has been created
successfully.

Cluster Nodes
=+ Add X Delete + Enable @ Disable @Changa Cluster Controller Auto Refresh: 5 seconds

[ nName MANAGE Interface IP Role Health Status Enabled/Disabled Redirect
[F | localhost 200.200.145.213 Active contr... Online Enabled &
[ | b 10.252.252.75 Cluster node Offline Failed to add entry. (Connection timed out) é
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8. Go to Network > Interface to configure static IP address for node B:

Fhysical Interface

Add LAN Interface

Basics
Mame |LAN| |(1—63 characters, not containing special char:
Interface | ethd EI
Type LAN
Status @ Enabled ) Disabled
Addresses
Interface 1P Start IP | |
EndIP | |
Netmasl-c| || Add |

Delete

0/512 entries

Health Check

Health Status ) Enable @ pisable

| Cancel | | QK |

9. Go to High Availability > Traffic Groups to configure traffic groups, as shown below:

Add Wew Traffic Group

Bdd Maw Traffic Group
Properties
Name | | r1- 83 characters, not containing any of the Tolizwing spesial charactars: &1, - % < 5 /)
Zmszion Sy @ erani- &) Dinabie
Selmzte vmilatis
- localhost -
IS
Frafem=d Node )
- ! Lo -

Lirk Stats Detection ek [—Salem - = | Add |

s Dalste

-

sl Advanced
Associsted Dbjects
Selzztza: Soailablz: [Defack [
o WA T Associations 2
£l SNAT Assccistions_1
SNAT Assocciztions 2
*|
- =
Cancel [ Firish
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Session Sync: Once enabled, sessions will not be interrupted when active node switches to
standby node.

Preferred Node: Displays available nodes for you to choose from.

Link State Detection: Specifies links which will be detected, and node will be switched once
links are detected to be in fault.

Priority: Specifies weight of the traffic groups. Active node and standby node are selected
based on the sum of weight of the traffic groups.

Virtual MAC Address: Specifies virtual MAC address of certain link. There is no need to flush
MAC address for switch and router when node switches, so as to enhance switching
efficiency.

Associated Objects: Specifies associated virtual service groups, floating IP address, SNAT,

DNAT, etc. Traffic group is the smallest unit upon which node switches.

14.18 Virtual Link Health Detection

In one customer network, there are two WAN links: Telecom and Unicom. There is a LAN
server providing HTTP service (port 80). The external users access the server with the IP
address of WAN links. AD unit is deployed in single-arm mode. The requirements of the
customer is that there needs to balance the load on inbound links and check whether the ISP
gateway of WAN link is normal. If Telecom link or Unicom link is down, the IP of that
unavailable link will not return to users, and make sure users can still access to the server
successfully in this case.
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INTERNET

WANT: 202.96. 137. 74/24
GW: 20Z. 96. 137. 254

WANI: 58.251.48.121/24
GW: 58,251, 18. 251

LAN:  10. 10, 2. 248/24

10. 10. 2. 247/24

[ E .
VLANZ  10.0.0. 254/24 ‘
VLAN3 192. 168.2, 1/24

WAN: 10. 10. 2. 46/24
GW:10. 10. 2. 248

SERVER: 10.0.0. 1/24 OFFICE: 192.168.2.0/24

Preparations: Apply for two DNS records on the domain name provider:

NS record: www. sangfor. com- > nsl. sangfor. com; A record: nsl. sangfor. com- > 202. 96.
137. 74 (or 58. 251. 48. 121).

Configuration steps are as follows:

1. Go to the Network > Interface > Physical Interface page, create a WAN interface, and
bind the IP address of Telecom link to it, as shown below:
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e et

Properties
Name | |
Metwork Interface |Et|"|2 EI
Type WAN
Status @) Enable " Disable
IP Address
Static [P Addresses Start IP |

EndIB |

Metmask |

Active Unit|localhost

|
|
|
[we] | Add
+ || Delete

-

The active unit has been configured 0 static IP addresses

Fleating IP Addresses Start IP | |
End IP | |
NEtmaEk.-rFfrEﬁxl | Add

Line Bandwidth

|| Delete

Outbound Bandwidth

I:I Qutbound Bandwidth Ratio |80 %
I:I Inbound Bandwidth Ratic %a

Inbound Bandwidth

2. Go to Load Balancing > WAN Link page, create a WAN link. Select the IP of WAN link
and click < arrow to move it from Available box into Selected box in IP Group field.
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WAN Link

Basics

Name

IP Address

IP Group

||F'-GRDUF' |(1.-63 characters, not cantaining special charactersib | "', i %< =/ V)
| | | Add
Selected Available
want WAN1-eth1
10.10.2.46 1< 1.1.1.1
WANZ2-eth2
2221
1)

(A maximum of 32 IP addresses are allowed)

Show the public IP in Network > Interfaces

| Cancel | |

OK

3. Create a node monitor on the Load Balancing > Node Monitor page, in order to monitor
whether the gateway operates normally. Now take Ping for example, the configuration

for Unicom link is the same.

I roce reatn voneor [

Basics

MNams

Type

Others

Timeout
Max Fetries

Service IP

Detection Interval

Achieve Debug Logs

ping Telecom Gateway

ICMP
|5 | seconds
|2 | seconds
3 |
1202.96.137 254

(Jves ® N

Cancel

Ok

4. Configure a DNS server on the Intelligent DNS > DNS Server page, as shown in the

following figure:
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] DNS Server

Basics
Status ) pisablad
DNS Server
Selected Available
10.10.2 46 WAN1-eth1
1111
WANZ-eth?
€] | 2221
Service IF [
DNS settings turn invalid if IP address is not specified.
DNS Port 53
Action if Not Exist ) not respond @ Deny @& Proxy

DNS Detection

Detection Timeout |2 |5n=_-|:n:|r1|:|5
Result Cache Time |1UBUU |5e-|:n:|r1|:|5
Detection Method |DNS reverse lookup |Z|

]

5. Go to the Intelligent DNS > Virtual IP Pool > Local Virtual IP Pool page, and create a
virtual IP pool. Now take Telecom for example, the configuration for Unicom link is the
same.
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Local virtual IP Pool | Global Virtual IF Fool

Basics
Name Telecom
Status @ Enabled ) Disabled
Type ® 1pyg @ 1pve
Policy
Selected Available
ping pingf -
connect_tcp i
connect_udp 3
|( | http
Proactive Monitor
@&
pop3
smip
imap -
If no health monitor is selected, link state will not take into account.
Wirtual IP Activation |J‘“ least |z| |1 | monitors available
Busy Protection @ Enable ' Disable
Prafarrad Policy |R0und robin EI
Altarnate Policy [weighted round robin [=]
IP Pool
Address | |
Virtual IP Port | |
s weiah s
202.96.137.74:.801 TCP WA > ]
[ Server group 2 -
140.100.145123:801 TCP i
| < | 140.100.145.124:8011 TCP

140.100.145.125:80M1 TCP
| »| |ServerGroup 1
140.100.145.126:801 TCP 4
i v| 140.100.145.127:801 TCP
140.100.145.128:801 TCP -

After configuring completed, edit the newly-created local virtual IP pool and click
Edit Virtual [P

, as shown in the following figure:
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Local virtusl 1P Pool

Basics

Hame |Telecom

Stabisk & Erpbisd  Disabisd

Type ) e O Pl

Policy

Selected Anailable
png 25l 0

SN -~
dnis

Proactive anitor £ radius auth

3 radius_acct

orache
mssg| W
mysg|

Virtiasl TP Activation | A1 least El 1 meAlars semlable

Buisy Protection W Erabia ) pisabie

Preferred Pobcy :F‘i:nmd rakm 3

Alternate Bolicy Wasghted round rabin vl

Wirtual 1P

Virtusl IP | EdeVirat |

| Cancel | | oK !

Then, you will be redirected to the following page:

| Virtual IP

o= Add X Delete = Back
I [  address Weight Protocol
[] | 202.96.137.74:80 1 G

Click on address |202. 96. 137. 74: 80|, Select Specified in Monitor Type field. In Virtual IP
Monitor list, select ping Telecom Gateway, and move it from Available box into Selected box,
as shown below:
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Virtual IP

Basics

IP Address [202.96.137 74 |
Port E |
Protocol |_':,F' |
Weight |1 |

Virtual IP health check

Meonitor Type ) Inherited from node pool (O] Specified
Selected Available
ping Telecom Gateway ss13.0
snmp ~
i ) dns
Virtual IP Monitor |< | radius auth
| >| radius_acct
oracle
mssql V]
mysql
Virtual IP Activation At le Vl 1 monitors available

| Cancel | | OK |

6. Create a local DNS mapping on the Intelligent DNS > DNS Mapping > Local DNS
Mapping page, as shown in the following figure:
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I Local DNS Mapping

| Global DNS Mapping |

Rule Troubleshooting |

Basics
MNamea
Status

Type

Paolicy

Domain Names

LE Mode
Switchover Delay
Persistence

Inactivity Timeout

wnet
@ Enabled ) pisabled
@ 1pva @ 1Pve
[ A ]
www.vnet.cn Delete
Static proximity |Z|
@ Enable ® pisable
@ Enable ) Disable

seconds

TFE seconds
Selactad Availabla
Telacom test
Unicom
Virtual IP Pool |_(_.
£
Virtual IP Pool Weight
Telecom Weight
Unicom Weight I:‘
Cancel | DK |
Selected Available
Telecom test
Unicom

Virtual IP Pool

Virtual IP Pool Weight

Telacom

Unicom

Weight
Weight

Cancel |

oK |

Create a local LDNS on the Intelligent DNS > LDNS > Local LDNS page, and select ISP in
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Type field, and specify Telecom in IP Range field, as shown in the following figure:

(Configuration for Unicom link is the same. )

Local LONS

Basics

Name |Te|ecnrn LOMNS

IP Group

Type | ISP

Add |

1P Ranges |ChinaTeIecnm

al

1.0.1.0-1.0.3.255
1.0.8.0-1.0.15.255
1.0.32.0-1.0.63.255
1.1.0.0-1.1.0.255
1.1.2.0-1.1.63.255
1.2.00-1.21.255
1.2.40-1.2127 255
1.3.0.0-1.3.255.255

1450/10000 entries

Cancel | | OK |

8. Create a DNS mapping based on the Intelligent DNS > Static Proximity > DNS Mapping

Based page, as shown below:

l DNS Mapping Based Virtual IF Pool Based

Basics

Status ® Enabled ) Disabled
Site @ Local ) Remote
NS Mapping |\|'T'IBT |E|

LDNS |Te|ec0m LONSE E
Virtual 1P Poal |Telec0m |E|

Cancel | | DK
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I NS Mapping Based Virtual IP Pool Based

Basics

Status @ Enabled ! Disabled

Site @ Local Remaote

DMS Mapping i"-v'-ﬁet __-]

LDNS |Unicom LDNS (|

Virtual IP Pool | Telecom |EI
Zancel | | 0K

9. Create a node poll and virtual service. The configuration steps will not be illustrated
here.

14.19 Comprehensive Case

In one customer network, there are two WAN links: Telecom and Unicom, each with 100M
bandwidth. AD unit is deployed in single-arm mode. And there are two LAN servers providing
Web service on port 80. The external users access the servers via the same domain name:
www. sangfor. com, which directs to 212. 10. 204. 26 with A record. Requirements of the
customer:

1. When external user accesses the domain name, if he/she belongs to Unicom, the access
request will flow via Unicom link; if he/she belongs to Telecom, the access request will
flow via Telecom link; if he/she belongs to other ISP, the access request will flow over
the best link selected automatically.

2. Users on network segment 200. 100. 100. 0/24 access to the server whose IP is 192. 168.
2. 10. Load balances the servers when other users access them.

3.  When internal users access to Internet, the data from intranet will go through the link
selected automatically by AD unit.
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WANI:212.10.204.26/24

WANI1:61.139.2.34/24
GW:212.10.204.1 i

GW:61.139.2.1

LAN:192.168.1.1/24

192.168.1.2/24

WEB:
192.168.2.10
192.168.2.14

192.168.3.0/24 192.168.2.0/24

Preparations: Apply for two DNS records on the server of the domain name provider:

NS record: www. sangfor. com- > nsl. sangfor. com; A record: nsl. sangfor. com- > 212. 10.
204. 26(or 61. 139. 2. 34).

Configuring before deploying device:

1. Turn on AD unit, connect the MANAGE interface on the AD unit with a network cable,
and set the

IP address of the network card to10. 252. 252. 100, as shown in the following figure:
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Internet Protacol Version 4 (TCP/IPv4) Properties B

General |

You can get IP settings assigned automatically if yvour network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

(7 Obtain an IP address automatically
i@ Uze the following IP address:

IF address: 10 . 252,252 . 100
Subnet mask: 255 .255.25%5. 0
Default gateway: i

Obtain DNS server address automatically

(@) Use the following DMNS server addresses:

Preferred DNS server:

Alternate DMNS server:

[] validate settings upon exit

2. Open IE browser, type the URL address https: //10. 252. 252. 252 into address bar, you
will be redirected to the login page and enter the default username and password:

admin /admin, as shown below:

3. Create a LAN interface on the Network > Interface > Physical Interface page, as shown
in the following figure:
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W orcr e I

Interface Type

@ Lan

@ wan

| Cancel | | Mext |

Physical Interfaca

Add LAN Interface

Basics

Name |Lan port |

Interface |eth5 |z|

Type LAN

Status © Enabled ) Disabled

Addresses

Interface IF Start IP || ||:Start IP cannot be greater than end IP. Enter start IP anly for single If
End 10 | |
Netmas|-<:| | Add |

192.168.1.1/24 Delete

1/512 entries

Health Check

Health Status @ Enable ® pisable

| Cancel | | OK |

4. Create a WAN interface for Telecom on the Network > Interface > Physical Interface
page, as shown below:
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Basics

MName |Te|eu:|:m'| |

Interface |E=th5 |E|

Type WAN

Status @ Enabled ) Disabled

Addresses

Interface IP Start IP | |
End IP | |
NEtmaski || Add |
212.10.204 26/24 Iﬁl
1/512 entries

Gateway [202.10.204.1 |

Public 1P Start 1P| |
End 1P| | | Ada |

Delete

0/512 entries

Bandwidth

Outbound UsagEThreshuld%
Inbound |1I}|} iMhps. EUsagEThreshald%
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Health Probe

Status @ Epabled ! Disabled

Gateway ARP Spoofing " s
'@ Enahled IZ! Disabled

Dretection

Active Monitor | ping |z|

Destination Host | || Add |
ping/212.10.204.1 Delete

Cable Plug Status Detection @ Epable ! Disable

Cancel | | Ok

5. Create a WAN interface for Unicom on the Network > Interface > Physical Interface
page, as shown below:

Interface Type

D Lan

WAN

Cancel | | Mext
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ey

Basics

Mame
Interface
Type

Status

Addresses

Interface IF

Gateway

Bublic IP

Bandwidth

Cutbound

Inbound
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|- Select -

=]

WAN

@ Enabled

) Dizabled

Start IP |

EndIP |

NEthEkI

61.138.2.1/24

1/512 entries

61.139.2.1

Start 1P |

End 1P|

| (A

Delete

0/512 entries

1100

|th5|£| Usage Thresheld oo
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Health Probe
Status @ Enabled ) Dizabled
Gateway ARP Spoofing B )
@ Enabled ) Disabled
Cretection
Active Maonitor |ping |z|
Destination Host 51.139.2.1 | Ada |
Delete
Cable Plug Status Detection ) Enable @ Dizable
Cancel | | Ok

6. Go to the Routing > Static Route page, and create a static route which can reach the
intranet, as shown in the following figure:

Static Route

Basics
1P Address [192.188.0.0 |
Netmask [255.255.0.0 |
Gatsway |192.168.1.q | (Netwark segment should be the same with the one where this device is located)
Route Re-Advertisement 2 Enabled ® Disabled
| Cancel | | oK |

7. As the AD unit needs to proxy internal users and servers to access to Internet in this
case, there needs to configure corresponding proxy policy. Create source NAT rule on
the Network > Source NAT page, as shown in the following figure:
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I Source NAT

Edit
Basics
Name Proxy-Telecom
Status @ Enabled ) Disabled
Type @ 1pyd ) 1Pve
Others

Specified interface n
Src IP Al (=]

@) Interface IP

Outgoing Interface

Translate Src IP To

@ specified IP

Start 1P 202 96 137 75 |

End IP |202.96.137.75 |

Method @ sgurce IF and destination IP hash method

7! Sgurce IF hash method

Cancel ‘ | OK

Source NAT | SNAT Address

Edit

Basics

Name

Status

Type

Others

Cutgoing Interface
Src IP

Translate Src IP To

Proxy-Unicom

@ Enabled ) Disabled

@ [pyva O 1PvE

Specified interface n
Al [=]

) Interface IP

@ Specified IP

Start 1P |58 64 212 36 |

End 1P |58 6421236 |

| (1-63 characters, not containing special characte

Method @ Source IP and destination IP hash method
) Source IP hash method
Cancel QK
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Source NAT
| 4 add ¥ Delete + Enable &) Disable =i Import {*Export
1 mame Type Outgoing Interface Subnet
| [F] | Proxy-Telecom IPv4 Telecom All
| [ | Proxy-Unicom IPvd Unicom all

8. Go to the Network > DNS Proxy page, configure a DNS proxy, and add the IP addresses
of DNS servers of WAN links: Telecom and Unicom in DNS Servers field.

| Scheduling Policy I | Internal DNS Records | | HOSTS |

DNS Server

DNS Servers

Transparent DNS Proxy

Status

IPv4 Listening Address
Service Port

Caching

Concurrent Query

LE Mode

Query Destinations
Internal Subnet

Monitored Demain Names

Scheduling Paolicy

Link Busy Protection

Interface | Unicam

IP Address | |

Weight | | | Add |
Ea)
~

2 Disabled

| |

5353 |

) Enable @ pizable

) Enable @ pisable

|R0und robin |Z|

|Speciﬁed SEenver |E|

@ all @ Specified

| | | Add

@ Enable @ Disable

@ Enable @ Disable
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9. Go to the Routing > Policy-Based Routing page, and create two corresponding
policy-based routing policies, so that when internal users access to Unicom server, the
data only flow via Unicom link; while internal users access to Telecom server, the data
only flow via Telecom link. There is a default routing policy selected by weighted least
traffic on AD unit.

I Policy-Based Routing Cutbound Policy Route Troubleshooting

Basics
MName |Te|ec0m |
Status @ Ensbled ) pizabled
Priority |DefaL|It Priority |
Others
Source IP |J‘5-.|| E'
Destination IP |ISF' |z|
1 |China Telecom =
TOS 0 |
Protocol @ a0 Spacified
Selected Available
Telecom WAN1-eth1
WANZ-eth2
WAN Link [<
Y
valid Pericd |Al| day |Z|
Link LB Mode [None [~]
Link Busy Protection ) Enable @ Disable
Action for Scheduling Failure @ Try next one ' Drop
Cancel | | OK
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I Palicy-Based Routing | Cutbound Policy | Route Traubleshooting

Basics
Name |Unicom |
Status ® Enabled © pisabled
Priority |Defautt Priarity |
Others
Source IF |J"\“ E'
Destination IR [1sP E|
1se |China Unicom(Previously Ne| |
Tos |o |
Protocal ® @ Specified
Selected Available
WAN1-eth1
WANZ2-eth2
Telecom
WAN Link £
2
Walid Period |.I°\|| day |EI
Link LB Mods [Mone [~]
Link Busy Protection ! Enable @ Disable
Action for Scheduling Failure ® Try next one ) Drop
| Cancel | | oK |

I Policy-Based Routing Cutbound Policy Route Troubleshooting

o= Add X Dalete ' Enable @) Disable “UImport " Export =5 Wizard
D Name Source IP Dastini
A | &0 all CERNE
@ | 22 All China
] | Telecom All China
[ | unicam All China

After completing the above configuration steps, deploy the AD unit in the network as
displayed in above network topology. If it can operate normally, you can configure load
balancing for servers and links.

Configuration steps of balancing load on servers and links:

1. Go to the Load Balancing > Service page, create a Web service, and specify a service
type and port number, as shown below:
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Service

Basics
Name |Web Server |
Type HTTF
Port | | | Add
a0 Delete
Port
Cancel OK

2. Go to the Load Balancing > WAN Link page, create a WAN link and move the two WAN
link IP addresses from Available box into Selected box.

WAN Link

Basics
Name |IP group |
IP Address | | Add
Selected Available
Unicom
IP Grou
° 61.139.2.34 1<)
Telecom
21210204 26
L2
(A maximum of 32 IP addresses are allowed)
[ show the public IF in Network = Interfaces
| Cancel | | OK |

3. Go to the Load Balancing > Persistence > Session Persistence page, create a session

persistence. Assume that the customer wants to implement a session persistence based
on cookie name.
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Basics
Mame |Cﬂnkie |
Type Cookie
Persistence Mode ||FISEI't |E|
Cookie Name |_Utﬂ"|EI. |
Domain Domain: | |
path |/ |

Session Cookie @ Enable ) Disable
HttpOnly @ Enable ) Disable
Settings
Prefar Busy Node ® Enable ' Disable

Cancel | | OK

4. Go to Load Balancing > Node Pools page, and create two node pools. One node pool
only contains the server with IP address 192. 168. 2. 10, used for scheduling policy, the
other one contains the IP addresses of all the servers, used for server load balancing
scheduling.
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Basics
Name |1U Semver |
Nods LB Mods [Round robin [+]
Parsistance |n0ne |z|
Alternate Persistence |none
Selacted Available
’ Ordinary monitor -
!0| ping EI
pingf 3
e 1€ connect_tcp
Z s B connect_udp
http
e |
pop3 -

Node Activation At least H available ordinary monitors
Recovery Time I:l seconds
Warm-up Period I:I saconds

Excessive Mew Connection o e
"2 apply scheduling "' Put in queus @ set to scheduling failure
Requests

Connections @ Allin any status ) Al in established status

Member Nodes

Start [P [912.168.2.10 |

Nodes
End 1P | |
Port Bﬂl Weight |‘1 | | Add | (0-85535. 0 or left empty means use ser
0/500
Cancel | | OK
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Node Pools

Basics
Name |Web Server |
Node LE Mode |Round robin [=]
Persistence !cookie |z|
Alternate Persistence |n0ne E
Selectad Available
Ordinary monitor — |Ordinary monitor -
ping | ping6 |:|
[ connect_tcp |
. 3 | connect_udp
Node Monitor https
[ fip
| e pop3
g smtp hd

Node Activation At least n available ordinary monitors
Recovery Time D seconds
Warm-up Period 0 seconds

Excessive New Connection

® Apply schaduling © putin queus @ set to =scheduling failure
Requests
Connections ® Al in any status ) Al in established status
Member Nodes

Start IP | | {Start IP cannot be greater than end IP. If you add only one
Nodes

End IP | |

Part | | weight 1 | ad3

192.168.2.10:801 _I}alata

192.168.2.11:801 -

192.168.2.12:80M1

192.168.2.13:301

192.168.2.14:801

5/300

5. Go to Load Balancing > Policy > Scheduling page, and create a scheduling policy to have
the request from the users on network segment 200. 100. 100. 0/24 scheduled to the
server whose IP  address is 192. 168. 2. 10 all the time.
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Scheduling Acceleration | HTTP Rewriting HTTPE Protection | TCP | | SSL Offload | Encryption

Basics
Name SchedulingServeril
Others
Service | Web Server [+]
Source |Subnet |z|
Subnet 1P address [200.100.100.0 |
Netmask |24 |
Advanced ® Requestline © Request header
Fiald VERSION B4
Definition | HTTP/1.0 =]
Regue.. VERSION is HTTE/ 1.0 aa Add
Delete
Action | Schedule in node pool [=]
Node Pool |'1U Server |z|
#Action for Match Failura |Tr_l,|' next ocne lz‘
| Cancel | OK |

6. On the Load Balancing > Virtual Service page, create a layer 7 virtual service, and
associate the already-configured service, node pool, WAN link and scheduling policy.
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Virtual Service

Basics

Name
Status

Encryption Options

LB Type
Service
WAN Link

Default Node Pool

Scheduled Regquest

web virtual service

® Enabled ) Disabled
Layer 7

|Web Senver El

|- select— [+]

|web El

® The first request

@ Every request

|
1€

Scheduling Policy | )l

e

{0 - 100 scheduling policies)

Network Policy

TCP Policy [Layer 7 virtual Service TCP Policy [=]
QoS Policy |~ Disabled — [=]
SNAT Addrass Pool |—Disabled— |E|

Application Policy

Accelaration Policy |—SE|ECT— |EI

HTTE Brotection Palicy |HTTP Protection Policy [=]

S5L Encryption Policy |—Disabled— E [ Select More ]

iPro |— Disabled - El [ Select More ]
| Cancel | | OK |

7. Go to Intelligent DNS > Virtual IP Pool > Local Virtual IP Pool page, create a local virtual
pool and add the public IP addresses which need to be distributed. In Preferred Policy
field, select Static proximity; in Alternate Policy field, select Round trip time.
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I Local Virtual IP Pool Global Wirtual IP Pool

Basics

Name

Status

Type

Policy

Proactive Monitor

(1-63 characters, not containing special characters: B

@ Enabled ) Disabled

@ 1pya @ 1pve

Selected Available

ping pingG
connect_tcp
connect_udp
1€ |ntp
ftp
b (popa
smip
imap -

n.|»

If no health meonitor is selected, link state will not take into account.

Virtual IP Activation |At|east |Z| |1 | menitors available
Busy Protection @ Enable ) Disable
Preferred Palicy |Round robin [=]
Altrnate Policy [ weighted round robin [=]
Wirtual IP
virtual 19 | Edit Virtual P |
| Cancel | OK |

8. Go to Intelligent DNS > DNS Mapping > Local DNS Mapping page, and create a local
DNS mapping. Enter the domain name which needs to be resolved and add it into
Domain names field. Specify the IP pool which needs to be distributed in Virtual IP Pool
field, as shown in the following figure:
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Local DNS Mapping

| Global DNS Mapping | | Rule Troubleshooting

9.

Basics
Name
Status

Type

Policy

Domain Mames

LB Mode
Parsistance
Inactivity Timeout

TTL

Wirtual IP Poal

)
|wmv.sangf0r.c0m| {1-63 characters, not containing special characters: &
® Enablad ) Disabled
@ 1pva @ 1pve
(e ]

www.sangfor.com Delete

Round robin -

@ Enable ) Dizable

300 seconds

60 seconds

Selacted Available

Web released IP test
Unicom

|€

Virtual IP Pool Weight

Web released IP

Weight

Cancel

L ok |

Create two local LDNS on the Intelligent DNS > LDNS > Local LDNS page, one for adding
IP range of Telecom, the other one for adding IP range of Unicom.

Copyright©Sangfor Technologies Co., Ltd. All Rights Reserved. www.sangfor.com 432



Chapter 12 Cases

Local LDNS

Basics

[

Name |T-3I-3|:-:-:11 LDN

IP Group

IP Ranges |ChinaTe|ecnm EI

1.0.1.0-1.0.3.255 -
1.0.8.0-1.0.15.255 (=]
1.032.0-1.0.63.255
1.1.0.0-1.1.0.255
1.1.20-1.1.63.255
1200121255
1.2.4.0-1.2127.255
1.3.0.0-1.3.255.255 -

1450/10000 entries

| Cancel | | OK |

Local LDNMS

Basics

MName |I_Ini|:-:| m LDMS |

IP Group

Type

IPF Ranges

1.24.0.0-1.31.265. 265 -
1.56.0.0-1.63.2565.255 =
1.188.0.0-1.191.265 255
14.204.0.0-14.205 255 255
27.8.0.0-27.15.255.255
27.36.0.0-27 47 255 255
27.98.224.0-27.95.255.255

27 115.0.0-27 115,127 255 -

310/10000 entries

Cancel | | Ok |

10. Go to the Intelligent DNS > Static Proximity page, create two static proximity policies.
When external users access the domain name: www. sangfor. com, if the LDNS request
is from Telecom link, return 212. 10. 204. 26 as resolved IP; if the LDNS request is from
Unicom link, return 61. 139. 2. 34 as resolved IP.
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Basics
Site @ Local ) Remota
Status ® Enabled ) Disabled
Virtus! 1P Pool |web released IP [=]
LDNS |Telec0m LDN3 |z|
Selected Available
111
<
1P Address Y
| ? Mowe Left
1 entries
Cancel | | oK |

Basics
Site ® Local @ Remote
Status ® Enzblad ) Disablad
Virtual IP Poal |Web released IP E|
LDNS Unicom LDNS ]
Selacted Available
1111
£
IP Address
£
1 entries
| Cancel || oK |

11. The configuration is completed.
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