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[bookmark: _Toc20322743]1 Standardized Process:
1. Environment and requirements confirm
Refer to pre-poc check list


2. Solution design & previous preparation


3. Configuration 
4. Test & troubleshooting
5. POC UAT and Conclusion























[bookmark: _Toc20322744]2 Environment & Requirements Confirm
[image: ]
[bookmark: _Toc20322745]2.1 Environment: 
Customer don’t want to replace any device and no down time to POC
[bookmark: _Toc20322746]2.2 Requirements: 
1. DC-DRC server can visit each other
2. Improve server access speed
3. Test line 1 access and line 2 backup
4. Test automatic choose the optimal line to access
5. Test bonding all WAN links to access



[bookmark: _Toc20322747]3 Solution Design & Previous Preparation
[image: ]
[bookmark: _Toc20322748]3.1 Solution design:
Customer don’t want to replace any device and no down time to POC
=> Single arm mode deployment
[bookmark: _Toc20322749]3.2 Previous preparation:
SD-WAN features require WANO version 9.5.3 or above
DC and DRC all have 2 lines, we need prepare 3 IPs for WANO in each site and bonding WANO IP with internet IP.
DC site WANO:
IP1: 172.168.30.35 (used for intranet traffic routing and device management)
IP2: 172.168.30.36 (bonding line1 43.252.132.20)
IP3: 172.168.30.37 (bonding line2 118.143.122.149)
DC Site BBC:
IP: 172.168.30.38
DC site gateway previous preparation:
DNAT: (Both TCP & UDP 4009, used for branch WANO VPN access)
43.252.132.20:4009->172.168.30.36:4009
118.143.122.149:4009->172.168.30.37:4009
(TCP 5000, used for branch WANO join BBC)
43.252.132.20:5000->172.168.30.38:5000
118.143.122.149:5000->172.168.30.38:5000
(If customer want to visit BBC from Internet , we also need DNAT BBC TCP443/5530 port)
SNAT & Source policy-based routing: (Bonding WANO IP with internet IP)
172.168.30.36->43.252.132.20
172.168.30.37->118.143.122.149
DC site gateway or core switch previous preparation:
Add a static route or policy-based routing
Destination network 192.168.20.0/24 Next-Hop 172.168.30.35
 
DRC site WANO:
IP1: 192.168.20.61 (used for intranet traffic routing and device management)
IP2: 192.168.20.62 (bonding line1 58.71.188.17)
IP3: 192.168.20.63 (bonding line2 PPPoE IP)
DRC site gateway previous preparation:
SNAT & Source policy-based routing: (Bonding WANO IP with internet IP)
192.168.20.62->58.71.188.17
192.168.20.63->ADSL
DRC site gateway or core switch previous preparation:
Add a static route or policy-based routing
Destination network 172.168.30.0/24 Next-Hop 192.168.20.61























[bookmark: _Toc20322750]4 Configuration 
[bookmark: _Toc20322751]4.1 Configuration step: 
1. BBC Basic Configuration
2. Deploy Branch Device and Branch Device join BBC
3. VPN Path & Multiple WAN Policy
4. Auto VPN
5. SD-WAN Path Selection Policy 
6. Unified Update Policy 
[bookmark: _Toc20322752]4.2 BBC Basic Configuration
[bookmark: _Toc20322753]4.2.1 Set BBC IP
[image: ]
[image: ]
[bookmark: _Toc20322754]4.2.2 Set BBC DNS
[image: ]
[bookmark: _Toc20322755]4.2.3 Set public IP and service port for branch join BBC
[image: ]
[bookmark: _Toc20322756]4.2.4 Set decontrolled password and password
[image: ]
[image: ]
[bookmark: _Toc20322757]4.2.5 Set SMTP Server for alarm and email deployment
[image: ]
[bookmark: _Toc20322758]4.3 Deploy Branch Device and Branch Device join BBC
Two method: 
1. Existing branch device join BBC
2. Email deployment and new branch
[bookmark: _Toc20322759]4.3.1 Existing branch device join BBC
1. BBC add new branch 
[image: ]
2. Branch join BBC
[image: ]
Notice: keep the device name the same with BBC device name, not the branch name
[bookmark: _Toc20322760]4.3.2 Email deployment and new branch
[image: ]
[image: ]
[image: ]
Branch user setting according to the guide received from BBC.

[bookmark: _Toc20322761]4.3.3 Device status
[image: ]
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[bookmark: _Toc20322762]4.4 VPN Path & Multiple WAN Policy
[bookmark: _Toc20322763]4.4.1 Set BBC VPN Path
[image: ]
[bookmark: _Toc20322764]4.4.2 Interface Multiple IP 
Login branch device from BBC
[image: ]
DC:
[image: ][image: ]
DRC:
[image: ]
[bookmark: _Toc20322765]4.4.3 Multiple WAN Policy
DC:
[image: ]
[image: ]
[image: ]
(If line is PPPoE and no static internet IP, don’t check ‘use static internet IP’)

[image: ]
(For this test, all lines are internet ,we can select all pairs and build 2*2 tunnels, in some case, customer has both MPLS and Internet , we need un-select MPLS-Internet )
DRC:
[image: ]
[image: ]
[image: ]
(Line 2 is PPPoE, no static IP)
[bookmark: _Toc20322766]4.5 Auto VPN
[image: ]
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[bookmark: _Toc20322767]4.6 SD-WAN Path Selection Policy 
(If there is no server in branch or drc, just only no need to set sd-wan path selection policy in DC, because traffic branch/DRC->DC match branch/DRC policy, for packets return from DC->branch/DRC will choose the original path)
In this case, the server in DRC and the client in DC, so we just need to set SD-WAN path selection policy in DC 
PC(Client)—WANO(Client)<------>WANO(Server)—PC(Server)

[bookmark: _Toc20322768]4.6.1 Add LAN Service
[image: ]
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[image: ]
[bookmark: _Toc20322769]4.6.2 Specified Line and other line backup
[image: ]
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[bookmark: _Toc20322770]4.6.3 Prefer Optimal Path
[image: ]

[bookmark: _Toc20322771]4.6.4 Based on bandwidth ratio
[image: ]

[bookmark: _Toc20322772]4.6.5 Packets Level Tunnel Bonding/Link Load Balancing
(Just only WANO support packets level VPN tunnel bonding)
[image: ]
[bookmark: _Toc20322773]4.7 Unified Policy Update
1. Upload BBC file
[image: ]
[image: ]
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2. Upload 9.5.6 firmware
[image: ]
[image: ]
3. Upgrade BBC file to 9.5.6 
[image: ]
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4. Unified policy update
[image: ]
5. Edit policy 
[image: ]











[bookmark: _Toc20322774]5 Testing & troubleshooting
(Please notice the unit showing in BBC is KBps, 1KBps=8Kbps, ISP bandwidth is bps.)
[bookmark: _Toc20322775]5.1 VPN Testing
VPN status check:
[image: ]
[image: ]

Reachable test:
Test ping or business access from user to server
Quality test:
a. Test ping or user experience of business 
b. VPN speed test tool
Server side:
(1) Allow traffic: iptables -A INPUT -p tcp --dport 4008 -j ACCEPT
(2) Start service: conn_test_server -p 4008
(3)  Close port after testing: 
iptables -D INPUT -p tcp --dport 4008 -j ACCEPT 
Client side:
(1) Start testing: conn_test_client -p 4008 -i xxx.xxx.xxx.xxx -c 100



Troubleshooting:
1. Check whether configuration has successful push to device
Don’t forget click “push down VPN configuration” from BBC
[image: ]
2. Can’t build VPN tunnel
a. VPN service port (default 4009) UDP & TCP reachable
(telnet test TCP port, capture packets in service side test UDP port)
b. Check webagent & VPN username password
c. Check VPN logs in both side device
[image: ]   

3. VPN is unstable issue
a. Latency & packets loss testing
(ping HQ public IP, intranet IP and internet public IP 8.8.8.8 from branch to HQ and HQ to branch)
b. Change transmission protocol in vpn client side
[image: ]
(In packets loss environment, TCP protocol may has high latency issue, UDP protocol may has high packets loss issue)
4. Some user can’t visit some server
a. Check both side VPN local subnet
b. Check both side route to destination IP address
c. Capture packets in both side vpntun/eth0 interface

4. VPN tunnel number issue
a. Check Multiple WAN policy, back to multiple WAN policy
b. Whether some link can’t build VPN, back to issue 1

[bookmark: _Toc20322776]5.2 SD-WAN path selection testing
PC(Client)—WANO(Client)<------>WANO(Server)—PC(Server)
Just only adjust SD-WAN path selection policy in WANO(Client) and don’t require VPN service restart 
[bookmark: _Toc20322777]5.2.1 JPerf tool introduction:


1. Two side prepare a windows PC and PC install JAVA
2. Server side run Jperf.bat then run jperf.jar start jperf
[image: ]
Choose Server and keep default configuration then to start JPerf.
[image: ]
3. Client side run Jperf.bat then run jperf.jar to start jperf
[image: ]
[image: ]

[bookmark: _Toc20322778]5.2.2 Specified line2 (line2 100Kb)
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[bookmark: _GoBack]
[bookmark: _Toc20322779]5.2.3 Fail-over test
Using pshell deny line 2 4009 port to disconnect line 2 when using specified line 2 policy.
（iptables -A INPUT -d 172.168.30.37 --dport 4009 -j DROP）
[image: ]
All vpn tunnels in line 2 are disconnect, traffic fail-over to line 1.
[image: ]
After fail-over test, we must restore iptables rules
（iptables -D INPUT -d 172.168.30.37 --dport 4009 -j DROP）
[image: ]
[bookmark: _Toc20322780]5.2.4 Prefer the optimal path 
[image: ]
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[image: ]
[bookmark: _Toc20322781]5.2.5 Based on bandwidth ratio test
[image: ]
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[bookmark: _Toc20322782]5.2.6 VPN tunnel bonding test 
[image: ]
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[bookmark: _Toc20322783]6 POC UAT & Conclusion
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[bookmark: _Toc19895476]
1 Objective and Testing Arrangement

Due to xxx(user often complain xxx speed slow or xxx unreachable, some link down cause business interruption, new solution to reduce WAN investment, increase bandwidth……  ) reason, xxx Company is looking for a solution to solve these issues and optimize current network.

The Primary objective of the testing is to investigate the compatibility and values of Sangfor SD-WAN solution for XXX Company. 



[bookmark: _Toc19895477]1.1 Engineer and Time Arrangement

According to the customer need, we have arranged tester and time as below.



		Testing Address

		Engineer：

		Testing time

		Remarks



		

		Client side：

		

		



		

		Sangfor Side：

		

		



		

		Client side：

		

		



		

		Sangfor Side：

		

		





[bookmark: _Toc241480936][bookmark: _Toc234911569][bookmark: _Toc211658183][bookmark: _Toc19895478]2. Testing Description

[bookmark: _Toc19895479]2.1 Original network topology

xxx

[bookmark: _Toc19895480][bookmark: _Toc211658184][bookmark: _Toc234911571]2.2 Testing in network topology

xxx

[bookmark: _Toc241480939][bookmark: _Toc19895481]2.3 Preparation for testing environment

Testing device：two SANGFOR SDW-XXX

Console Cable：CAT-5/RJ45

Network Cable: preparation for 2 CAT-5/RJ45 in each node

Power adapter：180－240V/2power cables

[bookmark: _Toc241480940]Test data ：Preparation various test files to be transferred

The Distribution of IP address of the Test Equipment:



		Device Name

		Deployment Mode / service type

		IP address and Subnet mask

		Gateway



		SANGFOR SDW-XX（XX）

		XXX

		LAN：

		



		

		

		WAN1：

		



		

		

		WAN2：

		



		

		

		DMZ：

		



		SANGFOR SDW-XX(XX)

		Bridge Mode

		LAN：

		



		

		

		WAN1：

		



		

		

		WAN2：

		



		

		

		DMZ：

		



		Server

		

		

		



		

		

		

		



		

		

		

		



		Client PC

		

		

		







Previous preparation in other device:

VPN service side gateway device:

1. DNAT VPN service port TCP & UDP protocol, TCP/UDP 4009

2. Policy-based routing, xxx

3. SNAT, xxx

4. Firewall policy allow xxx

5. Bandwidth control policy xxx

Core switch:

Static routing or policy-based routing xxx   

[bookmark: _Toc19895482]2.4 Testing Step 

1. Deployment 

2. Connectivity testing

3. SD-WAN Path Selection and fail-over testing

(1) Specified line

(2) Prefer optimal path

(3) Based on line bandwidth ratio

(4) VPN tunnel bonding

4. Acceleration testing

(1) FTP download

(2) HTTP download

(3) P2P download

(4) Email system operation

(5) ERP system operation

5. Management & operation testing

(1) Branch status visualization

(2) VPN status visualization

(3) Unified policy update

(4) Alarm

6. Other



[bookmark: _Toc19895483]3. Testing Detail

[bookmark: _Toc19895484]3.1 Deployment

 

		Site Name

		Deployment Mode

		IP

		Login Account



		

		

		

		



		

		

		

		



		

		

		

		





Sangfor engineer has successful deploy SD-WAN devices into testing environment according to testing network topology and work well with other network device.

Screen shot:



[bookmark: _Toc19895485]3.2 Connectivity Testing

		Client IP

		Server IP

		Testing Method

		Original Solution

		New Solution 



		

		

		Ping

		Success, latency xxx, packets loss xxx

		Success, latency xxx, packets loss xxx



		

		

		http://xxx

		Success, open xxx page xxx second

		Success, open xxx page xxx second



		

		

		FTP://xxx

		

		Success



		

		

		

		

		





Screen shot:

[bookmark: _Toc19895486]3.3 SD-WAN path selection & fail-over testing

[bookmark: _Toc19895487][bookmark: _Toc241480944][bookmark: _Toc234911578]Specified line testing

Expected Results:

Configuration:

Result:

Screen shot:

[bookmark: _Toc19895488]Prefer optimal line testing

Expected Results:

Configuration:

Result:

Screen shot:

[bookmark: _Toc19895489]Based on line bandwidth ratio testing

Expected Results:

Configuration:

Result:

Screen shot:

[bookmark: _Toc19895490]VPN tunnel bonding testing

Expected Results:

Configuration:

Result:

Screen shot:

[bookmark: _Toc19895491]Fail-over testing

Expected Results:

Configuration:

Result:

Screen shot:



[bookmark: _Toc19895492]3.4   Acceleration testing

[bookmark: OLE_LINK2]www.sangfor.com						    		 	        4

[bookmark: _Toc19895493]3.4.1 FTP Download Acceleration test

Test result : 



		Test period 

		 



		Traffic record

		Original traffic

		WANO enabled

		Data 

saving 

		Acceleration performance



		

		 

		 

		 

		 







		File type/size

		Item

		Original 

		WANO enabled

		Acceleration performance



		1st round test

		1st

		2nd

		3rd

		Average

		1st

		2nd

		3rd

		



		.doc 3M

		Transmission duration(s)

		 

		 

		 

		 

		 

		 

		 

		 



		

		Transmission Rate(k/s)

		 

		 

		 

		 

		 

		 

		 

		 



		2nd round test

		1st

		2nd

		3rd

		Average

		1st

		2nd

		3rd

		 



		.dll 10M

		Transmission duration(s)

		 

		 

		 

		 

		 

		 

		 

		 



		

		Transmission Rate(k/s)

		 

		 

		 

		 

		 

		 

		 

		 



		3rd round test

		1st

		2nd

		3rd

		Average

		1st

		2nd

		3rd

		 



		.exe 30M

		Transmission duration(s)

		 

		 

		 

		 

		 

		 

		 

		 



		

		Transmission Rate(k/s)

		 

		 

		 

		 

		 

		 

		 

		 







[bookmark: _Toc234911580][bookmark: _Toc241480946][bookmark: _Toc211658199]Screen shot :

Leave screen shoot here

[bookmark: _Toc19895494]3.4.2 Web based application acceleration test

Test result :





		Test period 

		 



		Traffic record

		Original traffic

		WANO enabled

		Data 

saving 

		Acceleration performance



		

		 

		 

		 

		 









		Test URL

		Item

		Original 

		WANO enabled

		Acceleration performance



		1st round test

		1st

		2nd

		3rd

		Average

		1st

		2nd

		3rd

		Average

		



		www.sangfor.com

		Response time(s)

		 

		 

		 

		 

		 

		 

		 

		 

		 



		2nd round test

		1st

		2nd

		3rd

		Average

		1st

		2nd

		3rd

		Average

		 



		www.sangfor.com

		Response time(s)

		 

		 

		 

		 

		 

		 

		 

		 

		 



		3rd round test

		1st

		2nd

		3rd

		Average

		1st

		2nd

		3rd

		Average

		 



		www.sangfor.com

		Response time(s)

		 

		 

		 

		 

		 

		 

		 

		 

		 







Screen shoot :

Leave screen shoot here







[bookmark: _Toc19895495]3.4.3 Network Neighborhood download acceleration test

Test result:





		Test period 

		 



		Traffic record

		Original traffic

		WANO enabled

		Data 

saving 

		Acceleration performance



		

		 

		 

		 

		 









		File type/size

		Item

		Original 

		WANO enabled

		Acceleration performance



		1st round test

		1st

		2nd

		3rd

		Average

		1st

		2nd

		3rd

		



		.doc 3M

		Transmission duration(s)

		 

		 

		 

		 

		 

		 

		 

		 



		

		Transmission Rate(k/s)

		 

		 

		 

		 

		 

		 

		 

		 



		2nd round test

		1st

		2nd

		3rd

		Average

		1st

		2nd

		3rd

		 



		.dll 10M

		Transmission duration(s)

		 

		 

		 

		 

		 

		 

		 

		 



		

		Transmission Rate(k/s)

		 

		 

		 

		 

		 

		 

		 

		 



		3rd round test

		1st

		2nd

		3rd

		Average

		1st

		2nd

		3rd

		 



		.exe 30M

		Transmission duration(s)

		 

		 

		 

		 

		 

		 

		 

		 



		

		Transmission Rate(k/s)

		 

		 

		 

		 

		 

		 

		 

		 







Screen shoot :



[bookmark: _Toc19895496]
3.4.4 Email system operation acceleration test

Test result:



		Test period 

		 



		Traffic record

		Original result

		WANO enabled

		Data 

saving 

		Acceleration performance



		

		 

		 

		 

		 







		Email size

		Item

		Original result

		WANO enabled

		Acceleration performance



		Sent Email 

		1st

		2nd

		3rd

		Average

		1st

		2nd

		3rd

		



		3M

		Transmission duration(s)

		 

		 

		 

		 

		 

		 

		 

		 



		

		Transmission Rate(k/s)

		 

		 

		 

		 

		 

		 

		 

		 



		Sent email

		1st

		2nd

		3rd

		Average

		1st

		2nd

		3rd

		 



		10M

		Transmission duration(s)

		 

		 

		 

		 

		 

		 

		 

		 



		

		Transmission Rate(k/s)

		 

		 

		 

		 

		 

		 

		 

		 



		Receive email 

		1st

		2nd

		3rd

		Average

		1st

		2nd

		3rd

		 



		30M

		Transmission duration(s)

		 

		 

		 

		 

		 

		 

		 

		 



		

		Transmission Rate(k/s)

		 

		 

		 

		 

		 

		 

		 

		 



		Receive email 

		1st

		2nd

		3rd

		Average

		1st

		2nd

		3rd

		 



		30M

		Transmission duration(s)

		 

		 

		 

		 

		 

		 

		 

		 



		

		Transmission Rate(k/s)

		 

		 

		 

		 

		 

		 

		 

		 





Screen shoot :

Leave screen shoot here

















[bookmark: _Toc234911582][bookmark: _Toc241480948][bookmark: _Toc19895497]
3.4.5 Special application operation flow Test

Test result :



		Application operation 

		Item

		Original result

		WANO enabled

		Acceleration performance



		First step

		1st

		2nd

		3rd

		Average

		1st

		2nd

		3rd

		Average

		



		Login 

		Transmission duration(s)

		 

		 

		 

		 

		 

		 

		 

		 

		 



		

		Transmission Rate(k/s)

		 

		 

		 

		 

		 

		 

		 

		 

		 



		Second step

		1st

		2nd

		3rd

		Average

		1st

		2nd

		3rd

		Average

		 



		Open homepage

		Transmission duration(s)

		 

		 

		 

		 

		 

		 

		 

		 

		 



		

		Transmission Rate(k/s)

		 

		 

		 

		 

		 

		 

		 

		 

		 



		3rd step 

		1st

		2nd

		3rd

		Average

		1st

		2nd

		3rd

		Average

		 



		Database search,  

		Transmission duration(s)

		 

		 

		 

		 

		 

		 

		 

		 

		 



		

		Transmission Rate(k/s)

		 

		 

		 

		 

		 

		 

		 

		 

		 



		4th step 

		1st

		2nd

		3rd

		Average

		1st

		2nd

		3rd

		Average

		 



		Summit application

		Transmission duration(s)

		 

		 

		 

		 

		 

		 

		 

		 

		 



		

		Transmission Rate(k/s)

		 

		 

		 

		 

		 

		 

		 

		 

		 







Screen shoot :

Leave screen shoot here



[bookmark: _Toc19895498]3.4.6 Video conference test

Test result :



		Test period 

		 



		Packet loss record

		Original 

		WANO enabled

		 Acceleration performance



		

		 

		 

		 







		Test period 

		 



		Traffic record

		Original result

		WANO enabled

		Data 

saving 

		Acceleration performance



		

		 

		 

		 

		 







Screen shoot :

Leave screen shoot here, take  some photo of VC interface



[bookmark: _Toc19895499]3.5    Management &   Operation Testing

[bookmark: _Toc19895500]3.5.1 Visualization 

Screen shot:



[bookmark: _Toc19895501]3.5.2 Unified policy update

Screen shot:



[bookmark: _Toc19895502]3.5.3 Alarm

Screen shot:





[bookmark: _Toc19895503]3.6 Other Testing
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[bookmark: _Toc19895504]4 Test summary and Conclusion

		Category

		Case

		Result



		Connectivity

		Email access

		Pass



		

		OA access

		Pass



		SD-WAN Path Selection

		Specified lines

		Pass



		

		Fail-over

		Pass



		

		VPN tunnel bonding

		Pass



		Management & Operation

		Visualization

		Pass



		

		Unified policy update

		Pass



		

		Alarm

		Pass







		Application 

		Original 

		WANO enabled

		Acceleration performance

		Test Analysis



		FTP

		1GB

		400MB

		60%

		Effective Flow Reduction



		Exchange

		XX	

		XX

		XX

		XX



		XXX

		XX	

		XX

		XX

		XX



		

		

		

		

		







Based on the test plan above, Sangfor SD-WAN solution has shown it’s ability to solve XXX company xxx issues, satisfy customer’s needs and it will improve business reliability, user work efficiency, simplify network management and operation. 

We hope Sangfor SD-WAN solution can bring more values to customer and welcome choose Sangfor.
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SANGFOR_SD-W AN_UAT_EN_20190920.xlsx


SANGFOR_SD-WAN_UAT_EN_20190920.xlsx
SD-WAN

		XXX SD-WAN POC User Acceptance Test														Sangfor Recommend Level

		COPARTNER						Customer Contact Information:

		COMPANY

		Functionality Tests																Riverbed		Riverbed 		VeloCloud		Peplink		Fortigate

		No.		Functionality Items:														SteelHead		Steelconnect		VeloCloud		Balance Router

		1		Deployment and Connectivity				Expected Results		Status		Customer Signature		Remarks

		1.1				Gateway mode deploy and provide VPN connect to other site 		Network connection, Ping each other (Ping time, Packet loss)										N

		1.2				Single bridge mode deploy and provide VPN connect to other site 		Network connection, Ping each other (Ping time, Packet loss)								Suggest				N		N				N

		1.3				Double bridge mode deploy and provide VPN connect to other site 		Network connection, Ping each other (Ping time, Packet loss)								Suggest				N		N		N		N

		1.4				Single arm mode deploy and provide VPN connect to other site 		Network connection, Ping each other (Ping time, Packet loss)								Suggest						N		N		N

		1.5				Double arm mode deploy and provide VPN connect to other site 		Network connection, Ping each other (Ping time, Packet loss)								Suggest						N		N		N



		2		Centralized Management				Expected Results		Status				Remarks

		2.1				Branch device join centralized management platform		Successful join centralized management platform 

		2.2				Branch map for IT manager 		Large screen display branch map to IT manager

		2.3				Get branch network status from centralized management platform		Branch device status, Branch traffic status

		2.4				Branch alarm in centralized management platform 		Support IT manager quickly get the branch alarm from centralized management platform

		2.5				Unified policy update for branch device from centralized management platform		Simplify IT operation work

		2.6				Login branch device from centralized management platform 		Simplify troubleshooting for branch device										N		N		N		N

		2.7				Business orchestration in centralized management platform		Path selection policy from centralized management platform

		2.8				Auto VPN		Site to site VPN without any VPN configuration in branch device



		3		SD-WAN Path Selection				Expected Results		Status				Remarks

		3.1				Path selection for internet access based on URLs		Visit URL1 from WAN1, visit URL2 from WAN2								install patch,don't suggest		N		N		N		N

		3.2				Path selection for internet access based on applications		Visit app1 from WAN1, visit app2 from WAN2

		3.3				Path selection for internet access based on IP/IP Group		Path selection for internet access based on IP/IP Group

		3.4				Fail-over for internet access once some WAN failure		Pull out WAN1, user access internet from WAN2 and Pull out WAN2 ,user access internet from WAN1

		3.5				Build multiple VPN tunnel over multi-WAN		Build 2 VPN tunnels in 2 WAN network

		3.6				Specified some apps run in specified WAN		Specified some apps run in specified WAN								Suggest

		3.7				Prefer optimal path based on packets loss/latency/jittle 		Specified traffic select better quality link for transmission								Suggest

		3.8				Path selection based on WAN link bandwidth ratio										Suggest

		3.9				VPN tunnel bonding for core Apps		Support one Apps traffic run in multiple VPN tunnel to enhance core apps throughput  								Suggest										N

		3.10				Fail-over between multiple VPN tunnel 		Pull out WAN1, user access peer site from WAN2 VPN tunnel and Pull out WAN2 ,user access peer from WAN1 VPN tunnel								Suggest

		3.11				Fail-over between MPLS and internet VPN tunnel		Branch user visit OA default from MPLS, once MPLS down, the traffic will fail-over to VPN tunnel										N		N		N		N



		4		Security and Bandwdith management				Expected Results		Status				Remarks

		4.1				Access control based on applications/time schedule/user 		e.g. Block online games in office time for stuff  																N

		4.2				Web filtering for illegal websites		e.g. Block www.sangfor.com 										N		N				N

		4.3				Firewall based on service/IP/Port		e.g. Block HTTP service 

		4.4				Anti-Dos attack		Anti-Dos attack										N		N		N		N

		4.5				ARP protection		ARP protection avoid network unavailable when ARP attacking in intranet										N		N		N		N

		4.6				Traffic priority based on apps/user		e.g. OA traffic has high priority than other apps 

		4.7				Limited policy based on apps/user		e.g. P2P traffic limited in 10M  

		4.8				Dynamic policy for VOIP/Video conference 		When network has VOIP/Video conference traffic ,a guarantee tunnel will be created dynamicly for VOIP/Video conference and when network has no VOIP/Video conference traffic, the bandwidth can used for other apps								Suggest		N		N		N		N

		4.9				Link busy protection		Automatic active traffic control before link 100% and avoid packets loss   								Suggest		N		N		N		N



		5		WAN Optimization 				Expected Results		Status				Remarks

		5.1				CIFS acceleration		File transmission speed comparison (5M,20M,50M,100M)(WITHOUT CERTIFICATE)								Suggest				N		N		N

		5.2				FTP acceleration		File transmission speed comparison (5M,20M,50M,100M)								Suggest				N		N		N

		5.3				HTTP acceleration		Website access speed comparison								Suggest				N		N		N

		5.4				HTTPS acceleration		SINGLE DIRECTION CERTIFICATE								Suggest				N		N		N		Increase costs

		5.5				Exchange acceleration		Exchange traffic acceleration								Suggest				N		N		N

		5.6				Video conference packets loss optimization		High quality for video conference								Suggest		N		N		N



		6		Report		WANO Datacenter		Expected Results		Status				Remarks

		6.1				Acceleration ratio report		Show All the accelerated flow and reduced flow

		6.2				Flow trend		Show All the traffic speed
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SD-WAN

		XXX SD-WAN POC User Acceptance Test														Sangfor Recommend Level

		COPARTNER						Customer Contact Information:

		COMPANY

		Functionality Tests																Riverbed		Riverbed 		VeloCloud		Peplink		Fortigate

		No.		Functionality Items:														SteelHead		Steelconnect		VeloCloud		Balance Router

		1		Deployment and Connectivity				Expected Results		Status		Customer Signature		Remarks

		1.1				Gateway mode deploy and provide VPN connect to other site 		Network connection, Ping each other (Ping time, Packet loss)										N

		1.2				Single bridge mode deploy and provide VPN connect to other site 		Network connection, Ping each other (Ping time, Packet loss)								Suggest				N		N				N

		1.3				Double bridge mode deploy and provide VPN connect to other site 		Network connection, Ping each other (Ping time, Packet loss)								Suggest				N		N		N		N

		1.4				Single arm mode deploy and provide VPN connect to other site 		Network connection, Ping each other (Ping time, Packet loss)								Suggest						N		N		N

		1.5				Double arm mode deploy and provide VPN connect to other site 		Network connection, Ping each other (Ping time, Packet loss)								Suggest						N		N		N



		2		Centralized Management				Expected Results		Status				Remarks

		2.1				Branch device join centralized management platform		Successful join centralized management platform 

		2.2				Branch map for IT manager 		Large screen display branch map to IT manager

		2.3				Get branch network status from centralized management platform		Branch device status, Branch traffic status

		2.4				Branch alarm in centralized management platform 		Support IT manager quickly get the branch alarm from centralized management platform

		2.5				Unified policy update for branch device from centralized management platform		Simplify IT operation work

		2.6				Login branch device from centralized management platform 		Simplify troubleshooting for branch device										N		N		N		N

		2.7				Business orchestration in centralized management platform		Path selection policy from centralized management platform

		2.8				Auto VPN		Site to site VPN without any VPN configuration in branch device



		3		SD-WAN Path Selection				Expected Results		Status				Remarks

		3.1				Path selection for internet access based on URLs		Visit URL1 from WAN1, visit URL2 from WAN2								install patch,don't suggest		N		N		N		N

		3.2				Path selection for internet access based on applications		Visit app1 from WAN1, visit app2 from WAN2

		3.3				Path selection for internet access based on IP/IP Group		Path selection for internet access based on IP/IP Group

		3.4				Fail-over for internet access once some WAN failure		Pull out WAN1, user access internet from WAN2 and Pull out WAN2 ,user access internet from WAN1

		3.5				Build multiple VPN tunnel over multi-WAN		Build 2 VPN tunnels in 2 WAN network

		3.6				Specified some apps run in specified WAN		Specified some apps run in specified WAN								Suggest

		3.7				Prefer optimal path based on packets loss/latency/jittle 		Specified traffic select better quality link for transmission								Suggest

		3.8				Path selection based on WAN link bandwidth ratio										Suggest

		3.9				VPN tunnel bonding for core Apps		Support one Apps traffic run in multiple VPN tunnel to enhance core apps throughput  								Suggest										N

		3.10				Fail-over between multiple VPN tunnel 		Pull out WAN1, user access peer site from WAN2 VPN tunnel and Pull out WAN2 ,user access peer from WAN1 VPN tunnel								Suggest

		3.11				Fail-over between MPLS and internet VPN tunnel		Branch user visit OA default from MPLS, once MPLS down, the traffic will fail-over to VPN tunnel										N		N		N		N



		4		Security and Bandwdith management				Expected Results		Status				Remarks

		4.1				Access control based on applications/time schedule/user 		e.g. Block online games in office time for stuff  																N

		4.2				Web filtering for illegal websites		e.g. Block www.sangfor.com 										N		N				N

		4.3				Firewall based on service/IP/Port		e.g. Block HTTP service 

		4.4				Anti-Dos attack		Anti-Dos attack										N		N		N		N

		4.5				ARP protection		ARP protection avoid network unavailable when ARP attacking in intranet										N		N		N		N

		4.6				Traffic priority based on apps/user		e.g. OA traffic has high priority than other apps 

		4.7				Limited policy based on apps/user		e.g. P2P traffic limited in 10M  

		4.8				Dynamic policy for VOIP/Video conference 		When network has VOIP/Video conference traffic ,a guarantee tunnel will be created dynamicly for VOIP/Video conference and when network has no VOIP/Video conference traffic, the bandwidth can used for other apps								Suggest		N		N		N		N

		4.9				Link busy protection		Automatic active traffic control before link 100% and avoid packets loss   								Suggest		N		N		N		N



		5		WAN Optimization 				Expected Results		Status				Remarks

		5.1				CIFS acceleration		File transmission speed comparison (5M,20M,50M,100M)(WITHOUT CERTIFICATE)								Suggest				N		N		N

		5.2				FTP acceleration		File transmission speed comparison (5M,20M,50M,100M)								Suggest				N		N		N

		5.3				HTTP acceleration		Website access speed comparison								Suggest				N		N		N

		5.4				HTTPS acceleration		SINGLE DIRECTION CERTIFICATE								Suggest				N		N		N		Increase costs

		5.5				Exchange acceleration		Exchange traffic acceleration								Suggest				N		N		N

		5.6				Video conference packets loss optimization		High quality for video conference								Suggest		N		N		N



		6		Report		WANO Datacenter		Expected Results		Status				Remarks

		6.1				Acceleration ratio report		Show All the accelerated flow and reduced flow

		6.2				Flow trend		Show All the traffic speed
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Network

		Sangfor SD-WAN Pre-POC Check List

		Company:              Contact Person:              Phone:               Email:

		Site Quantity:             Competitors:            POC Date:          

		Expection				Current Toplogy

		(Why customer need SD-WAN solution ?)
.e.g 
1. Simplify deployment reduce deploy cycle and costs
2. Simplify Operation and Maintenance
3. Solve mail/ERP slow issue
4. Solve network congestion issue
5. Single WAN failure and business interruption risk
...
				Enclose toplogy here

		Core Business

		(Application name,Version,BS/CS,Encryption or not)
.e.g
1. Exchange 2013
2. OA WEB based, http
3. ERP C/S encryption
4. FTP
5. File sharing
... 

		HQ

		*Deployment model		WANO,Double bridge

		*Has VLAN or not		No

		*Can offer IP nor not		Yes, 1.1.1.1  2.2.2.2

		*Subnet to-be-accelerated		Server zone 1.1.1.0/24 2.2.2.0/24

		*Link and Bandwidth		Internet1 10M   Base-T
Inetenet2 20M   Base-T
MPLS 5M        SFP

		*Expection:		FTP->Internet1
OA->Internet2 & MPLS
VC->MPLS



		Branch A

		*Deployment mode		WANO,Gateway

		*Has VLAN or not		No

		*Can offer IP nor not		Yes,WAN1:3.3.3.3 WAN2:4.4.4.4 LAN3:10.0.0.1

		*Subnet to-be-accelerated		Server zone 10.0.0.0/24

		*Link and Bandwidth		Internet1 10M   Base-T
MPLS 2M         Base-T

		*Expection:		FTP/OA->Internet1
VC->MPLS



		Branch B

		*Deployment mode

		*Has VLAN or not

		*Can offer IP nor not

		*Subnet to-be-accelerated

		*Link and Bandwidth

		*Expection:












