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IAM Troubleshooting Guide

1 Interfacing with the Tacacs+ server

1.1 Configuration example
e The IP of the tacacs+ server is 10.130.27.14
e  Username tacacstest password test123456

° Port 7777

1.2 Configuration method

e Log in to the device console with the admin account and go to System - General -
Administrator.

Administrator

+ add X Delete | + Enable @ Disable | &% Administrative Roles | EE External Auth Server

External Auth Server

[]| No. | Usermame
| 1 admin

|« Enable

Server Name:

Authentication Options: Tacacs+ W
TACACS+ Server

IF Address:

Server Port: 49

Timeout{sec): 15

Shared Secret:

Authentication: | CHAP w

|Test Validity | | Commit | | Cancel

e  Select the tacacs+ server at the external authentication server and fill in the relevant information.
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External Auth Server b4

|« Enable
Server Name: TACACS
Authentication Options: Tacacs+ hd

TACACS+ Server

IP Address: 10.130.27.14
Server Port: rrrr
Timeout{sec): 15

Shared Secret: sssess

Authentication: | PAP |v |

Test‘n.n’alidit‘_.r” Commit H Cancel

e  Add an administrator account, fill in the username on the server, and enable "External
authentication".
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Administrator b4

Usermame: tacacstest

Description:

Administrative administrator v (D
Role:

Login Security || Realm | Permissions

Mew Password: TTTITII @

Retype Password: snssssanns

[ Login IP Addresaes@

[ | Email verification

fie]

|#| External authentication

Commit H Cancel

o  After the configuration is complete, you can see the newly created user.

Administrator

+ Add X Delete | + Enable @ Disable | 82 Administrative Roles | [[E External Auth Server

[] No. Username Administrative Role Description Local authen... External aut... Status Delete
- 1 admin administrator Administrator @
2 tacacstest administrator v v v »

e  Cancel this account and log in as a local account.

Administrator

+ Add X Delete | v Enable @ Disable &Admini;trative Raoles EEIExternal Auth Server

[ Ne. Username Administrative Role Description Local authen... External aut.. Status Delete
- 1 admin administrator Administrator @
2 tacacstest administrator @ v x

e Login to the console with the tacacstest account.

[ Sangfor Community ] & tacacstesty [ Business Intelligence HoT W ]

2 Interfacing with the Radius server

2.1 Configuration example
e  The IP of the radius server is 192.200.244.241

e  Username radiustest password test123456
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° Port 1812

2.2 Configuration method

e Log in to the device console with the admin account and go to System - General -
Administrator.

Administrator

+ add X Delete | + Enable @ Disable | 2% Administrative Roles | EE External Auth Server

] No. | Username External Auth Server

-| 1 admin

[+ Enable

Server Name: I |

Authentication Options: [Radius v|
RADIUS Server

IP Address: [

Port: 1812
Timeout(sec): 15
Shared Secret:

Protocol: CHAP hd

|TestVaIidit‘,r|| Commit || Cancel |

e  Select the radius server at the external authentication server and fill in the relevant information.
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External Auth Server ¥

|« Enable
Server Name: RADIUS
Authentication Options: | Radius b

RADIUS Server

IP Address: 192.200.244.241
Port: 1812

Timeout{sec): 15

Shared Secret:

Protocol: CHAP hd

Test‘-.-’alidit‘,r]l Commit H Cancel

e  Add an administrator account, fill in the username on the server, and enable "External
authentication".
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Administrator X

Usermname: radiustest

Description:

Administrative administrator v @
Role:

Login Security ” Realm | Permissions

MNew Password: T 0]

Retype Password: P

[ | Login IP Addresaes@

|| Email verification

Recipient Address: |example@sangfor.com

|#| External authentication

[ Commit H Cancel ]

e  After the configuration is complete, you can see the newly created user.

Administrator

+ Add X Delete | « Enable @ Disable | 8% Administrative Roles | [l External Auth Server

[] No. Username Administrative Role Description Local authen... External aut.. Status Delete
- 1 admin administrator Administrator @

[ 2 radiustest administrator o v vy »

e  Cancel this account and log in as a local account.

Administrator

+ Add X Delete | + Enable @ Disable @Administrative Roles EElExterna\ Auth Server

[[] No. Username Administrative Role Description Local authen_ . External aut Status Delete
- 1 admin administrator Administrator @
2 radiustest administrator @ v »

e Login to the console with the tacacstest account.

[ Sangfor Community ] & radiustesty [ Business Intelligence HoT Ww ]

3 Interfacing with the LDAP server

2.1 Configuration example
e  The IP of the radius server is 192.168.19.89
e  Username ldapstest password test123456
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° Port 389

3.2 Configuration method

e Log in to the device console with the admin account and go to System - General -
Administrator.

e Select the 1dap server at the external authentication server and fill in the relevant information.

External Auth Server b4

[« Enable

Server Name: LDAP

Authentication Options: | LDAP hd
LDAP Server
Type: MS Active Directory h
IF Address: 192.158.19.89
Port: 389
User Attribute: sAMAccountMame 7
User Filter: {|{objectClass=user){objectClass=person))
Timeout(sec): 15
Search: | | Anonymaous
Admin DN: Admin DM or name of the server admin account

administrator@SCCCORP.local
Admin Password: |sesesssssses
BaseDM: DC=SCCORP,.DC=local e
|Test validity | | Commit | | Cancel |

e  Test account validity.

Message x

i ) Alert: Domain user is valid.

| Close |

e  Add an administrator account, fill in the username on the server, and enable "External
authentication".

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com



IAM Troubleshooting Guide

Administrator b4

Username: l[daptest

Description:

Administrative administrator v (D
Role:

Login Security | Realm | Permissions
RELYPE Fdsswalu., ||||||||-i| N

[ ] Login IP Addresaes@'

[ | Email verification

|#| External authentication

Commit H Cancel

e After the configuration is complete, you can see the newly created user.

Administrator
4+ Add X Delete | v Enable @ Disable @Administrative Rales EE[ External Auth Server
[[] Mo. Username Administrative Role Description Local authen... External aut... Status Delete
1 admin administrator Administrator @
[0 2 Idaptest administrator s e v *

e  Cancel this account and log in as a local account.

Administrator

+ Add X Delete | + Enable @ Disable | &% Administrative Roles | Ef External Auth Server

[[] No. Username Administrative Role Description Local authen.. External aut... Status Delete
- 1 admin administrator Administrator @

2 |daptest administrator @ o >

e Log in to the console with the tacacstest account.

[ Sangfor Community ] & ldaptesty [ Business Intelligence HOT W

4 Note

e The three external authentication server options can only choose one type of use, and do not
support simultaneous selection.

e The TACACS+ external authentication service does not support IPv6, and the RADIUS external
authentication server and the LDAP external authentication service support IPv6.

e Local authentication and external authentication must be checked one.

e Ifboth local and external authentication are selected, local authentication is preferred.
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