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Chapter 1 Overview

Authentication is an interactive process that interacts between users and the platform.

Based on the previous interaction, the administrator expects to obtain information about the user or
endpoint for some work purposes. The user information is all maintained by the IT administrator
causing high workload, and the update is not timely enough, causing there is error in information.

Instead of centralized management, self-management is better, Sangfor online behavior
management proposes self-registration, self-management concept, self-registration of account, and self-
registration of endpoint.

Chapter 2 Instructions

2.1 Requirements

Local user and external password authentication support [account self-registration].
Open authentication support [endpoint self-registration].

Other authentication servers do not support self-registration. If you select an unsupported
authentication server, the self-registration function will be grayed out.

2.2 Configurations

User authentication and management
[Authentication Policy] — [Open Authenticaiton] — [Self-registration]
[Authentication Policy] — [Password Based Authentication] — [Enable Self-Registration]
[Self-Service] — [Registration]

You can configure the self registration policy one by one when configuring the authentication
policy. You can also define the self-registration related information in advance and directly reference it
in the authentication policy.

In order to facilitate the explanation, the document adopts the method of “defining the self-
registration related information in advance and directly reference it the authentication policy”.

2.3 Account Registration

2.3.1 Scenario

Password based authentication, it is expected to log some personal information to help
management.

Previously administrators created one by one, and now users can register themselves on demand.
2.3.2 Which Authentication Methods Support Account Registration

Local password authentication, external authentication server password authentication (including
WeChat/SMS quick login).

2.3.3 Configurations

2.3.3.1 Configure Self-Registration

Add new user registration.
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Navigation « Self Registration Policy * I
» Status + add - | X v @

} Proxy IUser reqgistration I

} Objects Endpoint registration

- Users

4 Authentication

Authentication Policy
External Auth Server
Single Sign-0n
Customn Webpage

Internal Portal Server

[» Users

4 Self Services

Mew Reguests

Registration

Form fields settings.

User registration X

¥/ Enable

Marne: R and O self registration

Form Fields ” Approval Options ” Advanced

Form Fields
+add |2
] Form Fields Required Default Value Sequence Operation
Username es - - -
Password Tes - - -
Binding Required: [ | Mobile number || Email address allowed Email Domains (1)
Added To Group: Specified group

Self selected
® specified group in associated auth policy (D

Preview Registration Page

Form fields items: mobile number, email address, gender, birthday, etc. (the best analogy, the
information required when registering at a forum).

Add content item, define form fields, default value (can be left blank), whether it is required.

Add Mew Field »

Formn Fields: Gender hd
Crefault Yalue: |Ma|e |
Required : * Yes Mo

| Cornmit | | Cancel |

Registration binding: support mobile phone number binding, email address binding. Can also be
used to recover passwords.
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| User registration

¥ Enable

Marme: R and D self registration

Form Fields ” Aapproval Options H advanced

Form Fields

+add |32

[] Form Fields Required Default Value Sequence Operation

- Username Yes - - -

- Password Tes - -

[] Mobile Humber  Yes - = )4

[] Email address  Tes - - »

[ Gender Yes Male 4+ »
Binding Required: & Mabile number ¥ Emnail address allowed Ermnail Domains (D
Added To Group: Specified group

Self selected
# Specified group in associated auth policy (D

Prewview Registration Page

The group to which the registered user belongs: The local user can specify the specific group to
which he belongs.

Added To Group: #* Specified group
Self selected
Specified group in associated auth policy {D

Select a Group: |/ g

Approval Options

Whether the content entered by the self-registration needs approval, the administrator can decide

at his own decision.

I# Enable
Mame: R and D self registration
Form Fields Approval Options ” Advanced
#® approval required Approval not required
Approvers

@? Refresh Add New Adrninistrator

Username Administrative ... Mobile Number Email Address Approve
sangfor / o - '
admin / - - '

If approval is required, the new requests permission has to be given to the administrator.
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Administrator X

Usernarme: sangfar
Description: debuglZz3
administrative Role:  administrator ¥ (D

Maobile Murnber:

Email Address: example@sangfor.com

Login Security || Realm || Permissions

* all Editable | [T1all View-Only

Maodule
4 Self Services

m
o
~
=
o
=

Mew Requests

Registration

[0 & =
[0 X =

Advanced

User registration X

+| Enable

Marne: R and D self registration

Forrn Fields || Approval Options ” Advanced

Validity Period: # Mever expire Specified: days
Auto Archive User Attributes

Notify user of approval result

i i

Account validlity period can be configured.
Account support to auto archive user attributes.

In the scenario where the administrator needs to approve, can select whether the approval result is
notified to the user, optional ( for SMS, SMS notification server needs to be available).

2.3.3.2 Configure Authentication Policy

Add new authentication policy-->Select password based authentication, the authentication server
selects the local user authentication server, tick Enable self-registration, select the self-registration
method-->Select the online group for authentication, and click Commit.
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Authentication Policy x

|#| Enable
Marme: test
Description:
Object —
18 Ets Auth Method: Open authentication
Auth Method ® Password based
zingle Sign-0On{s50)
Action Mone (requests are rejected always)
Auth Server: Local user database v
|#| Enable self |test self |v|

registration:

|| Account login with weChat (D
[_) Account Login with SMS Code (i)
Captive Portal
Captive Portal: Without Slideshow and Terms of Use Vv || Preview

Login Redirection: Previously visited webpage

| Back | | Mext

2.3.3.3 Testing Results

Visit any webpage and redirect to the authentication page. Since there is no account, click
"Register" in the lower right corner.

B 1dentity Authentication System

Account

1 aan seaff. s sccount to log in

Rermemiber e Changs Passmard Forgot Password

Enter the necessary information.
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Back

Register

One-tirme passcode (OTP) was sent.

Register

In approval not required scenario, after registration is completed, directly use the account password
for authentication;

In approval required scenario, after information submission is completed, need to wait for
administrator approve.

Your information is submitted. Please wait
for the administrator to approve your
request.

After the administrator receives the notification, log in to the device console and the request list
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sees the account registration audit information:

uuuuuuuu P Validity Period Details Approve Reject

Click Allow, user registration is completed,
Click Reject, user registration does not pass,

If the "Notify user of approval result” is configured, the registered user will be notified of an
approval result.

After the registration is passed, the user can use the account password just registered to
authenticate (if the account login with SMS code is configured, the login method can also be used to
complete the authentication).

If the registration does not approve by admin, the user uses the registered account password to
authenticate, the username and password will show invalid.

2.4 Endpoint Registration

2.4.1 Scenario
Open authentication, expect to log some personal information for management.

2.4.2 Which Authentication Methods Support Account Registration
Open authentication.

2.4.3 Configurations

2.4.3.1 Configure Endpoint Self-Registration

Add new endpoint registration.
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Endpoint registration X

¥ Enable

Mame:

endpoint register

Form Fields ” Approval Options ” Advanced

Form Fields

+ add | Eoelets

[] Farm Fields Required Default Value Sequence Operation
- Username es = = =

[ Gender Tes - 3 »

Binding Required:

Added To Group:

|| Mabile nurmber

) Specified group

|| Email address

allowed Email Domains (1)

) Self selected
® Specified group in associated auth policy (i)

Auto Archive User Attributes

Binding: |# IP Address [ Mac Address
Validity Period: @ mMewer expire ) Specified: days
Preview Registration Page
| Cornmmit | | Cancel |

Approval options and advanced configuration methods are the same and will not be described
again.

Use in authentication policy.

Authentication Policy x

| Enable
Narne: test?
Description:
»
Objscts Auth Method: ® Open authentication

) Password based
[ Single Sign-0on{ss0)

_ Mone {requests are rejected always)

? Auth Method

¥ Action
Username

o

test endpoint

() Auto assigned:

® Obtained during self
registration:

Back | | Next

Visit any web page to pop up the registration page.
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@ Mentity Authentication System X+

<« G A Notsecure | 1.1.1.239/ac_portal/default/pchtm Ppolicr=Endpoint&policy_type=terminal&_ID_= 0&controller_type=&mac=fe-f-fe-da-c2-9alip=192.168.19.2088&urlip=192.168.19.208&vlanid= 08wl =httpi/fm... Hr e

' Identity Authentication System Download UsB

Have Account? Log In

Regjister

“Username

Approval not required, after input, can go online directly;

Approval required, after input, wait for the approval result.

Your information i1s submitted. Please wait for the administrator to approve your request.

After approval, can see the user information.

Hew Requests

@ Refresh | v/ X [E]Request History All ~ ||| User or group name
[] Time Requested Reaquest Type Usernzme User Group Validity Period Details Approve Reject
[ 2019-06-26 12:02:12 Endpoint registration user ! Hever expire More + Approved X Reject
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|#*| Enabled

Username: user
Description: | Added upon approval
Alias:

Mabile
Mumber:

Erniail example@sangfor.com
Address:

Group: i [ |

User Attribute || Policies ” Advanced

FY
[ Local password (i)
User Binding (G}
=+ 2dd X Delete
[] Purpose | IP Addr.. MAC Ad.. Validity ... Status Operati...
Auto au.. 192.16.. fe-fc-fe.. MNevere.. 4
-
| Commit | | Cancel

2.5 User Information Self-Management

2.5.1 Scenario
Personal information modification, etc.

2.5.2 How To Access

Webpage is:
http://IAMIP/homepage/index.html?_FLAG=1
Manually access http://IAMIP (port 80) directly

Use the login redirectionfunction to jump to the profile page.
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Settings

) Previously visited webpage
) Specified URL (D)

) Login successful webpage

[ Log out user if the page is closed

& My Profile

2.5.3 My Profile

Usr Proie

0 Mobile Number: Net spediied Email Address: Nat specified Expiration Dates Never expire Lost Legin: 2018-05-20 145028

5t User Group: Root Group.
Endpoint Devices(0)
Click on edit.

Edit X

Uszernarme: test

User Group: Root Group

Password: TIIII Edl't

Maobkile Murmber: Edit
DK Cancel

Bound endpoint can only be viewed by default.

[Users Advanced] - [User Profile Change] —Allow user to change user profile.
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Category << || Authentication Options
Authentication Options Loskout Pariod {mins): L W -
USE Key User Delete accounts inactive for too long a time (i)
Customn Attributes
MAC acquisition across L3 Auto clean up expired bindings
netpork # Allow account to be bound with limited endpoints
RADIUS Server Max Endpoints: 5

Managed Authentication
¥ Address Changes and Conflicks Handling

Re-authentication is required if MAC address changes
Take action if user logs in on a second IP address with an account that does not allow concurrent login:
Reject request and notify user that account is being used on other endpoint
® Disconnect earliest endpoint and allow new endpaint
Auto Authentication Options
# Enable cookie-based authentication (i)

Period{days): 30 @

Security Options
Enable password strength requirements

Settings

Use SSLto encrypt username and password

sangfortest2 .com
{Upload or Create CSR )

User Profile Change

Allow user to change user profile (i)

Password Retriewval

Mot allow password retrieval through SMS message :!)
SMTP Server

After ticked:

Basics
e Mabile Number: Not specied Ermail Address: Not specified Espiration Dates Never expire Last Login: 2018-06-20 14:54:14
test User Graup: Rost Graup
Edit
Add New x
Endpoint Devices(0)
Endgaint Type:  PC .
1P Address:
MAC Address:
Descrigtion:
2dd New

cane

2.6 Self Registration Approval Options

Regardless of the user registration or the endpoint registration, when the user submits the
registration information can be approved in two ways, one is approval not required, which means that
after register success the account will become valid, and another one is approval required, indicating

that the administrator who needs the corresponding group permission to approve only the account can
take effect.

Self Registration Approval Options
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User registration 4

|#| Enable

Mame: test self

Farrm Fields Approval Options || Advanced

® Approval required

' appraval not required

Approvers

3 Refresh Add Mew &dministrator

Endpoint self-registration approval option

|

Endpoint registration

\#| Enable

Usernare Administrative ..
sangfor / -
adrmin ! -

Mabile Murmber

Ernail Address

Lpprove
v

v

Mame: test endpaint

Forrn Fields Approval Options ” Advanced

® Approval required

' Approval not required

Approvers

53 Refresh Add Mew Adriinistrator

Usernamme administrative ..
sangfor / =
admin £ -

Mobile Murnber

Ernail Address

Approve
v

v

After the administrator logs in to the device, you can view the registration request submitted by the
user in the request list. You can choose to allow or reject. If admin choose allow then the

registration is valid, if reject the registration will not take effect. The user needs to resubmit the

registration request.

@ SANGFOR | sG12.0

= s

& admin ¥ [ ARz T v ]

Shiseg «
¥ SRS ERE BREE XS mEEEE | fE Ml N R =
» FIREN [ eniEeEdE =il ArE ArE IESERF HEES  EIRE  ERERE
e —— 20189-05-12 234227 s test / SR EEEE  EE XER
A SRS testl
“ Eﬁm:E M 122455@“. com
» IATERERY ‘Iifgi 11
L TR 200, 200. 64. 39
+ KRR wCHiE 00-00-00-00-00-00
= HEEERY: FINE
» BoRFE k}ﬁ% - z
» AT EE HizETE -l
AR S AT BEper]
4 \PER
AR
» FAPBEINAE
» FAPYE
> IE/MACEHRE
» fiEYhE
4 AFERS
» iR
> AFEEM
» INERSHATR
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Chapter 3 Precautions

1. Guest QR code authentication supports the logging of information items, but does not belong to
self-registration, and the information filled in the QR code is only used for confirmation by the
approver when reviewing.

2. Multiple approval administrators are configured. Can each administrator receive the
information that needs to be approved?

3. The endpoint registration automatically binds the MAC address, acquistion across layer three
network must be enabled across the layer three environment.
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