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1. Document Description

The purpose of this document is to provide guidance for troubleshooting on the
failure of building up Sangor VPN.

2. Applicable Version

This document is applicable for the failure of building up Sangor VPN on all
Sangfor products.

The version included VPN/DLAN version 4.32 onwards.

3. Problem Scenario

The failure of building up Sangfor VPN in this document is referring to the
scenario that two Sangfor devices trying to build Sangfor VPN between each
other.

For failure of building up Sangfor VPN, mainly divided into the following
scenarios:

e VPN service did not enable

The listening port used for Sangfor VPN is unable to reach.

e Incorrect client side configuration.

e Network segment conflict

e Establish VPN connection between 2 different types of Sangfor product

e Incompatible VPN/DLAN version



4. Troubleshooting Guide

4.1 General Scenario Troubleshooting Step
The following basic information need to be confirmed when the Sangfor VPN
build up failure:

1. Make sure both Server side and Client side are able to ping to each other.

Navigate to [Maintenance] > [Web Console]
Ping to peer side WAN IP

Ensure it is able to Ping to each other

2. Make sure the VPN listening port - 4009(default) is allowed in both sides.

4.2 Sang

for VPN build up Error and Solution

% Connecting peer failed! Error: Connection refused

1. System Logs:

= Filter [ Refresh Date: 20130328 2l < 2 ¥l | >
Service Severity Time Details
1 VPN Waming  03:28... [SangforIKE] Connecting peer (IP:192.168.10.2, Port:4009) failed! Error: Connection refused
2 VPN Info 03:28... [SangforIKE] Build primary tunnel. Connect to peer [IP:192.168.10.2, Port:4009]!
3 VPN Waming  03:27... [SangforIKE] Connecting peer (IP:192.168.10.2, Port:4009) failed! Error: Connection refused
4 VPN Info 03:27... [Sa|[SangforIKE] Connecting peer (IP:192.168.10.2, 2.168.10.2, Port:4009]!
| Port:4009) failed! Error: Connection refused
5 VPN Waming  03:26... [SangforIKE] Connecting peer (IP:192.168.10.2, Port:4009) failed! Error: Connection refused
6 VPN Info 03:26... [SangforIKE] Build primary tunnel. Connect to peer [IP:192.168.10.2, Port:4009]!
2. Possible cause:

iv.

VPN listening port - 4009 is blocked or incorrect.
VPN service did not enable/start
Incorrect VPN user configuration

Incorrect Client side configuration

3. Solution:

Ensure the listening port 4009 is allowed in both side. If the
listening port is not 4009, change at the peer side configuration as
well.

Ensure the VPN service at both side is enabled/started.



VPN Status

VPN Status: Running Connections: 0 Remaining Licenses:Branch VPN [ 0] Mobile VPN [0 ]

WAN Data: Inbound: 88 Byte/s Outbound:88 Byte/s

VPN Data: Inbound: 0 Byte/s Outbound:0 Byte/s

Tunnel NAT Status Display Options Stop Service Refresh User Search: @
Disconnect | Connection Name | Username Type Bps(In/Out) Internet IP LAN IP Conne
|50 entries/page Kl € > || Page0/0, 0 entries

ii.  Check at Server site System Log, if it is caused by VPN user, the

System Log will display as below.

Filter [8 Refresh Date: | 20190328 >l < |1 v >
Service Severity | Time Details
1 WPN Info 08:01... [SangforIKE] Connection with (name:test WAN IP:192.168.20...
2 WPN Info 08:01... [SangforIKE] Use default user!
3 WPN Info 08:01... [Sgngl‘orIKE] There is no such user test in HQ VPN's user data...
4 VPN Info 08:01... [s|[5angforIKE] There is no such user testin HQVPN's  |1g7
user database!

5 WPN Info 08:01... [ScServer]The device does not accept Central Management (C...

iv.  Ensure the configuration in Client side is correct, especially the

peer/Server site IP.

+ Network segment conflict

1. System Logs:

. Options Date: 20190328 v
Mo. Module Type Time Details
1 VPN Service 16:59:16 [SangforIKE] Build primary tunnel. Connect to peer [IP:192.168.10.2, Port:4009]!
2 VPN Service Wa... 16:58:37 [SangforIKE] Local's network segment (IP:192.168.1.1, subnet rﬁsk:255.255.255.0) conf...
3 VPN Service 16:58:37 [SangforlKE] Build primary tunnel. Connect to [SangforIkE] Local's netwark segment (IP: 192, 165.1.1,
4 VPN Servi 16:58:36 [Isak 5 Start ta initiat tiati -dsubnet mask:255,255,255.0) conflicks with peer
srvice [Isakmp_Server]Start to initiate negotiation Wit AN TF:192.168,10.2)'s nstwark segment
5 VPN Service 16:58:36 [ScServer]The device does not accept Central N(IP:192.168.1.1 subnet mask: 255,255, 255,0)!
T
2. Solution:

i.  Check both side network segment.
ii.  Ensure the network segment does not conflict.

iii.  Change either side network segment to ensure no conflict.



+» Establish VPN connection between 2 different Sangfor product

1.

Explanation:

Not all situation is suitable to use 2 different Sangfor product to establish
Sangfor VPN. Especially in some device with specific deployment mode will
not able to build Sangfor VPN with different Sangfor product.

Solution:

For Sangfor WANO with the deployment mode of double-bridge, double-arm
and bridge mode with multiline does not support to build Sangfor VPN with
non-WANO product.

% Incompatible VPN/DLAN version

1.

Explanation:

VPN version or also known as DLAN version is always up-to-date together
with all new firmware version. Therefore, different DLAN version might
cause the Sangfor VPN unable to establish. For older DLAN version is not
compatible to build VPN with newer DLAN version regardless of product.
Solution:

Ensure the DLAN version is at 4.32 or above. DLAN version 4.32 is able to
build VPN connection with new DLAN version. But if any DLAN version that
is older than 4.32, will no longer compatible to build VPN connection with

new DLAN version.

If the problem still unable to be resolve through the troubleshooting steps above,
you can collect the below information and escalate the problem to Sangfor
Technical Support with the Community Open a Case feature. Technical Engineer
will contact you to provide assistance on resolving the issue.

Information need to be collect:

I.  Server Model and both sides firmware version.
ii.  Screenshot of the System Logs for both sides.
iii.  Both sides device deployment mode.

iv.  What troubleshooting step you had gone through.



Open a support case access link:

http://community.sangfor.com/plugin.php?id=service:case

. Request Articles

If you have new document requirement, you can feedback to us with the
feedback link below. We will provide the troubleshooting guide document based
on the feedback.

Feedback Link
CMS: http://192.200.19.22/request-articles/

Sangfor Community:
http://community.sangfor.com/plugin.php?id=service:feedback



http://192.200.19.22/request-articles/
http://community.sangfor.com/plugin.php?id=service:feedback
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