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Chapter 1 Normal traffic is intercepted by 
IAM 
 Start Troubleshooting first to check if it is a packet blocked by the anti-DOS attack module. If the 

Action column shows dosck, it means that the anti-DOS attack module intercepts the packet. 

 

 
 Query the IP address intercepted by the anti-DOS attack module in the system log to determine the 

traffic of these IPs. 
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 Please check if the traffic exceeds the limit of the IAM anti-DOS attack module. The judgment 

criteria of IAM are as follows. A general device does not generate a large number of data packets 
within 1s. 

Rules: 

The number of udp upstream packets that are consecutive and consistent in size according to source 
ip and target ip in 1 second. If more than 1000, it is judged as udp dos attack. 

Within 1 second, according to the source ip and the target ip, the difference between the number of 
packets SYN packets and ACK packets of the tcp handshake is more than 1000, and it is determined to 
be tcp dos attack. 

The total number of ICMP ping packets is counted by source ip and target ip in 1 second , and the 
total number reaches 1000, which is judged as ICMP dos attack. 

Chapter 2 Check if the configuration is 
correct 
 Regarding the configuration of the anti-DOS attack module, if you want to fill in the LAN subnet, 

you must fill in the complete subnet segment of all the intranets, otherwise the anti-DOS attack 
module will intercept the data packet. 
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 If some network devices on the intranet have relatively large traffic, you can consider adding the IP 

of this device to the exclusion list. 
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