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1 Introduction

1.1 Abbreviations and conventions
AC in this article refers to the SANGFOR AC device.

1.2 Feedback

If you find any questions of this documents, please feel free to give us feedback, email:
tech.support@sangfor.com.

2 Introduction of Anti-Virus feature

Internal users are able to receive virus file through HTTP, mailing address and etc. Sangfor NGAF
Content Security module is to against this kind of problem. This module able to detect and kill the
virus, protect internal users from viruses and harassment. In the same time, it is able to improve an
organization’s network security and record deny logs for tracking and analysis.

3 Test scenario

3.1 Testdiagram

Anti-Virus scenario:

192.168.19.1/24 S 192.168.10.1/24

192.168.10.20

192.168.19.154
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Internal users will inadvertently download and upload virus files via http and email. When the traffic
contains virus file and pass through NGAF will been identified. NGAF will deny and logs the packet

according to the policies which set by users.

4 Important Requirement

i. The Multi-Function license in NGAF device must enabled “Anti-Virus” and license of “Anti-
Virus Database”.

ii. The protected object’s traffic must go through the NGAF device. It does not support in bypass
mode.

iii. Ensure the protection object’s traffic passes NGAF.

5 Configuration

5.1 Valid Authorization

5.1.1 First, ensure the NGAF device is having Anti-Virus function module and the license of anti-
virus database, as shown below:

Navigation e ——— |

Logging Options

Alarm Options
Administrator
Maintenance
Troubleshooting
High Availability

Central Management

» Authentication System

5.1.2 Then make sure the Anti-Virus database is up to date.

3. Mobile VPN Users:10

Edit

[0)  License of Function Modules
BED  (act
1. SSL VPN: 20 users

3. SSL Decryption
4. Advanced Functionality

Edit
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vated as customer required)

» Status [ System Time H Network H Web UT H SMTP Server | Licensing “ Privacy Options |
» Network
—="|  Device License c g Cross-1SP Access Optimization

» Objects % .

(T way mede, it decides how many WAN links to branch sites are (It improves user experience for cross-ISP access)
b Policies a 3

License Key: -
| ~ System I Gateway ID: DBECBOEC Status: Mot activated
License Key: C4P5Q47GMWOWG3GS
pascncial Status: Vald Edit
1. Branch VPN Sites:5
2. Lines:2

Update Licenses
(It keeps databases up-to-date)
1.URL/App Signature Database:Expiry Date: 2018-07-21

2.Software Upgrade:Expiry Date: 2018-07-21
3.Security Database:Expiry Date: 2018-07-21

| 4.Anti-Virus Database:Expiry Date: 2018-07-21 |

Edit
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» Status v @ 1 9 Update Server % Proxy Options % Refresh  Status: Not updating
» Network [[] No. Database Current Version Latest Version Update Svc Expira... Auto Update Operation
m— B 1 |Anm-\mu5 Database 2017-12-29 Logs 2017-12-29 | 2018-07-21 o 32
2 URL Database 2017-12-25 Logs 2017-12-25 2018-07-21 4
+ Policies - . v 2
[ 3 Exploit Protection Database 2017-12-22 Logs 2017-12-22 2018-07-21 v 29
[+ system
[] 4 scftware Update af740_kb002_sp af740_kb001_sp af740_kb002_sp af740_kboo1_sp Never expire v 9
4 General
[J 5 Application Ident Database 2017-12-11 Logs 2017-12-11 2018-07-21 v s 9
System
[] & WAF Signature Database 2017-12-20 Logs 2017-12-20 2018-07-21 ¥ $9
Logging Options
[l 7 DataLeak Protection 2017-12-29 Logs 2017-12-29 2018-07-21 v 39
Alarm Options
[] 8 Malware Signature Database 2017-12-28 Logs 2017-12-28 2018-07-21 v 9
Administrator [] 9 vulnerability Analysis Rule 2017-12-27 Logs 2017-12-27 2018-07-21 o 89
4 Maintenance [J 10 malicious Connection Database 2017-12-13 Logs 2017-12-13 Never expire J 39
Backup/Restore [J 11 Threat Intelligence Database 2017-12-04 Logs 2017-12-04 Never expire v 39
Upgrade
Rectart

5.2 Configuration of Anti-Virus
5.2.1 Click on the [Objects] - [Content Security] to enter the policy settings page, click Add

Navigation Sl | Content Security | e
» Status 4+ Add | X Delete | £ Refresh
» Network ]/ No. Name
+| Objects M 1 AntiVirus
7 2 Default Template

» Network Objects
» Services

4 Security Policy Template
» Exploit Protection
» Web App Protection

» APT Detection

»| Content Security

[» Threat Signature Databases

[» Content Control Databases

5.2.2 From New Template insert a name for the policy. The protection tick on the Email Protection
and File Protection. The server port and malicious email alert leave it as default. After that
click on the Advance Settings then tick on the Remove virus in attachments and Remove virus
in files only. The File Signatures select Application Program, Anti-virus and File list.
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Advanced Settings

-~ Email Protection

| Detect email contents (abnormal account, phishing emails)
Max Attempts Per Min: 15
|| Filter email attachments
File Signatures: Email Attachment Filter List =)
25,110,143
Remaove virus in attachments
It contains malicious content A .
| IS MRIEEIE @EE | File Signatures: Application Program, Antivirus File List ]
— URL Filter
Request Method: ¥ HTTP(get) ¥/ HTTP(post) ¥ HTTPS
 File Protection
ERTE . () o i
File Signatures: Movie,Music [v]
Direction: e Both Upload Download
Remove virus in files (i)
File Signatures: |Applicat\cn Program,Antivirus File List ‘Q|
I OK I \ Cancel I

5.2.3 Next, enter to the policies page which under network security. Click Add and fill in the policy
name. Select LAN for Source Zone and WAN for Destination Zone. Both network
objects/users select as All.

Content Security | [N

Navigation

} Status

» Network

» Objects Add Policy for Internet Access Scenario

v| Policies I

Basics # Protection + Detection and Response

4 Access Control
- Name: AntiVirus
» Application Control o
. Description: Optional, 0 to 95 characters
» Country Blocking
Status: Enable
» Connection Control
— Source
4 Network Security Zone: | LAN,Management |E|
) Network (@ Network Objects
Objects/Users:
» Anti-DoS/DDoS \AII |E|

» ARP Spoofing Prevention

» Decryption

> Bandwidth Management

— Destination a
» Configuration Wizard .
g Zone: WAN, WAN1, WAN2 @
» Blacklist/wWhitelist Network Objects: All L= ]
-

» Custom Webpage

« I

() User/Group

Select k=

} System
} Authentication System | Next || cancel |
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5.3.4 After that click on the “Next” button, just tick on the Content Security and select the Anti-
Virus template which created in previous. Tick Deny for the action.

Add Policy for Internet Access Scenario b4

Basics + Protection + Detection and Response

Basics Protection (for any scenario)

|_J Exploit Protection

|#| Content Security

|Ant|'Viru5 | Action: () Allow
I AntiVirus I

i Default Template
+ New

Next || Cancel |

Back |

5.2.,5 Click next again to the last stage. Untick the APT Detection and tick on the Log event to log
the activity. Click Ok to finish.

Add Policy for Internet Access Scenario X

Basics <+ Protection -+ Detection and Response

Detection (for any scenario)

|| APT Detection

4
Response (for any scenario)
Affiliated Source Lockout (i) Settings
# Log event

4

oK ‘ ‘ Cancel

Back
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5.2.6  Ensure enable decryption feature in NGAF if using SSL port to send email. Go to [Policies] -
[Decryption] add a new decryption policy. Give a name to the policy, select LAN as source

zone. Tick “decryption data to the Internet from the LAN” option and All websites. Lastly,
click Ok to create the policy.

Navigation 4 || Decryption
» Status 'I-Addl X Delete | + Enable @ Disable 4 Move Up ¥ Move Down ' Move | 42 Refresh | % Excluded Address | B Server Certificate
» Network Source Network Object
» Objects
Ber
4 Access Control Name: Decrypts87
Application Control Source
Country Blocking Zone: LAN,Management m
Connection Control Network Objects: All o
4 Network Security -
el Service: () Decrypt data to internal server from the Internet (®) Decrypt data to the Internet from the LAN (i)
olicies
Website: () specified (®) All websites
AGHDEE DT [ ]upon visit to the following webpage, user is prompted to install the root certificate (i)
ARP Spoofing Prevention
o | o
I Bandwidth Management
Configuration Wizard
Blacklist/Whitelist
Custom Webpage

6 Anti-Virus function testing

Now provide 2 testing methods for http download virus files and send email with virus attachment.

6.1 HTTP download virus file

6.1.1 Visit the website http://www.eicar.org/85-0-Download.html, right click on the eicar.com
folder to download it.
BE UP TO DATE infected file. Read the user's manual of your AV scanner what to do or contact the vendor/manufacturer of your AV
RSS FEED scanner.

Order eicar news and v
events as rss feed. IMPORTANT NOTE

EICAR cannot be held responsible when these files or your AV scanner in combination with these files cause any
damage to your computer. YOU DOWNLOAD THESE FILES AT YOUR OWN RISK. Download these files only if you
are sufficiently secure in the usage of your AV scanner. EICAR cannot and will not provide any help to remove these
files from your computer. Please contact the manufacturer/vendor of your AV scanner to seek such help.

EICAR News EICAR Events

Download area using the standard protocol http
|eicar.com | eicar.com.txt eicar_com.zip eicarcom2.zip
68 Bytes 68 Bytes 184 Bytes 308 Bytes
Download area using the secure, SSL enabled protocol https

eicar.com eicar.com.txt eicar_com.zip eicarcom2.zip
68 Bytes 68 Bytes 184 Bytes 308 Bytes
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6.1.2 When the page shows Virus Detected message, enter to the internal data center you can see
there is some Deny logs from [Logs] - [Content Security] - [Website Browsing]

& & ‘ @© www.eicar.org/download/eicar.com

A Virus Detected

The page contains virus!

» Statistics Website Browsing | Emai Securty
~ Logs Q Filter ' |3 Export Logs
DoS Attack Filter: Period (2018-01-03 00:00~2018-01-03 23:59) | Src zone (All) | Src IP/user (All) | Dst zone (All) | Dst IP (All) | Action (Allow,Deny) | URL category (All)
WAF No. Date URL Category  Domain Name URL Source IP/User Action
1 2018-01-03 20:09:04 - wwaw.eicar.org/download/eicar.com - 192.200.19.88 Deny
b 2 2018-01-03 20:00:49 2 www.eicar.org/download/eicar.com - 192.168.1.154 Deny
APT 3 2018-01-03 20:00:46 - wwav.eicar.org/download/eicar.com - 192.168.1.154 Deny
= = 4 2018-01-03 20:00:44 - www.eicar.org/download/eicar.com - 192.168.1.154 Deny
Content Security
5 2018-01-03 19:52:02 - wvav.eicar.org/download/eicar.com - 192.168.1.154 Deny
Application Control 6 2018-01-03 19:51:39 - www.eicar.org/download/eicar.com E 192.168.1.154 Deny
Local Secuity Events 7 2018-01-03 19:51:06 - www.eicar.org/download/eicar.com - 192.168.1.154 Deny
8 2018-01-03 19:51:05 - wvaw.eicar.org/download/eicar.com - 192.168.1.154 Deny
User Login/Logout
9 2018-01-03 19:51:05 - wwaw.eicar.org/download/eicar.com - 192.168.1.154 Deny

6.2 Send email with Virus attachment

6.2.1 Download and install the email client software - Foxmail. Fill in the email and password, then
click Create button.

@ Help

E-mail &ddress: |-@hotmail.com |

Password: **********l |

Manuial | Create || Cancel
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6.2.2  After login to Foxmail, click Compose and fill in the recipient, subject and content. Then
click on the Insert attach button, attach eicar.com folder and send it.

*Note: eicar.com folder must download before policy has been created. Download the
eicar.com folder from http://www.eicar.org/85-0-Download.html. Do remember Save as to
other location but not run it.

E Check « Compase \:—.q Reply ﬁi;,,'-.:, Reply Al E“/ Farward A Delete l— Print Preview

¥ [ Favarites Sort by Date v

[ all Unread (6)

3.7 Al Sticky ﬂ Send E Save @ Insert Attach Huge Attach IE| Insert Picture E Snatch Screen
& all Labeled
¥ ‘2 hotmail(justin_tech0s) 10! | Sananage oc.com
2] 1rbox (=) g e
B Draft (2) Subject: | TestAntivirus
= gent [Tshoma  v|wsv| A-m-| B 1 U == =/ =-/0 & H-
& Trash
& spam (57) Test Antiviruig]
[5] Archive
5 Notes _mtmail.c:om
[5] Outbox

w [5] Sync Tssues
Conflicts
Local Failures

Server Failures

E B &0

@ ?i;;r.com
6.2.3 Foxmail shows error message: 606 The email is suspicious and is blocked by this NGAF
appliance!
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_ DATA Error

. Error Information: 606 The email is suspicious and is L
blocked by this NGAF appliance!

| btnFindSlovePro | | Close |

6.2.4 From NGAF internal data center, click on [Logs] - [Content Security] - [Email Security] can
see the deny logs.

Content Security

‘ ‘Website Browsing ”_Email Security ‘

& Filter | [3 Export Logs

Filter: Period (2018-01-04 00:00~2018-01-05 23:59) | Src zone (All) | Src IP/user (All) | Dst zone (All) | Dst IP (All) | Type (All) | Action (Allow,Reject) | Threat level (High,Medium,Low)

No. Date Source IP/User Dst IP Type Recipient Sender Subject Description
1 2018-01-04 20:13:44 40.100.28.194 Phishing email @gg.com No. 1

Date: 2018-01-04 20:13:44

Source IP/User: [ J

Src Port: 65165

Src Zone: Management

Dst IP: 40.100.28.194

Dst Port: 587

Dst Zone: Management

Rule ID:

Policy Name: AntiVirus

Type: Phishing email

Threat Level:

Action: Deny

Recipient: 2qg.com

Sender: ‘@hotmail.com

Subject: test

Description: Email attachment eicar.com contains Eicar Virus

7 Attentions

1. Do remember not to run the eicar.com folder after downloaded, otherwise the PC has high chances
affected by virus.

= gicar.cam ~

2. After finish testing, do remember delete the eicar.com folder from local.

3. Sometimes the pc running with windows will prompt the message as below if download the
eicar.com folder from http://www.eicar.org/85-0-Download.html. This is due to windows system
comes with security software - Windows Defender which use to kill and delete viruses. Kindly close
the Windows Defender temporary for download eicar.com folder. Refer to the steps at below.

(=7 Eicar.com A
Failed - Wirus detected
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cleareom  Deleted
http-fwanw eicarorg/download /sicarcom

cleareom  Deleted
httpffwnanareicarorg/download/eicarcom

4. Click Start, search defender and open the Windows Defender. Select Tools, click Options from
settings. After that click Real-time protection and disable “Use real-time protection”. Click Save to
finish.

indows Defender

ﬁ- Home ‘.-5 Sean |+ "’3 History a Tools @:I |-

wd potentially unwanted software

Tools and Settings

Settings

n Microsoft Spyhiet
( “_'; Choose how you want the program to Join the online community that helps identify and

‘ﬁ" run. stop spyware infections.

B8 scan for spyware and other potentially unwanted software

Tools

T = Quarantined items Allowed iterms
'::, Remowve or restare software that was @ Vigw software that you have chosen not to monitar,
‘igg  prevented from running,
3 Windows Defender website % Microsoft Malware Protection Center
Get more bools and the latest security Get information on definition updates and up to date
information online. information on mahware.

- See more results

{dsfendl) Log off | ¥
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= and potentially unwa

(., Options
e

Autormatic scanning

[ Real-time protection |
weluded files and folders

Excluded file kypes
Advanced
Administratar

[~ Use reaktime protection (recommended) I

Choose which security agents you want ko run, Understanding real-time protection

¥ Scan downloaded files and attachments

¥ Scan programs that run on my computer

@ Save | Cancel |

5. NGAF anti-virus does support SMTP, POP3 and IMAP protocol with non-encrypted and encrypted
email with port 995, 465, 587 and so on. Kindly enable decryption feature in NGAF if using SSL port.
(For decryption feature, kindly refer to user manual of decryption)
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