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1 Introduction

1.1 Abbreviations and conventions
WANO in this article refers to the SANGFOR WANO device.

1.2 Feedback

If you find any questions of this documents, please feel free to give us feedback, email:
tech.support@sangfor.com.
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2 Introduction of WANO Report Center

WANO Report Center button is located at the top-right corner of WANO Management Interface. Click
on the “Reports” button to access into Report center.

[— admin
. —

HEALTH REPORTS

As shown in figure below, Report Center contain 6 type of modules which are: Home, Traffic
Analysis, Data Reduction, Reports, Logs and System.

WANO

SANGFOR WANO Report Center

Home | Traffic Analysis Data Reduction Reports Logs System

Running Status

2.1 Home
Figure below show the page after login to the WANO Report Center.

C@ Home

Running Status

Data Reduction Over Last 24 Hours

Mbps
162
54
U T T T T T
0000 04:00 08:00 12:00 16:00 20:00
=— LAN Data =— WAN Data
Rank Application LAN Data WAN Data Reduced Reduction Ratio
1 S5L 4,739.11 MB 2,607.50 MB 2,131.61 MB  44.98% I
2 Website Browsing 3,200.44 MB 1,056.81 MB 2,143.64 MB  66.98% I
3 HTTP_POST 1,071.84 MB 321,685 KB 275,884 KB 25.14% Bam
4 porti443 280,187 KB 116,257 KB 163,930 KB 58,51% s
= SOAP 47,852 KB 13,393 KB 34,459 KB 72.01% I
) port:80 24,697 KB 12,798 KB 11,898 KB 48.18% I
7  MetworkNeighbors 24,275 KB 16,289 KB 7,986 KB 32.50% M

In the page Running Status will display a graph that shows the traffic flow in the past 24 hours. Blue
line represents the data that has not optimize while green line represent the data that has been
optimized.
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Besides, the data will be tabulated at the bottom of the graph. The table contains LAN Data, WAN
Data, Reduced and also Reduction Ratio.

LAN Data: Data that has not been optimized
WAN Data: Data that has been optimized

2.2  Traffic Analysis

In Traffic Analysis module contains two different type of reports, which are Top Talkers and
Bandwidth Usage.

WANO

SANGFOR WANO Report Center

m Traffic Analyéis

Top Talkers Bandwidth Usage

Under Top Talkers, report can be filtered based on 3 different types, which are Top Application, Top
Subnet and Top Host.

('\E Traffic Analysis / Top Talkers

Top N Application Top N Subnet Top M Host
Period: Today v Traffic: Filter...
From: 2017-12-09 (9 00:00 Direction: @ pidirectional ) Inbound ) Outbound
To: 2017-12-09 (9 | 24:00 Show: Top ~ v L[] open in new window
Type: Application &7 Go Cancel

Period: Define the period of the report to be generated. The options included Today, Yesterday, This
week or Specified.

From/To: Define the preferred period by selecting the date and time manually.
Traffic: Define the Filter options such as specific Internal Host, Internal Subnets or External Subnets.
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Traffic Filter X

Internal Network

®) Host
P
. Subnets
b
External Network
Subnets: all W

Select subnets from the internal and external networks, so that only the
traffic between spedified subnets is incduded.

| o] 4 || Cancel |

Direction: Define the traffic direction such as Bidirectional, Inbound, and outbound.

Show: Define the total displayed result, can select up to Top 1000. Besides, can specified to display a
particular Application as well.

Open in new window: Display the generated report in new tab in browser.
Figure below show sample report generated.

% Traffic Analysis [ Top Talkers

Top N application Top N Subnet Top N Host

% Search Criteria

Most Active Applications Based on Bidirectional Traffic

SSL | | 5.5 §
QUIC | G

Website Brows... | 5 55 ™
- S5L
HTTP_POST g 1.04 = quic
HTTP_Protocol g 0.76
NetworkNeigh... Bl 0.63 8 Website Browsing
RemoteDesktop | 0.5 W HTTP_POST

W HTTP_Protacol
0 NetworkNeighbors
B RemoteDesktop

SIP I 026
port:443 |§ g2
TeamView | .17

[1] 2.5 5 7.5 10 125 15 17.5

SIP
GB 2y
Rank Name Outbound ¥  Inbound ¢  Bidirectio.. ¥  Percent Drill-Down Trends

1 SSL 1,158.86 MB 14,800.07 MB 15,958.93 MB  45.45% E—— Internal Host External Subnet Internal Subnet View
2 QuIC 300,302 KB 8,554.31 MB 8,847.58 MB  25.20% HEmmE Internal Host External Subnet Internal Subnet View
3 Website Browsing 464,788 KB 5,539.26 MB 5,993.16 MB  17.07% N Internal Host External Subnet Internal Subnet View
4 HTTP_POST 965,308 KB 121,584 KB 1,061.81 MB 3.02% 1 Internal Host External Subnet Internal Subnet View
5 HTTP_Protocol 10,578 KB 781,065 KB 792,043 KB 2.20% | Internal Host External Subnet Internal Subnet View
] MetworkNeighbors 528,816 KB 133,815 KB 662,631 KB 1.84% | Internal Host External Subnet Internal Subnet View
7 RemoteDesktop 183,219 KB 339,849 KB 523,068 KB 1.45% | Internal Host External Subnet Internal Subnet View
8 SIP 164,423 KB 104,114 KB 268,538 KB 0.75% | Internal Host External Subnet Internal Subnet View
9 port:443 55,280 KB 152,770 KB 208,050 KB 0.58% | Internal Host External Subnet Internal Subnet View
10  TeamView 16,329 KB 165,990 KB 182,319 KB 0.51% | Internal Host External Subnet Internal Subnet View

Other application 315,477 KB 379,989 KB 695,466 KB 1.93% |

Total 4,093.36 MB 31,022.13 MB 35,115.49 MB  100.00% IE——

By clicking at the Trend View button will display the traffic flow graph of the particular Application.
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(ﬁ Traffic Analysis / Top Talkers

Mb
18-
10
5
< T
00:00 04:00 08:00 12:00 16:00 20:00
| 0 s |
Rank Application Max Rate Avg Rate Traffic v Percent
1 SSL 10,121 Kbps 1,549 Kbps 15,558.93 MB  100.00% —
Total = 1,549 Kbps 15,958.93 MB  100.00%

Generated report can be exported in two different format, which is PDF and Excel format. By clicking

at the [, the report will be exported into Excel format, whereas by clicking at the >, the report will
be exported into PDF format.

Under Bandwidth Usage, report can be filtered based on Application Distribution, Subnet Distribution
and Host Distribution.

(ﬁ Traffic Analysis / Bandwidth Usage

Application Distribution Subnet Distribution Host Distribution
period: Today V|  Traffic Filter...
From: 2017-12-08 | [9 |00:00 Direction: @® pidirectionasl ) Inbound ) Qutbound
To: 2017-12-09 3 |24:00 Show: Top vl |v O Open in new window
Type: Application = Go Cancel

Period: Define the period of the report to be generated. The options included Today, Yesterday, This
week or Specified.

From/To: Define the preferred period by selecting the date and time manually.
Traffic: Define the Filter options such as specific Internal Host, Internal Subnets or External Subnets.
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Traffic Filter X

Internal Network

(® Host

() subnets

b
External Network
Subnets: all W

Select subnets from the internal and external networks, so that only the
traffic between spedified subnets is incduded.

| o] 4 || Cancel |

Direction: Define the traffic direction such as Bidirectional, Inbound, and outbound.

Show: Define the total displayed result, can select up to Top 1000. Besides, can specified to display a
particular Application as well.

Open in new window: Display the generated report in new tab in browser.

Figure below shows sample report generated.

% Traffic Analysis / Bandwidth Usage

Application Distribution Subnet Distribution Host Distribution

¥ Search Criteria

Bidirectional Bandwidth Application Distribution

MTb ps

10

5

o
00:00 04:00 08:00 12:00 16:00 20:00

| @8 ss. B quic I Website Browsing [l HTTP_POST I HTTP_Protocol Bl NetworkNeighbors Bl RemoteDesktop siP @ port:443 W TeamView

Rank Name Max Rate Avg Rate Traffic ¥ Percent Drill-Down
1 ssL 10,121 Kbps 1,549 Kbps 15,956.93 MB  45.45% IE— Internal Host External Subnet Internal Subnet
2 QuiC 8,795 Khps 859 Kbps 8,847.58 MB  25.20% Internal Host External Subnet Internal Subnet
3 Website Browsing 6,845 Khps 582 Kbps 5,993.16 MB  17.07% s Internal Host External Subnet Internal Subnet
4 HTTP_POST 6,143 Kbps 103 Kbps 1,061,681 MB  3.02% B Internal Host External Subnet Internal Subnet
5 HTTP_Protocol 5,529 Kbps 75 Kbps 792,043KB  2.20% B Internal Host External Subnet Internal Subnet
&  NetworkNeighbors 575 Kbps 63 Kbps 662,631 KB 1.84% 0 Internal Host External Subnet Internal Subnet
7 RemoteDesktop 1,358 Kbps 50 Kbps 523,068 KB 1.45% 1 Internal Host External Subnet Internal Subnet
8 sIP 31 Kbps 25 Kbps 268,538 KB 0.75% | Internal Host External Subnet Internal Subnet
9 port:443 720 Kbps 20 Kbps 208,050 KB 0.58% | Internal Host External Subnet Internal Subnet
10 TeamView 549 Kbps 17 Kbps 182,319 KB 0.51% | Internal Host External Subnet Internal Subnet
Other Application - 66 Kbps 695,466 KB 1.93% 0
Total - 3,408 Kbps  35,115.49 MB  100.00%

From the table data shows that each Application Bandwidth Usage, such as Maximum rate, Average
Rate, Total Bandwidth usage and also overall percentage.
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Generated report can be exported in two different format, which is PDF and Excel format. By clicking

at the [, the report will be exported into Excel format, whereas by clicking at the >, the report will
be exported into PDF format.

2.3 Data Reduction
Figure below show the Data Reduction module.

L\ﬂ Data Reduction

Application Subnets Internal Host
Period: Yesterday v praficies: Optimized e
From: 2017-12-08 4 | oo:00 Traffic: Filter...
To: 0171208 [ 24:00 Direction: @ gidirectional O Inbound O Qutbound L 0pen in new window
Type: Application v Show: Top Yl v Go Cancel

Period: Define the period of the report to be generated. The options included Today, Yesterday, This
week or Specified.

From/To: Define the preferred period by selecting the date and time manually.

Traffic Type: Define the traffic type to be generated. The options included Optimized, Pass-through,
and Both.

Traffic: Define the Filter options such as specific Internal Host, Internal Subnets or External Subnets.

Internal Network

(® Host

() subnets

External Network

Subnets: all W

Select subnets from the internal and external networks, so that only the
traffic between spedified subnets is incduded.

QK Cancel

Direction: Define the traffic direction such as Bidirectional, Inbound, and outbound.

Show: Define the total displayed result, can select up to Top 1000. Besides, can specified to display a
particular Application as well.

Open in new window: Display the generated report in new tab in browser.
Figure below shows sample report generated.

Your Future-Proof IT Enabler

Sangfor Technologies
Block A1, Nanshan iPark, No.1001 Xueyuan Road,Nanshan District, Shenzhen, China
T.: +60 12711 7129 (7511) | E.: tech.support@sangfor.com | W.: www.sangfor.com



& SANGFOR

S

C@ Data Reduction

Application Subnets Internal Host
¥ Search Criteria
Data Reduction of Application
. . . . FEES
WEDS\tES,SI; - - - T Goe 1.48
HTTP_POST i 037 oot
| —
w443 | ik
N t'\::\?nkN =8 og
etworkN... =
SOAP = 25
port:80 = 003
port:31000 1 [F 01
Oracle B
port8003 o Ao
o 0.25 05 075 1 125 15 1.75 00:00 04:00 08:00 12:00 16:00 20:00
- - Ge - ~
‘ B8 LAN Data 8 WAN Data — LAN Data — WAN Darta
Rank Name LAN Data WAN Data Reduced ¥ Reduction Ratio Drill-Down
Optimized 3,180.68 MB 1,793.60 MB 1,387.06 MB 43.61% I——
Passthrough 102,805.66 MB 102,805.65 MB 13 KB 0.00%
Total 105,986.35 MB 104,599.25 MB 1,387.10 MB 1.31% |

From the table data shows the total amount of traffic that has been optimized and pass-through.

Generated report can be exported in two different format, which is PDF and Excel format. By clicking
at the L& the report will be exported into Excel format, whereas by clicking at the '+, the report will
be exported into PDF format.

2.4 Reports

Figure below show the Reports module. In this Reports module consist of two different function. The
first type is Subscribe report, the second type is generate Custom Report.

C@ Reports [ Subscription

+ Subscribe || [ Custom Report || X v @ Search by name Fel
[[] No.  Report Name Number of Reports Last Generation Send To Subscription Subscriber Status Operation
|| 1 Daily Full Report [1 Daily admin v Edit Generate
Subscribe To Report X
MName: | |
Periodic: | Daily ~ Created At: 00:00 v

Daily subscription, containing data of one day, created
and sent at 00:00 on the following day

Type: (®) Full Report

() Specified

Top: 1g Z
Email: (®) pon't send report to me

) send report to the following address

Advanced [a]34 Cancel
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Name: Define the Name of the subscribed report.

Periodic: Define the period of the report to be generated. Options included Daily, Weekly and
Monthly.

Type: Define the type of report. Specified report contain several choices to be selected as shown
figure below.

Report Contents X
Subscribe To Report
=4[ | Top talkers
Name: | ][] Most active applications
= Most active int | hosts
Periodic: |Dai|y = Mosta i ' A
Daily subscripti =[] most active internal subnets
aily subscripti = )
and sent at 00: [Z]["] Most active external subnets
=4[ | Bandwidth usage
Type: () Full Report =[] Application distribution
®) Specified =[] Host distribution
Salact the contend |§||:| Internal subnet distribution
Top: m = [Z]["] External subnet distribution
’ = = £59[ ] Data Reduction
Email: () Don't send re =[] Data Reduction of Application categories
O send report t4 =] ] Data Reduction of Applications
=] ] Data Reduction of Internal hosts
admin@sangfor. [=]["] Data Reduction of Internal subnets
[=]["] Data Reduction of External subnets
Advanced

R o e |

Top: Define the number of ranking records to be generated. Can select up to Top 100.
Email: Define the generated report to keep in local device or send via email.

By clicking the Advanced button at the bottom-left corner of the windows, Traffic Type can be
selected as well. Options included Optimized, Pass-through, and Both as figure shown below.

Advanced Setting

I

Select type of traffic you want the report includes
Traffic Type: | goth v

| oK || Cancel |

By selecting the Custom Report, the report can be customized based on several criterial before
generate as figure shown below.
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Custom Report x

Name: | |

Period: | Today v

From: | 2017-12-09 [F o0:00
To: | 2017-12-09 [ 24:00

Type: (®) Full Report
() Specified

Top: | 1p =

Advanced | oK || Cancel |

Name: Define the name of the report to be generated.

Period: Define the period of the report to be generated. The options included Today, Yesterday, This
week, This month and Specified.

From/To: Define the preferred period by selecting the date and time manually.

Type: Define the type of report. Specified report contain several choices to be selected as shown
figure below.

Report Contents

=3[ ] Top talkers
Custom Report =[] Most active applications
[=]["] Most active internal hosts

Mame: [=]["] Most active internal subnets

[Z]["] Most active external subnets

Period: Today
=3[ | Bandwidth usage
From: | 2017-12-09 E["] Application distribution
To: [2017-12-00 [Z]["] Host distribution
[=]["] Internal subnet distribufion
Type: () Full Report =[] External subnet distribution

®) Specified =53] ] Data Reduction
[Z]["] Data Reduction of Application categories

Select the contej
- [Z]["] Data Reduction of Applications
Lt ][] Data Reduction of Internal hosts
[Z]["] Data Reduction of Internal subnets
Advanced [Z]["] Data Reduction of External subnets

Top: Define the number of ranking records to be generated. Can select up to Top 100.

By clicking the Advanced button at the bottom-left corner of the windows, Traffic Type can be
selected as well. Options included Optimized, Pass-through, and Both as figure shown below.
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Select type of traffic you want the report includes
Traffic Type: | goth -

| oK || Cancel |

By selecting the respective report will allow user to Delete, Enable or Disable it. Besides that, by
clicking the Generate button at the right most of the particular report, will instantly generate the report.

C@ Reports / Subscription

+ Subscribe || [ Custom Report || X Delete || + Enable | @ Disable Search by name »
No. Report Name Number of Reports Last Generation Send To Subscription Subscriber Status Operation
1 Daily Full Report o Daily admin i Edit Generate

Figure below show the Logs module. Logs module contains two different types of log, which is Admin
logs and Firewall Logs.

WANO

SANGFOR WANO Report Center

Traffic Analysis Data Reduction

Admin Logs = Firewall Logs

For Admin Logs, user can filter based on different preferences as figure shown below.

Period: |Toda':.r |V|
From: 2017-12-09 [F o0:00
To: 2017-12-09 [ 24:00
By: ®) Admin O
Admin Name: Select- w

| Ok || Cancel |

Period: Define the period of the Logs to be generated. The options included Today, Yesterday, This
week or Specified.

From/To: Define the preferred period by selecting the date and time manually.
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By: Define the type of Logs to be generated. The options for Admin included admin, ALL or other
admins. Whereas the options for IP allow user to input specific IP Address.

By: ®) Admin O By: ) ndmin (OF i

Admin Name: ALL w 1P Address:

oK Cancel QK Cancel

Figure below shows sample Admin Logs generated.

L\ﬁ Logs / Admin Logs

@ Filter Search by description
No. Time Admin Name P Action Module Description

1 2017-11-29 14:06:53 admin 152.200.18.70 Log in Admin console legin/logout Log in

2 2017-11-13 16:21:25 admin 192.200.159.68 Login Admin console legin/logout Log in

3 2017-11-10 14:25:07 admin 152.200.19.73 Log in Admin console login/logout Log in

4 2017-11-08 17:44:56 admin 152.200.19.65 Log in Admin console login/logout Log in

5 2017-11-07 17:37:19 admin 152.200.19.61 Log in Admin console login/logout Log in

6 2017-11-07 17:35:56 admin 152.200.19.68 Login Admin console legin/logout Log in

7 2017-11-01 17:09:01 admin 152.200.19.63 Log out Admin console legin/logout Log out

8 2017-11-01 17:06:55 admin 152.200.19.63 Log in Admin console login/logout Log in

As for Firewall Logs, user can filter based on different preferences as figure shown below.

Period: Today v
From: 2017-12-0% [3  o0:00
To: 2017-12-0% [3  24:00

Destination Port:

Source IP:

Destination IP:

Rule Name:

Action: [] peny [] allow

Protocol: [dtee [duor [licvp [ Other
Direction: ALL =

QK Cancel
Period: Define the period of the Logs to be generated. The options included Today, Yesterday, This
week or Specified.
From/To: Define the preferred period by selecting the date and time manually.
Destination Port: Define the preferred destination port for Firewall Logs to be generated.
Source IP: Define the preferred Source IP for Firewall Logs to be generated.
Destination IP: Define the preferred destination IP for Firewall Logs to be generated.
Rule Name: Define the preferred Rule Name for Firewall Logs to be generated. Example: ping
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Action: Define the Action for Firewall Logs.
Protocol: Define the preferred protocol for Firewall Logs to be generated.
Direction: Define the Direction of traffic. The options contains LAN, WAN, VPN and DMZ.

2.6 System

Figure below show the System module. System module consists of 3 different function, which is
Database Cleanup, Settings and also Subnets.

WANO

SANGFOR WANO Report Center

Home Traffic Analysis Data Reduction Reports Logs System

Database Cleanup Settings Subnets

Database Cleanup is used for clean up or delete old Reports and Logs.

% System [ Database Cleanup

&, Filter || % ofF] Delete All

D No. Date Data Size Operation

D 1 2017-12-09 192 KB Delete
[ 2 2017-12-08 59,168 KB Delete
= 3 2017-12-07 117,600 KB Delete
B 4 2017-12-06 121,712 KB Delete
D 5 2017-12-05 106,320 KB Delete
[ 6 2017-12-04 102,192 KB Delete
D 7 2017-12-03 117,616 KB Delete
[ 8 2017-12-02 0,336 KB Delete
E 9 2017-12-01 32,064 KB Delste
[ 10 2017-11-30 65,968 KB Delete
D 11 2017-11-29 112,544 KB Delete
D 12 2017-11-28 109,520 KB Delete
D 13 2017-11-27 104,416 KB Delete
[ 14 2017-11-26 113,664 KB Delete
[ 15 2017-11-25 108,448 KB Delete
D 16 2017-11-24 60,896 KB Delete
D 17 2017-11-23 118,752 KB Delete
D 18 2017-11-22 80,592 KB Delete
[ 13 2017-11-21 112,832 KB Delete
D 20 2017-11-20 130,288 KB Delete

Filter button allow user to filter the records into their own preferences as shown below

Period: Specified ~|
From: 2017-12-03 @
To: 2017-12-09 )

| Ok | | Cancel |

Period: Define the period of the records to be filtered. The options included Last 7 days, Last 1 month
or Specified.

From/To: Define the preferred period by selecting the date and time manually.
Settings allow user to configure SMTP server and also Report Preservation settings as shown below.
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% System [ Settings

[ sMTP
Server Address: | smtp.domain.com
Port: | 75
Encryption: | Naone =7
Sender Address: | ycer@domain.com
O Require authentication

Username: | yser

Pazsword:
|Ser‘|d Test Email
Report Preservation
Automatic Deletion: ® Delete reports generated |7 days ago
O Preserve maximum | 500 newest reports

| Save Changes|

For Report Preservation allow user to select two different way to preserve the report.
Delete reports generated days ago allow to fill in up to 30 days.
Preserve maximum newest reports allow to fill in up to 500 newest reports.

Subnets allow user to create preferred subnet that can be used to filter in Reports.

Add/Edit Subnet X

Name: | |
Description:

Type: (®) Internal () External
TP Address: One entry per row ®

Type and edit here

Mote: Subsequent traffic data related to the newly-added
subnet will be counted in. Before the subnet is added, related
traffic data are not calculated.

0K | | Cancel
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Name: Define the name for the subnet.

3 SANGFOR
Type: Define the type of subnet.

IP Address: Define the IP Address for the subnet.
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