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1 Introduction

1.1 Abbreviations and conventions
AF in this article refers to the SANGFOR NGAF device.

1.2 Feedback

If you find any questions of this documents, please feel free to give us feedback, email:
tech.support@sangfor.com.

2 Function Briefing

Restore NGAF device to default configuration.

3 Scenario

Before deploying NGAF device in another network, all of the configuration in NGAF device must be

clear out and restore to default setting.

3.1 Prerequisite
I. Prepare an NGAF device.

ii. Ensure PC can communicate with NGAF device and can login to web console.

iii. Have a Sangfor Firmware updater and corresponding firmware upgrade packages.

4 Configuration ldeas

I Reset to default setting in web Ul.

ii. Using Sangfor Firmware Updater to restore to default.

5 Configuration Steps

Factory restore has 2 methods. One is to reset it to defaults via web Ul, another way is using upgrade
method via Sangfor Firmware updater to restore it.
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5.1 Restore device with Web Ul
I. Login to NGAF web Ul, configure it in System>Maintenance>Backup/Restore.

**The restore process will cause a downtime and need to wait it rebooting.

F Status
F Metwork % Backup/Restore

b Objects
v Policies Backup Configuration
FSystemI @
4 GSeneral Restore Configuration
- SWEEm Method 1: Restore from auto backup file

» Logaing Options b Restore

- Llarm CEiens Method Z: Restare from backup file

» Administrator I Browse...
Method 3: Restore to defaults

| » Backup/Restore |

[* Update

» Restart

5.2 Restore device with updater
i. Firstly, download the Sangfor Firmware Updater and the needed upgrade file (The upgraded
package should be same with currently device’s version or above) from

http://www.sangfor.com/service/firmware.html

SOFTWARE
A et Name Description File Size Download
Date
20120401 Firrraare Uze th|.s tool to update your firrmweare to the latest version (please note that this updater does naot 308 ME Click hers to
Updater weark with Sangfor HC). download

Sangfor WPN Client. O supported: WWIN 2000 (32 bit), WWIN XP (32 bit), WM 2003 Ser (32 bit),

201511058 POLAM ista (32 bit Home Basic, Enterprise), WIN7 (32/64-bit home premium, professional, ultimate), 21.30 MB
WING (enterprise, standard, professional), WINS. 1(professional enterprise, Core), WINTO (home
hasic, professional, enterprize, education).

Click hers to
download
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NGAF FIRMWARE

e Name Description File Size Download
Date

20170511 NGAF73  Support upgrade from NGAF 7 2 o000 mE Sk hereto
download

20170316 NGAF 7.2 Support upgrade from NGAF 7.1 Ersoomp  Clickhereto
download

20170117 NGAF7.1R1  Support upgrade from NGAF 6.9, grooomp  Glickhereto
download

20160513 NGAF B  Support upgrade fram NGAF B.8. BoEO0Mp  Click hereto
download

J01B0325  NGAFG8  Support upgrade from NGAF 6.7, Booomp  Clickhersto
download

20160126 NGAFB7  Support upgrade from NGAF B.4. E7somMp  Click hereto
download

20151110 NGAF B4 Support upgrade fram NGAF 56, gosoomp  Clickhereto
download

20150416 NGAF 55 Support upgrade from NGAF 5.3, Mg Clickhereto
download

ii. Extract the compression file to run Sangfor Firmware Updater.
Mame = | Dake modified Tvpe Size
L STARTUP 4116/2012 9:12 AM File folder
e SAMNGFOR Firmware Updater 41112012 855 AM Application 531 KB

N

iii. Configure AF’s IP address and key in the password.
e |P Address: The IP address of login to web console

e Password: Admin account’s password.
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IP Address: |1 92.168.19.2 | Search...

e I xxxxxxxxxxx

Dptionz | Connect |

v, After connecting to device, click “F10” button to enable technical support tool.
_ioix

Updateflly Backup(E) Time(T) Command{C) Password(P) Help{H)

Connecting to device (192.168.19.2)...

NAC:00E0O4C108E0O8 DATE:20171206

Invalid password!

Connection 15 dropped-. Please connect the device again!

Connecting to device (192.168.19.2)...
NAC:00E0O4C108E0O8 DATE:20171206
Connect device successfully.

¥ersion of current device:

AFT.4.245 EN Build?0170918

af T40_kb001l_=p Build201T71101

af T40_kb002_=p

UOpdate server wversion is : 451

l |LI;‘
[ [ [
V. Click “Update” and choose “Restore Factory Defaults”.
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% Technical Support Console - 192.168.19.2
Backup(B) Time(T) Command(C) Password(P) Help(H)

=10i %]

UpdatelL)

Restore Factory Defaults(R) | —
Restare Factory DefaulbaMetwort Settings Qb i)
Upagrade License{U)

Update Logs(L) L

Connecting to device (192.168.19.2)... !
HAC:DDEDACIDEEDE DATE:201T1206 k
Connect device successfully.
¥erzion of current device: s
AFT.4. 245 EN Build201709138
af T40_kb001_sp Build20171101
af T40_kb0D2_sp

Opdate server wversion is : 451

[ [ T p
Vi, Select the upgraded packages.

x

Loak: i I @ Documents j @ _? 3 v
Mame = |v| Date modified |~r| Type
. Custom Office Templates 10/2/2017 10:25... File folder
My Music Q2312017 1:27 PM  File Falder
| Tencenk Qf25/2017 11:41...  File Folder
| Tencent: Files 12)8/2017 11:19... File Folder
| WeChat Files 12/6)2017 2:31 PM  File folder

1 |

i3
File narne: || | Open I

Files of type: IF'an::kage [F35u;".55U) =] Cancel
" Open az iead-only
4
vii.  Last, click “Yes” to restore it. Same with 5.1 method will cause a downtime to wait rebooting.

After rebooting, the factory restore is finished.
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4. (Hew) IPSec VYPH performance enhancement
5. (Hew) IPSec YPH supports aesz-256 and sha-256 algorithm
6. (Enhancement) MIB format enhancement
7. (Hew) Configuration wizard guides through HGAF configuration
8. (Hew) Support RADIUS 550, TACACS authentication and sub-interface di
9. {(Hew) Highlight display of attack source and location (state)
10. (Enjj Sangfor Firrmniare Updater 53 [jd routi
I.-”"_"“-. Al the current configurations will get lost if you restore factory
Connectin WY configurations!

MAC : D00C3 T freyou sure to proceed?
Connect d
Version d
AF6.8.217

ctt_ sp A ] l
flru sp

(i [u]

6 Precautions

I After factory restore, use a cable to connect PC and the manage port (ethO) of AF, then can
login to web console via https://10.251.251.251 (subnet mask: /24). Both username and

password are admin. If the firmware version is 3.0 and below, the username and password
are respectively admin and sangfor.
ii. This 2 methods are needed the account’s password. If forget the password, then required to

use USB to do password reset.
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