L
& ., SANGFOR
-

SANGFOR_NGAF v7.4_
Mail Alerts Testing Guidance

SANGFOR Technologies Inc.
30" November 2017

Your Future-Proof IT Enabler

Sangfor Technologies
Block A1, Nanshan iPark, No.1001 Xueyuan Road,Nanshan District, Shenzhen, China

T.: +60 12711 7129 (7511) | E.: tech.support@sangfor.com | W.: www.sangfor.com



%
& ., SANGFOR
-

Declaration

Copyright © SANGFOR Technologies Inc. All rights reserved.

No part of this document may be reproduced or transmitted in any form or by any means without prior
written consent of SANGFOR Technologies Inc.

—_—
SANGFOR, SINFOR and = logo are the trademarks of SANGFOR Technologies Inc. All other
trademarks and trade names mentioned in this document are the property of their respective holders.
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1 Introduction

1.1 Abbreviations and conventions
AF in this article refers to the SANGFOR NGAF device.

1.2 Feedback

If you find any questions of this documents, please feel free to give us feedback, email:
tech.support@sangfor.com.

2 Scenario

When the device is running in abnormal or unsafe operation, it will send an email to inform administrator

for solving the issue in time. The purpose is to ensure the network is secure.

2.1 Prerequisite

I. Prepare a NGAF device.
ii. NGAF can normally access to the external network.

iii. An account which is used to send email.

3 Configuration Steps

i In System>Troubleshooting>Web Console ping 114.114.114.114 to ensure that device can

access to external network.
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Mavigation

 rrotieshootng

F Status

b Network

» Obhjects

} Policies

4 General

System

Logaging Options

Alarm Options
Administrator

4 Maintenance

1 114.114.114.114:

Troubleshooting m 114,114.114.114:

n 114.114.114.114:

High Awailability

ii. Create an email account and enable SMTP function.

Backup/Restore

114
Upelis 114.114 (114.114.114.114);
Restart ) 114.114.114.114: 0

0 ttl=

iii. In System >System> SMTP Server to configure sender address, SMTP Server (Can refer

to email account setting) and authentication required.

**The port number may be 25,465,587 (depend on types of SMTP Server)
Navigation <Ee

b Status
b Network
# Specified
» Dbjects
Sender Address: rynnieching@sina.com
» Policies : i
SMTP Server: smtp.sina.com
|v System | 5L L
4 General Fort =2

#| Authentication Required

Logging Options Username: rynnieching@sina.com

alarm Options Password: [,

Adrninistratar

A Maintenance Ermail specified by Sangfor

| Swskern Time ” Mebwark ” Web LI Licensing ” Privacy Options |

Send Test Ernail

Backup/Restore
Update ok
iv. Go to Internal Report Center to configure again. (The user credential must same with iii.)
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Navigation Menu Ll N Settings
b Statistics
» Logs |#| SMTP Server
}» Statistics Reports
P ® Specified (D)
~ System
Server Address: smtp.sina.com
» Settings
¥ Require authentication
» Log Database
Username: rynnieching@sina.com @®
Password: | assssssanas
Sender Address: rynnieching@sina.com
S50 ]
Part: 465
(' Email specified by Sangfor ()
=" Report Automatic Generation,/Deletion
V. Define the recipient address in System> Alarm Options >Enable Email Alarm>Options.
Navigation e
k Status Enaail flaron
» Network |#| Enable Email Alarm SMTP Server Settings
» Objects Email Alarm Options
b Policies y Events )
{S " I ‘_l Ernail Subject: test
ystem .
CpiEEE Sending Interval: 1 @
4 General Fooioiont Add
eciplen Fess: i i H
- Bycicn | rynnieching@sina.com (P
» Logging Options
]
» Administrator

vi. Select the alarm triggering events. (Path: System> Alarm Options> Events)
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Nauigation £ Alarm Options
» Status Email Alarm
b Network |#| Enable Email Alarm  SMTP Server Settings
D lEES Email Alarm Events
} Policies Events ) )
alarm-Triggering Events
RS Options
4 General
|« Admin login failure
System
Logging Options |« SSD aging risk
Alarm Options
|« Routing error
Administratar
|« HA activefstandby switchover
4 Maintenance
Backup/Restore |« Security issue
[ Update |#| Ernail Protection
RESE \#| High || Medium || Low
Troubleshooting |« Exploit Protection
izl Exveflelaizy || Critical |#| High |# Mediurn o] Low ¥ Info
Central Management
|« Web App Protection
} Authentication System (@) High = I
|#| Bots
|| Infected |##| High || Low
| &nti-Dos/D00S
|# Outgoing Do Attacks
|« Internal report center disk usage exceeds threshold
|#| Disk Usage
Alarm Threshaold: g 5,
|#| Log Read/Write IO Usage
I. Send a test email to valid email account.
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Navigation

[ syscem e[ network || web | smre server || Liznang || ervazy oo |

® Specified (i)
Sender Address: |rynn|echmg@sma.com ‘
SMTP Server: Emtp.;inamm
¥ System S5L
4 General e e
5 System (@] Authentication Required
» Logging Options Usernarme: |ryr|m5t:hir|g@sir|a‘|:nrn |®
» Alarm Options Password: |.......... |
» Adrninistrator
_— Lert A AT
4 Maintenance () Email specified by Sanafor (i)
» Backup/Restore
Send Test Email X

Recipient Address: ‘mm@m,com ‘

» Troubleshooting

» Central Management

ii. Using invalid username or password to login.

—— 31 NGAF Platform i

e
TECHNICAL SUPPORT More services in Sangfor Tech
+60 127117129 (7511) Support Community

Username

supPoRT NES

Password

Verification Code

\ ppwa

Invalid username or password! 9 tries left!

iii. Setting the percentage of disk usage is 5%.
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Alarm-Triggering Events
# Security issue
«| Email Protection
« High | Medium & Low
#| Exploit Protection
o Critical #| High | Medium
| web App Protection
#| High | Medium Low
+ Bots
# Infected # High # Medium

& Anti-DoS/DDos

#| Cutgoing Cos Attacks

=

SANGFOR

| Low « Info

| Low

# Internal report center disk usage exceeds threshold

| Disle Usage
alarm Threshold: 5

= o o I

OI'll o

'
o o

Alarmn Threshald: 50

#| Log preservation restrictians

Ol"l o

Application control logs: 000000 per day
Traffic audit logs: 1000000 per day
4.2 Results
I Test email is sent successful
test(Testing email)
rynnieching T2017511H27H 285 2
This is test email from Sangfor NG Firewall,
ii. Login unsuccessfully message will be informed.
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test(Alarm on management)

rynnieching

Time: 2017-11-27 12:11:26, username: 123456, IP address: 192.200.19.62. Login failed

iii. Disk usage exceeded threshold will be informed.
test(Alarm on log disk remaining space)

rynnieching T20174118

On the device(gateway 1D: D8BCBEEC), the used disk space is 7%, higher than the threshold: 5%

5 Precautions

I To ensure that the device must access to external network by using “ping” command.

ii. To ensure that the sender email is valid by sending a test mail. If users cannot receive the test
mail, users can change another email account like foxmail.

iii. Users can view the log when unsuccessfully sending email. (Path: Internal Report
Center>Logs>Admin Operation)

iv. Users may try to add email account into whitelist because it could be configured spam email

filtering.
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