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Chapter 1 Deployment

1.1 Deployment of witness node

Physical deployment

Delivered as aServer1000 appliance, support reusing existing legacy server

Virtual deployment

Only VMware is supported now, aCloud will be supported in the future

1.2 Deployment scenarios

Deployed at a 3rd site
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1.3 Hardware Requirement

Deployment scale

Minimum hardware requirement

Remark

Small Deployment

(Total 4-6 node in cluster, each
fault domain have 2-3 node)

CPU: 6 core

Memory: 8GB

System disk: Size>=128G

Quorum disk: Size>=100G
Performance>=1000 IOPS

Support VMware deployment
and physical deployment

Medium Deployment

(Total 8-16 node in cluster, each
fault domain have 4-8 node)

CPU: 8 core
Memory: 16GB
System disk: Size>=128G

Quorum disk: 2 128G or 248G
enterprise SSD, configured as
RAID1

Recommend deploy in physical
server
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Large Deployment

(Total 18-24 node in cluster,
each fault domain have 9-12
node)

CPU: 10 core
Memory: 24GB
System disk: Size>=128G

Quorum disk: 2 128G or 248G
enterprise SSD, configured as
RAID1

Must deploy in physical server

1.4 Switch Configuration requirement

Enable jumbo frame

s wN e

0es not support)

Recommend use different VLAN for manage, physical edge and storage connection.
Disable STP protocol in switch

Enable IGMP Snooping in switch (Only support v2 version, disable IGMP snooping if switch
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Chapter 2 Witness node installation guideline

2.1 Create bootable USB

2.1.1 Tools Preparation
1. USB drive

USB drive capacity must more than 4GB

Used to store aCloud(HCI) ISO image inside

2. UltralSO software

Can be download at http:/filehippo.com/download ultra iso/

Used to make bootable USB Drive

2.1.2 1SO Writing Steps

1. Launch the UltralSO & open witness ISO image

| | @ UltralSO (Trial Version) - C:\Users\.ctkeat\Desktop' 387 final document'\Sangfor_aCloud_Witness_5.8.7R1_EN{2019... — O e
File Actions Bootable Tools Options Help
-2 H Wk | 2 3 e @ F| 4 U @ [t @ ToaSize [2716M] E0% of 4.7GE - 1757ME fiee |
Image: Bootable EFI |ﬂ x93 MG : Patr |/
. u\) alloud-5.8.7 R1_EN.B Filename Size Type Date/Time L
1) disk 12 Folder 2013-11-2814:30 K
|5 baat 448KB  Folder 2015-031818:07 K
) debug 38557 KB Folder 20150318 18:08 K
ICJIEF 246 KB Folder 2015-031818:07 K
[Syinstall 2696574 KB Folder 201503181810 4
|)install. amd 46,831 KB Folder 20150318 18:08 4
' |y isalinus 253KB  Folder 20150318 18:08 4
prelinug.0 26KB  OFile 2me1247 201 4
A £
Local: T o5 [d T4 4 2]  Path C\Usershctkeat\Documents'hy 150 Files
* E?mputer Filename Size Type Date/Time
| 17 My 150 Files
°| Documents
X Desktop
- [T
[#-8 DatalD:]
Copyright [c]2002-2018 EZB Systems, Inc. Image: 1 files, 26 KB Local: O files, O KB
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2. Click on “Bootable” > “Write Disk Image

@ UltralSO (Trial Version) - C\Users\ctkeat'Desktop' 587 final document\Sangfor_aCloud_Witness_5.8.7R1_EN(2019... — | =
File Actions | Bootable Tools Options Help P
4 |
& Make Floppy Image... [+ |° Total Size: | 2712MB)| G0% of 4.7GE - 1757ME fres |
Write Floppy Image... = !
PRy e Path: |/
@ Make Disk Image... - -
Write T Size  Type DateTime L
12 Folder 2013-11-28 14:30 :
Extract Boot Sector from Floppy/HDD drive... 443KB  Folder 2019-03-18 18:07 :
Extract Boot File from CD/DVD... 38567 KB Folder 20190318 18:08 :
i 246KB  Falder 20190318 18:07 :
%3 Load Boot Il 2EIE574KE  Folder 201903181810 4
Skl 46.831KB  Falder MBI 4
Clear Boot Information Z53KE  Folder 201903181808 4
[v Genesate Bootinfotable 26KE  OFie 201812417 2011 4
() Make Multi-Boot CD/DVD

P :

Lacal: T o3 d 4 £ [2]  Path [CMUsershotkeat\Documentsiiy 150 Files

# C;"“;Utgu i Filename Size  Type DatesTime

My les
E Documents
B Desktop

Copyright [c]2002-2018 EZB Systems, Inc. Image: 1 files, 26 KB Local: Ofiles, O KB
T -

3. Click on write button to start burning firmware to USB.

Write Disk Image X
Meszage: Save
Tirne Ewert
“Windaws 10 +10.0 Build 17763
Pr 05:06:09 [E:. 8 GB]SanDigk Cruzer Blade 1.26
£ >
Disk Drive: | [E:, 8 GB)SanDisk Cruzer Blade 1.26 v | ety

Image File: £t serstctkeat'D ezktoph587 final documentsS angfor_aCloud withesz 5
Wwiite Method: | USB-HDD+ w
Hide Boat Partition: | Mone ~ Hpress Boot

Dane: x4 Elapsed: 00:00:00 Remain: 00:00:00

Speed: OKB/s

Format Abort Close
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4. Successful burn message

Write Disk Image
Time Ewent "
Ph 05:07:19 Preparing media ...
Phd 05:07:19 Mumber of blacks in (S0 image i 5537088
Phd 05:07:19 Start Writing ...
Ph 05:12:07 Firizhed writing
P 05:12:07 Synchronizing Cache ..
Generating 'E:sisolinusheyzlinus.cfg'...
P 05:12:07 Burn successfull
¥
< >
Disk Drive: | [E:, 8 GBJSarDisk Cruzer Blade 1.26 | Oveity
Image File: | £\ sersh otk eathD esktopt5a7 final document\Sangfar_aCloud_witness_5
Wiite Method: | 1ISE-HDD+ w
Hide Boat Partition: |N0ne vl
Done: 100.00% Elapzed: 00:04:48 Femain: 00:00:00
Speed: 972MB s
Format | | rite | | Abart | | Close |

2.2 Physical node installation

1. Boot to server BIOS and make sure Intel VT virtualization is enabled in server.

Intel(R) Virtualization Technology

/ .
Enter

2. Start physical server and boot with USB drive
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3. Select “Install Sangfor aCloud on this machine”

Sangfor aCloud' Platforn

igratethisaeHnERtoNsanGEor aClou

Press Enter to boot or Tab to edit option

4. Select “Sangfor aCloud Installer”

SANGFOR aCloud' INSTALLER BOOT MENU

SANGFOR aCIGiNfstallErDERIGNode :
SANGEDR! aCloud Anstalier Inport Mode
< Back

Press ENTER to boot or TAB to edit option

5. Agree Sangfor Terms & Conditions

Helcome to SANGFOR aCloud

SANGFOR aCloud
Helcome to SANGFOR aCloud

All rights are reserved by SANGFOR.

Hone is allowed to copy or transmit any content
without prior written permission of SANGFOR.

He reserve the right to pursue legal action
against violator.

* K Kk ok kK ok %k X K
KKK K K K ¥

Copyright@2012-2019 SANGFOR. All Rights Reserved#*

1l agree <1 do not agree’>
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6. Select a disk (Sangfor witness node will be installed here)
Helcome to SANGFOR aCloud

SANGFOR aCloud
Select the disk where you want to install:

128G
sdevssdb 1286

I
I
I
I
I
|
I
I
I
I
+

{Cancel>

bt . — — ————— 4

7. Confirm to format disk
Helcome to SANGFOR aCloud

Harming

Device start with Legacy BIDS mode, and hard disk size
is 128GB. SANGFOR aCloud software will be installed in
HBR partition table.

Harning: all data on this disk will be erased
Please input "format” to continue.

Il format_
+

{Cancel>

o —————————

8. Select “Yes” to run disk speed tester
Helcome to SANGFOR aCloud

Disk Speed Tester

Spend 1 minute to check disk speed of sdevrssda, making
SANGFOR aCloud software give assessment and appropriate
reconmendations.

Click "Yes’ +to start speed test, or elick Mo’ to skip
test.

b o ———
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9. Wait for witness node installation
Helcome to SANGFOR aCloud

SANGFDR aCloud
Begin to install package....

10. Network configuration for ETHO

Helcome to SANGFOR aCloud

Hetwork Configuration
Please choose an Ethernet interface:

o T T

{Refresh>

11. Configure IP address, subnet mask and gateway
Helcome to SANGFOR aCloud

Hetwork Configuration for ethD
Hetwork Interface ethO:

ITP Address :
I Hetmask:
] Cateway :
1
+
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12. Installation completed, default login account: admin, password: admin.
Helcome to SANGFOR aCloud

Installation Completed
For imitial login, use default account:
Username : adnmin Password: admin

13. Remove the USB and click on reboot to restart the server

Installation Conmpleted

Congratulations? SANGFOR aCloud software has
been successfully installed.
Please remove the disk before reboot.

— e ——

-

14. After server rebooted, login to witness node with configured IP address. Witness web console
shown as below.

3 Refresh () ShutDown  ¢) Restart (5 Add New Aggregate Interface ~ §5» Advanced  [2 Static Routes

Status Interface Name Type Deseription IP/Netmask Galeway Driver Type Link Mode

etho Gommunication In. - 192.200.19.229/255.255.255.0 192.200.19.1 vminet3 10000M / Full-duplex
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2.3 1SO installation on VMware
1

For the ISO installation on VMware, it have 2 extra setting need to configure.
First is enable nested virtualization under VM profile.

CPU - Hardware virtualization — Expose hardware assisted virtualization to the guest OS

51 Edit settings - demo config (ESXi 6.5 virtual machine)

[ Virtual Hardware | vM Options |

2 Add hard disk 8 Add network adapter g Add other device

v @ crPU A\ = v @

Cores per Socket 1 ~ | Sockets: 6

CPU Hot Plug [-J Enable CPU Hot Add

Reservation None ~ ~
Limit Unlimited ~ R
Shares w 1000 ~

(R T | [#] Expose hardware assisted virtualization to the guest 05 ‘:' |

Performance counters [_J Enable virtualized CPU performance counters

Scheduling Affinity Hyperthreading Status: Mot active
Available CPUs: 6 (Logical CPUs)

CPUMMU Virtualization Automatic = ‘:'

» B Memory /iy 8192 MB 2

2. Another configuration need to make is enable disk UUID for the witness node machine.
Edit VM - VM Options — Advanced

(%1 Edit seftings - Demo witness (ESXi 6.5 virtual maching)

| Virtual Hardware | VM Options ]

+ General Options VM Name: | Demo witness

+ VMware Remote Console Options [) Lock the guest operating system when the last remote user disconnects

+ VMware Tools Expand for ViMware Tools settings

» Power management Expand for power management setiings
+ Boot Options Expand for boot options

» Advanced Expand for advanced setiings

¥ Fiber Channel NP1V Expand for fiber channel NPIV

Save || Cancel
SEt  ————
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3. Go to Configuration Parameters — Edit Configuration
Add new parameter with key disk.EnableUUID, value set to TRUE

f Configuration Parameters

o Add parameter | 3€ Delete parameter

Key

usb: 1.port

ush: 1.parent

vmware.tools.internalversion

vmware.tools.requiredversion

migrate hostLogState

migrate.migrationid 0

migrate hostLog fdemo config-Taf24bb8 hlog

[ ]

55 items

4
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