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Chapter 1 Application scenario 
 
APT related issuesTroubleshooting 

Chapter 2 Troubleshooting methods 
 
1. Go to System > Maintenance > Database Update check if the Hot Threat Database is Latest Version. 

 
 
2. Go to Policies > Network Security > Policies check if the policies is configured APT Detection, Then 
check if the zone configuration is correct. 

  

 
 
3. Once it is enabled in User scenario, servers in destination zone will be detected for virus, Trojan, etc., 
however, if DNS proxy is enabled, it it better to enable DNS redirection of malicious URLs. After enbale the 
DNS redirection, we will be able to see the intranet computer IP instead of the proxy server IP in the APT 
log. 

 
 
4. Go to System > Troubleshooting check if Start Bypass. 
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5. Go to Policies > Blacklist/Whitelist check if the whitelist matches the corresponding IP. 

 
6. Go to Policies >Network Security > Policies >Advanced  check if there is enable Globally Excluded 

Domain/IP. If it is found that the misjudgment is deny, we can add Domain/IP here. 

 

 
7. If a computer confirms that it is infected with a botnet, we can use Sangfor Anti-Bot Tool to handle it. 

The specific download address of the tool: http://go.sangfor.com/edr-tool-20180824. The tool is 
only for windows system, if it is Linux system, you can search for related tools online. 

 
8. VirusTotal is an internationally renowned suspicious file and web analytics service website. You can 

use this website to judge whether the relevant documents or websites are malicious. Website specific 
access address: https://www.virustotal.com/ . There are some abnormal links that cannot be 
confirmed, which need to be analyzed in detail in conjunction with the business situation. 

 
9. If the above troubleshooting does not solve the problem, you can export the APT logs to contact 

sangfor support. 

 

https://www.virustotal.com/
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