IAM

Network delay and packet loss Troubleshooting guide
Version 12.0.18




Change Log

Change Description

May 2, 2019 Version 12.0.18 document release.



CONTENT

Chapter 1 Troubleshooting when the network is interrupted...........cccoeoeuveereenirenecnecreenenens

Chapter 2 Troubleshooting when network latency is high.......cccoooviiininnne



IAM Troubleshooting Guide

Chapter 1 Troubleshooting when the
network is interrupted

e  Confirm the customer's network topology, check the interface status of each network device,
whether the cable is damaged, and whether the ISP has interrupted the network. If you use the
PPPoE dial-up mode to access the Internet, you must check whether the account is in arrears.

e Check whether the public IP address can be accessed and the domain name of the public network
cannot be accessed. Use the nslookup and tracert commands on the PC to check whether the DNS
works. You can use the ping command to check whether the public IP address can be directly
accessed.

e Administrator: Command Prompt \;li-

sUserssAdministrator?ns lookup www.google.com
Ferver: UnKnouwn
iddress:

on—authoritative answer:

ame = wt . google .com

iddresses: 2404:6800:4001 :86f = : 2004
172.217.166.132

4. Administrator: Command Prompt
sUzerssAdministrator>ping 8.8.8.8

eply from bytes=32 time=23ms TTL=123
eply from bytes=32 time=23ms TTL=123
eply from bhytes=32 time=21ms TTL=123
eply from bytes=32 time=22Zms TTL=123

ing statistics for 8.8.8.8:

Packets: Sent = 4. Received = 4, Lost = B (Bx loss),
pproximate round trip times in milli—seconds:

Minimum = 2ims, Maximum = 23msz,. Average = 22ms

4. Administrator: Command Prompt

sUzerssAdministrator>ping 8.8.8.8

inging 8.8.8.8 with 32 buytes of data:
eply from B.B8.8_8: hutes=32 time=22Zmsz TTL=123
eply from 8.8.8.8: bytes=32 time=23ms TTL=123
eply from B.8.8.8: hytes=32 time=2"Ymsz TTL=123
eply from B.8.8_8: bhutes=32 time=23ms TTL=123
ing statistics for 8.8.8.8:
Packets: Sent = 4. Received = 4, Lost = B (Bx loss),
pproximate round trip times in milli—seconds:
Minimum = 22ms, Maximum = 27msz,. Average = 23ms

sUserssAdministrator»_

e Ifitis a proxy environment, confirm whether it is an IAM or other device acting as a proxy server.
Check whether the proxy server itself can access the Internet. You can use the telnet command on
the IAM to check whether the website can be accessed.
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web Console |

To find a network interrupt computer, first use the ping command to test the connectivity of the
network. It is recommended to ping the gateway to the gateway, ping to the IAM device, ping to the

FW, and ping to the public network. Which device was caused by the initial network interruption.
= Administrator; Command Prompt \_l_h— a

sUzerssAdniniztrator>ping 192 168.19.1

inging 192.168.1%.1 with 32 bhytes of data:
192 . 168.19.1: hytes=32 time=1ims TTL=64
192 . 168.19.1: bytes=32 time=ims TTL=64
192.168.19.1: hytes=32 time<ims TIL=64
192 . 168.19.1: hytes=32 time<ims TTL=64

ing statistics for 192.168.19.1:

Packetsz: Sent = 4, Received = 4, Lost = B (Bx loss).
pproximate round trip times in milli—seconds:

Minimum = Bms, Maximum = 1ms,. Average = BUms

e If the computer does not pass to its gateway, check the internal network problem first to confirm
whether the route is incorrect, whether there is ARP spoofing, whether the wiring is incorrect, and
whether a loop is formed.

e  Ifthe IAM is the gateway of the PC, in addition to confirming the internal network problem, you
need to check whether the IAM device is running normally, for example, whether the CPU and
memory utilization are high, and whether there is a large amount of traffic.
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[l Displayed Panels - | [ Restore Default Panels
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e  If the packet is confirmed to be normal through the IAM, select the test PC to access the public
network, and then capture the packet at the internal and external network ports of the IAM to see if
the device has received it, whether it is forwarded, and whether it is intercepted.

copture packers

% Refresh X Delete I % Options ' & Stop Ootic

Status: Stopped )
Basics

| Mo. | Mame o
Max 4095 @
Packets:

Advanced Mode (TCPDUMP)

Interface: Iethﬂ,ech "I
IP Address:
Port:
Expression: fhost 192.168.19.89 | 8}
| Capture || Cancel |

e  Check whether the IAM device console can log in normally. If you can, you can enable the global
pass-through test to check whether it is restored. Use the arp command to check the ARP table of
the device in the IAM console to check whether the ARP information of the device is correct. Check

the routing information of the IAM. If the route is incorrectly filled.
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Filter

—IP Address (Packet Drop)

Specified IP: (i)

0.0.0.0-255.255.255.255
+1-FFFF:FFFF:FFFF: FFFF:FFFF:FFFF: FFFF: FFFF

Protocol
Improve logs readability

- [#| Enable Pass-Through

1P Address: (i)

0.0.0.0-255.255.255.255
.:-FFFF:FFFF:.FFFF: FFFF:FFFF: FFFF. FFFF. FFFF

Enable

Global Exclusion

Add Excluded Address

Description:

Optional

Addresses: (i)
192.168.0.0/255.255.0.0
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NVeb Console

F

Chapter 2 Troubleshooting when network
latency is high

e  Turn on full pass-through, check that the flow control policy limits the network speed.

[ Troubleshooting |
RIS —— )

Status: Pass-through is dis

IP Address (Packet Drop)
No. Time Src IP-= Size Line Applicz
Specified IP:

0.0.0.0-255.255.255.255
:+-FFFF: FFFF:FFFF: FFFF:FFFF: FFFF: FFFF:FFFF

Protocol

«| Improve logs readability

#| Enable Pass-Through

IP Address:

0.0.0.0-255.255.255.255
:+-FFFF: FFFF: FFFF: FFFF:FFFF: FFFF: FFFF:FFFF

Advanced

Enable Cancel

e  Simultaneously capture data packets on the internal and external network ports of the PC and IAM,
and analyze the timestamp of the data packets. If the data packets are not caused by IAM, please
check other network devices first.
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Capture Packests

Options

— Advanced Mode (TCPDUMP)

Interface: IethD,ech

IP Address: |

Port: |

Expression: fhost 192,168.19.89

File Edit View Go Capture Anabyze Statistics Telephony Wircless Tools Help
AN i@ EBREBs>=FiE[Faaanm
W [0ply a display filter . <Ctrl-/> 3 - Bpression... | +
S e
Ch\Users\Adn{| | Input | Ouput | Options
ChUsersMdrl | [ face Traffic Link-layer Header Promi Snaplen | Buffer (v Monitor Mode  Capture Filter
Ci\Users\Adn] NdisWan Adapter __ Ethernet ¥  default 2 =
C\Users\Adn] NdisWan Adapter __ Ethernet ] default 2 —
) NdisWan Adapter Ethernet ¥ default 2 -
ChUserstadr] b Ethemet4 1 Ethernet M default 2 —
C\Users\Adn) b Ethernet2 _ Ethernet &) default 2 —
Ci\Users\Adn| b VPN - VPN Client _ Ethernet ¥ default 2 -
Capture
using ths fite -
[¥] Enable promiscuous mode on allinterfaces
Ndis¥Y
Neie Capture fiter for selected interfaces: (|1 |Enter 2 capture fter -] | compie BpFs|
Nis
Ethern|
o =
VPN -
Learn
User'sGuide * Wiki * Questions and Answers * Mailing Lists
Yfou are running Wireshark 3.0.1 (v3.0. 1-0-gea351cd8). You recsive sutomatic updates.
7 Ready toload or capture || NoPackets. || Profie: Defauit B |

e Check the timestamp of the data packet passing through the internal and external network ports of
the IAM, and judge whether the delay is generated during the process of the data packet passing
through the IAM according to the time difference.
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

AN @ JEREBRes=F LIE|[EQaaan

(W ficmp
Mo, Time Source Destination Protocol  Leng
s 7 15:19:27.364432 192.168.19.89 8.8.8.8 ICMP
o= B 15:19:27.386172 B.8.8.8 192.168.19.89 ICMP
31 15:19:28.388153 192.168.19.89 8.8.8.8 ICMP
32 15:19:28.482362 8.8.8.8 192.168.19.89 ICMP
51 15:19:29.396255 192.168.19.89 8.8.8.8 ICMP
52 15:19:25.417184 8.8.8.8 192.168.19.89 ICMP
il 192.168.19.89 8.8.8.8 ICMP
72 8.8.8.8 192.168.19.89 ICMP
95 15:19:31.426816 192.168.19.89 8.8.8.8 ICMP
15:19:31.443642 8.8.8.8 192.168.19.89 ICMP

File Edit View Go Capture Analyze Statistics  Telephony Wireless  Tools  Help
Ang@inmBRes=FoEI[Eaaan

Ma. Time Source Destination Protocal  Ler
™ 7 15:19:27.364419 192.168.19.89 8.8.8.8 ICMP
o= 8 15:19:27.386182 B8.8.8.8 192.168.19.89 ICMP
33 15:19:28.380166 192.168.19.89 8.8.8.8 ICMP
34 15:19:28.482348 B8.8.8.8 192.168.19.89 ICMP
53 15:19:29.396243 192.168.19.89 8.8.8.8 ICMP
54 15:19:25.417174 8.8.8.8 192.168.19.89 ICMP
73]115:19:38.411679 192.168.19.89 8.8.8.8 ICMP
74815:19:38.434888 8.8.8.8 192.168.19.89 ICMP
97115:19:31.426828 192.168.19.89 8.8.8.8 ICMP
= 98)15:19:31.448653 8.8.8.8 192.168.19.89 ICMP
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