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1 Data interaction process in Proxy scenario

PC and IAM establish a connection through the proxy port
PC sends a GET request to IAM

IAM sends a DNS request packet to get the IP of the website.
IAM and website IP establish a connection

IAM sends a GET request

Website Server IP returns website data to IAM

IAM will reply the data to the PC

Disconnect

2 Troubleshooting when you can't open the website

2.1 Confirm whether this website supports proxy environment

Install a ccproxy on a PC1 that does not go through an IAM proxy, so that PC1 acts as a Proxy
Server. Then prepare another test computer PC2, set PC1 as a proxy such in PC1 web browser's
proxy settings, and open the website. This method is used to test whether the website supports
proxy access. If this is not possible, the website itself does not support proxy so it has no related
with JAM.
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Port
| s0s

] Mail | 808
[¥|ONs | 803

[ |web Cached | 808

[ |Remote Dial-up | 1080

[ ] Auto Startup | 211
| 23

[ ] Auto Hide

[w] Part Map E | 113

Local IP Address: |132.158.:IB.89 v| [+

[ NT Service | Advanced | | ok | | cancel

PC2:
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Internet Options 70X

Local Area Network (LAN) Settings -

Automatic configuration

Automatic configuration may everride manual settings. To ensure the
use of manual settings, disable automatic configuration.

[ Automatically detect settings

|:| IUse automatic configuration script

Proxy server

IUse a proxy server for your LAM (These settings will not apply to
dial-up or VPN connections).

Address: | 192.168.19.89| Port: | 808 | Advanced |

[ |Bypass proxy server for local addresses

| Ok | | Cancel |
Local Area Metwork: (LAM) settings
LAM Settings do not apply to dial-up connections, | LAM settings |
Choose Settings above for dial-up settings.
Ok | | Cancel Apply

e  Some video sites use special protocols when transmitting video data, and the protocol itself does not
support proxies.

e  Some bank websites use components such as ukey to secure information, while some ukeys do not
support agents.

2.2 Other troubleshooting

¢  Open the Troubleshooting for the IP of the PC or add the IP of the PC to the Global Exclusion.
Check whether the access control policy that causes the website unable to access.
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Global Exclusion

Add Excluded Address

Description:

| Optional

Addresses: (i)

192.168.19.80
iche.com.on

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 4



IAM Troubleshooting Guide

Troubleshooting

—IP Address (Packet Drop)

specfied IP: ©® PC’ s IP address
192.168.19.8§

Protocol
|#| Improve logs readability

— | Enable Pass-Through

IP Address: (i)
192.168.19.88

Enable

e  Check if the proxy policy rejects the action, because Troubleshooting and Global Exclusion do
not work for the proxy policy, so you need to check if the proxy policy itself has a rejection policy.
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Add Proxy ' X
+| Enable

Mame: CustomPolicy

Description:

Object
Source: 192.168.19.88 o
Dst Domain: All # Specified
*.lCDC.com.on
" bank.com
Qov
Options
Action: Reject 7

Commit Cancel

e  Check if the PC and IAM can communicate. You can use ping and telnet commands to test
connectivity.

4| Administrator: Command Prompt I;li-

sUserssAdministrator>ping 192.168.19.89

inging 192 _168_19.89?2 with 32 bhytes of data:

eply from 192.168.17.89: bhytes=32 time<ims TTL=128
eply from 192.168.17.89: bytes=32 time<ims TTL=128
eply from 192_168.19.89: bytes=32 time<imsz TTL=128
eply from 192_168.192.89: hytes=32 time<imz TTL=128

ing statistics for 192.168.19.89:

Packetz: Sent = 4. Received = 4, Lost = B {(Bx loss).
pproximate round trip times in milli—seconds:

Minimum = Bms, Maximum = Bms, Average = Bms

slzerssAdministratorXtelnet 192.168.19._.87 3084
onnecting To 192.168.12.8%...Could not open connection to the host, on port BOAB
Connect failed

sUzerssAdministrator >

e  Check if IAM can access the destination website normally.
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wen consol- |

3 Troubleshooting for slow website access

3.1 Confirm the details of the problem
e  Confirm that it is slow to access all sites or to visit specific or partial sites.
e  Confirm that all PCs are slow to access the website or only a few of PCs.

e  Confirm whether it is slow to access the website all the time or at a specific time, such as the peak
period of the network.

e Ifalarge number of PCs are slow to access all websites, check if the network bandwidth is
sufficient.

e Ifyou are slow to access a few websites, you can first try to configure the policy to guarantee the
bandwidth rate.
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Add Parent Channel ¥

[« Enabled
Mame: AccessBank @
Channel: /

Options Channel

» Channel -

) Target If not virtual line is created on a line, traffic on that line
» Objects Line: will not be controlled.
Linel v

[#| Clone this channel to all other lines ®

Channel Tva@'

» Guaranteed channel

Outbound Bandwidth: Min 80 % 80 Mbps -
Max |80 % |80 Mbps -
Inbound Bandwidth:  mMin &80 % 80 Mbps -
Max 80 O% 80 Mbps~

Pricrity: High 7

) Limited channel

Qutbound Bandwidth ax | 100 05 | 100 Mbps~
bound Bandwidtn ax | 100 % | 100 Mbps =

Priorit w

-

[ OK H Cancel ]

3.2 Confirm whether there is a high latency in the network

e  Ping the IAM on the PC to see if there is a delay packet loss. You can specify the size of the ping
packet.
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= Administrator: Command Prompt - ping 192.168.19.89 -1 5000 -t I;li-

sUserssAdministrator?ping 172.168.192.89 -1 5888 —t

inging 192.168.1?.89 with 5888 bhytes of data:
from 192_.168.17_.87: bytes=50080 time<lms TTL=128
from 192.168.17.89: bhytes=5888 time<ims TTL=128
from 192 _.168.17_.87: bytes=50080 time<lms TTL=128
from 192.168.17.89: bhytes=5888 time<ims TTL=128
from 192 _.168.17_.87: bytes=50080 time<lms TTL=128
from 192.168.17.89: bhytes=5888 time<ims TTL=128
from 192 _.168.17_.87: bytes=50080 time<lms TTL=128
from 192.168.17.89: bhytes=5888 time<ims TTL=128
from 192 _.168.17_.87: bytes=50080 time<lms TTL=128
from 192.168.17.89: bhytes=5888 time<ims TTL=128
from 192 _.168.17_.87: bytes=50080 time<lms TTL=128
from 192.168.17.89: bhytes=5888 time<ims TTL=128
from 192 _.168.17_.87: bytes=50080 time<lms TTL=128
from 192.168.17.89: bhytes=5888 time<ims TTL=128
from 192_.168.17_.87: bytes=5008 time<lms TTL=128

e  Ping the gateway and website address on the IAM to see if there is a delay packet loss.

e  Use wiresahrk to capture packets on the PC and check if there are retransmission packets and out-
of-order packets in the intranet transmission. If there are a large number of retransmissions and
out-of-order packets, there is a problem with the intranet network.

Ho. Tine
653 10:85:

Destination Protocel Lemgth Infe

]
Len=@ TSv

:85:54.458611 10.60.20.
880 10:85:54.808663 10.60.110.55

:54.809482 10. 66 SBSB - 52632 [ACK] Seq=1 Ack=2 Win=8 Len=8 SLE 1 SRE=. 2
914 10:05:54.864723 10.60.20.73 TCP 110 8080 - 52592 [PSH, ACK] Seq=1 Ack=1 Win=8 Len=56
915 108:85:54.864920 10.60.20.73 10.60.110.55 TCP 60 8080 = 52592 [FIN, ACK] Seq=57 Ack=1 Win=8 Len=8
916 10:05:54. 864986 10.60.110.55 10.60.20.73 TCP 54 52592 = 8080 [ACK] Seq=1 Ack=58 Win=252 Len=0

:54 865317 10.

5:54.866122 10.60. 60 5880 > 52592 [ACK] Seq =55 Ack-2 Win-5 Len-0.
950 10:05:54.976681 10.60.110.55 10.60.20.73 TCP 55 52633 ~ 8080 [ACK] Seq=1 Ack=1 Win=256 Len=1
9.73 55 [TCP Keep-Alive] 52 [ACK] Seq=1 Ack=1 Win=256 Len=1
:54.977396 10. 66 8080 ~ 52633 [ACK] Seq=1 Ack=2 Win=8 Len= SLE=1 SRE=2
968 10:05:55.063796 10.60.20.73 10.60.110.55 TCP 122 22345 > 51808 [PSH, ACK] Seq=137 Ack=1 Win=8 Len=68
1141 10:05:55.255668 10.60.110.55 10.60.20.73 TCP 54 51808 - 22345 [ACK] Seq=1 Ack=285 Win=253 Len=0
10:05:55. 255840 10.60.110.55 cP 54 [TCP Dup ACK 1141#1] 518 ACK] Seq=1 Ack=205 Win=253 Len=
1353 18:05: 66 53164 - 4435 [SYH] Seq-0 Hin-8192 Len- HSS-146 WS-256 SACK PERM-1
1354 10:05:55.560427 10.60.110.55 TCP 6 [TCP Out-Of-Order] 53164 > 4435 [SYN] Seq=@ Wi
1355 10:85:55.560816 10.60.20.73 10.60.110.55 TCP 66 4435 + 53164 [5YN, ACK] Seq- Ack=1 Win-6424 Len-b H55=1460 SACK PERM-1 H5-8192

3.3 Other troubleshooting

e  Check the network topology. If there are devices such as Firewall between the network egress and
IAM, consider whether the devices such as Firewall have restrictions on the number of IAM
connections and network speed.

<

e  Ifthere is a firewall or other device between the IAM and the egress device, please give IAM
sufficient bandwidth on the device such as Firewall. When the IAM is acting as a proxy, it carries a
large amount of user traffic. The Firewall does not limit the IAM network speed but only indicates
that IAM can use it freely. However, if other devices use up traffic, IAM still has no traffic to use, so
you need to configure a security policy for IAM.

e  You can try to change the DNS of IAM, for example, 8.8.8.8.
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