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1 Network connectivity troubleshooting

e  Use the ping command to check whether the PC is connected to the IAM. If the PC fails to access
the IAM, try to shut down the Windows firewall and check whether the network device routing
configuration is incorrect.

o1 Administrator: C\Windows\system32\cmd.exe l;li-

tsUserssAdministratorping 192 _.168.19 .88

inging 192 _.168.19_88 with 32 bytesz of data:

from 192_168.19_88: hytes=32 time=1ims TTL=64
eply from 1922.168.17.88: bytes=32 time<ims TTL=64
eply from 192 _168.19_88: bytes=32 time=1m= TTL=64
eply From 192.168.17.88: bytes=32 time=1mz TTL=64

ing statistics for 192.168.192_.88:

Packets: Sent = 4, Received = 4, Lost = B (8% loss>.
pproximate round trip times in milli—seconds:

Minimum = Bmz,. Maximum = 1ms,. Average = Bns

tsserssAdministrator X

e Ifyou can access IAM using the ping command, try using telnet to access the IAM console port.
The default port is 443.

= Administrator: C\Windows\system32\cmd.exe |;|£-

tsUzserssAdministratordtelnet 1921681988 443 _

e Ifyou are unable to log in to the IAM console or log in to the IAM console and log off frequently,
check whether the IP address of other devices on the network is the same as the IP address of the
IAM. As a result, the network link is faulty. It has a high latency, and when the network forms a
loop, it may also result in inaccessibility to the IAM console.

For example, the ping command can be used to test the connectivity on the PC. However, the IAM
does not receive the ping packet, indicating that another device uses the IAM address. The PC
actually accesses the IAM address.

[ ienp ibip. 2ddr—192. 168. 19,89 bip. sdd—192. 165. 19.68 o) ®ipse +

o Time Source Destination Protocsl Lemgth Info
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=

= Administrator; Command Prompt - ping 192.168.19.88 -t
sUserssAdministrator>ping 192.168.17.88 —«¢

inging 192.168.19.88 with 32 bytes of data:
from 192.168_19_.88: bhytes=32 time=1ims
from 192_.168.17.88: bytes=32 time=1ms
from 192.168.17.88: buytes=32 timed{ims
from 122.168.19.88: bytes=32 time<ims
from 122.168.19.88: bytes=32 time=1ims
from 1922.168_19_.88: bytes=32 timed{lins

2 Advanced troubleshooting

e  DPlease disable the security components such as anti-virus software on your computer and access the
IAM console.

Modules

e  DPlease disable the ad filtering software on your computer and visit the IAM console.

e  Try to disable the windows system firewall.
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G) = 4 [ » Control Panel » All Control Panel ltems » Windows Firewall » Customize Settings v & [ Seerch Control Panel o]

Customize settings for each type of network
You can madify the firewall settings for each type of network that you use.
Domain network settings
@ ) Turn on Windows Firewall
["]Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Firewall blocks a new app

| @ ®) Turn off Windows Firewall (not recommended) |
TVETE ReTWOTK SERNGT

@ ) Turn on Windows Firewall

["]Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Firewall blocks a new app

@ (®) Turn off Windows Firewall (not recommended)

UBIic network settings
@ ) Turn on Windows Firewall

["]Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Firewall blocks a new a
@ ® Tum off Windows Firewall (not recommended) |

G

e  Try to use a different browsers to access IAM's console. It is also recommended to clean up your
browser's cache if you don't need to keep your browser's cache.

[+] Preserve Favorites website data

Keep cookies and temporary Internet files that enable your favorite
websites to retain preferences and display faster.

[+| Temporary Internet files and website files
Copies of webpages, images, and media that are saved for faster
viewing.

[ | Cookies and website data
Files or databases stored on your computer by websites to save
preferences or improve website performance.

[v] History
List of websites you have visited.

[+] Download History
List of files you have downloaded.

[ | Form data
Saved information that you have typed into forms,

[ | Passwords

Saved passwords that are automatically filled in when you sign in
to a website you've previously visited.,

[+] Tracking Protection, ActiveX Filtering and Do Mot Track
A list of websites exduded from filtering, data used by Tracking

Protection to detect where sites might automatically be sharing details
about your visit, and exceptions to Do Mot Tradk reguests,

About deleting browsing history
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e  Check whether the network device between the IAM and the PC in the network topology intercepts
the data interaction between the PC and the IAM. For example, the SSL protocol may be blocked,
and the port for accessing the IAM may be blocked.

e  Try to connect the PC directly to the IAM's LAN port. If "Remote Tech Support" is not enabled,
you cannot access the IAM's console from the IAM's WAN area.

Advanced f

Category < | Remote Tech Support

Web UI

|#| Enabled
Proxy

|#| Report unidentified URL @
Remote Tech Support
|#| Report system error (D
Syslog Server .
\#| Report unidentified application @
I need technical support now

Device Name | Enable Access Backstage | (D

Central Management

Server Certificate | Download Black Box |

Redirection/Proxy

SNMP
DNS Service

Public API

Other Options

e  Try to access IAM's console on other PCs to confirm that other PCs can access IAM's console.
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