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1 Some concepts

e TAM's Mail Filtering function is used to filter sent and received emails by intranet clients via
standard SMTP and POP3 protocols.

e  Mail filtering is only effective for emails that are sent by the mail client. It doesn’t work for
webmail. Webmail recommends filtering with the Search Keyword function.

e  Confirm the deployment mode and version of the device. Bypass deployment does not support SSL
Contents.

2 Check configuration

e  Check whether the user successfully go online on the IAM and check whether the user matches the
policy.

| £ Auto Refresh: 5 second(s) ~ || & Refresh | I Filter | & Lock & Unlock | @ Logout Search by IP Address - I]QZ.lﬁE.lg.BQ |x
Status: All  Endpoint Device: All Objects: User ( 192.168.19.89 )

User Group < | Members
Search term £ [|[] Ne. Username(Alias) Group IP Address Endpoint ... Auth Method Time Logged In/Locked ~ Online Duration Operati...
B2/ 5 Users [0 1 192.168.19.89 / 192.168.19.89 Verifying... Open Auth 2019-04-22 17:48:48L0gin 26 seconds -8

£ Local Users 5 U
2 default 0 Use
[+ = Domain User 0

Online Users

4 Auto Refresh: 5 second(s) ~ | 55 Refresh [IFTFavar g 1o x Search by IP Address ~ | 1902.168.19.89 [x]
SEE Al EriEe B Al Ob""m:l Username: | 102.168.19.89

Search term . Dl No. ‘ Usermna| Group: / Iy ime Logged InfLocked + | Online Duration | Operati.._‘
BT/ 5 users | 1 192.1 019-04-22 17:48:49Login 02 minutes 12 sec... 8

=

Zbt View Resultant Set

[ Local Users 5 U
L. default 0 Use

E‘i Domain User 0 [[] No. Name Applicable Users Applicab... Endpoin.
i SCCORP.local = Access Control (2)
A 1 All users Al Al
[0 2 xptest All users Al Al

@ Audit Policy (1)
[0 1 variousInte_ All users All All

« I y|| 4 | Page | Close ‘ 1-10f L

e  Check if IP or network segment address is added to Global Exclusion.
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| Predefined Excluded Address ” Custom Excluded Address |

4+ Add | v Enable ) Disable | X Delete Search: | Search term hd
[] Address Description Status Delete
] 192.168.0.0/255.255.0.0 Excluded w o

e  Check if the domain name of the message is added to Global Exclusion.
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Global Exclusion |

| Predefined Excluded Address ” Custom Excluded Address |

+ .Ig'udd \/’ cnabie @ LiSaDle K Lejere S-Earch: SE.'EIFE.I"I term hl

[] Address Description Status Delete

[1 | sangformail .com v 4
Commit

3 Advanced troubleshooting

Capture the packet to analyze whether the standard SMTP and POP3 protocols are used for sending
and receiving emails. The standard port of the SMTP protocol for sending mail is the TCP25 port. If
the mail is sent with non-standard port, mail filtering will not take effect.

Find the network administrator to get the location of the mail server in the network. If the mail
server is in the intranet, you need to match the mail server with the corresponding Mail Filtering
policy.

If the mailbox uses SSL encryption, you need to enable SSL Contents, import the root certificate on

the PC, and enable "Filter encrypted emailing" and only support ports 25, 465, 995, 143, 993,
587.
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Access Control [Ma

|#| Enabled

Name: | MailFiltering 0}

Description:

Options || Object H Advanced

Access Control Contents
BSIAFEIIC?tIOS MNote: It filters SSL contents by SSL webmail, web-bbs, pop3, imap and smtp (online banking and payment excluded). 2 =
_ | Application
| Service [« Identify contents of encrypted Web application
(1l
_|Proxy 0al @
|| Search Keyword ;
[ IFile Type (® Specified
|_|SaaS Options Identify contents of SaaS application or website (on port 443 only)
=3 55L Contents
#| Contents
=<5 Email Identify Web encrypted contents (on port 443 only)
[ Email One entry per row. Wildcard character is not supported. HTTPS Website Example
=37QQ Whitelist sanaformail.com
1 1QQ Whitelist

Access Control [Ma

|#| Enabled

Commit Cancel

X

Name: MailFiltering ®

Description:

Options H Object H Advanced

| | SaaS Options

|#| Reject data transmitted over QUIC protocol
=149 S5L Contents i Q B ®

Excluded...

Access Control Contents
=3 Application sites.google.com -
|| Application
"] Service m
[l Proxy ftn.aq.com
|| Search Keyword exmail.gg.com -
| File Type

| Contents
=3 Email
¥ Email |#| Filter encrypted emailing
23900 Whitelist
|1 QQ Whitelist On ports 25, 465, 995, 143, 993 and 587.

Excluded...] l Advanced ]

Download Server SSL (ertiﬁcatsl.(:D
How to Remove Alert in AD Environment

4

e  Check if filtering is enabled in "Filter encrypted emailing"
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Advanced Options

Filter SSL emailing on SMTP port
|F\'Iter and audit

O ‘Filter and audit
Filter only

e  For all email addresses, you can fill in the full email address, such as xxx@abc.com, or fill in the

suffix of the email, such as @abc.com or abc.com. Fill in the format as one email address per line. So
you can't write multiple domain names in one line

Access Control [MailFiltering]

Enabled

Name: MailFiltering

[0}

Description: |

Options || Object ” Advanced

=3 Application
- [ Application

5€30Q Whitelist
[[1Q0Q Whitelist

Email Outgoing

— Source Address

»

» Block email sent from the following address/domain unly@

sangformail.com sangformail2.com

) Only allow email sent from the following addressfdomain@

Type here

| Destination Address

Commi

Note: Fill in abc.com and match both abc.com and abc.com.cn suffixes.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 5



g SANGFOR

Copyright © SANGFOR Technologies Inc. All rights reserved.

No part of this document may be reproduced or transmitted in any form or by
any means without prior written consent of SANGFOR Technologies Inc.
SANGFOR is the trademark of SANGFOR Technologies Inc. All other trademarks
and trade names mentioned in this document are the property of their
respective holders.

Every effort has been made in the preparation of this document to ensure
accuracy of the contents, but all statements, information, and
recommendations in this document do not constitute a warranty of any kind,

express or implied.The information in this document is subject to change

without notice. To obtain the latest version, contact the international service

center of SANGFOR Technologies Inc




