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Chapter 1 Background

The IAM is deployed in the network in the active-standby mode. When the primary-standby cannot be
established, the configuration cannot be synchronized, and the abnormal switching occurs, you can
follow this document.

Chapter 2 Common troubleshooting
method

1 Master-standby mode cannot be established

e  Check whether the HA port is on the same network segment and can communicate normally.

¥ Enable High Availability @

Basics
=f Role of the This Unit: Active
Heartbeat Status: Mormal Peer Status: MNormal
ARP probe Mormal ICMP probe Normal
Status of Pimary Link: Normal Status of Secondary Mot configured yet
Link Status: Mermal
Device Mame: Active
Latest Switchover: 2019-04-22 10:00: 24 IEwit:h To Standby Switching History
Latest Sync: 2015-04-22 10:50:47 | Sync Now |
Status: 12.12.12.13[Standby] (Communication is OK)

e  Troubleshooting the HA port address to check if it is blocked by the policy.
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Filter

~IP Address (Packet Drop)

Specified IP: (5)
12.12,12.13

Protocol
Improve logs readability

-|¥| Enable Pass-Through

1P Address: (i)
12.12.12.12

e  Capture packets on the HA interface to check whether the negotiation packets established by the
dual-machine are sent out. (The negotiation package and synchronization configuration for
establishing dual-machine are both TCP protocol, and the heartbeat packet is UDP protocol). Check
if there are a large number of retransmission packets and RST packets, and whether the delay of the
data packets is large.

Mode
I Basics || Detection || Actian ” Advanced | EELIRGE

= Mode: Active-standby(higher priority)
Primary Link: sth1:12.12.12.12 Remote IP: 12.12,12.13
Secondary Link: MNone Remote IP: Mone
Shared Secret: 123456
Tracked Interface Group: ethD;eth2
Alarm Options: Mone
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Options

-~ Basics

Max Packets: | 10000

— Advanced Mode (TCPDUMP)

Interface: |ath1
1P Address: |

Part: |

Expression:  host 12.12.12.13

g- e‘ Statistics  Telephony  Wireless Tools Help.

Bl Edt View Go

AR LiERB Res=F sEEQaQR

(WTaspy a display fiter ._<ctri-/> 23 -] Expression..

No. Time Source Destination Protocol Length Info -
13 1.063354 12.12.12.13 12.12.12.12 UDP 82 55100 » 55101 Len=40 G
14 1.065684 12.12.12.12 12.12.12.13 upP 82 55180 -+ 55101 Len=40@
15 1.564263 12.12.12.13 12.12.12.12 uoP 82 55100 » 55101 Len=40
16 1.565637 12.12.12.12 12.12.12.13 uoP 82 55100 - 55101 Len=40
17 1.673127 12.12.12.13 12,12.12.12 TCP 70 33334 » 54320 [PSH, MK] Seq=1 Ack=1 Win=15@ Len=4 TSval=4..
18 1.673134 12.12.12.12 12.12.12.13 TCP 66 54320 - 33334 [ACK] Seq=1 Ack=5 Win=8 Len=0 TSval=58726537..
19 1.673393 12.12.12.13 12.12.12.12 TCP 98 33334 » 54320 [PSH, MK] Seq=5 Ack=1 Win=15@ Len=32 TSval=..
20 1.673395 12.12.12.12 12.12.12.13 TCP 66 54320 » 33334 [ACK] Seq=1 Ack=37 Win=8 Len=@ TSval=5872653..
21 1.683907 12,12.12.12 12.12.12.13 TCP 70 54320 » 33334 [PSH, ACK] Seqel Acke37 Winw8 Len=4 TSval=58..
22 1.685159 12.12.12.13 12.12.12.12 TCP 66 33334 » 54320 [ACK] Seq=37 Ack=5 Win=15@ Len=@ TSval=41362..
23 1.685162 12.12.12.12 12.12.12.13 TCP 98 54320 » 33334 [PSH, ACK] Seq=5 Ack=37 Win=8 Len=32 TSval=5..
24 1.685250 12.12.12.13 12.12.12.12 TCP 66 33334 » 54320 [ACK] Seq=37 Ack=37 Win=15@ Len=0 TSval=4136..
25 1.695369 12.12.12.13 12.12.12.12 TCP 7@ 33334 » 54320 [PSH, ACK] Seq=37 Ack=37 Win=15@ Len=4 TSval..
26 1.734603 12.12.12.12 12.12.12.13 TCP 66 54320 - 33334 [ACK] Seq=37 Ack=41 Win=8 Len=0@ TSval=587265..
27 1.735710 12.12.12.13 12.12.12.12 Tce 182 33334 » 54320 [PSH, N:K] Seq=41 Ack=37 Win=150 Len=116 TSv..
28 1.735714 12,12.12.12 12,12.12.13 TCP 66 54320 » 33334 [A{.K] Seq=37 Ack=157 Win=8 Len=0 TSval=58726..
29 1.738817 12,12,12.12 12.12.12.13 TCP 70 5432@ - 33334 [PSH, ACK] Seq=37 Ack=157 Win=8 Len=4 TSval=..
30 1.779242 12.12.12.13 12.12.12.12 TCP 66 33334 > 54320 [ACK] Seq=157 Ack=41 Win=15@ Len=08 TSval=413..
31 1.77925@ 12.12.12.12 12.12.12.13 TCP 286 54320 » 33334 [PSH, M‘.K] Seq=41 Ack=157 Win=8 Len=140 TSva..
32 1.779351 12.12.12.13 12.12.12.12 TCP 66 33334 » 54320 [KK] Seqw157 Ack=181 Win=150 Lens® TSvals4l..
33 1.789020 12.12.12.12 12.12.12.13 TCP 70 54328 - 33334 [PSH, ACK] Seq=181 Ack=157 Win=8 Len=4 TSval..
34 1.789027 12.12.12.13 12.12.12.12 TCP 66 33334 > 54320 [ACK] Seq=157 Ack=185 Win=150 Len=0 TSval=41..
35 1.789029 12.12.12.12 12.12.12.13 TCP 119 54320 -+ 33334 [PSH, ACK] Seq=185 Ack=157 Win=8 Len=53 TSva..
36 1.78903@ 12.12.12.13 12.12.12.12 TCP 66 33334 -+ 54320 [ACK] Seq=157 Ack=238 Win=150 Len=@ TSval=41l..

e  Check the master-standby status and system logs. For example, if the password is incorrect, it will
be prompted directly.
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& Filter Date:| 20190422 v
No.  Module |
1 High Av. Log Severity .com: icmp_seq=5000 time=58.150 ms ma._. *
2 High Av. ¥ Info @] Warning w.baidu.com success.

3 HighAv (@) Error ¥ Debug u.com: ic_mp_seq=6000_ time=>58.051 ms ma..
4  High Av w.baidu.com success.
5  High Av: u.com: icmp_seq=3000 time=57.786 ms ma. .
6  High Av w.baidu.com success.
7  High Av .com: icmp_seqw0 time=58.702 ms magic 5...
8  High Av .baidu.com
E] in:www.baidu.com
10 High Av: :fe:fc:fe:2e:cd:9d
11  High Av 12.12.13 Standby fe:fc:fe:2e:c4:9d
12 High Av: 0 master success,reason:Local unit switched t.
13  High A aster.sh
14 High Av, lave.sh
1S High Av; data:Active switches to active state on 2019..
16 High Av. wve, cur cfg is master or peer error_flag:0x0...
17 High Avj - | tt:te same:2, try switch one...
18 High Av Commit || Cancel | b ted(our addr = 12.12.12.12): 12.12.12.12
2 Active and standby cannot be synchronized
e  First confirm if the configuration supports synchronization.

Change HA Mode *

Device Name: Active

Priority: # High | Low

l | Basics Primary Link: eth1:12.12.12.12 |¥| RemotelP:  [12.12.12.13
* Detection Secondary Link: l - Remote IP: |
W Shared Secret: I-uu- I_.}

¥ Advanced

Tracked Interface Group: @
eth0;eth2 b

l""' Add Interface Group |

Alarm Options

[ Back | Next Cance| ]

Capture packets on the HA interface to check whether the negotiation packets established by the
dual-machine are sent out. (The negotiation package and synchronization configuration for
establishing dual-machine are both TCP protocol, and the heartbeat packet is UDP protocol).

Check whether the version number of the IAM is consistent and the network port is consistent.
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F— '
.! SANGFOR ,

711 7129(751 @ Internet Access Management  vIAM-50

Username

Password

€ Version - Google Chrome = O X

@ about:blank
TAMLZ 0. 18. 193 Build20151228

Release Versiom

SF_LFD build: 2016-12-28/15:02:04 update:Fri Dec 25 16:02:04 2015

SF_f=u build: 2016-12-28/15:02:04 update:Fri Dec 25 15:02:04 2015

SF_ume build:2018-12-28/16:02:04 update:Fri Dee 25 15:02:04 2015

SP_hte build: 2018-12-28/15:02:04 update:Fri Dec 28 15:02:04 2018

SF_=es build: 2016-12-28/15:02:04 update:Fri Dec 25 16:02:04 2015

SF_WPC build: 2018-12-28/15:02:04 update:Fri Dec 25 15:02:04 2015

SF_uck? build:2018-12-25/16:02:04 update:Fri Dec 28 15:02:04 2018

SP_rbot build:2018-12-28/15:02:04 update:Fri Dec 28 16:02:04 2018
SF_duke? build:2015-12-25/15:02:04 update:Fri Dec 23 15:02:04 2015
GCS_FRODUCTL. 3.0 bwild:2018-07-07/19:60:17

mdlanf. 2. 0. 4512 Build20181224

update date 20181224

SF_rb_extend build:2018-12-23,/10:10:31 update:Tha Feb 14 04:03:17 CST 2019
SF_aptsn build:2015-12-30/14:20:41 update:Thn Feb 14 04:03:25 CST 2019
SF_Vponppp #C1Z2.0.16 build:2018-01-03/10:13:16 update:Wed Feb 27 05:27:1%9 CST 2019

e  Check whether the HA port is on the same network segment and can communicate normally.

Troubleshooting the HA port address to check if it is blocked by the policy.
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Filter

~ IP Address (Packet Drop)

Specified IP: (i)
12.12.12.13

Protocol
|#| Improve logs readability

¢/ Enable Pass-Th h

IP Address: (i)
12.12.12.13
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