IAM

Active-active mode Troubleshooting Guide
Version 12.0.18




Change Log

Change Description

April 2, 2019 Version 12.0.18 document release.



CONTENT

Chapter 1 Background and related CONCEPLS ........ccvwueuiueiieriniiriniieirieteeece e eies
Chapter 2 The controller device cannot detect the node..........cccooeevienivnienienienercreeees

Chapter 3 Configuration without synchronization in Active-active mode........cccccccocuveuriuercnnce



IAM Troubleshooting Guide

Chapter 1 Background and related concepts

This document addresses the related failures of the active-active deployment mode.
e There are several concepts that need to be explained in advance:
The Active-active mode is not limited to two devices and can be composed of multiple devices.

The Active-active mode does not have the concept of switching. The two devices are working at the
same time. The controller performs configuration and the node cannot modify the configuration.

Chapter 2 The controller device cannot
detect the node

e  Check whether the communication between the controller and the node is normal. You can try to
use ping to test the connectivity.

High Availability

«| Enable High Availability

Basics

= Role of the This Unit: Controller
Device Name; Controller
Latest Sync: 2019-04-22 09:08:31 Sync Now
Status: Synchrenizing data, progress: 100%
Online Devices
(Communication is OK)192.168.19.158[Node]
Settings
Shared Secret: 123456 Settings
Alarm Options: None
p—
e U

Awvailability

e Check if the firmware version is consistent.
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e  Check if the negotiation data is intercepted by the policy or anti-DOS. (Troubleshooting for IP).

Troubleshooting

= Settings | X Close | § Refresh

Status: Pass-through is disabled, logging is

No. ‘ Time ‘ Sr¢ IP-=Dst IP 1P Address (Packet Drop) lication | Rule ‘ Source ‘ Packet Drop ... | Action

Specified 1P: (i)
192,168.19.158

\ Protocol \

|« Improve logs readability

|| Enable Pass-Through

1P Address: (i) No data available
192,168.19.158

Advanced

Enable || Cancel

e  Capture the package to see if the negotiation data is sent or accepted successfully. Check if there

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 2



IAM Troubleshooting Guide

are a large number of retransmission packets and RST packets, and whether the delay of the data

packets is large.

Capture Packets

2 Refresh X Delete | A Options | @ Stop

Status: Stopped

S jopions x| o
Basics
Max 10000] 6]
Packets:
Advanced Mode (TCPDUMP)
Interface: etho,eth2 v
1P Address:
Port:
Expression: | host 182.168.19.158 @®
| Capture || Cancel |
Online
Chat
M 2019-04-22-091304_eth2_tcpdump.pcap -
IEE HEE WENM BREGE BRO SR e BEY BEW IED EEHH
PLEL RE cRec=TeEElaaamn
i ERBETTES - Tl B3 -] st | +
Ho Time Sowrce Destination Protecol  Length Info ~
- 1 0.000000 192.168.19.157 192.168.19.158 TCcP 66 54320 + 56522 [ACK] Seq=1 Ack=1 Win=8 Len=@ TSval=1188137541 TSecr=109953@500
2 9.000493 192.168.19.158 192.168.19.157 TP 98 56522 + 54320 [PSH, ACK] Segq=1 Ack=1 Win=193 Len=32 TSval=109953@541 TSecr=1100137541
3 9.000495 192.168.19.157 192.168.19.158 TCP 66 54320 » 56522 [ACK] Seq=1 Ack=33 Win=8 Len=B TSval=1180137541 TSecr=18995308541
4 0.001176 192.168.19.157 192.168.19.158 TCP 76 54328 -+ 56522 [PSH, ACK] Seq=1 Ack=33 Win=8 Len=4 TSval=1108137542 TSecr=1099530541
5 8.801385 192.168.19.158 192.168.19.157 TCP 66 56522 -+ 54320 [ACK] Seq=33 Ack=5 Win=193 Len=0 TSval=1099538541 TSecr=1188137542
6 0.001306 192.168.19.157 192.168.19.158 TCP 98 54328 -+ 56522 [PSH, ACK] Seq=5 Ack=33 Win=8 Len=32 TSval=1188137542 TSecr=1099530541
7 8.801438 192.168.19.158 192.168.19.157 TCP 66 56522 -+ 54320 [ACK] Seq=33 Ack=37 Win=193 Len=0 TSval=1899538542 TSecr=1188137542
8 0.004124 192.168.19.158 192.168.19.157 TCP 76 56522 -+ 54320 [PSH, ACK] Seq=33 Ack=37 Win=193 Len=4 TSval=1899530544 TSecr=11001375..
9 0.834219 192.168.19.157 192.168.19.158 TCcP 70 54320 - 56522 [PSH, ACK] Seq=37 Ack=37 Win=8 Len=4 TSval=1108137575 TSecr=189953@544
10 ©.635486 192.168.19.158 192.168.19.157 TCP 182 56522 -+ 54320 [PSH, ACK] Seq=37 Ack=41 Win=193 Len=116 TSval=1899530576 TSecr=116013..
11 ©.0835489 192.168.19.157 192.168.19.158 TCcP 98 54320 - 56522 [PSH, ACK] Seq=41 Ack=153 Win=8 Len=32 TSval=118@137576 TSecr=10995385..
12 ©.638589 192.168.19.158 192.168.19.157 TCP 70 56522 + 54320 [PSH, ACK] Seq=153 Ack=73 Win=193 Len=4 TSval=1899530577 TSecr=1100137.. v
Chapter 3 Configurati ithout
[ ] L ] L ] L] L]
S y nchronization in Active-active mode
Web access connection monitoring, Internet Activities, Locked Users, DHCP running status, Security
Events
Protocol Extension, Optical Bypass
Report Center
Firewall: Firewall Rules, NAT
Network configuration: Deployment, Interfaces, Routing, policy routing, DHCP, HA
Licensing
Advanced options: centralized management, Device name, Server Certificate, SNMP, Other options.
VPN configuration

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com




& SANGFOR

Copyright © SANGFOR Technologies Inc. All rights reserved.

No part of this document may be reproduced or transmitted in any form or by
any means without prior written consent of SANGFOR Technologies Inc.
SANGFOR is the trademark of SANGFOR Technologies Inc. All other trademarks
and trade names mentioned in this document are the property of their
respective holders.

Every effort has been made in the preparation of this document to ensure
accuracy of the contents, but all statements, information, and
recommendations in this document do not constitute a warranty of any kind,

express or implied.The information in this document is subject to change

without notice. To obtain the latest version, contact the international service

center of SANGFOR Technologies Inc




