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Chapter 1 Basic Check 

1 Definition 
• Confirm that the device's Listened and Excluded IP Addresses and Listened Servers are configured 

correctly. 

• In bypass mode, any address will match one of the three regions of Listened and Excluded IP 
Addresses (LI), Listened Servers (LIS), and Listened and Excluded IP Addresses and Listed Servers 
(Others). 

The communication between (LI) and (LIS) is LAN->WAN 

The communication between (LI) and (Others) is LAN->WAN 

Communication between (LIS) and (Others) is LAN->WAN 

Among them (LI) and (LIS) may overlap. If the source IP is both (LI), no match (LIS) is LAN->LAN. 

If the source IP is (LIS), there is no match (LI) that is also LAN->LAN. 

The device only recognizes and audits the LAN->WAN data. So Listened and Excluded IP Addresses 
cannot be configured for all network segments. 

2 Configuration check 
• 11.0 and newer versions require a mirror port to be specified in the Network Configuration Wizard. 

• Whether to add a network segment or IP to Global Exclusion. 

• Confirm that Databasee is updated to the latest, whether Custom Application or URL Database is 
configured. 

3 Check line connection 
Confirm that the wiring is correct, and whether the switch mirrors the traffic to the IAM. 

Chapter 2 Advanced troubleshooting 

1 Check if data is mirrored to IAM in both directions 
• Analyze whether the source IP address of the data packet conforms to the LAN->WAN direction. If 

the packet is configured to match the LAN->LAN or WAN->WAN direction, the device will not 
process the data.  

• Grab a certain amount of data packets in the mirror port, save it as a file and download it using 
wireshark. If the data is unidirectionally mirrored to IAM, use the [Statistics]-[Conversation] 
function to see the result of the following figure. 
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As can be seen from the above figure, the data packets are all in the A->B direction, and there is no data 
packet in the B->A direction. 

   In this case, you need to confirm whether the switch is mirrored separately. For example, the upstream 
mirror is connected to the eth0 port and the downstream mirror is connected to the eth2 port. If yes, you 
need to capture data analysis and confirmation of multiple network ports at the same time. The cleavage 
is not, contact the customer to check the mirror configuration of the switch. 

2 Check if there is a multi-layer protocol 
Capture a certain amount of data packets in the mirror port, save them as files and download them, and 
use wireshark to analyze them. See if the packet has a protocol encapsulation. 

 
For example, the packet shown in the above figure, it can be clearly seen that there is a protocol 
encapsulation. The upper layer IP is 172.31.19.220->221.176.215.21, and the lower layer IP is 
10.59.134.232->11.62.242.42. The protocol encapsulation is lwapp. 

In this case, you need to enable [protocol stripping] on the [System]-[Network]-[Protocol 
Extension] page of IAM. 
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