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Chapter 1 Background

Many websites are encrypted during the online process, such as webmail or web BBS; many email clients
also support encrypted transmission. The IAM device enables auditing and filtering of encrypted content
by enabling the ssl content identification function.

Chapter 2 Common troubleshooting
methods for SSL content identification

1 Check if the device can access the Internet

In the routing mode, SSL content identification is implemented by the device program proxy, so it is
necessary to ensure that the device itself can be authenticated by SSL content recognition.

2 Check if the SSL proxy is successful

Confirm that there is no SSL proxy success, you can compare the certificate issuer name after the PC
accesses the corresponding website.

Before successful agent:
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General | Details | Certification Path

This certificate is intended for the following purpose(s):
# Ensures the identity of a remote computer
«2,23.140,1.2.2

Issued to:  *.google.com

Issued by: Google Internet Authority G3

Valid from 3/1/2019 to 5/24/2019

| Issuer Statement |

[ o ]

After successful agent:
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General | Details | Certification Path

% Certificate Information

This certificate is intended for the following purpose(s):

# All application policies

Issued to:  *.google.com

Issued by: VeriSign Class 1 Extended Validation CA

Valid from 3/1/2019 to 5/24/2019

| Issuer Statement |

[ o ]

Chapter 3 Advanced troubleshooting

1 Confirm whether the Multi-Function License has
Private Content Audit

=
EEE

Lic
St Audit)

- 3. 55L Content Ident
Edl

Multi-Function License
Licensed Modules:

1. VPN Setup
2.

I Licensed Modules:
4 1. VPN Setup
2 Apnplication Audit

2.1 Content Audit{Private Content

4. Proxy

2 Check if the root certificate is imported to the
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appropriate path

Check if the certificate is imported to a trusted root certification authority.

Intended purpose: zall= W |

| Intermediate Certification Authaorities | Trusted Root Certification Authorities | Trusted Pub‘ < I ¥

Issued To Issued By Ex ~
@Smrﬁeld Class 2 Certification Autharity Starfield Class 2 Certi... &/
[l starfield Root Certificate Authority - G2 Starfield Root Certific...
[l Thawte Premium Server CA Thawte Premiurm Serv. ..
@ﬂﬂawte Primary Root CA thawte Primary Foot CA
@ Thawte Timestamping CA Thawte Timestamping. ..
5 lUTN-USERFirst-Obiect UTN-USERFirst-Object
@Ueriﬂign Class 1 Extended Validation CA VeriSign Class 1 Exten...
-@Uerimass 3 Public Primary Certification Authority... VeriSign Class 3 Public. ..

—1 L L PR

< | i |

| Impart. .. || Export... || Remaove Adw

Certificate intended purposes

Server Authentication, Client Authentication, Secure Email, Code Signing, Time
Stamping

>
View

3 Check if the IP address or domain name is added to

Global Exclusion
If the address is added to Global Exclusion, by default, the address or domain name will not be identified
by SSL content.
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clobal Excusion |

| Predefined Excluded Address ” Custom Excluded Address |

*+ Add | + Enable ¢ Disable | X Delete Search: | Search term g

Address Description Status Delete
mail.gqg.com vy » -

grnail.com
emailgoogle.com
googleemail.com
mail.google.com
WWWw.gmail.com
groups.google.com
sites.google.com
dream4ever.org

Wx.qg.com

] 7 7 9 P
AN NI N N N N N NN
X X X X X X X X X X

Wx2.0q9.com

Commit |

4 Check the network topology

If the device is deployed in the bridge mode between the proxy server and the PC, the SSL content
recognition function does not take effect.

5 Reject HSTS Network Protocol

Some websites use the HSTS protocol, which causes SSL content identification to not take effect, so the
HSTS protocol needs to be disabled.
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Access Control [Block Zalo]

Enabled

MName: | Block Zalo

Description: |

Options || Object ” Advanced

=243 Application

[l Application
[_] Service

[l Proxy

[ Search Keyword
- [JFile Type

=439 S5L Contents
Contents
I Email

[IEmail

243 QQ Whitelist

- [1QQ Whitelist

(® Specified

Identify contents of SaaS application or website (on port 443 only)

Identify Web encrypted contents (on port 443 only)
One entry per row. Wildcard character is not supported. HTTPS Website Example

=

www.gmail.com
groups.google.caom
sites.google.com
dream4ever.org
WX.qJ.com
wx2.00.com
ftn.gg.com
exmail.gg.com

-

[ Reject data transmitted over QUIC protocol (1)

I Filter encrypted il:

At the same time, you can manually define HSTS network services and disable them.
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Service Name:

|HSTS

Services: (i)

| cp | upp || 1cmp || others |

443
80
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