IAM

Network Audit Troubleshooting Guide
Version 12.0.18




Change Log

Change Description

April 2, 2019 Version 12.0.18 document release.



CONTENT

Chapter 1 BaCKGIOUNA .......coceuvieiiieiiciicircnee ettt
Chapter 2 Unable to audit network behavior ...
1 Check the multi-function serial NUMDET fIrSt .......ccviuiiuririeieinirrrecee e
2 Troubleshoot if the recognition behavior is INCOITECE.........oeeireurierierieicrerereee e
3 CRECK DALADASE «.....cvuuvrireeriiriciiiciei ittt ettt bt
4 CheCK QUAIE POLICY w.eueurereeieeieeieicerets sttt st s s sttt seeseesesanen
Chapter 3 Unable to audit netwWork CONteNt .........coceuveuriciriciricricrcrcreeee e
1 Check the multi-function serial NUMDET fIrSt .......cccoiuieeierieiiirirrrecrcre e
2 Check AUAIE POLICY ...t
3 Check if the mailbox USES SSL PrOTOCOL «......cuieieiericieireer ettt saeen
4 QUETY TNATL oottt ettt a e s s et sanen
CRAPLET 4 OLRETS ...t bbbt

1 Check global exclusion related addresses............occiiiiiiincieiniceee e seeseseaees
1.1 Check if there is an IP address or network segment that excludes the internal network ..........ccecoveueeuncen.
1.2 Check if the domain name or address of the public network is excluded........cocoevviereireiniineieceneineecrereeeen,

2 Check if the user matches the audit POLICY ......c.ccoouuiiiiciiiiiccrce e
3 Check if you have made a custom app or custom URL.........cooeuveureerererineeneeneeneeieiseiseeseeeeseessessessessesssaees

4 Capture packets in the background to confirm whether the traffic passes through the device in
DO QITECLIONS .ottt sttt s et s et s s s e st esnsses

5 Check if the packet has multi-layer protocol encapsulation.............ccccccuniniincicininincicineneseeneeenne
6 Check if the packet is fragmeEnted ........coooeuierierieririeeee ettt saen



IAM Troubleshooting Guide

Chapter 1 Background

This document is used to troubleshoot auditing without network behavior or content.

Chapter 2 Unable to audit network behavior

1 Check the multi-function serial number first
First check if the Multi-Function License has Activity Audit.

Authorization

Authonzation Methed: Autherization via Licensing Server

Authonized Uger: test
Softwars License Expirstion Dake: 2019-12-1%
Servics License Expiration Date: Z019-12-19

=

Device License

1. Max WAN Line=s: 1

2. Max Branch Sites: 0

3. Max Bandwidth: 50 Mbos

Multi-Function License
Lecensed Madules:

1. VPN Selup

2. ety Budik

Gateway IC 3. Content Audit

Status: Valid S T T oE
Reset Terms of Use snd Frvacy Bohoy Options - — e il
[0] 2. Activity Sudit

— )

- LONEEN T
4. Privabe Content Audit
. 5. 55L Content Tdent
Engine-Z . Proxy
Licensed Modules:

1. Sangfor Engineg Zero

Heural-X License
Licensed Modules:

1. AFT Detection

2. Maliciows URL Detection
Status: Valid

Expiry Date: 2019-12-1%

Satus: Valid
Expiry Date: 2019-12-19

2 Troubleshoot if the recognition behavior is incorrect

In Internet Activities page checks the specific online behavior and whether there is a behavior
recognition error.

Internet Activities

%5 Auto Refresh: 5 second(s) = | 1, Filter
Filter: Group (/)  Objects: Search term Email IM chats Forum & Microblogging Outgoing File Website Browsing  Action: Reject Log Alert
Mo, Time Oc.. Username Group 1P Address App Category Applicati... Action Details
1 49.5min. 192.168.19.4 fdefault 152.168.19.4 Visit Web Site IT Indus... Log URL: 202.96.137.75 -
2 50 minut.. 1%2.168.19.4 /default 192,158.19.4 Visit Web Site IT Indus... Log URL: 202.96.137.75
a3 S0 minut... 192.168.19.4 fdefault 192.158.19.4 Visit Web Site IT Indus... Log URL: 202.96.137.75
4 50 minut.. 192.168.19.4 fdefault 192.168.19.4 WVisit Web Site IT Indus... Log URL: 202.96.137.75
5 50 minut_. 1%2.168.19.4 Jdefault 152.158.19.4 Visit Web Site IT Indus... Log URL: 202.96.137.75
& 50 minut.. 192.168.19.4 /default 192.1668.19.4 Visit Web Site IT Indus... Log URL: www.sinfors.com.cn

3 Check Database

Check if the Database is updated to the latest,If not the latest, please update to the latest.
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+ Enable @ Disable | "\ Update Server | %% Refresh

[l Meo. Datasbase Current Version Latest Version Update Service Expire.. Auto Up.. Operation
[l 1 Engine Zero 20158-11-05 2018-11-05 2020-01-25 v }5 3}
[l 2 URLDatabase Ile':'l-DS-IJS 09:00:00  2019-03-05 I 2020-01-24 s Q Fo
[l 3 System patch SP_LFD SP_fsu SP_u..  SP_Vpnppp AC12.0.16 MNever expire o TQ Fe
[l 4 Application Signature Datab... | 2015-03-05 12:34:56 2019-03-05 2020-01-24 W Tﬁ ﬁ-
D 5 Audit Rule Database 2019-02-28 2019-02-26 2020-01-24 w :g ﬂ-

4 Check audit policy

Check if there is an audit policy, and whether Schedule and Object are configured correctly.

Audit Policy

|

# Enabled

Name:  aydit 6]

Description:

Options Iobje:t I Advanced |

Audit Policy || Application

# Application =+ Add X Delete | | g Audit |@ Disabled | 4 Move Up ¥ Move Down
#| Flow/Online Duration
# \Webpage Content

[} No. Item Schedule Action Delete
] 1 wWeb-based BBS posting All Day '_'G'Audit *
Web Mail contents
Web-based attachment upload (including WebMail)
Microblegging contents
Qutgoing email(SMTP)

Commit

Chapter 3 Unable to audit network content

1 Check the multi-function serial number first
First check if the Multi-Function License has Content Audit.
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Authorization

Authosization Methed: Autherization via Licensing Senver
Authonzed User: test

Saftwars Licenss Expiration Dabe: 2019-12-1%

Service License Expiration Daze: 20159-12-15

=

Device License

1., Max WAN Lines: 1

2. Max Branch Sites: 0

3. Max Bandwadth: S50 Mbps
Gateway ID: DAABAGAS
Status: WValid

Reset [Terms of Uze and Prvacy Policy Opbans

Meural-X License
Licensed Modules:

L. &FT Detection

2. Malicious URL Detection
Status: \alid

Fymiry Nate:s JA1G0 716

2 Check Audit Policy

Check whether the audit policy has checked the mail content audit, and the web mail can only audit the

EeS

Multi-Function License
Lreensed Modules:
1. VPN Setup

tm Syl
3= Conbent Audil

Status: Valid

Engine-Zero License
Licensed Modules:

1. Sangfor Engine Zero
Status: Valid

Ewpiry Dake: 2019-12-19

sent mail.
N HTTP Data
Outgoing
Enabled
- Website
Name: | audit b Browsing
Description: /Download
Options » Email
» IM
+
# Flow/Qnline Duration E » FTP
- ] "l'!b'pﬂ Conte | et}
2 9= gt » Telnet
» Application

HTTP Data Oukgoing
|#| Web-based BBS posting
[#/ Web Mail contents
|#] Web-based attachment upload (including WebMail)
|#] Web-based text upload @
[+ Microblogging contents

| Include microblog attachment(such as image, video and music)

Website Browsing /Download @

|| visited URL
. A

Select
|l File name of downloaded file
Email

¥ Outgaing email(sMTP) @
|| Incoming email(POP3/IMAR) @

I

(¥ IM Chats @
1M Software: MSN, Yahoo, Google-talk, Fetion, ..,

¥ Other IM chats &

FTP

0K - Cancel

3 Check if the mailbox uses SSL protocol
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If the mailbox is transmitted using the SSL protocol, SSL content recognition is required.

# Enabled

Name: | AllowMail

Description:

Options | Object ” Advanced

Access Control

=3 Application

Contents

# Application

_| File Type
=13 55L Contents
¥ Contents

Mote: It filters SSL contents by SSL webmail, web-bbs, pop3, imap and smtp (online banking and payment excluded), &

- Ll i - -
Service |#| Identify contents of encrypted Web application
| Proxy Al ®
Search Keyword
4 ® Specified

Identify contents of SaaS application or website (on port 443 enly)

23 Email i Identify Web encrypted contents {on port 443 only)

_| Email One entry per row. Wildcard character is not supported. HTTPS Website Example
=13 QQ Whitelist mail.qg.com "

_ 1 QQ whitelist gmail.com

emailgoogle.com
googleemail.com
mail.google.com
waw.gmail, com
groups.google.com
sites,google.com
dream<ever.org

Commit | |

Cancel |

4 Query mail

If you can't find the email content in "Email Incoming/Outgoing”, then in "Posting/Microblogging" Look
for "Other postings".

Posting/Microblogging

Logs = Posting/Microblogging

Period

Period: 2019-03-12 00:00:00 to 2019-03-12 23:5%:59 15

Filter

User/Group: All i
Method: # Posting # Microblogging (# Other postings

Search Term:

Go More Options

Chapter 4 others

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com



IAM Troubleshooting Guide

1 Check global exclusion related addresses

1.1 Check if there is an IP address or network segment that
excludes the internal network

 Global Exclusicn
| Bredefined Excluded Address || Custom Excluded Address |
Central Management = This page is editable
+ Add +" Enable ':_}/ Chzable X Deinte Search:| Search term [t i
[[] Address Description Status Delete
[ 1s2.1848.1.1 Pater v x
[l 192.183.100.0/255.255.255.0 office o *
Comamit:

1.2 Check if the domain name or address of the public network
is excluded

Global Exclusion
Predefined Excluded Address " Custom Excluded Address |
Central Management | This page is editable
& Add | +* Enable ':a" Disable X Oelaks Search:| Search term L
[[] Address Description Status Delete
[ amail.com il - b 4
Commit

2 Check if the user matches the audit policy
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View Casuwal User

Username!  |192,168.19.4 |

Alias: | |

Graup: | /default =
Policies |

[ view Resultant Set

[ Wo. | Hame Agpliable Users | Applicabl. Endgoint .|

= Access Controd (5)

Block Faceboo.. Al uzers

TestBlackPron,, AN users

FUBG M users

Allowhail 192.168.0.0
!!Iodw.ll AN users

Audst Policy (1]
1 Auditall

ode R
EEEEE
ErEEE

3 Check if you have made a custom app or custom URL
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Central Management | Unable to edit settings pushed down from central managemer

Add Custom Application 4

[aLL
App Category:  Custom_| ALL

Apolication: Custom_| ALL

— Packet Feature 5

Direetion: Date packets must be transmitted between
specified network interfaces.

(8 LAhc->WAN
) LAN->WAN
L VEAN->LAN

Protocal Ma.r

Dst Part: Al
) Specfied (1

Al

L&) spuﬁm'ﬁ}
192,168.0.1
H01::1
192.168,0.1-192. 168 0,100
H0071:11-2 000 :6FF

e —

- E -

mt  Unable to edit settings pushed down from central management cong

Add URL Category
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4 Capture packets in the background to confirm
whether the traffic passes through the device in both
directions

If the packet is not in a two-way pass, it cannot be audited.

[W[tep. strean eq 25 BE -)
. Time Source Destination Protocol Length Info
3912 6.858747 172.16.248.97 183.3.226.35 TCP 66 53393 + 80 [SYN] Seq=0 Win=1752@ Len=0 MSS5=1460 WS=256 SACK_PERM=1
3944 6.184848 183.3.226.35 172.16.248.97 TCP 66 80 » 53393 [SYN, ACK] Seq=8 Ack=1 Win=14480 Len=8 M55=1296 SACK_PERM=1 WS=128
3946 6.104540 172.16.248.97 183.3.226.35 TCP 54 53393 + 80 [ACK] Seq=1 Ack=1 Win=17488 Len=@
3947 6.104840 172.16.248.97 183.3.226.35 HTTP 632 GET / HTTP/1.1
3994 6.117526 183.3.226.35 172.16.248.97 TCP 6@ 88 + 53393 [ACK] Seq=1 Ack=579 Win=15616 Len=@
~ 3995 6.117528 183.3.226.35 172.16.248.97 HTTP 425 HTTP/1.1 382 Moved Temporarily (text/html)
4021 6.160084 172.16.248.97 183.3.226.35 TCP 54 53393 + 80 [ACK] Seq=579 Ack=372 Win=16896 Len=0

5 Check
encapsulation

If there is a multi-layer protocol package, please open the Protocol Extension.

Ne. Time

. 20...
. 20..
. 20..
. 20..
. 20...

00| O O

Source

1e0.
112.
100.
100.
112.

88
29
88
88
29

if the packet has multi-layer protocol

.181.20
.150.14
.181.20
.181.20
.150.14

Destination

9 112.
1ee.
9 112.
9 112.
1e0.

Protocel Lengt Info

29.150.14 TCP 82 26427 -» 8@ [SYN] Seg=10@8759
88.181.209 TCP 8280 - 26427 [SYN, ACK] Seq=25
29.150.14 TCP 7026427 - 80 [ACK] Seq=1008759
29.150.14 HTTP 730 GET / HTTP/1.1

88.

181.209 TCP 7080 - 26427 [ACK] Seq=2550841.

» Frame 9506: 730 bytes on wire (5840 bits), 73@ bytes captured (5840 bits)

» Ethernet II, Src: TendaTec_44:2a:68 (c8:3a:35:44:2a:68), Dst: IETF-VRRP-VRID

» 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 3201

» 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 2077

» PPP-over-Ethernet Session

» Point-to-Point Protocol

» Internet Protocol Version 4, Src: 100.88.181.209, Dst: 112.29.150.14

» Transmission Control Protocol, Src Port: 26427, Dst Port: 80, Seq: 100875927

‘Hypertext Transfer Protocol
© GET / HTTP/1.1\r\n

Host: www.163.com\r\n

6 Check if the packet is fragmented

If there are packet fragments, please check the network environment.
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ip. addr =192, 168.0. 120

[X] -] #kte

Time Source Destination Frotossl Length Info
14 2.3@9047 192.168.0.120 192.168.0.104 IPvd 1514 Fragmented IP protocol (proto=ICMP 1, off=@8, ID=d5@a) [Reassembled in #16]
15 2.3@9870 192.168.8.12¢ 192.168.8.1084 IPva 1514 Fragmented IP protocol (proto=ICMP 1, off=148@8, ID=d5@a) [Reassembled in #16]
16 2.309086 192.168.0.120 192.168.0.104 ICHP 88 Echo (ping) reply  id=x@eel, seq=34/8704, ttl=64
24 3.311319 192.168.8.12¢ 192.168.8.184 IPva 1514 Fragmented IP protocol (proto=ICMP 1, off=8, ID=d778)
25 3.311367 192.168.0.120 192.168.08.104 IPv4 1514 Fragmented IP protocol (proto=ICMP 1, off=1488, ID=d77@) [Reassembled in #26]
26 3.311392 192.168.0.120 192.168.0.104 P 88 Echo (ping) reply  id=0x@001, seq=35/8960, ttl-64
27 4.313811 192.168.8.12¢ 192.168.8.184 IPva 1514 Fragmented IP protocol (proto=ICMP 1, of , ID=d78) [Reassembled in #29]
28 4.313840 192.168.0.120 192.168.08.104 IPv4 1514 Fragmented IP protocol (proto=ICMP 1, off=1488, ID=d7f8) [Reassembled in #29]
29 4.313854 192.168.0.120 192.168.6.104 ICHP 88 Echo (ping) reply  id=0x0001, seq=36/9216, ttl=64
. 3@ 5.316895 192.168.0.120 192.168.8.1684 IPv4 1514 Fragmented IP protocol (proto=ICMP 1, off=8, ID=da@5) [ led in #32]
Source: 192.168.8.120
Destination: 192.168.0.104

[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]

v [3 IPva Fragments (3813 bytes): #30(1480), #31(1480), #32(53)]
[Erame: 3@, payload: 8-1479 (1488 bytes)] BH4TZ 1 47041480+53=3003
31 » 1480
32, payload: 2968-3012 (53 bytes)] —;
[Fragment count: 3]
[Reassembled IPv4 length: 3013]
0570 77 61 62 63 64 65 66 67 68 69 6a 6b 6C 6d be 6f  wabcdefg hijklmno
0080 78 71 72 73 74 75 76 77 61 62 63 64 65 66 67 68  parstuww abcdefgh
8090 69 6a 6b 6c b6d 6e 6f 70 71 72 73 74 75 76 77 61  ijklmnop grstuvua
Bbab 62 63 64 65 66 67 68 69 6a 6b 6 6d 6e 6f 70 71  bcdefghi jklmnopg

Frame (88 bytes)  Reassenbled IPvd (3013 bytes)

(O ¥ IPv4 Fragent (ip fragment), B3 ZH

| 448 500 - BEE 12 (0,20 || BB Defanlt
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