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Chapter 1 Background 
This document is used to troubleshoot auditing without network behavior or content.  

Chapter 2 Unable to audit network behavior 

1 Check the multi-function serial number first 
First check if the Multi-Function License has Activity Audit.  

 

2 Troubleshoot if the recognition behavior is incorrect 
In Internet Activities page checks the specific online behavior and whether there is a behavior 
recognition error.   

 

3 Check Database 
Check if the Database is updated to the latest,If not the latest, please update to the latest.  

W.: www.sangfor.com   |   W.: community.sangfor.com   |   E.: tech.support@sangfor.com 1 



IAM Troubleshooting  Guide 

 

4 Check audit policy 
Check if there is an audit policy, and whether Schedule and Object are configured correctly.  

 

Chapter 3 Unable to audit network content 

1 Check the multi-function serial number first 
First check if the Multi-Function License has Content Audit. 
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2 Check Audit Policy 
Check whether the audit policy has checked the mail content audit, and the web mail can only audit the 
sent mail. 

 

3 Check if the mailbox uses SSL protocol 
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If the mailbox is transmitted using the SSL protocol, SSL content recognition is required.  

 

4 Query mail 
If you can't find the email content in "Email Incoming/Outgoing", then in "Posting/Microblogging" Look 
for "Other postings".   

 

Chapter 4 others 
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1 Check global exclusion related addresses 
1.1 Check if there is an IP address or network segment that 
excludes the internal network 

 

1.2 Check if the domain name or address of the public network 
is excluded 

 

2 Check if the user matches the audit policy 
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3 Check if you have made a custom app or custom URL  
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4 Capture packets in the background to confirm 
whether the traffic passes through the device in both 
directions 
If the packet is not in a two-way pass, it cannot be audited.  

 

5 Check if the packet has multi-layer protocol 
encapsulation 
If there is a multi-layer protocol package, please open the Protocol Extension.  

 

6 Check if the packet is fragmented 
If there are packet fragments, please check the network environment.  
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