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Chapter 1 Common troubleshooting

1 Check if the configuration is correct
e Check if Bandwidth Management System is turned on.

Bandwidth Management

[[] Enable Bandwidth Management System I % Advanced

Line Bandwidth Edit Line Bandwidth
Linel: Outbound[ 512(Mbps) ] Inbound[ 512(Mbps) ]

Bandwidth Channel ” Exclusion Rules

+ Add - Edit X Delete | v Enable @ Disable | 4 Move Up ¥ Move Down T8 Move To View: ~|| & [E
[] Name Object Application Destination Sched.. Target.. Min Bandwidth Max Bandwidth Max Bandwidth Pe... Prior.. Status Deta.
F Guarantee f . All users DMS,Game, 5. All All Day Linel +102(Mbps) |102{Mb... 1512(Mbps) |512(Mb... tNo limit |No limit High vy View
[ Guarantee f... All users Visit Web Sit... Al All Day Linel +307(Mbps) |307(Mb... 1512(Mbps) |512(Mb... +No limit |No limit Medi... vy View
] Restrict enli... All users P2P Stream ... All All Day Linel TNone |None 151.2(Mbps} |102(Mb... 71.02(Mbps) |8.1... Low g View
4] Restrict P2P_.  All users P2PP2P Stre..  All All Day Linel TNone |None 151.2{Mbps} ,102(Mb... 71.02(Mbps) |4.1. Low v View
Fl Default Cha..  All users All applications  All All Day  All lines tNone |None t512(Mbps) |512(Mb... tNo limit |No limit Low View

e  Check if the database is updated to the latest.

Auto Update

+ Enable @ Disable | % Update Server | £ Refresh

[] No. Database Current Version Latest Version Update Service Expires On Auto Update Operation
[J 1 Engine Zero 2019-03-26 2019-03-26 2019-12-19 v {__g 2
[ 2 URLDatabase 019-03-25 09:00:00 2019-04-02 2019-12-19 + {fs D
[] 3 System patch SP_LFD SP_fsu SP_ume SP_ht_. SP_Vpnppp_AC12.0.16 Never expire v 5‘_@ 2
[ 4 Application Signature Database 2019-03-25 12:34:56 2019-04-02 2019-12-19 v =9
[] 5 Audit Rule Database 2019-03-21 2019-04-03 2019-12-19 v {__g D

Check whether the IP or peer address is added to Global Exclusion. If the address is added to Global
Exclusion, it will not enter the Bandwidth Channel.

—_
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clobal Excusion |

| Predefined Excluded Address ” Custom Excluded Address |

4+ Add | + Enable @ Disable | X Delete Search: | Search term =
[] Address Description Staftus Delete
[] 192.168.1.0/255.255.255.0 vy b4

Commit

At the same time, when it is found that bandwidth limitations cannot be imposed on applications such as
operating system updates or anti-virus software, please check if the address in Predefined Excluded
Address is enabled.
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| Global Exclusion

‘ Predefined Excluded Address || Custom Excluded Address |

v Enable Disable Search:| Search term ¥
[] Address Description Status

[l p.360.cn p.350.cn @ -
[] rising.com.cn rising.com.cn @

[l 360safe.com 360safe.com @

[] update.microsoft.com update.microsoft.com &

[] download.windowsupdate.com Websites necessary for HTTPS a... @

[] windowsupdate.microsoft.com windowsupdate.microsoft.com @

[] pcechk.trendmicro.com pccchk.trendmicro.com @

[] activeupdate.trendmicro.com activeupdate.trendmicro.com ]

[] kaspersky-labs.com kaspersky-labs.com @

[] jiangmin.com jiangmin.com @

[] liveupdate.symantecliveupdate.... liveupdate.symantecliveupdate.... 7]

[] db.kingsoft.com db.kingsoft.com @

[ ] upgrades.pandasoftware.com upgrades.pandasoftware.com ] -

Commit

e Check if Troubleshooting is enabled. If Troubleshooting is enabled, traffic will not flow to

Bandwidth Channel.

Troubleshooting

< Settings | X Close | 2 Refresh

Status: Pass-through is disabled,

No. Time Src IP->Dst IP

Protocol Data Flow Size Line

Application Rule

applications will not enter Bandwidth Channel.

Bandwidth Management

Source

Packet Drop ...

Action

Check whether Exclusion Rules is configured. If Exclusion Rules is configured, traffic of related

Enable Bandwidth Management System | 9% Advanced

Line Bandwidth Edit Line Bandwidth
Linel: Qutbound[ 512(Mbps) ] Inbound[ 512(Mbps) ]

Bandwidth Channel || Exclusion Rules

+ Add | X Delete | [E] Exclusion Status

[ No. Name
O 1

EXclusion

Service Type Destination

All All

e  Check if Virtual Line is configured correctly.

Virtual Lines

Delete
x

Virtual Lines ” Virtual Line Rule ‘

=+ add

Line
1| Linel

Qutbound
50.0{Mbps)

Inbound
50.0{Mbps)

Delete
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e  Check if the Limited BM Channel is misconfigured, and the Limited BM Channel is used in
conjunction with the Quota Policy, rather than being used to limit bandwidth alone.

Bandwidth Management

Enable Bandwidth Management System | % Advanced

Line Bandwidth Edit Line Bandwidth
Line1: Outbound[ 512(Mbps) ] Inbound[ 512(Mbps) ]

Bandwidth Channel ” Exclusion Rules |

+ Add - | Edit X Delete | " Enable @ Disable | 4 Move Up ¥ Move Down T3 Move To View: ~| & E
4= Add Parent Channel Application Destination Sched... Target.. Min Bandwidth Max Bandwidth Max Bandwidth Pe... Prior.. Status Deta...
L+ Add Child Channel DNS,Game,S... All All pay Linel 1102(Mbps) |102(Mb.. 1512(Mbps) |512(Mb... tNo limit |No limit High v View
+|@ Visit Web Sit.. Al Mipay Linel  1307(Mbps) |307(Mb.. 1512(Mbps) |512(Mb.. 1Mo limit Nolimit Medi. .  View
Using Template B P2P Stream . All All Day  Linel iMone |None 151.2({Mbps) ,102(Mb... 11.02(Mbps} /8.1 Low + View
O Restrict P2P_  All users P2P,P2P Stre_.  All All Day Linel tNone |None 151.2(Mbps) |102(Mb... 11.02(Mbps) |4.1. Low v View
O Default Cha... All users All applications Al All pay  Alllines  tNone |None 1512(Mbps) |512(Mb... Mo limit |No limit Low View

e  Check whether Destination is specified. The IAM restricts the network speed to limit the traffic
from LAN to WAN. If Destination is specified, it means that the packet will enter the Bandwidth
Channel when the peer address belongs to the Destination area. The same is true for Schedule,
traffic will enter the Bandwidth Channel during the time period defined by the Schedule.

Add Parent Channel »

|« Enabled

Mame: 0]

Channel: /

Options Objects
# Channel Objects
» Objects N .
Application: @ all applications
() Specified
Select

User: (& All users
1 Specified

User: All users
Location: all
Endpoint Device: All

Schedule: | all Day hd

Destination: | 192.168.1.0 |"’|

0K ] [ Cancel
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2 Analysis packet

e  The capture packet analyzes whether the traffic passes through the device in both directions. If the
traffic passes through the IAM device in one direction, traffic cannot be restricted.

Time Sowrce Destination Protocol Length Info

| 20456 15:50:31.201416)10.60.20.73 54.169.70.12 54 58874 -+ 443 [ACK] Seg=1 Ack=1 Win=65536 Len=0

| 28459 15:50:31.201508)108.60.20.73 54.169.70.12 54 58877 = 443 [ACK] Seg=1 Ack=1 Win=65536 Len=8
| 28463 15:50:31.282981)10.60.28.73 54.169.70.12 54 58876 = 443 [ACK] Seq=1 Ack=1 Win=65536 Len=8

20468 15:50:31.204605)10.60.208.73 54.169.70.12 TCP 54 58875 » 443 [ACK] Seg=1 Ack=1 Win=65536 Len=0
| 20477 15:50:31.289242)54.169.70.12 10.60.20.73 TCP 1566 443 = 58852 [ACK] Seq=31247 Ack=1513 Win=21584 Len=1452 [TCP segment of a reassemb..

e Check whether the data packet is fragmented. If the data packet is fragmented, contact the network
administrator to check whether the MTU value of each device network port is reasonable.

-z AN - O X
STEF IRM &R
admd®
(W ip. addr =182, 168.0. 120 [X] -] Fkste o+
Fo. Time Source Destination Protocal Length Info ~
14 2.389047 192.168.0.120 192.168.08.104 IPv4 1514 Fragmented IP protocol (proto=ICMP 1, off=8, ID=d5@a) [Reassembled in #16]
15 2.3@9070 192.168.0.120 192.168.0.104 IPvd 1514 Fragmented IP protocol (proto=ICMP 1, off=1480, ID=d50a) [Reassembled in #16]
16 2.309086 192.168.0.120 192.168.6.104 ICHP 88 Echo (ping) reply  id=0x0001, seq=34/8764, ttl=64
24 3.311319 192.168.0.120 192.168.08.104 IPv4 1514 Fragmented IP protocol (proto=ICMP 1, off=8, ID=d770)
25 3.311367 192.168.0.120 192.168.0.104 IPvd 1514 Fragmented IP protocol (proto=ICMP 1, off=1480, ID=d77@) [Reassembled in #26]
26 3.311392 192.168.0.120 192.168.0.104 ICHP 88 Echo (ping) reply  id-8x0@01, seq=35/8968, ttl=64
27 4.313811 192.168.0.120 192.168.0.104 IPvd 1514 Fragmented IP protocol (proto=ICMP 1, off=08, ID=d7f8) [Reassembled in #29]
28 4.313840 192.168.8.12¢ 192.168.8.1084 IPva 1514 Fragmented IP protocol (proto=ICMP 1, off=148@8, ID=d7f8) [Reassembled in #29]
29 4.313854 192.168.0.120 192.168.0.104 ICHP 88 Echo (ping) reply  id=8x@@01, seq=36/9216, ttl=64
. 30 5.316835 192.168.08.120 192.168.9.104 IPv4 1514 Fragmented IP protocol (proto=ICMP 1, off=@, ID=da85) [R bled in #32] ha
Source: 192.168.08.120 @
Destination: 192.168.0.164
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
v [3 IPv4 Fragments (3013 bytes): #38(1480), #31(1480), #32(53)]
[Frame: 30, payload: 8-1479 (148 bytes)] » 81472 1472+1480+52=3003
[Frame: 31, payload: 1489-2959 (1488 bytes)] s—- | 120
Frame: 32, payload: 2960-3812 (53 bytes —-
[Fragment count: 3]
[Reassembled IPv4 length: 3813] .
@h7e 77 61 62 63 64 65 66 67 68 69 6a 6b 6c bd be 6T wabcdefg hijklmno ~
©0bio 79 717273 7475 76 77 61 62 63 64 65 66 67 68  pqgrstuvw abcdefgh
©0b99 69 6a 6b 6¢c 6d 6e 6f 70 71 72 73 74 75 76 77 61  ijklmnop grstuvwa
Oba® 62 63 64 65 66 67 68 69 6a 6b 6¢c 6d 6e 6f 70 71  bcdefghi jklmnopg
v
Frame (58 bytes)  Reassembled TPvd (3013 bytes)
O 7 Ipvt Fragueat (ip, Eramment), 53 T4 | 48 500 - BEE: 12 0,20 | BB Default

e Check if there is a multi-layer protocol, If there is a multi-layer protocol package, please open the
Protocol Extension.

Frame 1: 162 bytes on wire (1296 bits), 162 bytes captured (1296 bits)

Ethernet II, Src: ©08:80:00 00:00:00 (00:00:00:00:00:80), Dst: GO:00:00 £D:00:00 (PO:00:00:80:00:00)
Internet Protocol Version 4, Src: 172.31.19.182, Dst: 221.176.215.21

User Datagram Protocol, Src Port: 12222 (12222), Dst Port: 12222 (12222)

LWAPP Encapsulated Packet

IEEE 8062.11 QoS Data, Flags: ....... T

Logical-Link Control

Internet Protocol Version 4, Src: 18.59.134.232, Dst: 111.62.242.42

Transmission Control Protocol, Src Port: 35561 (35561), Dst Port: http (8@), Seq: 1, Ack: 1, Len: 8

v v W v v v v v

Analyze whether the packet direction is LAN to DMZ. Because the attributes of the DMZ are consistent
with the LAN port, the traffic from the LAN to the DMZ will not enter the Bandwidth Channel, because
the bandwidth of the IAM is controlled by the LAN to the WAN.

3 Application recognition result analysis

e When configuring the Bandwidth Channel Policy, please pay attention to whether the traffic flows
into the Bandwidth Channel, and you can query it in Flow Control.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 5



IAM Troubleshooting Guide

Flow Control fu
Linel
2019-04-03 [
Realtime Rate All channels ¥ |IP address or username R
MName Users Apps Real-time Speed Usage (i) Floating (0 Status Details
Guarantee f. 0 [4] None 0% 0% - " View
Guarantee f... Q 0 None 0% +0% v View
Restrict onli. 0 [4] None 0% 0% " View
Restrict P2P... 0 0 None 0% 0% v View
Default Cha... 0 0 None 0% 0% v View

e  Checking what the traffic is actually identified. With the development of the Internet, the data
streams of various applications are rich in diversity. For example, using Thunder to download files,
many files are downloaded in the same way as the Visit Web Site, so the data stream is identified.
From the point of view, downloading the file using Thunder is actually similar to Visit Web Site,
and has no connection with Thunder and Thunder related links, then the object we restrict should
be the Visit Web Site rule.

Top Applications by Traffic

2 Auto Refresh: 5 second(s) ~ | & Refresh | Z Filter

Filter: Top 60, user group (/)

0. App Categol Line Outbound{Bps) Inbound{Bps) Bidirectional - Percent Top Users

: a 0o L8b)  Les(we
2 RemoteDesktop All 1(Kb/s) 320(b/s) 1.32(Kb/s) 0% 192.168.19.89

3 TeamViewer All 320(b/s) 512(b/s) 832(b/s) 0% 192.168.19.89

e  Check the application rules of the main traffic of an application. For example, some websites use
HTTP and HTTPS resources. When accessing, some traffic will be identified as HTTP and SSL-
related rules. If you need to limit the speed of the website, You need to limit both HTTP and SSL
related rules.
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