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Chapter 1 Background

When upgrading a device with SANGFOR_Updater, the operation may encounter some problems.

This document will provide a solution to common faults.

Chapter 2 Tool introduction

1 Download link

http://community.sangfor.com/plugin.php?id=service:download&action=tool

2 Introduction

STARTUP  SANGFOR

Firmware ...

SANGFOR_Updater6.0 doesn’t need to be installed, it can be used after fully extract.

Communication mode: SANGFOR_Updater searches for JAM by sending a broadcast message to
255.255.255.255 udp 51111 port, SANGFOR_Updater will connected to IAM IAM's with tcp 51111 port to
perform upgrade.

Chapter 3 Common problems

1 Not fully extract SANGFOR Updater

SANGFOR_Updater contains the main program and folder, which needs to be fully extract before it can
be used normally.

2 Prompt password error

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com
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&' Sangfor Firmware Updater - Device Disconnected | - | = | 25 |
& . SANGFOR
-
IP Address: Searc
== Sangfor Firmware Updater - =
Paszsword:

Invalid password!

OK

SANGFOR_Updater can only use the password of the web console admin account to connect, so please
enter the password of the admin account.

3 Failed to get internet time

Subsequent software versions will detect the upgrade expiration time. If the expiration time is exceeded,
the upgrade package is not be allowed to upgrade the device. Therefore, the upgrade client needs to
synchronize the Internet time to ensure the correct time of the upgrade. If the computer with
SANGFOR_Updater installed does not have the network connection, the time synchronization will be
failed, so please allow the computer with SANGFOR_Updater able access to the Internet.

4 Backup configuration interrupt

When SANGFOR_Updater is connected to the IAM device, there will be a heartbeat detection function.
When the IAM generates a configuration file that exceeds the heartbeat time, SANGFOR_Updater will
determine that the connection has been disconnected from the device. In this case, first press F10 on the
SANGFOR_Updater page, then click Bakcup, upgrade the device after the configuration backup is
complete.

W.: www.sangfor.com | W.: community.sangfor.com | E.: tech.support@sangfor.com 2
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Update(U) [Backup(E) | Time(T) Command(C) Password(P) Help(H)

IAM12.0.14.193 Build20181228

Relasase Version

SP_LFD boild:2018-12-28/15:02:04 update:Pri 15:02:04

5F fsu buoild:2018=-12-28/15:02:04 update:Fri 15:02:04

SP_ume boild:2018-12-28/15:02:04 update:Fri 15:02:04

5P _htc bumild:2018-12-28/15:02:04 update:Pri 15:02:04

5P ses boild:2018-12-28/15:02:04 update:Fri 15:02:04
build:2018-12-28/15:02:04 update:Pri 15:02:04
boild:2018-12-28/15:02:04 npdate:Fri 15:02:04
build:2018-12-28/15:02:04 update:Pri 15:02:04
boild:2018-12-28/15:02:04 update:Pri 15:02:04

GCS_FRODOCTL.3.0 build:2018-07-07/19:50:17

mdlané.2.0.4512 Boi 1d2013122-l|

update date 20181224

Opdate server version is : 450

Start to backuop configurations:
Search for and download configuration file. Flease

Downloading configunration version file...

Pack configurations and back up into file...

Package is saved in C:\Usara\Administrator\Desktop\sangfor 10.130.42.5 20150307.bcf
Back up configurations soccessfully!

5 Upload file failed

When you see the following error:

Update(l) Backup(B) Time(T) Ceommand(C) Passwerd(P) Help(H)

Fack contigurations and back up into file... A
Package is saved in C:\Users\Administrator\Desktop)\STARTUP\auntobak) (10.130.42.5)SAN
Back up configurations successfully!

Preparing for uopdate...
C:\Uzers\Administrator\Desktop\STARTUP\ unpkg\apppre (size: 20,160 B) : 100%
Updating. ..

Oploading file. ..

C:\Users\Administrator\Desktop\STARTUP\unpkghappl (size: 4,423,038 B) : 100%
Ci\Users\Administrator\Desktop\ STARTUP\unpkgiappshl (size: 2,125 B} : 1%

Oploaded file 1.

Update begins. Fleass wait...

Completed!

C:\Users\Administrator\Desktop\STARTUP\unpkghapp?2 (size: 645,042 B) : 100%
l::\,,l]'ura‘udliniatrnmr\hukmp\ﬁfﬂﬁ?\unpkq\whﬂ{si:s:7,612 By : 1%

Oploaded file 2.

Update begins. Fleass wait...

Completed!

C:\Users\Administrator\Desktop\STARTUP\ unpkghapp3 (size:1, 042,852,463 B) : 4%
Faililed to opload fila!

Do HOT restart the dewvice. Please contact SANGFOR technical support ! Tel: 40063064
Proocessing command error!

Connection is dropped. Please connect the device again!

Connection is dropped. Please oconnect the devioce again!

Try to upgrade your device using a wired network environment.
Replace the computer or re-download SANGFOR_Updater to upgrade.

If the network load is high or the network packet loss is serious, please use the computer directly
connected device to upgrade.

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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6 Uable to extract the upgrade package

When you see an error as following, Please clean up the partition where the SANGFOR_Updater
program is located to ensure that SANGFOR_Updater has enough storage space to extract the upgrade

package.

Sangfor Frmware Updater - 10130425 | = | O] x |

@ SANGFOR

Curmrent Device

Error cccurs while parsing update package. This package is invalid!
Digk full while accessing
ChUsershAdministrator,Desktoph\STARTUP trmpt  AMT2.0.18(20181228) 550

=

Update(U) Backup(B) Time(T} Command(C) Password(P) Help(H)

Update server version is : 450

Version of the update package iz SANGFOR—-TAM-12.0.18
Update with this package reguoires device to restart.
Software upgrade license must be valid.
Package released: 2018-12-28
Version Hame: IAM12.0.18
What i= Mew in thisz Verzion? |
. By a=sociating with Sangfor BBC and anthentication system, it

IAM device can work with anthentication system seamlessly to a
. Anthentication system supports LDAFP and local organization str
Improve S55L decryption configuration, supporting decryption ba
Improwve SSL application decryption performance and employ SSL

Update NHotes:
1. The update package can be installed on IAM11.0, IAMI11.0R2, IAM
Moving file failed. Reason: (There is not enough space on the disk.)

< m | 2

7 The error message has "not allow to upgrade”

Usually there is a custom package or KB package number in the prompt information, which means that

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com
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the device contains a patch package or a custom package. In this case, please contact support for
processing.

Update(l) EBackup(B) Time(T) Command(C] Passwerd{P) Help(H)
5. Improve S5L application decryption performance and employ S55L hardware accel |

Update Hotes:
1. The update package can be installed on IAM11.0, TAM11.0R2, IAM11.2, IAM11.2R
Varsion of unpdate package 183 Sangfor--IAM-12.0.18.

Bagin to opdatea:

Checking software upgrade license...

Software npgrade license is wvalid.

Start to backup configumrations:

Search for and download configuration file. Please wailt...

Downleoading configuration version file...

Pack configunrations and back op into file...

Package is saved in C:\Users\Administrator\Desktop\STARTUP\auntcbak' (10.130.42.5)5AN
Back up configurations suocoessfully!

Preparing for update...

C:\Users\Administrator\Desktop\STARTUP\unpkghapppre (size: 20,160 B) : 100%
'apppre’ execute failed

[2015-03-07 10:31:04) unsupport kb[FB-AC-20181107-201-01], not allow to upgrade

Do HOT restart the device. Please contact SANGPOR technical support ! Tel: 40063064
Connection is dropped. Please connect the deviece again!

| -
¢| i |*
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