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Chapter 1 Background

We often encounter problems that cannot update the database, but clicking on the update in the web
console still fails to update successfully. The solution to common faults is provided below.

Chapter 2 Common problem

1 Driver's license expired

Please confirm that the status of the relevant database is valid.

Authorized User.
Device License Multi-Function License Neural-¥ License Engine-Zero License
i 1. MK WAN Lings: 1 & Licemsied Modules: @ Litesad Modulirs: | Licersed Modules:
2. Max Branch Stgs: 10 1. VPN Sutug 1. &PT Debecton 1. Sanglor Enging Zero
Goteway 1D: 10 2. figapbiation Audit 2. Mahoous URL Detection Lioarrs Kay
Licenise Key: m2.1 Content AuditiPrivate Contant Audit) Litense Kev: Seatus: Valid
seatus: Valid seatus: Valid Expiry Date: 2020-01-25
z License Key: s % :
Edit i E::lr\r Date: 2020-01-25 Edr
B
Soltware Update License(i . Third-Party URL Database License ~=  Sanglor URL Database
E} License Key: u License Key: Licanse key:
Status: Vald Status: Tnvalid
Expiry Datn: 2020-01-24 Edt Expiry Dato: 2020-01-24

2 Some updater servers are not available

Try selecting a different update server to test server validity.

Message

Errar; Testing falled| Please try again or change
SErver,

Close
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Auto Update

+ Enable @ Disable i 9, Update Server I & Refresh

|| HWo. Database Currant Yersion

Ll 1 Engine Zero 2018-11-05

[l 2 URLDatabase 2019-02-19 09:00:00

] 3 system patch SP_LFD SP_feu SP_ume SP_hte SP_zas SP_WPC SP_uck? SP_
[l 4 Application Signature Database 2019-03-05 12:34:56

[ 5 pAudit Rule Database 2019-02-26

Update Server
Update Server 1 dlart: Sarvear is available

Sarvir China Telecom | % | updatel.sangfor

Test Validity Close

Carmmit Cancel

3 All update servers fail the validity test

Try to ping the public IP address such as 8.8.8.8 in the Web Console to determine if the IAM can access
the Internet. If JAM cannot access these public IP addresses, troubleshoot network issues such as routing.

Please try to ping the domain name such as www.google.com in the Web Console to determine whether
the IAM can resolve the domain name. If the IAM can access the public IP address such as 8.8.8.8 and
cannot access the domain name, please check whether the DNS of the IAM device is available.

web Consol= |

interface
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4 Test whether the upgrade server can access

Updating the database requires not only access to the upgrade server, but also access to port 80 of the
upgrade server,you can use telnet to test.

web Consol= |

5 Update the rule base when the device is unable to
connect to the network

When the customer prohibits IAM from accessing the Internet for security reasons, the Application
Signature Database and URL Database can be updated offline, but the Audit Rule Database must be
updated online, so please use a proxy server to find a computer on the customer intranet to install agent
software such as ccproxy. Then let IAM use this proxy server to update the Audit Rule Database online.

| Prosy options |

« Enable proxy server

IP &ddress:

Port: 0

Authentication required

Lsername:

Save

Password: o
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