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1. Traffic Visibility SIOIC




Traffic visibility @ SANGFOR

Traditional packet filtering firewall control the packet filtering by ACL to make their network security.

ACL control the traffic based on the source/destination IP, source/destination Port, protocol.

IP header | TCP/UDP header |I

" Is it safe enough

with ACL?
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SANGFOR
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Traffic visibility
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Traffic visibility & SANGFOR

With the high identification rate application database, we can get all network traffic composition
in time, making our traffic under our control and more security.

Application Signatures

Application Signature Database || Advanced App Signature Database || Custom Rule | L O Q) I PPN |
\ 4 lblUlllly C ULt U1 View: All v || Search L:_Search ot o
Total Applications: 1233; Tuta Rules: 31/&/_ -08-16; Update Service Expires On: 2018-03-09
| Traffic identification Traffic control
Category | Applic
More than 1200 applicati E 0A [TXF  Critical business —
» Game(217) El e | Settings |
ImM(174 R
5 IM(174) 0o :Ms; | settings |
» P2P Stream Media(47) o S
Wink —
» P2P(25) O o d : s | Settings |
[:I Normal traffic - -
» Download Tools(21) Flast @ % :
B od | Settings |
» HTTP Application{14) MPpa4
i 7} | Settings [
» FTP(5) No d
» Mail(9) Ll :I:!\j [ Settm_g_s |
DNS(2 fl =.
HBRSte) il *’ & g ) Illegal )
» Remote Login(37) :
Macy 7
» Net Meeting(34) . Mo d\ ) K ) | Settings |
» Net Sharing(1) I ey 20 < Allenabled | Settings |
o description it
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2. URL Filtering & @




URL Filtering @- SANGFOR

What’s the URL filtering?

NGAF identify the URL is allowed or denied by detecting the HTTP request, then take the
corresponding action.

Why do we need URL filtering?

* Inappropriate content: Porn, adult content, drugs so on.

* Phishing and Malicious link, the website with the trojan, virus?

* Website unrelated with works: online video, game.
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URL Filtering

URL database:

* More the 60 types;
» Millions of website;

* URL category lookup
e Customize the URL

* Update every two weeks

SANGFOR

SANGFOR TECHNOLOGIES

URL Database

4= Add  Delete 5% Refresh | O URL Category Lookup | Database Version: 2017-08-14 | Update Service Expires On: 2017-11-23

URL Category ¥ | Description Type Delete ]
Job-hunting & Employment Websites containing job-hunting and recruitment information. Internal =
Adult Content Websites that contain information and comments on adult products, sex education, nude, body art, adults’ entert... Internal T
Online Shopping Websites providing online shopping and online shopping services, Internal &
Mews Portal Websites that contain latest news and comments on current affairs, including the websites created by media suc...  Internal ¥
IT Related Websites providing information of IT industry, IT figures, program designing and network, and the forums for co...  Internal z
Education Websites of vanous culture and education institutions, and websites marketing or providing references for educat.. Internal -
Religion Websites of religion administrative departments of the nation, and websites of various religion organizations and... Internal -
Monprofit Organization Websites created by the non-profit social organizations, such as chanty institution, volunteer orgamization, trade..  Internal -
Science & Technology Websites that research the existence of object things and related regularity and that provide science and technol... Internal E

Web Application

Microblog Informal mini blog that is similar to traditional blog and publishes instant messages. Internal =

Web Mailbox Websites that provide email-related services. Internal -
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Content Security @ SANGFOR

URL ﬁltering View:  All w £ || selected & ohjects

= [m] All Adult Content
[ ]3ob-hunting & Employment A

Edit Template ] Adult Content Pornography
mplate = :
et Gambling URL filter is based on URL category

[] Online Shopping

Mame: all url [ Mews Portal Ilegal Drugs
Description: []1T Related e
L W0t Advanced Settings 4
Protection [ Religion
Email Protection
| | Email Protection(It will scan email body, filter email attachrments and verify files ba [ | Monprofit EmarilEgLe Li

on engine Zerao.) W] Scierice &

: 25,110,143 @[] Web Appli

= {v] Illegality &

[#[ ] Life Relats
|# URL Filter #=[ | Finance

- . _ - [ | Entertainm

Ik Job-hunting & Ermployment,Adult Content,Online Shopping,Me @[] Policy & Lz

|| File Protection{It will fifter Tiles and very Tile based on engine Zero, J #[ | Business &

= [m] Netwark 5 URL Filter

Schedule: all weel sl eafacetl e niest Method| @) HTTR(get) |#| HTTP{post) @ HTTFS ]

- | Add |

—

llcious content

e Frotecton

Advanced Settings ke | |- Cancel | Zii
HTTP(get): Unable to visit certain websites
HTTP(post): Can open webpage but can't upload file
HTTPS: Select to enforce policy on https websites

Ok || Cancel |
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3. File Filtering & @




File Filtering @ SANGFOR

Predefined common file signatures and could customize for file filtering and file virus scanning.

4+ Add | ¥ Delete 55 Refresh

[[] Mo. Mame Description Delete

% 1  Movie Movie format file In use

i 2 Music Music format file In use

[T 3 1Image Image format file »

[0 4 Text Source file »

[ 5 cCompressed File Compressed file, such as zip, rar, tgz »

= 6  Application Program Executable file, script In use
7  Antvirus File List Document format file In use
8  Email Attachment Filter List Mail attachment filtering format file In use
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Content Security @ SANGFOR

File protection

Ad d Setti [] Mo. File Signature File Extensions
vanced >emmngs Vv ITIL
[0 2 Image *.ipg L
*_tiff

| Detect email contents {abnorral account, phishing emails) *_bmp
E
.gif

Marme:
otremots Per

Description: i H 15 =

. | | Filter email attachrnents 4 Text EPP
Protection h
File Signatures: Ermail attachrment Filkar List ':
| | Email Protection{It will scan ernail body, f ] ' e = e fxct
on engine Zera.) | | Engine Zero Based File Yerification
T T ; e [1l 5 Compressed File thz
= FL 25,110,143 rlle lgRatres: Compressed File, Application Program, Ant bz2
Malicious Ermail alert - zip
] tgz
 URL Filter JEiEEL g9z
pdult Content,Porn | RERHEESEIIEETUC [*] & Application Program bat
[l._fj File Protection{It will filter files and veriﬁr] cmd v
File Protection LI
Schedule: all weelk .« FllE FlltE.-r' 2 entnes selected | Ok | | Cancel |
File Sigratures; Maovie,Music 7| . . .
[ i Filtering file and detecting the
] . . o 2 I(:-\. . .
|« Engine Zero Based File Verification (i) vVirus ﬁle 1n FTP/HTTP prOtOCOL

File Signatures: [ . TR 7 “._]
Compressed File, Application Prograrm, antiv 0 If ﬁlter some ﬁle type, NGAF

E— — don’t detect the file contained
.ok || cancel || yjrus or not.
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Content Security

Email Security

Mame:
Description:

Protection

Server Port:

Malicious Emai

| | URL Filter

Zchedule:

| Alert:

25,110,143

It contains malicious content

|« Email Protection(It will scan email body, filter email attachments and verify files based
on engine Zero,)

@
£
(i,

/

L

¥ Detect email contents {abnormal account, phishing emails)

Max attempts Per Min: 45

l# Filter email attachments

File Signatures: Email &ttachment Filter List fa

l#| Engine Zero Based File VYerification

File Signatures: Compressed File Application Program &ntivi 53

This alert message is added to the email subject
when user receives a malicious email.

All weelk

File Protection(It will filter files and werify file based on engine Zero. )

Detecting email contents contains two part:

Abnormal account: detect the max attempts login
per minute of one account. (Collision attack)
Phishing email: detect the contains contained the
fishing links or some malicious script.

Advanced Settings||

6],4

|| Cancel

Ennine Fern Bocod Fils Werification (1

SANGFOR TECHNOLOGIES

If a file signatures selected in the Filter email
attachments and Remove virus in attachments at
the same time, we only do filter email attachmetns.

|
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Email Protection
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Precautions S SANGFOR

a. Content security policy support decryption, you should enable decryption Policy.

b. Mail protection support mail attachments with virus, malicious link, XSS attack, file filter, Collision
Attack.

c. Mail protection default detect port 25,110,143, it can support other port by custom.

d. When clients accept malicious mail, NGAF don't deny it even if the action of policy is deny, but
NGAF will tamper the mail subject if the action of policy is deny.

e. The log of HTTP/HTTPS download/upload, FTP download/upload is recorded in Application

Control, not in Content Security Policy.
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4. Sangfor Engine Zero & @




SAVE Engine S SANGFOR

SAVE ( Sangfor Al-based Vanguard Engine ) is an artificial intelligence malicious file detection
engine which this engine uses deep learning technology to analyze and synthesize hundreds of
millions of original features, combined with the domain knowledge of security experts, and finally
selects thousands of most efficient high-dimensional features for the identification of malicious files.

* Based on artificial intelligence technology, it has powerful generalization ability to identify
unknown viruses or new variants of known viruses;

* The detection effect of ransom virus has reached the industry leading level , including
WannaCry, BadRabbit and other viruses, and has a better detection effect on non-lesoviruses;

* Cloud + device + end linkage , relying on the security data of deep convincing security cloud
brains, SAVE can continue to evolve, constantly update the model and improve detection
capabilities, thus forming a perfect combination of local traditional engine, artificial intelligence
detection engine and cloud killing engine.
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Save Engine Configuration

Configuration Path: Object > Security Policy Template > Content Security > Add

Advanced Settings

—Email Protection

|# Detect email contents (abnormal account, phishing emails)

Max Atternpts Per Min: |15 |

|#| Filter ernail attachments

File Signatures: |me1' Eilter List |r
|#| Engine Zero Based File Verification

File Signatures: |C0mpressed File,application Program,.ﬂ.ntiv|ﬂ___lill_

—URL Filter-

Reglest Method:  « HTTP{gst) o HTTP{past) ¢ HTTPS

- Filg Protection

| File Filter
File Signatures: |MDViE,MUSiC |_u|;z_|

Direction: & Both o Upload L Download
IZI Engine Zero Based File Yerification (i)

File Signatures: |C0mpressed File,Application Program,.ﬂ.ntiv|ﬂ___@|

Ok “ Cancel ]

Note: Save Engine currently support to detect PE type file only like exe, object code, DLLs, FON Font
files and etc.
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Placement and performance description

User security status of the Dashboard increases the virus spread icon

Navigation Al | Dashboard

Threats Against Business Systems No Threat
¥ Status

Dashboard

Security Operations Threat Distribution . Attack Events

; 40 =

Business System Security @\ 1-1 “
Wirus Spread:

Security Events: 36

User Security

4 Traffic Statistics
2 0
Traffic Ranking user(s) 11-23 11-24 125 11-26 11-27

Suspicious Traffic & Security Events

Top Sesslons

Bandwidth Management Top 10 Hot Events

* Online Users S
B 1 hacked Acoin Bitcoin Gold
Affiliated Source Lockout user-test-ken (192.168.1.212)

View All Outbound Attack

BeautyscorplonMi Dark Web

¥ Network 1 involved in high threat HonaaE

Bitcoin Faith Bitcoin Pizza

} Objects

» Paolicies Bitcoin Private Aeoncoin

¥ System

Threats Against Users Mo Threat
» Authentication System

b Saruritu Salutinn
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Placement and performance description

User Security - Attack Event, added Virus Propagation Histogram, Event type

added virus propagation type.

User Security ™

S

~ Status

Summary Attack Events

- Dashboard
Security Operations

* Business Systermn Security
User Security

4 Traffic Statistics
Traffic Ranking
Suspleious Traffic
Top Sessions
Bandwidth Management

Online Users

Affiliated Source Lockout

» Network

» Objects

» Policies

P System

b Authentication System

2 Refresh

Last 7 days~

b Security Solution

SANGFOR TECHNOLOGIES

Top Attack Event Types

Top 10 Hot Events

n Acoin Bitcoin Gold
25
n Outbound Attack
. Beautyscorpion. Dark Web
Bondat
Bitcoin Faith Bitcoin Pizza
1"
10 i Bitcoin Private Aeoncoin
Vires Spread
Total: 11
s 0 0 0 0 0 Thraats Against Usars Mo Threat
o] -
Botnet Wirus SpréiRemote Acce Malicious LSuspicious T Malware Phishing &1 Data lea
Attack Events (3) DShOW key users only j Filter | User IP address Fel
Mo. Time Occurred Users Type Severity Rating Description Occurren.... Operation
1§ 2018-11-21 19:33... user-test-ken (192.16... Botnet High Host visited CAC communication domain or [P addre 24 Logs
Sangfor Engine Zero found that the host spreads the
Globelmposter_Tigerd.. View Report
2 2018-11-21 16:55... user-test-ken (192.16... | # Virus Spread (via file download) High Globelmposter_RESER View Report 11 Logs
Globelmposter_WALKE View Report
3 2018-11-21 14:28. user-test-ken (192.16.. Botnet Low Extansion of HTTP downloaded files onto the host is i Logs
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Placement and performance description

Description added View Report about Virus Identification

Navigation «

* Status

» Dashboard

* Security Operations

* Business System Security

* User Security

4 Traffic Statistics
Traffic Ranking
Suspicious Traffic
Top Sessions

Bandwidth Management

* Online Users

» Affiliated Source Lockout

» Network

} Objects

} Policies

b System

» Authentication System

¥ Security Solution
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!_Dashbnard] User Security

. Summary || Attack Events l

S

%% Refresh

Sangfor Engine Zero Based File Verification Report

Top Attack Event Types

30
25
20
"
10 I
0

Machine Learning Analytics

Malicious File
2 Globelmposter_Tigerd444.doc

HTTP

Botnet Virus Spref Princlples
Attack Events (3) themselves) Learn More
No. | Time Occurred i
1 2018-11-21 19:33, .
Pyesidsincsssiags e
i 4 -11-21 16355, Podes o
2 2018-11-21 16:55 "gée! ."
" e eh @
3+ )t
; H I
3 2018-11-21 14:28. 2 L EREL
. - 4 .

e5bb2a95c710f301baB2993ff3b45e8f

Sangfor Engine Zero Based File Verification Report

192.200.19.53/Globelmposter_Tiger4444.doc  Copy

Close

Last?da_ys' |

Acoin Bitcoin Gold

Outbound Attack

Dark Web
Bondat
: Bltcoin Pizza
litcoin Private Aecncoin
Threats Against Users Mo Threat

Clshow key wsers oty rier [ ser 1 sress 1)

Occurren... Operation
smmunicatiordomain or IP addre 24 Logs
o found that the host spre:
eré...

SER... View Report 11 Logs
ILKE... View Report
downloaded files onto the host is 1 Logs
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S. Neural X @ @ @




Neural X .E SANGFOR

* NGATF checks the passing data accordingly. When it finds that the local rule database cannot
match, it uploads it to the Neural X to check whether it 1s risky data .

* The Neural X's rule database has more sources to continue to enrich the detection capabilities

* The local rule database of NGAF is limited in size, and there are hundreds of millions of rule
databases on the cloud, so it cannot be delivered to the local rule database. In addition to a large
number of rule databases, Neural X integrates many cloud detection engines. If some data cannot
be matched by the rule database, it will detect the risk status through the detection engine. These
cloud-based detection engines are also not available in NGAF for a short period of time.
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Neural X Configuration &= SANGFOR

»

-
The Neural X does not need to be configured separately, and has the following three conditions .
The equipment version 1s AF8.0.5 and above;
The device can be connected to the Internet normally , and the data of the intranet user accessing
the internet flows through the AF ;
The function serial number of the device Neural X has been normally turned on, System >
General > Licensing, as shown below:

| Syskem Online Users

System Time H Hetwork ” Local ACL ” Wb LT ” SMTP Server H Licensing ” Ptivacy Options |

@ Device License @ Cross- ISP Access Optimization
{In gateway mode, it decides how many WAN links to branch sites (It improves user ex perience far cross- 15F access )
are-allowed) :

License Key: -

Gateway ID: D&8CBGEC Status: Kot activated
License kKey: EQUIBBFRFGLATSKF
Status: Walid Edit
1. Branch WPN Sites:0
2. Lines:1

3. Mobile VPN Users:0

Edit

& License of Function Modules
EEE [Activate as custormner reguires)

1. S5L WPN: 10 users Unknown Threats: | yHEFy391451R357Y
2. Sanagfor Engine Zero Based File Verification 9 Walid license key

3. S5L Decryption Advanced Threats Defense:  4gp0HK CB W QE4ESWM
4, Advanced Functionality @ walid license key
Edit
0K Cance
Service Subscriptions

(Activate as customer requires)

1.Unknown Threats:Expiry Date: 2019-11-19
2.8dvanced Threats Defense:Expiry Date: 2019-11-19

Edit
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Neural X Precaution

1. The Neural X detection log takes about 6 minutes to 15 minutes to generate, so you need to
schedule the test time.

2. Ifyou find that the DGA event is not generated, you can run the script several times, and each
time you run the script, a DGA event will be generated.

3. AF only reports 200,000 gray domains every day, so if the device with relatively large number
of users, the report storage can be easily full. At this time, if you want to test again, you can only
test 1t after restarting AF.

4. The Neural X 's disposal of the DGA domain name is only analyzed and traced, and will not
be intercepted , so the user needs to check the terminal using the killing tool.
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Thank you !

tech.support@sangfor.com
community.sangfor.com

Sangfor Technologies (Headquarters)
Block A1, Nanshan iPark, No.1001
Xueyuan Road, Nanshan District,
Shenzhen, Guangdong Province,

P. R. China (518055)

SANGFOR TECHNOLOGIES

@ SANGFOR

Your Future-Proof IT Enabler




