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Deployment Introduction @- SANGFOR

In order to make NGAF adopt various scenario and improve the network expandability of
NGAF, there 1s no definite deployment of NGAF to choose, it depends on the attributes of each
network port.

Port type: .
- Route interface

Bridge interface
— Physical Interface — : _
Virtual wire interface

_ Mirror interface

VLAN interface

- virtual Interface — Sub-interface

Aggregate interface
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Route Mode @ SANGFOR

The peer interface of Lan interface is route. Tip: You can set Lan interface as a route

Edit Physical Interface X
|# Enable
MName: eth2
Description:
Type: Route(layer 3)
Added To Zone: LAN
Basic Attributes: |#| Pingable
|| WAN attribute
|| IPSec VPN outgoing line: line2 |w|4d
IPvs
(@ Static &) DHCP () PPPoE
P
Static IP: 110.72.42.100/24
. @
Next-Hop IP: 10.72.42.1 @
Line Bandwidth
Qutbound: 1024 Mbps ~
Inbeund: 1024 Mbps ~
Link State Detection
Specify link state detection method(s). f Settings i
Advanced
Configure link mode, MTU and MAC address. Settings |
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Route Mode (trunk)

The opposite interface of Lan interface is
trunk.

-y |
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Tip 1: You can set Lan interface as a route, and then
set the corresponding sub-interface.

Edit Physical Interface

|#*| Enable
Add Sub-Interface X
Name: eth?
Description: ' Physical Interface: |eth2 ivi
Type: |Route(layer 3) ML
Added To Zone: i lan Description:
Basic Attributes: |#| Pingable Added To Zone: Select zone >
|| WAN attribute Basic Attributes: | | Pingable
| | IPSec VPN outgoing line: SN o R
| | IPSec VPN outgoing line: e |l
| IPM_ IP Assignment: ® Static DHCP | PPEGE
- St:‘:ltic ) DHCP & PPPOE Static IP: Cre here
F I
Static IP: Type here
@
Next-Hop IP: @
Mext-Hop IP: Link State Detection
Specify link state detection method(s). im_
Line Bandwidth e
Outbound: i024 Mbps -~ Specify Maximum Transmission Unit (MTU) i?ﬁﬁgs
Inbound: 1024 Mbps ~ -
[
| Ok | | Cancel |
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Bridge Mode (Trunk)

More than one VLAN on a link.

\I\WA .

&

LAN

WAN : eth2

-

LAN : ethl

iy

| —
oy
-y

—y
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Tip: If there are more than one vlan at the link, the interface
of NGAF can set as a trunk, and allow the corresponding vlan.
You can set more than one vlan IP address on NGAF for
Internet accessing or NGAF management.

Edit Physical Interface b4

WLAM ID Range: 1-1000

VLAM Interface

I
AT Add VLAN Interface X
Name: eth1l 2 o
s M : | 2
Description: e Veth. 2 |@
. Description:
Type: Bridge(layer 2)
Added To Zone: Select zone Prdell incane: Select zone i
Basic Attributes: || WAN attribute Basic Attributes: || Pingable
1Pv4/IPvE || IPSec VPN outgoing line: line 1 L
@ Atcess & Trunk IP Assignment: t-\Statlc ' DHCP
Static IP: yne
Mative: 1 Type here

@

MNext-Hop IP:

Advanced

Configure link mode, MTU and MAC address

Link State Detection

Specify link state detection method(s) Settings |
Advanced
Specify Maximum Transmission Unit (MTU]. | Settings |
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Bridge Mode (access) @ SANGFOR

Deploy NGAF without change their network. Tip: Set the interface as access and then configure
the corresponding vlan and IP address.

Edit Physical Interface X

[#| Enable
WAN Mame: eth1l

Description;:
Router
Type:

LAN

Bridge(layer 2)

Added To Zone: Select zone Add VLAN Interface

=2)

Basic Attributes: || WAN attribute Mo \."eth.! 5

WAN : eth2
} = o
® Access () Trunk Eldet e doies Select zone udl

LAN : ethl 2 Basic Attributes: || Pingable
Access: 1 |_| IPSec VPN outgoing line: e 1 w |LL)
VLAN Interface IP Assignment: ® Static | DHCP
access - !
Static IP: Type here
Advanced

Configure link mode, MTU and MAC address.

*b ‘ Mext-Hop IP:

@

Link State Detection

necify link state detection method(s) 3
Specify link state detection method(s) | settings

Advanced

l:b Specify Maximum Transmission Unit (MTU). | Settings |
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Virtual Wire Mode

Deploy NGAF without change their
network.

\I\'W,&l o

LAN

LAM : ethl

-

WANM : eth2

-
-y
-y

\
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We don’t need to consider about the opposite interface
when we deploy NGAF as a virtual wire mode, but we
need configure more than one port as a route mode to
manage NGAF or access the internet for database updating.

Edit Physical Interface

Edit Physical Interface

[#] Enable .
l#*| Enable
Mame: ethi
Description: MName: eth2
Type: Virtual wire({layer 1) Description: _
Added To Zone: WAN-virtual Type: | Virtual wire{layer 1) »
Interface 1: ethi Added To Zone: LAN-virtual w
Interface 2: th -
= Interface 1: ethz
Basic Attributes: || WAN attribute ,
Interface 2: athi w
Advanced - }
: ; Basic Attributes: || WAN attribute
Configure link mode, MTU and MAC address.
Advanced
Configure link mode, MTU and MAC address. | Settings |

+ add X Delete 2 Refresh

[[] Interface Pair 1 Interface Pair 2

[] ethz ethi
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Mirror mode @ SANGFOR

Requirements:
Detect the network risk but don’t interrupt Tip: Link the mirror mode to core switch and configure
the network. another route port to manage NGAF or access the internet

for database updating.

Edit Physical Interface b4

Enable
Mame: ethl
Description: wan
Type: Mirror Edit Physical Interface X
Added To Zone: mirrar &8 Enable
Presented in Traffic Ranking Hame: etho
Description: Manage interface
IF Group: lan Type: Route(layer 3)
Added To Zone: Srird chre
ATt Basic Attributes: ] P-ingable
|| WAN attribute
Configure link mode, MTU and MAC address || IPSec VPN outgoing line: Pt + (@)
Manage IP | Pva
& Static DHCP PPPoE
. . ] . @
. Next-Hop IP: @
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Configuration Wizard @ SANGFOR

When NGAF is installed in a new network at first time, Configuration Wizard can help us deploy easily.
Configuration wizard will pop up automatically after we first time login the NGAF. It provide route mode,

bridge mode, mirror mode quick installation.

Confisuraton wizar< |

‘.. %e

B oo M

| PL e — ) N —
Route mode Bridge mode Mirror mode
It works as a layer 3 security appliance and is It works as a layer 2 security appliance and It is connected to the mirror port to perform
deployed where the trusted zone, untrusted does not require any change to the existing traffic monitoring and does not require any
zone and DMZ(optional) meet. network topology. change to the existing network topology.
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Configuration wizard not only configure the network part, but also can generate the policy automatically

with a few settings.

Bridge Mode Configuration Wizard b4

Zone = Interfaces = Scenario = Network Objects = Application Contrel = Finish

Deployment Scenario

| Internet access scenario | Server scenaro # Both scenarios

. [;1 Q [; : Protection Functionality:
e

+  Intrusion Prevention
APT Detection
Web App Protection

Realtime Vulnerability Analytics

el S Content security (Web, file, email)
ey S

L@
L 4 & 4

Action

Action: o Allow _ Deny

<Back || Mext=

SANGFOR TECHNOLOGIES

About security policy, we will
introduce it in later slide.
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Hybrid Mode

# INTERNET

IP:202.2.2.1

Ethl
Eth2

Server: 202.2.2.4/26
GW: 202.2.2.1

Intranet:
192.168.1.0/24
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Hybrid mode means there are not only layer 2 network
interfaces, but also layer 3 network interfaces, especially
when the DMZ server set as the public IPs.

Configuration steps:

1. Set the ethl and eth2 as bridge interface with layer 2
zone.

2. Set the eth3 as route interface port with 3 zone.

3. Establish a VLAN interface corresponded the eth2 and
eth3, and fill in the public IP address for it.

4. Set the source NAT policy, route and application policy.
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Hybrid Mode Case Study

eth2

Server: 202.2.2.4/26
GW: 202.2.2.1

Intranet:
192.168.1.0/24

SANGFOR TECHNOLOGIES

IP: 202.2.2.1

ethl

@» SANGFOR
—

Requirement:

Customer have a server farm and all server
configure Public IP as IP address. Internal user
configure as Private IP address and through NAT to
access internet. NGAF need to deploy as a internet
Gateway to protect Server and internal user.

Recommendations :

Deploy as Hybrid mode(gateway mode + bridge
mode). NGAF connect internet and server by
bridge interface , internal user connect to route
interface.
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Hybrid Mode Case Study ‘g‘ SANGFOR

NGAF deployment:

1. Because server hosting a Public IP address and all user want to access server via public IP,
therefore NGAF will connect ethl to internet and eth2 to server farm and both interface will configure
as bridge + access interface and same VLAN ID.

2. Base on the requirement, define ethl and eth2 as layer 2 zone , define eth3 as layer 3 zone , “LAN
zone” select eth3 , “WAN zone” select VLAN interface.

3. Add in a new VLANI1 interface , configure a public IP address.

4. Internal interface will be configure as route interface , configure internal IP address and configure
static route for communication between server and internal users.

5. Internal user access internet by translating Lan IP range to the VLANI1 IP address.
6. Set the Application control policy to allow the traffic. (Configuration omitted)
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Hybrid Mode Case Study

Configuration Step:

: Edit Physical Interface "
1. Configure interface ethl,eth2 and eth3:
¥ Enable
MNarne: eth3
Edit Physical Interf » Description: o
H H I ¥sical lnterrace — =
T ——— R T T ) WX - e
¥ Enable ¥ Enable Added To Zone: \| Select zane /;" 2
Basic Attributes; ﬁ\ngahle___—//
Marme: ethi Name.. ) =th2 [~ wan attribute
Description: Description; I~ IPSec WPN outgoing line: TeE "
' — i S Line 1
— —— . g : e
Type: r/f Bridge (layer 2) 8 T © |Bridge {layer 2) \'l Rl 17
) -
Alded T e \\“‘--L\.l_'t[.ﬂl\l __-___(,. Added To Zone: l\\_J.‘|::,|'\-'|Z i ._‘_.f/ Bitite _ OBGH —
Basic Attributes: ¥ wiaN attribute Basic Attributes: [ AN attribute (Ik/ : = )
Static IP: \ /
) IPv4{IPvE e
% Access  Trunk & Access " Trunk @
fa /N Next-Hop IP: @
Access: 1 Access: 1
VLAN Interf
YLAM Interface IRETass Line Bandwidth
Outhound: 1024 | Mbps~
Advanced Advanced Inbound: 1024 | Mbps~
Corfigure link mode, MTU and MAC address, [ settings .I Configure link rmode, MTU and MAC address,
—— Link State Detection
Specify link state detection methad(s). i_ Settings |
Ok I Cancel Advanced
= Configure link mode, MTU and MAC address, | 7Se;tin7gsii
| oK | Cancel-_i
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Hybrid Mode Case Study

2. VLAN interface:

Edit YLAN Interface x i

Mare: veth, 11 L‘!)
Description:
added To Zone: Itest2 |1i
Basic Attributes: ¥ Pingable
[~ IPSec WPM outqoing line: s
IPv4 IPvE
IF Assignment: (% Static " DHCP
Vs
) /f)_ P
Static IP: (\\ 202.2.2.1j26 )
e
S @
; /_r-"'" ""*-«.,\.
Mext-Hop IP: [lzoz.zza0 )
\"‘-\.______a-/
Link State Detection
specify link state detection methodis), | Settings |
Advanced
Specify Maximum Transmission Unit (MTU), |_‘SEtings |
oK || cancel |
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Hybrid Mode Case Study p SANGFOR

3. Route:

Navigation il | >~

» status | staticroute || rpolecyBasedRouting | mubicastRoe || oser | me || eo
= Network IPv4 || IPvE
» Interfaces 4 add> X Delete | [FImpart [5TExport | & Refresh
"_-_'_-_-“\. ¥ No. Destina = = I k
f’\RDUt'”g; ) SRR Edit Static Route X B
R e L v 1  0.0.0.0
» Wirtual Wire l T
Destination: 0.0.0.0 \'j}
» Advanced Options SUbR et MaEk .EI e
» Optical Bypass Module Mext-Hap IP: (’i_2_02.2.2.1_0 S |
[» SSLVPN Interface: weth.i1 W
[ IPSecW PN Metric: 0
Link State Detection: Disable - G}
¢ Dbjects = [
| oK | Cancel |
b Policies
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Hybrid Mode Case Study = SANGFOR
4. Configure the IP group and source NAT.

¥ Enable

For traffic from LAR Lan IP Range to test2 all, translate source to Eg
ress interface

Basics
Edit IP Group x "
| Ik SMAT

Basic Settings Description:
Mame: Lan IP Range Mawe Ta: above entry No. v i1 (i)
Description:
IF WYersion: = IPvd " 1Pve Original Pata Packet — . —
i — —
Sro Zone! ./LAN E!_I;i =
IE_ﬂ_ddFess—{‘_.i._l_qﬂ_ Metwark Objects: l\Lan IP Range i) )
-~ S < : /
e
(192.168.1.0/24 ) e =
2 A e ————
o Dst ZonesInterface: Zane v [[testz I
Metwork Objects: Al o]
Protocol: Al w
Translated Data Packet
: - Translate Src To: Egress interface v |
|Resalve Domain)|
| oK || cancel |
| Zave and Add| Ok | Cancel
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Thank you !

tech.support@sangfor.com
community.sangfor.com

Sangfor Technologies (Headquarters)
Block A1, Nanshan iPark, No.1001
Xueyuan Road, Nanshan District,
Shenzhen, Guangdong Province,

P. R. China (518055)
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