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1. Applicable scene
Gain a centralized and deeply integrated security solution by empowering your NGAF with
cloud service subscriptions. Receive best practices continuously to cope with ever-changing

threats and scenario-specific requirements.
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Security Capabilities

Threat Protection
; Emerging and changing unknown and advanced threats can no longer be detected and
it gk prevented quickly with traditional signature updates.Sangfor Neural-X is specifically correlated to Get Started

analyze and discover unknown threats and defend against advanced threats, building a dedicated
security solution.
* Unknown Threat Discovery (i » Advanced Threat Analytics (i
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2. Principle
The AF 1s deeply connected with the sangfor neural-x, and data information can be transmitted

between each other. The cloud can analyze and process the data reported by the AF.
After the cloud processes the data reported by the AF, the html page is generated in the cloud, and the

AF wgets down the html page generated by the cloud, and then renders the downloaded html page on
the AF. The overall feel 1s like the effect of a page in AF.
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Principle diagram

Sangfor Neural-x

Featurd reporting

Configuration reporting
|
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pC Pull the results directly
to the interface
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3. Function Description
The services subscriptions has only one feature for the time being:

Threat protection:
Emerging and changing unknown and advanced threats can no longer be detected and prevented
quickly with traditional signature updates.Sangfor Neural-X is specifically correlated to analyze

and discover unknown threats and defend against advanced threats, building a dedicated security
solution.
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4. Test procedure
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The cloud threat confronts the configuration, ensuring that the two parts meet the requirements,
and the configuration can be completed:
»The device can access the Internet normally;
» Activate the licensing of sangfor neural-x, as shown below:

» Status

[ System Time_H Network H Local ACL ” Web UI ” SMTP Server H Lic

ing ” Privacy Options_w

» Network

» Objects

» Policies

w System

4 General
System
Logging Options

Alarm Options

Administrator

4 Maintenance

Backup/Restore
Update
Restart

Troubleshooting

High Availability

» Authentication System

» Security Solution
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Device License
I

(In gateway mode, it decides
allowed)

Gateway ID: D88CB6EC
License Key: EQ99BB7RFGL4TS5KF
Status: Valid

1. Branch VPN Sites:0

2. Lines:1

3. Mobile VPN Users:0

Edit

License of Function Modules

@

s customer requires)
1. SSL VPN: 10 users
2. Sangfor Engine Zero Based File Verification
3. SSL Decryption
4. Advanced Functionality

Edit

Service Subscriptions

(Activate as customer requires)

1.Unknown Threats:Expiry Date: 2019-11-19
2.Advanced Threats Defense:Expiry Date: 2019-11-19

Edit

now many WAN links to branch sites are @ (It impro

Cross-ISP Access Optimization
oves user experience for cross-ISP access)
License Key: -

Status: Not activated

Edit

Update Licenses

(It keeps databases up-to-date)

1.URL/App Signature Database:Expiry Date: 2019-01-08
2.Software Upgrade:Expiry Date: 2019-10-09

3.Security Database:Expiry Date: 2019-01-08

4.File Verification Model Database:Expiry Date: 2019-01-08

Edit
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5. Achieve results

Home || Threat Defense ‘
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As cloud-based defense services against unknown and advanced threats are not activated, this page shows simulation results. It is recommended to activate the services to identify and defend against unknown and advanced threats by analyzing traffic and security logs.

Overview Attack Trends
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Advanced and Unknown Threat Analytics
C&C Communicat... — 113764
F 37 compromised user group(s)
Secret Tunnel Co... _ 57369
Advanced and Unknown Threats
Y 299 compromised user group(s)
4 5 9 12 0 Outbound DDoS _ 59849
I -
Suspicious URL
Suspicious File
B Advanced Threat [ Unknown Threat
Assets(29) Show key asset only Status :  All v Threat Type : Al v Name Q
No. Name Status Key Risk Advanced Threats Unknown Threats Operation
: 1 & wpBR2UD6U compromised I Host Compromise || Data Leak | | Breach Notification I I Malicious URL Access ] E C&C Communication (358) Secret Tunnel Communicatio... Suspicious URL (113) Suspicious File (61) Details
2 & JTtc2g1IEl compromised | Host Compromise || Data Leak | [ Breach Notification || Malicious URL Access ‘ E C8&C Communication (278) = Secret Tunnel Communicatio... Suspicious URL (561) = Suspicious File (98) Details
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Thank you !

tech.support@sangfor.com
community.sangfor.com

Sangfor Technologies (Headquarters)
Block A1, Nanshan iPark, No.1001
Xueyuan Road, Nanshan District,
Shenzhen, Guangdong Province,

P. R. China (518055)
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