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Chapter 1 Applicable Environment
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When user need to apply firewall and does not change their network environment.

Chapter 2 Configuration Step

2.1 Configure Zone for LAN, WAN and management

Go to [Network]=>[Interfaces]-[Physical Interfaces]



} Status | Physical Interface ” Sub-Interface ” VLAN Interface ” Aggregate Interface ” GRE Tunnel |I Zone I Link State Propagation |
~ Network + add ¥ Delete | 5 Refresh
[[] Zone Na.. Forward .. Interfaces Device Mgt Privilege Allowed Address
. - | LAN Bridge(l eth3,ethd
* Routing
- | WANL Route(la... wveth.1l WebUI,ssh All
» Virtual Wire - | Bridge Route(la... etho WebUI,=ssh All
» Advanced Options - WAN Bridge(l.. ethz
» Optical Bypass Module [ lan Route(la... WebUI All
e [ Intranet Bridge(l
- | mirror Bridge(l...
[+ SSLVPN
[] manage Route(la... WebUI All
I IPSecVPN [l server Bridge(l...
Configuration for LAN zone

Mame:

Forward Mode:

Interface

Awvailable:

LA&N

(® Bridge(layer 2)
() Route(layer 3)
(Civirtual wire(layer 1)

EE

1 Delete

Configuration for WAN zone

Selected:

eth3
eth4




Mame: WAN
Forward Mode: (@) Bridge(layer 2)
() Route(layer 3)
() wirtual wire(layer 1)

Interface
Available: Selected:
ethz
| Add » |
| L] Delv:—:tel

Configuration for Management zone

Mame: Mgmt
Forward Mode: () Bridge(layer 2)
(@) Route(layer 3)
(i Wirtual wire(layer 1)

Interface

Available: Selected:

eth wveth.1
ethi

eth2 Add »
eth3

wvpntun 1 Delete

i

2.2 Interface Configuration



Go to [Network]>[Interfaces]-[Physical Interfaces].

Assign one interface for WAN attribute and WAN zone

Edit Physical Interface b4

Enable
MName: aths
Description:
Type: Eridge(layer 2) hd
Added To Zone: WAN w
Basic Attributes: WAM attribute

IPv4/IPvE

(@) Access () Trunk

Access: 1

WLAN Interface

Advanced

Configure link mode, MTU and MAC address. Settings

l oK H Cancel ]

Assign another interface for LAN zone



Edit Physical Interface X

[] Enable

Name: eth4
Description:
Type: Bridge(layer 2) v
Added To Zone: LAN v
Basic Attributes: [JWAN attribute

IPv4/IPv6

(® Access (O Trunk
Access: 1
VLAN Interface
Advanced
Configure link mode, MTU and MAC address. Settings
OK ‘ I Cancel

2.3 VLAN Configuration

Create a VLAN interface and add to management zone



Edit VLAN Interface x

Mame: veth. 1 {D
Description:
Added To Zone: Mgrmt w
Basic Attributes: Fingable
[ ]IPSec WPN outgoing line: Line 1 il

IF Assignment: (®) Static () DHCP

Static IP: 192.168.19.2/255.255.255.0

Next-Hop IP: 192.168.19.1

Link State Detection

Specify link state detection method(s). Settings

Advanced

Specify Maximum Transmission Unit (MTU). Settings

l OK H Cancel ]




2.4 Routing Configuration

Configure it from [Network]=>[Routing]>[Static Route]>[Add]>[Static Route] as

image shown below:

—_———
Navigation <loever |FEVERR |

} Status I Static Route ” Policy-Based Routing ” Multicast Route ”
* Network 'ﬁ'

» Interfaces | = Add - | X Delete |_,@'Imp|:rrt 5 Export Qﬁ Refresh

» Routing - Static route

y Virtual Wire Multiple static routes

¥ Advanced Options

» Optical Bypass Module
¥ MAT

[» SSLVEN

[ IPSecVPN

Insert destination address, subnet mask, next hop IP and choose an interface for

VLAN.



Edit Static Route ¥

Drestination: 0.0.0.0 @
Subnet Mask: 0.0.0.0
Mext-Hop IP: 152.168.15.1
Interface: weth.1 e
Metric: 0
Link State Detection: Dizable v (D)

| Ok | | Cancel

If you need other static route in your network then you can proceed it in the same

section here as well.

2.5 Application Control Policy



Navigation Aol IS Application Control "_

b Status =+ Add X Delete | « Enable ¢ Dizable | 4 Move Up
b Network [] Priority Mame Group
b Dbjects .

1 block p2p Drefault group

+ Policies

PP S E— ]
b Application Contral 2 Allow Default group
¥ Country Slocking
» Connection Control ] 3 Default Policy )

4 Network Security

» Policies
» Anti-DoS/DDoS

» ARP Spoofing Prevention

» Drecryption
[» Bandwidth Management
¥ Configuration Wizard

» Blacklist/Whitelist




Edit Application Control Policy *

Enable
Name: | Allow_All |
Group: Crefault group =7
Source
Network (@ Network Objects
Objects/Users;
All i
() User/Group
Sele -r:a
Zane: LM IT
Port: (@) All

() Specified Port (i)

Destination

Metwork Objects: all i)
Zane: WAN I
Service/Application
Service/Application: (@) Service
Predefined Service/any a
() Application
ype fa
Schedule: All week w
Action: (@) Allow () Deny
Advanced Settings: Settings
Remark: Optional, up to 256 characters
Ok | | Cancel

Default Access Control policy will deny all the service and user need to configure
manually to allow the service. User can configure other policy based on their needs

as well.



Chapter 3 Precautions

Transparent deployment mode is standing between 2nd and 3rd layer. But adding
policy will only allows 3rd layer to 3rd layer zone to work. It will not working if user set
policy for 2nd layer to 3rd later. Besides, configuration for routing is allow device to

have internet access and update their database automatically.
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