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Chapter 1 Network Topology

One customer has two site, they want to use Sangfor NGAF build VPN tunnel between

HQ and branch.

INTERNET

GW2:

GW1: 113.97.239. 38/24

121,122, 31. 112/24

Ethl:

Ethl: 113.97. 239. 39/24

121.122.31.113/24

Eth4:

192. 200. 19. 1/24
192. 168. 222.1/24

User:

192. 168. 222, 2/24

Server: Server:
192, 200. 18. 2/24 192, 200. 17. 2/24

Chapter 2 NGAF Configuration

2.1 HQ NGAF Configuration

1. Configure interface and zone.

Specially build a zone for VPN, chose vpntun interface.

b Status | Physical Interface ” Sub-Interface ” WLAN Interface ” Aggregate Interface H GRE Tunine! H Zone H Link State Propagation |
» MNetwork + add X Delete | 5 Refresh
» Interfaces [] Zane Mame Forward Mode Interfaces Device Mgt Privilege Allowed Address Delete
- LAM Bridge(layer 2} ethd In use
» Routing
- WAN Bridge(layer 2} eths In use
» Mirtual wire - Mgt Routeilayer 3) weth.1,veth .4 WebUT,ssh all n use
» Advanoed Qptions I— wpntun Routeflayer 3) wpntun WwebUT all In use I
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2. Allow traffic in Access control from VPN zone to Server zone and Server zone

to VPNzone.

Navigation B || Aosication control
» Status +add X Delote | @ pis 1 & Hove B Hrmport (BExport | 5 Refresh | [BTroubleshooting
» Network [ Priority Name Group Srec Zone Source Netwark Obje. Dst Zone Destination Netw. Service/Application Schedule Tims Updated Action
» Objects O
1 VPN_Allowz Default group Wt Al ventun all Predefined Service/any  All week 10-25 14:35:35 Allow
Policies
o wan
z VEN_Allow Default group vpntun A e Al Predefined Service/any  All week 10-25 14:35:46 Allow
» Country Blocking

3. Build VPN interface.

This step used to notice other side that HQ has a local subnet 192.200.19.0/24
(Add all NGAF LAN interface to this)

WPM Interface

w

Optical Bypass Maodule
» MNAT

[ SSLVPN

4 [PSecPN

» Etatus

[» Certificate Management
» Basics

» Local Users

» WPM Connections

» Mirtual IF Pool

» Multiline Options

» WPN Interface

» Multiline Palicy

Navigation «
b Status
{Network I Interfaces
» Interfaces add Delete
» Reving Interface Status LAN Interface Subnet Mask Operation
» Virtual Wwire || Enabled ethz 255.255.255.0 Edit
» Advanced Options

¥PN Interface IP

® Auto
IP Address: 2422076

'\ Specified

QK

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 2



NGAF Configuration Guide V7.5.1

b.

Add local subnet.

This step used to notice other side that HQ also has 192.200.17.0/24 and

192.200.19.18.0/24

(Don't need to add NGAF interface subnet to local subnet )

Local Subnet

Navigation «
} Status Mo, IF Address

1 192.200.17.0
- Networkl

2 192.200.18.0

» Interfaces

» Routing

» Mirtual Wire

» Advanced Options

» Optical Bypass Module
> NAT

[» SSLVPN
» Status
[» Certificate Management
» Basics
» Local Users
» MPN Connections
» Wirtual IP Pool

» Multiline Options

» MPN Interface

Subnet Mask
255.255.255.0
255.255.255.0

Operation
Edit Delete
Edit Delete

Set webagent and listening port

Basic Settings

Navigation

Add

QK

} Status

b Network

} Security Databases

Secondary WebAgent

Primary WebAgent: |weba gent.sangfor.net.cn/webag entfvpn‘

| Modify Password |

: |121.122.31.113:4009

| Modify Password |

* WPN LAN Interface

~ VPN MTU (224-2000): |1500 \ | Shared Key |

4 IPSec VPN Min Compression Value(59-5000): |100 ‘
* Status 3 VBN Listening Port(default 4009): [2009 ‘
MSS Change(UDP only): [C] Allow
* Local Users Internet Connection: @)
* VPN Connections ) Indirectly
* Virtual IP Pool
* WPN WAN Interface | Advanced | | Test | | Save and Apply
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6. Create a branch user, user type: branch user

[ < -

‘Navigation <
» Status Detect USB Key
}Netwurk I Groups:0
» Interfaces | Mame
» Routing B Default group
» Mirtual Wire

» Adwvanced Options
» Dptical Bypass Madule
> MAT

I SSLVEN

» Status

[+ Certificate Management

: Basics

Local user: Guest

Default user

Download USE Key Driver

Total Users: 3

Status Users
3
Enabled
Disabled
Disabled
Delete

2.2 Branch NGAF Configuration

1. Configure interface and zone.

Type

Mo

Branch user Mo

Branch user Mo
Mew User

Specially build a zone for VPN, chose vpntun interface.

Inherited Attr,

Algarithm

AES
AES

AES

Selected: Default group

Virtual IP My Metwe
Disabled
Disabled
Disabled
New Group

} Status | Physical Interface ” Sub-Interface ” WLAN Interface ” Aggregate Interface H GRE Tunine! H Zone H Link State Propagation |
» MNetwork + add X Delete | 5 Refresh
» Interfaces [] Zane Mame Forward Mode Interfaces Device Mgt Privilege Allowed Address Delete
- LAM Bridge(layer 2} ethd In use
» Routing
- WAN Bridge(layer 2} eths In use
» Wirtual Wire - Mgt Routeilayer 3) weth.1,veth.4 WebUT,ss5h All n use
» advanced Options I— wpntun Routeflayer 3) wpntun WwebUT all In use I
Pz
» Status +add X v @ + B Frmport [Mexport | 5 Refresh | [BiTroubleshooting
» Network [ priority Name Group Src Zone Source Network Obje... Dst Zone Destination Netw...  Service/Application Schedule Time Updated Action
]
2 obiects 1 VeN_allowz Default group . Al vpntun Al Predefined Service/any  All week 10-25 14:35:35 Allow
O
2 VPN_Allow Default group ventun Al [ all Predefined Service/any  All week 10-25 14:35:46 Allow

» Country Blocking
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3. Build VPN LAN interface.
This step used to notice other side that HQ has a local subnet 192.200.19.0/24
(Add all NGAF LAN interface to this)

Navigation ey

b Status

- Network I Interfaces

» Interfaces add Delete

» Routing LaM Interface

» Virtual Wire || Enabled eth3

Interface Status Subnet Mask Operation

255.255.255.0 Edit

» Advanced Options

K ¥PH Interface IP
» Optical Bypass Module

> MAT i Auto

[+ SSLVPN IF Address: 2422076
IPSecWPN | Specified
» Status

[+ Certificate Managerent
» Basics oK
» Local Users
» WPM Connections
» Wirtual 1P Pool
> Multiline Option
| » WPM Interface

4. Add VPN connection.

Status Qutgoing Connection Primary_Webagent Secondary WebAgent Usernarne Protocal Certificate-bas

b Status

I'Netwnrk | add oK

» Interfaces

£ Edit Outgoing Connection - Google Chrorme == 2

A Mot secure \ ktbps://192.168.19.2/html/dlan/am_operate html

» Routing

> Virtual Wire

» Advanced Options

» Optical Bypass Module Description:

> NAT Primary WebAgent 21122 31 13 4009
P SSLYPN Secondary WebAgent: . Test
IFSecFN Shared Key:
7 Status )
Confirm Key:
I Certificate Management
| Certificate

> Basics

> Local Users Peer Root Certificate;

Jufl

* VPN Connections Username: pritest
> Mirtual IP Pool Password:
» Multiline Options Confirm PWD:
» WPN Interface Protacal: UDP ¥
+ Multiline Policy
|# Enable traversal @
+ Local Subnet
|| Cross-ISP Access Opt, Low packs ¥ | Packet loss rate: 10 o
» Tunnel Route
b IPSec VPN B[Enabled
[ Objects
I Advanced LAN Service Save Cancel

3 Verify the connection

You can verify the connection by navigating to [Network] > [IPSec VPN] > [Status].
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