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Chapter 1 Application Scenario

In the intranet network proxy server environment, all user data are sent to the proxy
server user with the proxy server's IP as the destination IP. In real scenario, the real
data will be encrypted by the proxy server before send to internet.

In such a network environment, if you want apply different Internet access policies for
online users to record the real public access network data, then the deployment will
be different with others network deployment.

Applicable scenario: Users online via proxy server and IAM need to accurately identify
user online traffic and do the access control.

1.1 Proxy server with dual network card (IAM as bridge or
route mode)

: internet
internet

TAM

Configuration:

1. Device can deploy in route mode or bridge mode. We recommend use bridge
mode as it need the less changing on the network configuration. But we need
to make sure the internal data flow must go through IAM, or the proxy server
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must locate in the WAN direction of the IAM.
2. Fillin IAM IP in |IE proxy server exceptions list.

3. Fillin the proxy server IP and port in [System]-[Generall-[Adcanced]-[Proxy]

1.2 Proxy server with dual network card (IAM as Bypass
mode])

J internet

Configuration:

1. If only for audit or control only the TCP protocol data, the device may take the
bypass mode deployment for monitoring data sent from internal network to
proxy server.

2. Fillin the proxy server IP and port in Proxy>Proxy Services
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1.3 Proxy server with single network card (IAM as bridge

mode]
Data flow as below:

PC>Switch>Proxy Sever>Switch>Firewall>Internet

Firewall

Proxy server

Solution 1:
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Firewall
Proxy server

,,,,, L2 LAN Switch

1. Add a L2 LAN switch between firewall, proxy server and core switch. We can
relocate the proxy server to firewall interface, but if proxy server and firewall is
not in a same VLAN, we need to re-plan the proxy server and firewall IP range.

2. Deploy the IAM between L2 LAN switch and ensure online traffic only pass once
to the IAM.

3. Enter proxy server IP in “Proxy server settings” of IAM.
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Navigation

b Status

» Proxy

b Objects

b Users

b Access Mgt

» Bandwidth Mgt

» Endpoint Device

b Security

b WiFi Access

~ System

4 Network
» Deployment
» Interfaces
» Protocol Extension
» Optical Bypass
» High Availability
» Routing

I» Advanced

[ Firewall

4 General
» Licensing
» Administrator
» Date/Time
|» Update
» Alarm Options
» Global Exclusion
» Backup/Restore
» Custom Webpage
+ Report Center

» Advanced

» Remote Tech Support
» Syslog Server

» Central Management
» Device Name

» Server Certificate

» Redirection/Proxy

» SNMP

» RADIUS Server

» DNS Service

» Public API

» Other Options

Advanced
Category < | | Proxy
» Web UI
One IP address or range per row. Example: 192.168.0.1-192.168.0.6
» Proxy It inspects proxied packet from specified IP addresses, to enhance application identification accuracy. If

none is specified, all packets will be inspected.
Type here

Commit

If the users group does not have priviledge to access via proxy server, kindly
refer configuration steps as per following links.

http://community.sangfor.com/plugin.php?id=sangfor_databases:index&mod=
viewdatabase&tid=775
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Solution 2:

Firewall

Core Switch

Proxy server

1. Deploy IAM between proxy server and core switch.

2. Due to traffic will flow twice via the 1AM, the online users list will show public IP as the

online user.

3. Need to enable the following setting in [Users]-[Advanced]

@ SANGFOR | a1

Rl | Advanced

b Status

» Proxy

Category Eed

Authentication Options

» Objects

¥ Users

4 Authentication
» Authentication Policy
» External Auth Server
*» Single Sign-On
» Custom Webpage

» Internal Portal Server

4 Users

> Local Users
» User Import
» User Binding

s IPERMAC Binding

» Advanced

» Access Mgt

¢ Bandwidth Mgt

} Endpoint Device

» Security

» WiFi Access

» System

» Authentication Options
» USB Key User
» Custom Attributes

MAC acquisition across L3
network

Install Server S5L
Certificate

Lockout Pened {mins): 1

@ -

|| Delete accounts inactive for too long a time @

|| Auto remove MAC bindings when open authentication expires

|_| Allow account to be bound with limited endpoints

Address Changes and Conflicts Handling
|| Re-authentication is required if MAC address changes
Take action if user logs in on a second IP address with an account that does not allow concurrent login:
) Reject reguest and notify user that account is being used on other endpoint
® Disconnect earliest endpoint and allow new endpeint

Open Authentication Options

|#| Enable cookie-based authenticat\on@
Period(days): 30 0]

Security Options

[ Enable password strength requirements

Settings

¥ Use S5L to encrypt username and password
Domain Name: ®

Device Certificate: * ppns.ac.id

(Upload or Create CSR )
QOther Options
|#| DNS service is available even user is not authenticated or is locked
¥ Redirect HTTPS requests{not using proxy) te captive portal if user is not authenticated (1)

|| For Internet access using proxy, password submission is Web based

|| Username of domain user is domain account plus domain name

| || Open auth for data flow from WAN to LAN interface |

|| Disable sorting by user/group ®

Commit
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