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Chapter 1 Applicable Environment

1. Bypass mode mainly used for auditing, user has no need to change their network
environment. Through connecting the device listening port to the switch mirroring
port to achieve the data traffic monitoring.

2. Bypass mode will only useful for auditing base on TCP application control.
However, UDP protocol cannot be control. It does not support bandwidth
management, NAT, VPN, DHCP features. This deployment mode will not affecting
the network environment even when the device is down.

Chapter 2 Application Scenario
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Chapter 3 Configuration Steps

5.1 Configuration on IAM

1. Choose “Bypass Mode” when deploy for your IAM device.

Deployment

CE] Select Deployment Mode

Deployment Mode

(") Route Mode (use the routing function of the firewall gateway)

() Single Arm Maode (single-armed proxy)

{C) Bridge Mode (transparent forwarding, with no changes to the network topalagy)

(®) Bypass Mode (listening on mirror port of switch, exclusive of UDP data, no change to network topology)

(") Authentication Mode (working as authentication server to offer versatile authentication solutions, with other
control functionality disabled)

2. Management Port configuration, choose management port and assign an IP,

default gateway and DNS address for it.



« Deployment

b Status 4
» Proxy Bypass Mode °

} Objects Manage Interface Listened IP Addresses Ready to
b Users

» Access Mgt Manage Interface: | etho hd

» Bandwidth Mgt IPv4

latnducint Dovice IP Address: One entry per row. IP address, subnet and VLAN ID support. Examples:

s FrEr e i gty £ /3 (1), 20 0. 20.5/255. 255.255.0

b WiFi Access 10.10.30.50/255.255.255.0

* System

4 Network
» Deployment

» Interfaces

» Protocol Extension Default Gateway: | 10.10.30.1
» Optical Bypass Preferred DNS: 8.8.8.8
» High Availability Alternate DNS: 202.96.134.133
» Routing
[» Advanced []1Pve
[» Firewall
[» General

|» Diagnostics




[ATTENTION]

It support IPVé feature, just tick on the IPV6 can do this and user can assign IPVé6
form IP in this configuration step.

Deployment

Bypass Mode e

Manage Interface: | etho
[ 1Pwva

IP Address:

Default Gateway:
Preferred DNS:

Alternate DNS:

[ 1Pve

1P Address:

Default Gateway:
Preferred DNS:

Alternate DNS:

Manage Interface Listened IP Addresses Ready to

One entry per row. IP address, subnet and VLAN 1D support. Examples:
200.200.20.1/255,255.255.0, 88/200.200.20.5/255.255.255.0

10.10.30.50/255.255.255.0

10.10.30.1
8.5.8.8

202.96.134.133

One entry per row. IPve address and netmask are separated by forward slash{/). vLAN
1D support. Examples: 2001:4008::1/64, 88/2001:4008::2/64

2000:2000::2001/24

A



Configure monitoring network segments, differentiate lan-wan direction data:
configure listened server as the same section.

ss Mode V) -]
Manage Interface Listened IP Addresses Ready to Comple
Mirroing port cen be one or more than one
el Depends on their network condition.
Mirror Port: ethi,ethz v
Listened and Excluded IP Addresses
IP Addreszes: One IP address or range per row;

Listened subnet examples: 200.200.20.0/255.255.255.0, 2001:4008::/64

Excluded IP address or range begins with hyphen. Excluded IP range examples:
-200.200.20,14-200.200.20.148, -2001:4008::1-2001:4008::ffff; Excluded IP address
examples: -200.200.20.58, -2001:4008::1

10.10.30.0/255.255.255.0 | A - -
10.10.10.0/255.255.255.0 Listened Address range is internal network

10.10.20.0/255.255.255.(| which will be monitored, those are not in the list
will be taken as external network, this method
to differentjate lan-wan data traffic

Deployment

== Mode Q Q
Manage Interface Listened IF Addreszes Ready to Cor
Mirror Port: ethl,eth2 w

Listened and Excluded IP Addresses

1P Addresszes: One IP address or range per row;
Listened subnet examples: 200.200.20.0/255.255.255.0, 2001:4008::/64
Excluded IP address or range begins with hyphen. Excluded IP range examples:
-200.200.20.14-200.200.20.148, -2001:4008::1-2001:4008::ffff; Excluded IP address
examples: -200.200.20.58, -2001:4008::1

10.10.30.0/255.255.255.0
10.10.10.0/255.255.255.0
10.10.20.0/255.255.255.0

Listened Servers

Servers: Monitor and audit access to the following servers by any user(from internal or external
network]).

Examples: IP range, 200.200.20.14-200.200.20.148 and 2001:4008::1-2001:4008: :ffff,
IP address, 200.200.20.58 and 2001:4008::1"

10.10.20.50 |




Configuration complete, click commit and the device will restart. After this
configuration will be valid.

Deployment

Bypass Mode V) V] (/]

Manage Interface Listened IF Addresses Ready to Complete

Manage Interface(eth0)

IP Address: 10.10.30.50,/255.255.255.0
Default Gateway: 10.10.30.1

Preferred DNS: 8.8.8.8

Alternate DNS: 202.96.134.133

Listened and Excluded IP Addresses

10.10.30.0/255.255.255.0
10.10.10.0/255.255.255.0
10.10.20.0/255.255.255.0

Listened Servers

10.10.20.50

Cancel | | Back Commit

1. Static route configuration, user can assign it during the process of deploying IP for
management port and gateway address,

2. New authentication policy, configure the authentication mode based on client’s
requirement and it almost complete the entire configuration. Ready to host and run.

3. Configure the access control policies based on client’s requirements as well.



Chapter 4 Precautions

1. 1AM bypass mode deployment will use proxy to surf internet for internal users; it
will pass the data traffic in between the internal users and the proxy to the mirroring
port of |IAM

2. [Attention on Configuration) Take note that user needs to eliminate the IP of
proxy server from the listening list during configuration.
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