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Chapter 1 Functionality Summary

1. The device needs to be serve as a network cable with filtering function. It is
generally enabled when it is not convenient to change the original network
topology.

2. Connect the device between the original gateway and the intranet users. If the
original gateway and the intranet users do not need to make any configuration
changes, they can use the device by doing some configuration.

3. The existence of the device is not known for the original gateway and intranet
users which is transparent to the original gateway and intranet users. The main
feature of the bridge mode is that the bridge mode is completely transparent to
the user.

Chapter 2 Application Scenario

When the device is deployed in multi-bridge mode, there is basically no change to the
customer’s original network. When the IAM is deployed in the bridge mode, the IAM is
a transparent device for the customer. If IAM device is causing netowrk down,
hardware bypass function can be enabled to resume network communication.

Chapter 3 Configuration

3.1 Scenario 1 : Recommend to use DMZ port to manage
device
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7 INTERNET # INTERNET

10.10.10.100/24 1.11.11.100/24

92.168.32.10/24

172.16.1.0/24

The configuration on the IAM can be divided into the configuration for deployment
mode and static routes. The details are as follows:

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 2



IAM Configuration Guide V12.0.13

1. In Deployment, start the configuration by selecting Bridge Mode as shown below.

Navigation e

} Status
» P
roxy Select Deployment Mode
» Objects
¥ Users

Deploy t Mode

» Access Mgt

Route Mode (use the routing function of the firewall gateway)

» Bandwidith Mgt N .
andwi = Single Arm Mode (single-armed proxy)

Deployment

Interfaces
Protocol Extension
Optical Bypass
High Availability
Routing

[» Advanced

[» Firewall
[+ General

[ Diagnostics

} Endpoint Device I # Bridge Mode (transparent ferwarding, with no changes to the network topology) I
» Security Bypass Maode (listening on mirror port of switch, exclusive of UDP data, no change to network topology)
Authentication Mode (working as authentication server to offer versatile authentication solutions, with other
» WiFi Access control functionality disabled)
: hd stlern I
4 Metwork

‘ Cancel |

MNext

In Interfaces, select Bridge (LAN——WAN), bridge state propagation is enable by default.

[Note]

» “Enable bridge state propagation” function is enable by default, the selected

Bridge (LAN——WAN] whether support state propagation will show in Interfaces

Tracking.

» You can select one pair of interfaces for a bridge or multiple pair of interfaces for

multi-bridge based on customer’s network environment.
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Navigation e ]

b Status
} Proxy Bridge Mode °
} Obj Interfaces Brnidge Interfaces Manage Interface Gateway Ready to Complete
} Users
Interface

» Access Mgt

Available LAN Interface Bridge (LEN=-=WAHN]
» Bandwidth Mgt — — —

Eheth1(GE) B =th0(GE) <->[dijeth2(GE)
+ Endpoint Device igleths(cE) i th3(GE) <= eth4(GE)

» Security

¥ WiFi Access

- System
Available WAN Interface

4 MNetwork eth1(GE)
» Deployment geths(GE)

» Interfaces

* Protocol Extension

» Qptical Bypass

» High Availability

> Routing ] Enable bridge state propagation (if one tracked bridge changes status between Connected and Disconnected, the other
bridge changes accordingly, telling the peer device that the local device is down or recovers in redundant network)
[ Advanced

[» Firewall
[ General

[» Diagnostics

Cancel ] [ Back ” MNext "

b. In Bridge Interfaces, do not need to configure bridge IP.
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«

Deployment

b Users

b Access Mgt

» Bandwidth Mgt

» Endpoint Device

» Security

» WiFi Access

* System

4 Network
» Deployment
» Interfaces
» Protocol Extension
» Optical Bypass
» High Availability
» Routing

|» Advanced

[+ Firewall
[+ General

[» Diagnostics

Bridge Mode o 0
Interfaces Bridge Interfaces Manage Interface Gateway Ready to Complete
| Bridge1(etho<->eth2) | Bridgea(ethi<—>cth4)
| [ 1Pva |
IP Address: One entry per row. IP address, subnet and \VLAN ID support. Examples:
200.200.20.1/255.255.255.0, 88/200.200.20.5/255.255.255.0
[ 1Pve
[ Cancel ] [ Back l [ Next l
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ey

b Status

} Proxy Bridge Mode 0 0

» Objects Interfaces Bridge Interfaces Manage Interface Gateway Ready to Complete
b Users

Bridge1({eth0<->eth2) l Bridge2(eth3<->etha) |
b Access Mgt ' )
[ IPva
» Bandwidth Mgt

One entry per row. IP address, subnet and VLAN ID support. Examples:
200.200.20.1/255,255.255.0, 88/200.200.20.5/255.255.255.0

b Security E

» Endpoint Device

b WiFi Access

* System

4 Metwork
» Deployment
» Interfaces [ 1Pve
» Protocol Extension
» Optical Bypass
» High fvailability
» Routing
[» Advanced

| Firewall
|» General

[» Diagnostics

Cancel Back MNext
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b. In Manage Interface, configure manage interface IP.

Navigation <« Deployment

} Status
} Proxy Bridge Mode (] (] @
» Obj Interfaces Bridge Interfaces Manage Interface Gateway Ready to Complete
¥ Users
» Access Mgt Manage Interface: | eth1 e
} Bandwidth Mgt [« IPva
» Endpoint Device IP Address:  One entry per row. IP address, subnet and VLAN ID support. Examples:
_ 200.200.20.1/255.255.255.0, 88/200.200.20.5/255.255.255.0
» Security

192.168.32.10/255.255.255.0

» WiFi Access

-+ System

4 Network

» Deployment

» Interfaces _
[ 1IPVE
» Protocol Extension
» Optical Bypass

» High Awvailability

* Routing

[» Advanced

[» Firewall
[» General

[» Diagnostics

[ Cancel H Back “ Next I
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c. In Gateway, configure gateway IP address. Gateway point to device address that IAM
manage interface connected.

Navigation B || Deployment

} Status

» Proxy Bridge Mode <@ <@ ] -]

» Objects Interfaces Bridge Interfaces Manage Interface Gateway Ready to Complete
» Users

F Access Mgt |« TPv4

+ Bandwidth Mgt Default Gateway: | 192.168.32.11

» Endpoint Device Preferred DNS: 3.8.8.8

» Security Alternate DNS: 8.8.4.4

» WiFi Access

~ System | IPv6

4 Network
s Deplayment |#| Bypass firewall rule (recommended, this allows data flow between WAN and LAN interfaces)
» Interfaces

» Protocol Extension
> Optical Bypass

» High Availability

» Routing

[» Advanced

[ Firewall
[ General

[» Diagnostics

l Cancel H Back " Next |
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d. When click “Commit” in Ready to Complete, it will remind the device require to restart. When
the device restart successfully after select “Yes”, the manage interface able to manage the device.

Navigation R [ o=-m- [

b Status

» Proxy Bridge Mode (V] (/] (V] (V] (V]

» Obj Interfaces Bridge Interfaces Manage Interface Gateway Ready to Complete
b Users MANAGE Interface (eth1): 192.168.32.10/255.255.255.0

» Access Mgt Bypass firewall rule: Enable

Default Gateway:192.168.32.11
Preferred DNS:8.8.8.8
» Endpoint Device Alternate DNS:8.8.4.4

» Bandwidth Mgt

Bridgel(cth0<->eth2) | Bridgea(cth3<-=ctnd)

b Security
» WiFi Access Bridge Interface
Bridge: eth0<->eth2
 System
4 Network

» Deployment
» Interfaces

» Protocol Extension

» Optical Bypass

» High Availability
» Routing
[» Advanced

I Firewall
|» General

|» Diagnostics

I Cancel H Back HI Commit |I

P J The device is required to restart if you save changes to deployment mode. Are you sure
-

to continue and log in again later?

I Yes ” Mo ]

2. Add new static route

The default gateway already configure in deployment mode will automatically generate default
route.
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Routing Table

Dst Address Metmask/Prefix MNext-Hop IP
128.128.125.248 255.255.255.248 0.0.0.0
128.127.125.248 255.255.255.248 0.0.0.0
192.168.32.0 __ 255.255.255.0 0.0.0.0
0.0.0.0 0.0.0.0 192.168.32.11

3. Add new authentication policy.

Based on the customer requirement to configure relevant authentication policy and
the device is ready to be used in the network.
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3.2 Scenario 2: The device does not have idle interface and

require to use bridge |IP to manage devices.
1. In Deployment, start the configuration by selecting Bridge Mode as shown below.

Navigation [ =oAL

r Status

} Proxy

Cé] Select Deployment Mode
} Objects

b Users
Deployment Mode

» Access Mgt

_) Reute Mode (use the routing function of the firewall gateway)

pRan i _! Single Arm Mode (single-armed proxy)

» Endpoint Device I # Bridge Mode (transparent forwarding, with no changes to the network topology) I
» Security _! Bypass Mode (listening on mirror port of switch, exclusive of UDP data, no change to network topology)
_) Authentication Mode (working as authentication server to offer versatile authentication solutions, with other
b WiFi Access control functionality disabled)
|~ System I
4 Network
Deployment
Interfaces

Protocol Extension
Optical Bypass
High Availability
Routing

[» Advanced

[ Firewall
|» General

[» Diagnostics

‘ Cancel | Mext

a. In Interfaces, select Bridge (LAN«——WAN), bridge state propagation is enable by default.
[Note]

» “Enable bridge state propagation” function is enable by default, the selected

Bridge (LAN——WAN] whether support state propagation will show in Interfaces
Tracking.

» You can select one pair of interfaces for a bridge or multiple pair of interfaces for
multi-bridge based on customer’s network environment.
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Navigation <« Deployment

b Status
} Proxy Bridge Mode °
» Obj Interfaces Bridge Interfaces Manage Interface Gateway Ready to Complete
» Users
Interface
} Access Mgt
Available LAN Interface Bridge {LAN=<-=WAN)

» Bandwidth Mgt

} Endpoint Device @ijeth1(GE) <->flijeth3(GE)

F Security

» WiFi Access

+ System
Available WAN Interface

4 Network

Deployment

Interfaces

Protocol Extension

QOptical Bypass

High Availability

» Routing ] Enable bridge state propagation (if one tracked bridge changes status between Connected and Disconnected, the other
bridge changes accordingly, telling the peer device that the local device is down or recovers in redundant network)
[> Advanced
[ Firewall
[ General
|» Diagnostics

[ Cancel H Back || Next |
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b. In Bridge Interfaces, configure a usable bridge IP for the bridge to manage the
device. Bridge IP configuration support both IPV4 and IPVé, select based on the
network environment.

1. Configure IP for Bridge 1.
Navigation [ o=

b Status
b Proxy Bridge Mode 0 °
» Obj Interfaces Bridge Interfaces Manage Interface Gateway Ready to Complete
b Users
I Bridgel(etho<->=eth2) I” Bridge2(ethl<->eth3)
F Access Mgt

¢ Bandwidth Mgt

R . 1P Address: One entry per row. IP address, subnet and VLAN ID support. Examples:
» Endpoint Device 200.200.20.1/255.255.255.0, §8/200.200.20.5/255.255.255.0

b Security 10.10.100.200/24 I

r WiFi Access

* System

4 Network

» Deployment
» Interfaces Ll 1Pve
» Protocol Extension
» Optical Bypass

» High Availability

» Routing

|» Advanced

[ Firewall
[: General

[» Diagnostics

Cancel ‘ ‘ Back ‘ | Next

1. No configuration for another Bridge.
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Navigation <« Deployment

b Status

} Proxy Bridge Mode 9 -]

» Obj Interfaces Bridge Interfaces Manage Interface Gateway Ready to Complete

b Users

‘ Bridae1(ctho<-=cth2) || Bridge2(cth1<->cth3) |

b Access Mgt

[]1Pva
» Bandwidth Mgt

" N 1P Address One entry per row. IP address, subnet and \VLAN ID support. Examples:
pdbndnointineyice 200.200.20.1/255.255.255.0, 86/200.200.20.5/255.255.255.0

F Security

» WiFi Access

* System

4 Network
» Deployment
» Interfaces ) IPvE
» Protocol Extension
» Optical Bypass
» High Availability
» Routing

|» Advanced

[+ Firewall
[+ General

|» Diagnostics

| cancel H Back ” next |

[Note]

No matter how many sets of bridges are configured, select one set of bridges to
configure the bridge IP to manage the devices. Other bridges do not need to configure
the bridge IP.
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c. In Manage Interface, select None for the interface.

Navigation

b Status

«

b Proxy

} Objects

b Users

¥ Access Mgt

» Bandwidth Mgt

» Endpoint Device

} Security

b WiFi Access

+ System

4 Network
» Deployment
» Interfaces
» Protocol Extension
» Optical Bypass
» High Availability
» Routing
|» Advanced

[ Firewall
|» General

|» Diagnostics

Bridge Mode (/] (/] (-]

Interfaces Bridge Interfaces Manage Interface Gateway

Manage Interface: |None v
TP
IP Address One entry per row. IP address, subnet and VLAN ID support. Examples:
200.200.20.1/255.255.255.0, 88/200.200.20.5/255.255,255.0
IPvb

Ready to Complete

| cancel ] \

Back l I Next I
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d. In Gateway, configure gateway IP address. Gateway point to device address that IAM
WAN interface connected.

Navigation 38 || Deployment

b Status

» Proxy Bridge Mode o 0 0 0

» Objects Interfaces Bridge Interfaces Manage Interface Gateway Ready to Complete
» Users

b Access Mgt ¥ IPv4

» Bandwidth Mgt Default Gateway: | 10.10.10.100

» Endpoint Device Preferred DNS: 10.10.10.100|

» Security Alternate DMS: 8.8.8.8

» WiFi Access

+ System || IPw6

‘ T‘T:t-:;;i'rr — |#| Bypass firewall rule (recommended, this allows data flow between WAN and LAN interfaces)
» Interfaces

» Protocol Extension
» Optical Bypass

» High Availability

» Routing

|» Advanced

[ Firewall
|» General

[» Diagnostics

Cancel ‘ ‘ Back ‘ I Next

[Note]

In @ multi-bridge environment, you only need to configure one gateway address which
can access the Internet.
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e. When click “Commit” in Ready to Complete, it will remind the device require to restart. When
the device restart successfully after select “Yes”, the bridge interface able to manage the device.

Navigation <\

b Status

» Proxy Bridge Mode (] (V] (/] (] (V]

» Objects Interfaces Bridge Interfaces Manage Interface Gateway Ready to Complete
} Users MANAGE Interface (None):

» Access Mgt Bypass firewall rule: Enable

Default Gateway $10.10.10.100

LB andaddthat Preferred DNS:10.10.10.100

» Endpoint Device Alternate DNS:8.8.8.8
b Security Bridge1(etho<->eth2) | Bridgez(ethi<->cth3)
» WiFi Access Bridge Interface |10.10.100.200/24
Bridge: eth0=->eth2
~ System
4 Network

» Deployment
» Interfaces
» Protocol Extension

» Optical Bypass

> High Availability
» Routing
I» Advanced

[ Firewall

[ General

|» Diagnostics

| Cancel || Back |I Commit I

P J The device is required to restart if vou save changes to deployment mode. Are you sure
-

to continue and log in again later?

I Yes || No |

2. Add new statis route.

If the internal network and the IAM are in a layer three environment, static route need
to be configure for the internal network. Otherwise, the device cannot be redirected
which cause some pages unable to be redirect such as authentication page.
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Add Static Route for IPv4 Address

Dst Address: |172.15.1.u

Metmask: 1255.255.255.0

|
|
Next-Hop IP: | 10.10.10.254) |
|

Interface: | Auto

4 Metwork

» Deployment

» Interfaces

» Protocol Extension
» Optical Bypass

» High Availability

[+ Advanced

[+ Firewall
[* General

[ Diagnostics

I
3. Add new authentication policy.

Based on the customer requirement to configure relevant authentication policy and
the device is ready to be deploy in the network.
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Chapter 4 Precautions

4.1 Multi-bridge has no special protocol redirection function. By default, the device
virtual address is used for redirection. No configuration is required here, keep the
default.

4.2 The Layer 3 switch connected to the IAM management port enables the trunk to
manage the device through the management port. The management port also needs
to enable VLAN.
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