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Chapter 1 Troubleshooting Methods

1.1 Interface menu and options
Step 1: Ensure “Activity Audit” is activated in the Multi-Function License.
Path: [System] > [Generall > [Licensing]

Multi-Function License

Licensed Modules:
== 1. VPN Setup
2, application Audit

) Licensed Modules:
License Kevy: { ypN Setup
Status: Wali icatl L
Edit 2.1 Activity Audit
== ontent [dent

4., Proxy

Step 2: Ensure the “Ingress Policy” has applied to the respective user.

Path: [Status] > [Online Users]

Al Objects: none Y¥iew Casual User X

F No.lUsername(F\Iias) alias:
1 192,165.19.63

Group: /default

Policies

}L Wiew Resultant Set

)

[ mMo. mMame Applicable Users Applica... Endpoin...
= Access Contral {1)

[ 1 block skype All users all all

= Audit Palicy (1)

[ 1 Audital Al users All all

= Ingress Policy {1}

[] 1 1Ingress QQ chat all users all all

Step 3: If the Ingress is working, the chat content will be able to check from the
“Internet Activities” page.

Path: [Status] > [Internet Activities]
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Navigation <

~ Status % Auto Refresh: 5 second(s) ~ | T Filter
Dashboard Filter: IP Address  192.168.100.100 )  Objects: IM chats  Action: Reject Log Alert
Online Users No. Time Username Group 1P Address App Category Application Action Details
——— 1 12secondsage  kenl /Ken-Test 192.168.100.100 ™ QQ Log 5222|3;r ________

Activity: Receive message through QQ

2 17secondsago  kenl JKen-Test 192.168.100.100 m Qq Log Sender: . -
Internet Activities _—
Contents: yes
Locked Users 3 24secondsago  kenl /Ken-Test 192.168.100.100 m aQ Log Sender:
Receiver: 192.168.100.100
Security Events Activity: Send message through QQ

4 27secondsago  keni /Ken-Test 192.168.100.100 ™ QQ Log Sender: -

Contents: you here?

5 d48secondsago  keni [Ken-Test 192.168.100.100 ™ QQ Log Sender:

Receiver: 7 e

Activity: Receive message through QQ
6 d48secondsago  keni Ken-Test 192.168.100.100 ™ QQ Log Sender: © 2

Receiver: 192.168.100.100

Activity: Send message through QQ
7 S7secondsage  kenl /Ken-Test 192.168.100.100 ™ QQ Log Sender: §

Receiver;

Contents: hi |

I Traffic Statistics

Step 4: If unable to check chat content from the “Internet Activities” page, check
and ensure Ingress software is installed in the PC.

File QOptiocns Yiew Help
Applications | Processes |Sn.=-_r'u'i::es | Performance | Metworking I IIzers |

=
Image Mame User Mame CPU  Memory (... Description

conhost.exe SYSTEM i 1,044K Console ...
CSrss,exe SYSTEM oo 1,834K Client Ser...
CSrss.exe SYSTEM (i} 1,988 K Client Ser...
dwm,exe Adminis. ., 02 15,376 K Desktop ...
ECAgent.exe =32 Adminis. ., 0o 5,400 K Agent for...
ETDCtrl. exe Adminis. ., 0o 7,434¥K ETD Cont...
ETDCtrHelper.exe Adminis. .. 0o 2,864K ETD Cont...
ETDInteligent.exe Adminis... 00 2, 772K ETDInteli...
ETDService.exe SYSTEM oo 1,244K  Elan Service
explorer.exe Adminis... 00 29, 764K Windows ...
Ingress.exe *32 SYSTEM oo 4,730 K Sangfor L.,
IngressMgr.exe =32  |5YSTEM (i} 2424K IngressMagr
lsass.exe SYSTEM i} 4,338 K Local Sec...
lsm.exe SYSTEM 0o 2,332 K Local Ses...
MpCmdRun.exe METWO.., 00 3,860 K Microsoft... -

Show processes from all users

Processes: 60 CPU Usage: 27% Physical Memory: 44%

If it is not running and it is not installed, the installation page will pop up. If the
authentication page did not prompt, then will need to confirm whether the user’s
Internet data has passed through Sangfor IAM.
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Chapter 4 Precautions

@ High Availability with Master-Master deployment mode does not support
Ingress

Internet traffic passes through more than one Sangfor IAM does not support to
Ingress
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