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Chapter 1 Applicable Scenario

ETH2: 1.2.1.1/29
GW: 1.2.1.229

ETH1:192.168.1.254/24
Layer 3 Switch

192.168.1.1/24
192.168.2.124

192.168.2.0/24

This deployment is suit on those environments which require Sangfor NGAF to be their
gateway or router.



Chapter 2 Configuration Steps

2.1 Configure Interfaces and Zone

1. Interface / Zone Configuration:
Modify"Network“—>"Zone or Interface”—>"Add"” to add or modify the zone and
interface configuration.

e

Navigation
} Status | Physical Interface ” Sub-Interface ” VLAN Interface ” Aggregate Interface ” GRE Tunnel |||Znne I| Link State Propagation |
~ Network + Add X Delete | 45 Refresh

|> Interfaces |

» Routing

» Virtual Wire

» Advanced Options

» Optical Bypass Module

» NAT
[ SSLVEN

[» IPSecVPN

[[] Zone Name Forward Mode Interfaces
LAN Bridge(layer 2) eth3,ethd
WANL Route(layer 3) weth.1
Bridge Route(layer 3) etho

- WAN Bridge(layer 2) eth2

[ 1an Route(layer 3)

Edit Zone b4

Mame:

LAMN
Forward Mode: () Bridge(layer 2)
:@:@Routel[laver 3)
(Civirtual wire(layer 1)
Interface
Available: Selected:
ethl
eths
wpntun Add »

1 Delete

it




Edit Zone

MName: WAN

Forward Mode: () Bridge(layer 2)
:@:@Routel[laver 3)
(Civirtual wire(layer 1)

Interface

Available: Selected:

ethil
eths

wpntun Add »

it

1 Delete

Name: WAN / LAN
Forward Mode: Route (Layer 3)



2. Modify"Network“—>"“Zone or Interface”—>"Add" to add or modify the zone and
interface configuration

Configure eth 1 as LAN interface, make it pingable and assign an IP for it.

Edit Physical Interface *

Enable

Mame: ethi
Description:

Type: Route(layer 3) hd
Added To Zone: lan ~
Basic Attributes: Pingable

[ wan attribute

[]IPSec VPN outgoing line: Line 1 o

[ vs |

(@) Static ) DHCP ) PPPoE

Static IP: 192.168.1.254/24

©e

Mext-Hop IP:

Configure eth 2 as WAN interface, make it pingable, WAN attribute and assign an IP

for it.
Edit Physical Interface »

Enable
Name: eth2
Description: abc
Type: Route(layer 3) A
Added To Zone: lan -
Basic Attributes: Pingable
] wan attribute
[]IPSec WPN outgoing line: Line 1 e
IPvg
(®) Static () DHCP () PPPaE
Static IP: 1.2.1.1/29

Mext-Hop IP: (1.2.1.2 |®




2.2 Configure Route

Default Route

1. Configure”Network“—>"Route”—>"“Static Route”>"Add"”->"Static Route”,

Sl | =~ | —

Navigation
} Status Static Route || Policy-Based Routing
i Network IPva

Multicast Route

| osr | re || s

» Interfaces

» Routing

X Delete | B Import [ Export | £ Refresh

Destination

[l Add Static Route

» Wirtual Wire
» Adwanced Options Destination: 0.0.0.0 @
Subnet Mask:
» Optical Bypass Module 0.0.0.0
Mext-Hop IP: 1.2.1.1
* NAT
Interface: |A|.|tcr| |v|
bosns Metric: Auto
|» IPSecVPN Link State Detection: etho
ethl
eths
» Objects ncel
iwe‘ch.l B
» Policies
P System

» Authentication System

» Security Solution

Static Route for Packets coming back

Add Static Route »

Destination:
Subnet Mask:
Next-Hop IP:
Interface:

Metric:

Link State Detection:

192.168.2.0

255.255.255.0

192.168.1.254

Auto
etho
ethi

eths

iveth.l

®

ncel

In

WE



2.3 NAT Configuration
1. Configure “Firewall”>"NAT">"Add"->"SNAT". As image shown below:

Add Source NAT Rule x

Enable -
MName: Proxy
Description:
Move To: above entry No. vl
Source
Zone: lan qr?
Network Objects: all

Destination

Zone/Interface: (®) Zone
WANL =
() Interface
ethi v
Network Objects: All =
Protocol

Configure protocol and port Settings

Source Translation

To: IP Address v
IP Address: 1.2.1.2

Save and Add OK ] l Cancel




2.4 Access Control

Enable
Name: [ Atow_an |
Group: Default group =z
Source
Metwork (@) Network Objects
Objects/Users:
All T2
() User/Group
Sele 'rg
Zone: LA [ifw]
Port: ™ All
(O) Specified Port (i)
Destination
Metwork Objects: All e}
Zone: WAN [if-]
ServicefApplication
Service/Application: (@) Service
Predefined Service/any
() Application
Schedule: Al weelk ~
Action: @ Allow O Deny
Advanced Settings: Settings
Remark: Optional, up to 256 characters
OK | | Cancel

Attention: Default Access Control policy will deny all the service by default and user
need to configure manually to allow the service. User can configure other policy based
on their needs as well.



SANGFOR
~—

Copyright & SANGFOR Technologies Inc. All rights reserved.

No part of this document may be repreduced or transmitted in any form or by any

means without prior written consent of SANGFOR Technologies Inc.

SANGFOR is the trademark of SANGFOR Technologies Inc. All other trademarks

and trade names mentioned in this document are the property of their respective
holders. Every effort has been made in the preparation of this document to ensure accuracy
of the contents, but all statements, information, and recommendations in this
document do not constitute a warranty of any Kind, express or implied.

The information in this document is subject to change without notice.

To obtain the latest version, contact the international service center of SANGFOR

Technologies Inc




