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Chapter 1 Applicable Scenario

i) Transparent 1.2.1.524
Transparent port: ETH2  port: ETH1
VLAN2:1.2.1.224
GW:1.2.1.1
Routing port: ETH3 1.2.1.6/24
1P:192.168.1.124
VLAN2:192.168.1.25424
VLAN3:192.168.2.25424
192.168.2.0/24

X

Configure SANGFOR NGAF WAN port as route mode, LAN use proxy to access internet,
Intranet will provide public IP for users and servers. To allow user to access serrver
by using public IP to access server farm, not using port mapping.



Chapter 2 Configuration Steps

2.1 Configure Interfaces and Zone
1. Interface / Zone Configuration:
Modify”"Network“—>“Interfaces”>“Zone”">"“Add", to add zone and physical interface
correspondingly,

» Status | Physical Interface ” Sub-Interface ” VLAN Interface ” Agaregate Interface ” GRE Tunnel |||Znne I| Link State Propagation |
~ Network + Add X Delete | 55 Refresh
|> Interfaces | [[] Zone Name Forward Mode Interfaces
. - | LAaN Bridge(layer 2) eth3, ethd
* Routing
WANL Route(layer 3) weth.1
i Bridge Route(layer 3) etho
» Adwvanced Options - WAN Bridge(layer 2) eth2
» Optical Bypass Module [ lan Route(layer 3)
» NAT
[ SSLVPN
[ IPSecVPN

Edit Zone ¥

Name: LAM
Forward Mode: () Bridge(layer 2)

@:t Route(layer 3)
(Civirtual wire(layer 1)

Interface

Available: Selected:

ethil
eths

vpntun lE]
| ¢ Delete

1 Delete




Edit Zone

MName: WAN

Forward Mode: () Bridge(layer 2)
:@:@Routel[laver 3)
(Civirtual wire(layer 1)

Interface

Available: Selected:

ethil
eths

wpntun Add »

it

1 Delete

Name: WAN / LAN
Forward Mode: Route (Layer 3)



Name: Server
Forward Mode: (@:Bridae(layer 2)
(") Route(layer 3)
() Wirtual wire(layer 1)
Interface
Available: Selected:

Add »

1 Delete

Mo ri-o Mot Deivrilono

Name: Server
Forward Mode: Bridge (Layer 2)

Add Zone X
Name: | Intranet |
Forward Mode: (®) Bridge(layer 2)

() Route(layer 3)
(i wirtual wire(layer 1)

Interface

Available: Selected:
Add »
1 Delete

Newvicre Mot Privilanea

Name: Intranet
Forward Mode: Bridge (Layer 2)




2. Configure”Network”—>"Interfaces”—>"Physical Interface”, click the interface
which will be your intranet interface for example eth 2. As image shown below:

Edit Physical Interface X

Enable
MName: eth?
Drescription: abc
Type: Bridge(layer 2) v
Added To Zone: Intranet w
Basic Attributes: [::E WAN attribute

IPv4fIPvE

(® Access () Trunk:

Access: )

WLAN Interface

3. Configure”Network“—>"Interfaces”—>"Physical Interface”, click the interface
which will be your server interface for example eth 1. As image shown below:

Edit Physical Interface b4

Enable
Name: sthil
Description:
Type: Bridge(layer 2) hd
Added To Zone: Server w
Basic Attributes: [ 1wanN attribute

| IPv4/IPv6

® Access () Trunk

Access: 2

WILAN Interface




4. Configure”Network“—>"Interfaces”—>"Physical Interface”, click the interface
which will be your LAN interface for example eth 3. As image shown below:

Edit Physical Interface X

] Enable
Name: eth3
Description:
Type: Route(layer 3) v
Added To Zone: lan v
Basic Attributes: [“] Pingable
[ IwaAN attribute
[]1PSec VPN outgoing line: line 1 |v @

=

(®) Static (O DHCP (O PPPoE
N
Static IP: 192.168.1.1/24
I®
Next-Hop IP: @
Line Bandwidth
Outbound: 1024 Mbps~

Inbound: 1024 Mbps +



5. Configure”Network”—>"Interfaces”—>"Physical Interface”, click the interface
which will be your LAN interface for example eth 3. As image shown below:

Add VLAN Interface x
MName: Veth. 2 (_D

Drescription:

Added To Zone: WANL w

Basic Attributes: Pingable
[]IPSec VPN outgoing line: Lin

el T
IP Assignment: (®) Static () DHCP
Static IP: 1.2.1.2/24
NE:)('t'HDD IP: 1.2.1.1

Link State Detection

Specify link state detection methad(s). Settings




2.2 Configure Route

Default Route

1. Configure”Network“—>"Route”—>"“Static Route”>"Add"”->"Static Route”,

VRIS Static Route || Policy-Based Routing || Multicast Route || OSPF || RIP || BGP
- Network IPva
Interfaces - Add~| X Delete | M Import [ Export | 55 Refresh
5 E
Add Static Route
Virtual Wire 4 B
Advanced Options RS 0.0.0.0 @
Subnet Mask:
Optical Bypass Module g.0.0.0
Mext-Hop IP: 1.2.1.1
MNAT
Interface: |A|.|tcr| |v |
[ SSLVPN Matric: Pt
|» IPSecVPN Link State Detection: etho
ethl
eths
» Objects ncel
-veth.1
b Policies
b System

» Authentication System

» Security Solution

This static route configuration will allow user’s network environment to have a

smooth and well in and out traffic flow.

Static Route for Packets coming back

Add Static Route »

This configuration is to allow packet to route back to user’s environment with

specified static route.

Drestination: 192.168.2.0 '@'
Subnet Mask: 255.255.255.0
Mext-Hop IP: 192.168.1.254
Interface: |m |v|
Metric: Auto
Link State Detection: eth0
ethi
ths
= ncel |
Iveth.l -



2.3 NAT Configuration
1. Configure “Firewall”>"NAT">"Add"->"SNAT". As image shown below:

Add Source NAT Rule x

Enable ~

Name: Proxy
Description:
Move To: above entry Meo. |1
Source
Zaone: lan o=
Network Objects: Al L]
Destination
Zone/Interface: (®) Zone

WAN1 e}

() Interface

et v
Network Objects: All I
Protocol
Configure protocol and port ?ings
Source Translation
To: IP Address v
1P Address: 1.2.1.2

]
|Save and Add| | OK | | Cancel |

SNAT configuration will allow network to route the packets to public.



2.4 Access Control

Enable
Name: [ Atow_an |
Group: Default group =z
Source
Metwork (@) Network Objects
Objects/Users:
All T2
() User/Group
Sele i
Zone: LA [ifw]
Port: ™ All
(O) Specified Port (i)
Destination
Metwork Objects: All e}
Zone: WAN [if-]
ServicefApplication
Service/Application: (@) Service
Predefined Service/any
() Application
Schedule: Al weelk ~
Action: @ Allow O Deny
Advanced Settings: Settings
Remark: Optional, up to 256 characters
OK | | Cancel

Default Access Control policy will deny all the service and user need to configure
manually to allow the service. User can configure other policy based on their needs as
well.
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