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Chapter 1 Applicable Scenario

Bypass port: ETH2

Manage port: ETHO

Bypass Mode: It can provide protection in the meanwhile does not affect the suer
network environment and able to avoid downtime risk caused by NGAF device. It will
connect on mirror port of switch to ensure that traffic will go through switch when
user accessing the server.



Chapter 2 Configuration Steps

2.1 Configure Interfaces and Logging Option
Modify”Network“—>“Interface” to add or modify the zone and the type of Physical
Interface. Set the “Network Objects” into your desired group of users.

Edit Physical Interface X

Enable
MName: eth?
Description:
Type: Mirror hd
Added To Zone: mirror -

Presented in Traffic Ranking

Network Objects: Private Network Segment |

Advanced

Configure link mode, MTU and MAC address. Settings

The interface is being used by VPN settings. WPN =... l Ok ] l Cancel ]

Select Network Object *

+ Add~ Filter:| all ~ || Al ~ | | Fuzzy match |2 | Selected 1 objects Clear
D Mo. MNetwork Obje.. Type IP Range » MNetwork ... IP Range = De...
Private Metwo 10.0.0.0-10.255.255.255 User zone 192.168.3.0 »
O 1 Ve oo~ g IPGroup  172.16.0.0-172.31.255.255
) e 192.168.0.0-192.168.255.255
[[] 2 Serverzone =4 Business 5 192.168.2.0
3 Userzone L User Group 192.168.3.0
Page 1of 1 % Entries Per Page: 50

Back to Network Object 0K l l Cancel




2.2 Configure Logging Option

Access “System”>"Logging Option” activate the “Internal Report Center” from
“Traffic audit logs” section as image shown below. Kindly make sure to click “Apply”
button to save the configuration in order to allow NGAF to audit the user’s traffic in
their network activities.

Security Assistant User: admin ¥

B Support Community Internal Report Center

Navigation j38 | Logging Options

} Status Logging and Archiving
b Network
» Objects Security logs Application control logs (i) Traffic audit logs (i) NAT logs U
» Policies m Disable m Disable m Dicable Enable
w System
4 General Log Location: Log Location: Log Location: Log Location: U
» System Syslog Syslog(recommended) Syslog(recommended) Syslog 5
» Logging Options Internal Repart Internal Report Center Internal Report Center I 1
. Center(recommended)
» Alarm Options
» Administrator
[» Maintenance
< >
» Troubleshooting
Syslog Server (i) N

» High Awailability

IP Address:
» Central Management 152.200.19.57

Port: 514

» Authentication System R R
Internal Report Center Logging Options AV

b Security Solution

Log Preservation/Deletion:
(® Preserve logs for certain days

Number of Days: 50
(O Delete logs of the earliest day if disk usage reaches threshold Settings

Log repetitive events only once @

Apply




2.3 Configure IPS and WAF policies

Access to “Policies” and configure IPS and WAF features.

Add Policy for Server Scenario b4

Basics <+ Risk Assessment 4+ Protection + Detection and Response

Mame: test
Description: Optional, 0 to 95 characters
Status: Enable
Source
Zone: mirror i
Metwark: (®) Network Objects
Objects/Users:
All 2
Destination
Zone: Bridge ulr?
Metwork Objects: Server zone G

Mext ] I Cancel




You can tick for “Realtime Vulnerability Analytics” if you need it for your server.

Add Policy for Server Scenario b4

Basics <+ Risk Assessment + Protection <+ Detection and Response

Advanced Functienality (for server scenario)

Realtime Vulnerability Analytics (i)

+ Webshell

+ Yulnerability

+ Configuration flaw
* Weak password

Back Mext ] I Cancel




In “Protection” can activate IPS and WAF functionalities.

Add Policy for Server Scenario b4

Basics <+ Risk Assessment + Protection =+ Detection and Response

Basics Protection (for any scenario)

Intrusion Prevention (i)

Default Template_Server Scenario v Achon: O Allow (@ Deny

- omer-SeTarity

Templat W Action '

Advanced Functionality (for server scenario)

Web App Protection (i)

Default Template w | Action: OaAllow (@ Deny

Back s




In “System”->"General”"->"System”>"Network” and activate the option of"Send
TCP Reset message in mirror mode to reject” to prevent the packets from
entering the network from WAF/IPS.

Navigation & | BEEE0M | Dashboard * || Polides * || Web App Protection *

} Status | System Time ” Metwork ” Local ACL ” Web UI ” SMTF Server ” Licensing ” Privacy Options |
» Network T
» Objects TCP Conn Timeout(s): 1300
b Policies UDP Conn Timeout(s): 130
w System ICMP Timeout(s): 30
4 General S5H Port: 22345
System FTF Port: TCP:21
Logging Options RTSP Port: TCP:554
Alarm Options SQLNET Port: TCP:1521
Administrator TP Port UDP:63
(U (PRl TCP:1723

[» Maintenance
Troubleshooting

High Availability

Central Management

b Authentication System

b Security Solution

[1H.323 Port

RAS: UDP:17159

Q931 TCP:1720

M s1P

SIP Port: UCP:5060,TCP:5060

Gratuitous ARP

ARP Broadcast Interval: 30 seconds (7)
[]Enable access control on management interface (D
Send TCP Reset message to reject request @
[ Packet detection (i) Advanced
Send TCP Reset message in mirror mode to reject request @ |

seb4 decoding L)
[]in-depth hex packets decading @
[JHigh performance for Internet access (D

mode

Decide whether TCP Reset mess:
to reject request when this device is in mirror

age can be sent

[] Connection to HA pair (i)

[] visible to Linux with traceroute command @

[] Always detect data packets that traverse repeatedly
[]Enable network load balancing en network adapter @
[]Enable protection against outside DoS attacks @




Chapter 3 Precautions

1. AF traffic ranking will show the traffic of local IP group and non-local IP group.

2. If there is any other protection functionalities, bypass mode need to tick
“System”>"Network”>" Send TCP Reset message in mirror mode to reject”. Else,
WAF, IPS or any other functionalities will not be effective.
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