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Chapter 1 Automatically Bind User MAC
Address

1 Configuration

1.1 Add New Authentication Policy

Go to [Users] - [Authentication] - [Authentication Policy] and add a new
Authentication Policy.

nnnnnnn

b Access Mot
» Bandwidth Mgt

» Endpaint Device
» Security

» WIFi Access

» System

1.2 Configure Objects and Auth Method

1. Name: Customize according to your preference.
Description: Customize according to your preference. ( optional )

Objects: Enter the IP Segment of the intranet user or IP range
( example:192.168.1.0/255.255.255.0)
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Authentication Policy »

[#| Enable

Name: IA.uto MAC Address Binding I

Description: I I Dpthﬂ al
* Objects IP/MAC Address: (3)

b Auth Method | |192.168.1.0/255.255.255.0

* Action

[ Back ] [ MNext ]

2. Auth Method: Select the authentication method according to actual needs.
( example: password based authentication]
Authentication Policy

|#| Enable
Mame: Auto MAC Address Binding
Description:
SR Auth Method: () Open authentication
 auth Method I ® Password based I
() Single Sign-0On(SS0)
* Action ) Disabled (requests are rejected always)
Auth Server: Local user database w
Captive Portal: Page: Without Slideshow | ¥
Login Redirection: Previously visited webpage

[ mack|[ hex
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1.3 Configure Action
1. Check [Automatic binding] and [Bind user account to IP and MAC address].

Select [MAC Address] and click [Commit].

Authentication Policy

|#| Enable
Name: Auto MAC Address Binding
Description:
» 1 -
Objects Add Non-Local/Domain Users To Group: (i)
/ |
» Auth Method i
¥ Action || Add user account to local user database '@'

|#| Automatic binding

|| Bind IP to MAC address ':D

|#| Bind user account to IP and MAC address @
() IP Address ® MAC Address

|_| Apply open authentication since first successful login

Valid Period
Advanced

I Back ]I Commit I

[Precautious] The binding will not work if only checked [Automatic binding]
option without checking [Bind user account to IP and MAC address] option.
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1.4 layer intranet environment

The IAM is deployed on the network, but the user’s data is passed through the
gateway (Layer 3 switch). In the case the data passing through the device, you need
to enable the " MAC acquisition across L3 network " on the device, and the snmp
service needs to be enabled on the Layer 3 switch.

10.0.0.2/24 = =
fe:fa:fe:95:—:: »

192.168.1.2/24 192.168.1.3/24 192.168.1.4/24
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1.4.1 Configure MAC acquisition across L3 network on |AM

1. Goto [Users] > [Advanced] > [MAC acquisition across L3 netowrk] to enable the
function. Configuration is show in below.

b Status

» Proxy » Authentication Options
et » Us® Key user -
|[Fusers P —— s aequired from captured ARP packets or DHCP packets )
4 Authentication
Authentication Policy

Extemal Auth Server

L] 17 Address 1 om0 W 1D Community

Intemal Portal Server

Excluded MAC Address(of loyer-3 switch): (1)

b Access Mgt

b Bandwidth Mgt

» Endpaint Device
b Security
» WiFi Access

» System

2. Add new SNMP server

IP Address : IP of layer 3 switch [ must be able to communicate with IAM ]

IP OID/MAC OID: Get the OID of IP and MAC from layer 3 switch

Community: The configured community value when snmp is enabled.

Add SNMP Server x

IP Address: 10.0.0.2 @
IP OID: 1.3.6.1.2.1.3.1.1.3 @
MAC OID: 1.3.6.1.2.1.3.1.1.2 @
Comrmunity: public

Timeout{second): g {B’
Interval(sec): 5 {D
Max MAC Addresses: 1000 |{D
l@ Commit ] l Cancel ]
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3. Add the MAC address of the layer 3 switch to [Excluded MAC Address(of layer 3
switch]] and click Commit.

Category || MAC acquisition acrass L3 netwark

 Enable MAC acquisition acrass L3 network

MAC addres cquired from captured ARP packets or DHCP packets (0

SHMP Servers: (D)

+ad X Scauiced IP/MAC Addresses
L1 1P address oo wac o Commurity
[0 10002 1364243443 1361213002  publc

Exciuged MAC AGGress(of layer-3 Swich]: (1)
fefafed50c7c

tes. For layer 3 switch, a MAC address.

» Access Mgt

» Bandwidth Mgt
+ Endpoint Deviee
» Security

55 excesds threshold, the MAC

Give alert when MAC address is excluded automatically () Al2rm Options
» wiFi Access

f—

W.: www.sangfor.com | W.: community.sangfor.com | E.:tech.support@sangfor.com 6



NGAF Configuration Guide V7.5.1

1.4.2 Configure Authentication Policy
1. After the configuration for [MAC acquisition across L3 network], follow the
steps above to configure authentication policy.  When testing for MAC address
binding, recommend to use MAC address as username. Do not bind user
address info to avoid binding wrong info and cause unable to surf internet. ).

Authentication Policy »

|#| Enable
MName:
Description:
> )
Objects Auth Method: ® Open authentication
¥ suth Method i) Password based
) Single Sign-0On(550)
¥ Achion ! Dizabled (requests are rejected always)

Username: Take MAC address as username E

Back ] l Mext
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2. Configure Action.

Authentication Policy »

|#*| Enable

Mame:

Description:

¥ ] B
Objects Add Mon-Local/Domain Users To Group: {D

b Auth Method | |/ "

|| Add user account to local user database {D

l_| Automatic binding |Do not check it

| Advanced |

¥ Action

| Back || Commit |

3. After configured the policy, you may see the username in [Status] > [Online
User]. You can select a few users to compare the mac address inside the device
and the intranet user pc when the usernames showing different mac addresses.

a. If the MAC address is the same, there is no problem for MAC acquisition
across L3 network configuration. You can bind the user's mac address
information.

b. If the MAC address is different, continue to check the configuration for MAC
acquisition across L3 network until there are no problems;
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1.9 Testing Result

1. The user who surf internet passing through the deivce will automatically bind

the mac to the device. You can view the binding relationship in [Users]--[Users]-
-[User Binding].

E Login successful

Dear 123, you have successfully logged in!

2

» Access Mgt

b Bandwidth Mgt

b Endpoint Device
b Security

b WiFi Access

b System Page| 1laf1 @ Entries Per Page: 50
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2. The useris unable to surf internet when using other account.

3

Account

2 I am staff. Use account to log in

456

[ ] Remember me Change Password
| Checking user-bind failed |
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2 Precautious

1.

3.

a.

In the case of a Layer 3 switch, if you correctly configure the * MAC acquisition
across L3 network " but cannot obtain the correct MAC address of the user, it is
recommended to change the value of "Maximum number of each acquisition™
to a smaller value(50 or 100). Refer the following screen shot for configuration.
This is because too much reading at a time will cause a timeout, the numberis
too large, the package will be fragmented.

Add SNMP Server x
IP Address: 10.0.0.2 ®
IP OID: 1.3.6.1.2.1.3.1.1.3 ®
MAC OID: 1.3.6.1.2.1.3.1.1.2 ®
Community: public
Timeout{second): 5 0]
Interval(zec): 5 (i)
Max MAC Addresses: | 100 |{D
| Server Details | | Commit || Cancel |

Related oid values:

Cisco switches: The IP MAC QOID are device defaults
IPOID: 1.3.6.1.2.1.3.1.1.3

MAC 0OID: 1.3.6.1.2.1.3.1.1.2

Huawei/Huasan switches: Most OID values are as follows:
IP OID::1.3.6.1.2.1.4.22.1.3

MAC OID: 1.3.6.1.2.1.4.22.1.2

How to get the OID value of a Layer 3 switch

Contact the switch manufacturer to obtain oid value information

b. use the tool to scan out the oid value of the switch
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