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1. Requirement Confirm
1. Which type user use which application need to do which policy in which time.
2. Bandwidth of line.
3. Network confirm, ensure traffic use the source IP through WANO.

2. Configuration

1. Define line bandwidth and enable bandwidth control.

2. Enable internal rules, make sure all application color is blue (default is disable and the
color is gray) and current rule library released date is recently.

3. Define user group.

4. Define time schedule
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5. Do bandwidth control or access control policy.
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3. Typical Case

3.1 Topology Map

3.2 Requirement

User type:
user A 192.200.19.121 user B 192.200.19.122 user C 192.200.19.123 user D 192.200.19.124
Office time: from Monday to Friday 9:00 am-12:00am 14:00am-18:00am
Bandwidth: 5Mb
Policy requirement:
User A is a boss, he can do all thing, his traffic has high privilege to pass through.
User B can't visit website except www.sangfor.com.
User C can only use mail application and IM application.
User D can't use streaming media in office time.
All mail traffic has high privilege to pass through.
User B/C/D can't play online game in office time, p2p application traffic can't above 50% all day.

3.3 configuration

1. Define user group.
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2. Enable all internal rule.

3. Define time schedule.

4. Define website
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5. Define line bandwidth

6. Add a access policy for B, chose web filter, allow sangfor and deny other website.

7. Add a access policy for C, chose access control, allow IM/Mail/DNS and deny all know
application/other application.

8. Add a access policy for D, chose access control ,deny P2P stream media and streaming
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media, in office time.

9. Add a access policy for B/C/D, chose access control ,deny Game, in office time.

10. Add a bandwidth control policy chose all application , chose group A, use assured
channel, priority high, assured bandwidth 80%, Max bandwidth 100%.

11. Add a bandwidth control policy chose mail application , use assured channel, priority
high, assured bandwidth 50%, Max bandwidth 80%.

12. Add a bandwidth control policy chose P2P/download tool application , use limited
channel, Max bandwidth 80%, Max bandwidth per IP 100KB/s.
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13. adjust bandwidth control policy order, put high priority policy up and low priority policy
down.

ALL access control policy.

All bandwidth control policy.

4. Troubleshooting

1. Internal rules not enable or current rule library too early
2. Policy valid time not match with test time.
3. Traffic not through device.
4. Recognize incorrect, we can monitor [bandwidth monitor]>[connections]

If recognize incorrect, we can customer application.
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5. Enable packet drop list view which policy cause deny.
6. If policy has problem effect work, we can enable bypass or excluded IP.
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