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Before You Begin

1. Comply with the vWOC Virtual Appliance Host System Requirements.

2. Download the virtual appliance OVF template file:
http://www.sangfor.com/product/sxf-network-optimization-wano.html

3. If you don’t have trial license yet, visit:
http://www.sangfor.com/product/sxf-network-optimization-wano.html

4. If not using DHCP, prepare an IP address for the vWOC appliance.

NOTE: When you download the OVF template file and save it, Internet Explorer may

change the suffix from .ova to .tar. If it does, change the suffix back to .ova.

SUMMARY OF TASKS

1 Deploy the vWOC virtual appliance’s OVF template
2 Establish connectivity to the virtual appliance
3 Run the Appliance Manager initial configuration wizard

4 Deploying WOC in Bridge/Single-Arm Mode
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1. Deploy the VWOC virtual appliance’s OVF template

1). Launch the vSphere client, enter the IP address for the VMware vSphere host.

The host interface appears.

Fide Edt Veew Imventory Admimsirstion Plag-ing . Help
L'..| 53 f_ﬁ T '.5,'1 Crrervioe g i:'j Irveendory

lncabhost, Viware [5Xi 5.5.0, 008190 | Cvaluation [24 days remaining)

What is a Host?

A host s a computer that uses virtualization software, such
A% ESX of ESXL 1o muin wirlual mad hines. Hosls provide the
CPU and memany ressurces ihat virtual machines wse and
fede virlual MAChines dccess 1o slorage and network
COnneC vty

+
You can add a virtial maching to a host by créating a new

e of By deploying a viruad appiance

The easiest way to add a virtual machine is to depioy a t:(
widual apphance. A virtual appliance 5 a pre-bull vartual -

machine with an ogaraling system and software aready

nstalied. A new virtual machine wil ieid an operating

system instabed on if, such 835 \Windows of Linux =

Basic Tasks

[ Manage this host from vCenter Server -
1 »

(o]

Recent Tasks Hime. Tarpet of Status contaers: = [

Name Target SEMtus [T Isitipted by | Requested 2wt Tl — | St Time | Completed Tim

] ¥ Taaks | Evnhatern Meder 24 dwva remmning ot

2) From the File menu, select Deploy OVF Template, and follow the steps in the
wizard.

NOTE:On the Name and Location page, we changed the virtual appliance’s default
name to My VWOC, to make this example more generic.

3) When the Storage page appears, verify that the storage you select meets the

requirements specified in the VWOC Virtual Appliance Host System Requirements.
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(7] Deploy OVE Template | &

Storage
Where do you want to store the virtual machine files?

Source Select a destination storage for the virtual machine files:
OVF Template Detals

‘ - 'IH.
Name and Locaton VM Storage Profie: | =l A
Storage MName | Drive Type | Capacity  Provisionad Free Type | Thin Prar
IL' t J'I";?‘ B LlocelStoragel  Non-SD 46150 GB 38423 GB 10830 GB VMFS3 Support
s tweork Mapping A — - A
lbaiivit Cinciet i3 LocalStomge2  Non 5D 20078 B42.12GB 14478 VMFS3 Support:

4) On the Disk Format page, make sure to select Thick Provision Lazy Zeroed.

4 Deploy OVF Template

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: !damstorel 4
OVF Template Details

Az ewrd o ion Available space (GB): i 133.2

Resource Pool
Disk Format
Network Mapping
ReadY o tompiete ¢ Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed

" Thin Provision

Help | < Back | MNext > | Cancel I

.

5). The Network Mapping page defaults to selecting VM Network. If this is not

appropriate in your circumstances, then select the one that is.



www.sangfor.com
Tel: +60-12-7117511 (7129)

?g SANG FOR Email:tech.support@sangfor.com

() Deploy OVF Template fole =
Network Mapping
What networks should the deployed template use?

Source
OVF Template Details Map the networks used in this OVF template to networks in your inventory
Name and Location
Resource Pool Source Networks | DestinationNetworks
Disk Format VM Network VM Network
Network Mapping
Ready to Complete
Description:
The VM Network network a

6) When the Ready to Complete page appears, go to the bottom of the page and

click Finish.
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{7) Deploy OVF Template =R

Ready to Complete
Are these the options you want to use?

Source

OF Temgiate Detals VWhen you dick Finish, the deployment task wil be started.

Hame and Location Deployment settings:

Resource Pool OVFfile: 11200.200.0.3:AWOCWOES.2.0\01...

ot Soa O Download s 3947 MB

AT Size ondisk: 1120 GB

Randy 1 Complabe Name: WOC9.2.0EN-B-620852
Hast/Clsster lacalhast
Datastone: datastoral {4
Disk provisioning: Thick Provision Lary Zamad
Network Mapping: WM Metwork™ to "V Netwark™

I™ Power on after deployment

Heb 5Backl w]

The VWOC appliance deploys

2 Establish connectivity to the virtual appliance

1). In the vSphere Client, select the newly deployed virtual appliance and click

to power it on
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(27 2UU.200.185.281 = vSphere Litent | = e[

File Edit View Inventory Administration Plug-ins Help
@ _ ¢ Home B Inventory b [Fl Inventory
mive e eboe e @i

B @ 200.208143.247

@ o0-§:

2@ 01-vikoc
(s Cllgnt_192.86.88.100
O Seffer 192.88.87.38 What is a Virtual Machine?
& TC_§ 200.200.142.33
G TC_38900.200.141.33 A virtual machine is a software computer that, like a Virtual Machines
o [ physical computer, runs an operating system and 2
Tt T T applications. An operating system installed on a virtual &

machine is called a guest operating system

Because every virtual machine is an isolated computing
environment, you can use virtual machines as desktop or
workstation environments, as testing environments, or to
consolidate server applications

Virtual machines run on hosts. The same host can run
many virtual machines

Basic Tasks

Power Off the virtual machine

0 Suspend the virtual machine
4 | 4

2). Click the Consoletab. The VWOC Console User Interface appear

Sangfor WOC
fAppliance Manager is at
https:-/-288.288.79.15

Gtart Command Line Interface

Management Setup Wizard
Show Current Settings
Reboot

<Cancel>

3). The next task is to determine the virtual appliance’s IP address:
eThe default manage ip is using DHCP, the virtual appliance IP address displays in

VWOC’s Console User Interface.

Sangfor WOC

| ﬁiiliance Hnnaier is at

—
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e |f you're not using DHCP, then you must configure the static IP address and default

gateway

Management Setup Wizard 7
Conf igure Management interface.

l ] pe-::ifg A =tatic IFP address
: e

<Cancel?>

In the virtual appliance console, press function key, Enter, and complete the

remaining steps.

When prompted to choose the type of management interface, select Static(as

opposed to DHCP).

After selecting Apply, you can review the settings by selecting “3 Show Current

Settings”.

4). To verify connectivity, to select “Start command line interface” and enter the

following command sequence:

[Sangfor-vcmd-WANACCI.Z2 EN B1S help

help i h i 7
ping

traceroute

ip

route

arp
ethtool

clear
exit

Show a list of commands that you can use.

Ping Test commectivity between the local device
and a remote device. Same as the ping command
of Linux.

UView the path through which this device can
connect to other networks.Same as the traceroute
command of Linux.

Uiew and Set system network,Same as the ip
command of Linux.

View system routing table the linux,

dame as the route command of Linux.

Uiew device ARP table.

Uiew the network interface,Same as the ethtool
command of Linux.

Clear the contents on the screen.

Return to graphical interface.

You are now ready to complete the VWOC virtual appliance initial configuration

wizard
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3 Run the Appliance Manager initial configuration wizard

1) In a browser, enter the IP address that you just discovered or configured. The

VWOC Appliance Management Console login page appears.

€ - C | B bHps://200.200.79.15/cgi-bin/login.cgi?ui=web&opr=show8iver=62885_en b

Log In

2). For both the User Name and Password, enter admin. The initial configuration

wizard appears.

O [ R iy i B O GRRE] St ik e [l

R REE) BBV wEEE) IRM  EEH)
s defat

Configuration Wizard

b Status

» System Welcome to the WOC Configuration Wizard
* WAN Optimization

» Bandwidth Management
N It guides you through optimization connection setup process, which takes about 5 minutes.
Cirey  Have your network details handy (i/

b Configuration Wizard © Click Back during the process if any change need be made.

@ Appliance Management @ Network Settings @ Summary

Next > Skip Wizard

3) You need to input license to continue.
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&« C' | B¢ b#pt://200.200.79.15/cgi-bin/wanacc_webui sys.cgi?requestname=318&cmd=08&rand=82&woc_id=tBF1NIAdIt 1]

Password of your account is default. For the sake of network security, please modify the password ASAP!

Bl Confiquration Wizard

» Status

» System
Appliance Management @ Network Settings ® Summary
» WAN Optimization S e o ¥

» Bandwidth Management
Licensing WOC Unit
» Maintenance
~ Wizard If this unit has not been activated, you need to enter the device

+ Configuration Wizard . license key to activate the unit and proceed the wizard.

Device License:

|| 1Hn[RWCM2UPDOZLZOFtbF24 SV ivCwA GzmOe2]wradAtIC4 4 FUTpOSCLAN/6R1 2AFKZ60HW/A= |

Activated, upgrade service is available till Expiry time 2016-01-28

How to get device license?

< Back Next = Skip Wizard

4). Complete the remaining wizard screens.

5). On the last wizard screen, click Apply. When the virtual appliance asks permission
to reboot, allow it.

The Appliance Manager takes a few minutes to reboot and return to the login page.
You are now ready to start using the appliance

4. Deploying WOC in Bridge/Single-Arm Mode

This section introduces how to deploy and configure the vSphere Client when virtual
WOC is deployed in Bridge, Single-Arm mode.

4.1 Virtual WOC Deployed in Single-Arm Mode

4.1.1 Deployment Scenario

‘ Vmare Esxi \
S

vWOC5100

single_arm_lan

< % WOC Gateway
o Router
N . Pc

vSwitch 2
\FTP Server

Note that the two virtual machine switches of Vmare Esxi can be mapped to one
physical network adapter or a virtual machine port group.

-10 -
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In this example, the two VM port groups are mapped to a same physical network
adapter, as shown in the following screen shot:

141 200,200,195.200 - vSphere Client

File Edit View Inventory ASdministration Plug-ins Help

Ej @ Home b gf] Inventory b [F] Hosts and Clusters
# +

B & 3

200.200.79.243 ¥Mware ESXIi, 4.1.0, 260247

I '&'jv Search Inventaory

[ Getting Starked [ S0 Canfiguration

Skandard Switch: wSwitchl

Rermove... Properties,..

Hardware View: [vSphere Standard Switch  vSphere Distribubed Switch |
Processors Networking Refresh  Add Metworking,., Properties,
Mernary
Storage

Networking

irtual Machine Port Graup el Phiysical &dapters
Starage Adapters

o G %M Metwork @4 & o vmnic0 1000 Ful 2
Metwork Adapters : .
66 wirtual machine(s)

Advanced Settings

Yhkemel Por
Power Management 3 YMkernel g_ g

Software wmkl ¢ 200,200,40,243

Wikemel Port
Licensed Features [ Management Metwork, g b
Tirne: Configuration vkl 200,200,79.243
M3 and Routing Wirtual Machine Part Graup
Authentication Services E3 wSwitchz g L
Povwer Management [ |1 wirkual machine(s)
Yirkual Machine Skartup/Shutdawn FTP Server &
Yirtual Machine Swapfile Location
Security Profile b single_arm_lan 2‘4
Host Cache Configuration El 1 virtual machine(s)
System Resource Allocation WOCS100 ﬁh | |

4.1.2 Configuration for Virtual WOC in Single-Arm Mode

To associate the virtual WOC with a network adapter, you need to add a virtual
machine port group and associate it with the virtual WOC. The port group provides
networking for virtual machines. Perform the following steps:

1. Loginto vSphere Client. Click Inventory > Hosts and Clusters and select the
host.
2. Click Configuration and Networking.
Select vSphere Standard Switch to show more information of the switches.
4. Click Add Networking to open the Add Network Wizard.

-11 -
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1) 200.200.79.249 - vSphere Client [ [0 ]

Eile Edit ‘iew Inventony Administration Plug-ins Help

ﬁ E__j I@ Home | gF] Inventory D@ Inventary |1
& &

200.200,79.249

| esxiz49.woc.com ¥Mware ESXi, 5.1.0, 799733

; Yirkual Mack Resource Al n . Configuration
Hardware Yiew: |'vS|:iHereStan'darH Switch | 3

ting Started | Sur

Add MEDworking. ..

Health Status Networking Refresh Froperties. .
Processars
Memary Standard Switch: wSwitcho Remove...  Properties...
Skorage Whakemel Port Physical Adapters
& Wkernel . o B vnicD 1000 Ful | 2
Skorage Adapters wmkl @ 200,.200.40.242
MNetwork Adapters “irtual Machine Part Group
advanced Settings b WM Netwark e
Power Management 28 wirtual machine(s)
Whikermel Port
Software L3 Management Metwork g

Licensed Features wmki : 200,200,79,249

Time Configuration

DS and Routing standard Switch: wSwitchl Remove...  Properties...
T (o Wirtual Maching Port Group Physical Adapters

Yirtual Machine Startup)Shutdawn L3 WM Network 2 g —3¢ B vmnicl =
Wirtual Machine Swapfile Location 1 virtual machinets) | YLAN ID; All (4095)

Security Profile

5. In Connection Type, select Virtual Machine and click Next.

1) Add Metwork \izard

Connection Type
Metworking hardware can be partitioned ko accommodate each service that requires connectivity

Connection Type
Metwork Access [~ Connection Types
Connection Settings
Surmmary

&dd a labeled network bo handle virkual machine network braffic,

" yMkernel

The ¥Mkernel TCPJIP stack handles traffic For the Follawing ES¥i services: wSphere vMation, 1SCSI, NFS,
and host management.

Help | # Back | Cancel |

A

6. Select the Create a vSphere standard switch option, or use an existing vSwitch
to associate with the physical network adapter that is binding to the virtual
machine port group.

-12 -
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121 Add Metwork Wizard [E=H E=E 53

¥irtual Machines - Network Access
Wirtual machines reach networks through uplink adapters attached ko wSphere standard switches.,

Connection Type Select which waphere standard switch will handle the netwark traffic For this connection, You may also create a new
Network Access wSphere standard switch using the unclaimed network adapters listed below,
Zonnection Settings
Summary (" Create a vSphere standard switch
Intel Corporation 82576 Gigabit Network Connection
I BB vmnic2 Diawn Mane
I~ BB wrnic3 Dawn one
I~ BB vmnics Dawn 1one
I~ B3 vmnics Dawn one
I BB vmnice Dawn Mane
I~ B8 wrnic? Dawn Mane
-
Intel Corporation 52576 Gigabit Hetwork Connecktion
F BB vmnico 10.10.10.1-10.10.10.127

" Use vSwitchl

Intel Corporation 82576 Gigab ork Connection

I BB wvmnict Dawn Mane
Previgw:
Virtual Machine Port Group Physical Adapters -
WM Network 3 8. o B vrnicO i
WMkemel Part
WMkernel . 5

Help | <« Back | Mext = I Cancel |

In the above figure, the switches in ‘Down’ status cannot communicate with any
physical devices, and link rate ‘1000Mb/s Full’ indicates that the negotiated rate
and link mode for the physical network adapter ‘vmnic0’ are 1000Mb/s and
full-duplex respectively.

Click Next.

In Connection Settings > Port Group Properties, enter a network label for the
port group.

-13-
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¥irtual Machines - Connection Settings
Use network labels ko identify migration compatible connections common to bwo o more hosts,

Connection Type —Part Group Properties

Mebwork Access

Connection Settings Metwiork Label: Isingle_arm_lan|

Summary. YLAN 1D (Optional): {home (0 |
Presview:

Wirtual Machine Port Group — -Physical dapters
single_arrn_lan —a B8 vrnic

2mel
Yhkernel

vkl ¢ 200,200,40,249

Wirtual Machine Port Group
WM Network

Whkamel Port
Management Network,
wmk : 200,200.79,249

R @l

9. Click Next.

10. In Ready to Complete, confirm the settings and click Finish.

4 Add Metwark Wizard =8 ESE =X

Ready to Complete
‘erify that all new and modified wSphere standard switches are configured appropriately,

Connection Type Host: networking will inchude the Following new and modified standard switches:
Metwark ccess Brotisin
Connection Settings

“irtual Machine Port Group — Physical Adaptars
Summary 3 i

single_arm_lan g ——a B vmnico

emel Port
YMkernel

vkl : 200,200.40,249

Wirtual Machine Port Group
1 Metwiork

Wikamel Port
Management MNetwork
vk ¢+ 200,200,79,249

P @ @

Help | % Back, | Finish I Cancel |

-14 -
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B vronicl

If network adapter is marked red cross e , the vmnicl

interface is Down and cannot be used for networking.

11. When configuration is completed, you will see the virtual machine port group, as
shown in the following screenshot:

52 200,200,79.249 - wSphere Client =S

File Edit ‘iew Inwventory Administration Plug-ins Help
a a fﬁ) Home [ gf] Inventory [ Inventary
# @

[EREDERERZEN coviz49.woc.com YMware ESXi, 5.1.0, 799733

!- Getting Started . Summary [ Virtial Machine: nurn:Ee.}'-\I_In:u:-;‘tin:u-'u' W Configuration QLI
Hardware Yiew: | vSphere Standard Switch
Health Status Networking Refresh  Add Metworking...  Propert
Processars
Memary Standard Switch: vSwitcho Remove... Properties...
Storage WMkemel Port —— -Physical Adapters
v Metworking L3 wikernel g E@ vmnicO 1000 Full G
Storage Adapters vkl ¢ 200,200.40.249 —
Metwork Adapters Wirtual Machine Port Group
Advanced Settings £ WM Network @ -4
Power Managerment 28 wirtual machine(s)
Whkemel Port
Software L1 ‘Management Metwork gﬂ»
Licensed Features vinkd : 200.200.79.243
Time Canfiguration Wirtual Machine Part Group
DNS and Rauting L3 single_arm_lan Q-o-_
Authentication Services
Wirtual Machine StartupShutdown Standard Switch: vSwitchl Remove... Properties...
Wirbual Machine Swapfile Location Wirtual Machine Port Group Physical Adapters
Security Profile E3 WM Metwork 2 g »¢ B wmnicl (=
Host Cache Configuration = 1 wirtual machine(s) | WLAN ID: All (40953
System Resource Allocation 7.55 &

Agent ¥M Settings

Arvanred SeHrinng

4.1.3 Associating Virtual WOC with Virtual Machine Port Group

1. Loginto the VMware vSphere Client. Right-click the virtual WOC node and click
Edit Settings.

-15-
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1) 300,.200,79.249 - wSphere Client [ e

File Edit View Inwentory Administration Plug-ins Help
ﬁ ['_j Q Home [ E'lj Inventory [ Eﬂ Inventory
mn > G BEEER® R

2 [@ 200.200.79.249 wWOC5100
= & 1.woc_demo
[ Tvwoesioa]] Getting Started
Powver 4 L &
Guest » atis a Virtual Machine?
Snapshot 4

rtual machine is a software computer that, like a
B Open Cansale sical computer, runs an operating system and

(&  Edit Settings.. | lications. An operating system installed on a virtual

Upgrade Virtual Hardware hine is called a guest operating system.

Add Permission Ctrl+p ause every virtual machine is an isolated computing
— ronment, you can use virtual machings as desktop or

Report Performance.., station environments, as testing environments, ar to

Renarme solidate server applications

Open in New Window... Ctrl+Alt+N al machines run on hosts. The same host can run

Yy wirtlal machines.
Rernowve fram Inventory

Delete from Disk N“a‘

2. Click network adapter corresponding to the LAN interface of the virtual WOC,
and associate it with the ‘single_arm_lan’ port group.

rFL WFOCHL0 - Yirtual Machine Properties EI

Hardware 1 Options 1 Resources Virtual Machine Yersion: 7
—Device Status — 1
™ Show Al Devices Add... Remove I cor
Hardware SUMMary I ¥ Connect at power on
M 2045 MB '
S —hdapter Type —
. z C t adapt E1000
Video card Video card sl ol
WMICT device Restricked

—MAC Address

SCSI contraller 0 BusLogic Parallel
; : ; ;UD:D::ZQ:SZ:M:SQ
Hard digk 1 Wirtual Disk.

Hard disk 2 Virkual Disk, * Aukomnatic " Manual

COyDVD drive 1 Client Device = =
Network adapter 1 (edite..  single_arm_lan | | [ DbirectPath Ijo -

Metwork adapter 2 VI Metwark, Skatus: Mot supported @

Metwork adapter 3 WM Mekwark, E

—Metwark Connection
Metwark label:

khEaEPoconnoE

Floppy drive 1 Floppry 1

single_arm_lan

EEwior]
Wi Metwork 2

Help (64 Cancel

-16 -
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4.2 Virtual WOC Deployed in Bridge Mode

4.2.1 Deployment Scenario

.

N
N

vWOC5100

@

vSwitch_wan

@

vSwitch_1an
FTP Server

- /

-1

Settings are as shown in the following screenshot:

ﬂ? 00.200.79.243 - vgpi{ere- Client
File Edit Wiew Inwentory Administration Plug-ins Help

E |E} Home b & Inventory D@ Inventary

& -,
& &
[ |200.200.79.243 esxiZ249.woc.com YMware ESXi, 5.1.0, 799733

! Summary ' Mirtual Machines - Resource Allocation - Performance

:"'Z_Eettiru;l Starked
Hardware Wiew: | vSphere Standard Switch
Health Status Netwbrking
Processors
Memory Standard Switch: wSwitchd
Skarage ‘irtual Maching Port Group

v Metworking L3 single_arm_lan

Whkemel Port
E3 yrkernel

wrnkd ¢ 200,200,40,249

Storage Adapters
Metwork, Adapters

Advanced Settings
Wirtual Machine Port Graup
3 [wM Network.

27 wirtual machines)

Power Management

Software

Wikemel Por
L3 Management Network

wmk0 : 200,200,79,.249

Licensed Features
Time Configuration
DS and Routing

—— . Wirtual Machine Part G
Authentication Services e e Reh R

L3 wSwitch_wan

Wirtual Machine StartupShutdown 1 T wirtual machine(s)

virkual Maching Swapfile Location

Configuration

" Local Us ru:.u|:|§. [Events:.|

Refresh  Add Mebworking...  Properties...

Remove... Properties...

- Phiysical Adapters

Q. B vonicd 1000 Full

!

g«;—

Security Profile

WWOCS100
\*ﬁ Metwark adapter 3

wSwikeh_wan |

Host Cache Configuration
System Resource Allocation
Agent ¥M Settings
Advanced Settings

Standard Switch: wSwikchl
Wirtual Machine Part Group

= 2 wirbual machinels)
FTP Server
VOIS 100

B3 wSwitch lan g

Remove... Propetties...

Physical Adapters

BR vrnicl =]

Mekwork adapter 1

vSwitch_lan |

7 Tasks |

ot

-17 -
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Note that the network adapter of vSwitch_lan must

not connect to network cable.

4.2.2 Configuration for Virtual WOC in Bridge Mode

The configuration on vSwitch is the similar to th

at for virtual WOC deployed in

Single-Arm mode. The difference is, virtual WOC in Bridge mode needs two
virtual machine port groups (vSwitch_lan and vSwitch_wan), and vSwitch_lan is

not connecting to any physical device.

Use either of the following methods to achieve this configuration:

Method 1: In Virtual Machine - Network Access for ‘vSwitch_lan’ (see the

section 4.1.2 Configuration for Virtual WOC in Si

ngle-Arm Mode, step 6), select a

network adapter that is Down, such as vmnic2, as shown below:

) dd Metwork Wizard ==
Yirtual Machines - Network Access
virtual machines reach netwarks through uplink adapters attached ta wSphere standard switches,
Connection Type Select which wSphere standard switch will handle the network traffic For this connection, You may also create a new

Metwork Access wSphere standard switch using the unclaimed network adapters listed below,

Connection Settings

SUMMmary (* Create a vSphere standard switch

Intel Corporation 82576 Gigabit Nel

v Wnic2
wmnic3
wmnicd
WInicS

wmnict

m B e
ddgaad

wmnic?

" Use wSwitcho
Intel Corporation 82576 Gigabit Nel
I B vmnico

" Use vSwitch1
Intel Corporation 82576 Gigabit Nel
[~ E@ wmnicl

Preview:

mork Connection
oo q e

Dawn Mone
Daown Mone
Dowan Mone
Dawn Mone
Dawn Mone

twork Connection
1000 Full 0.0.0.1-127,255,255,254

twork Connection
Donary Mone

Wirtual Machine Port Group
Wi Netwark 3 Q. D

Phyysical Adapters
& B vmnicz

Method 1: In Virtual Machine - Network Access for ‘vSwitch_lan’ (see the
section 4.1.2 Configuration for Virtual WOC in Single-Arm Mode, step 6), do not

select any network adapter.

-18 -
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@ Bedd Metwork Wizard

¥irtual Machines - Network Access
Yirtwal machines reach networks through uplink adapters attached to vaphere standard switches,

Connection Tvpe
Network Access
Connection Settings
SURMEtYy

Select which vSphere standard switch will handle the netwark: traffic For this connection, You may also create a new

wSphere standard switch using the unclaimed network adapters listed below,

wmnics
wmnic3
wmnicd
WInicS

wmnict

wmnic?

" 1les wSwitrhn

Preview:

& Create a vSphere standard switch ap
el Corporation 82576 Gigabit Network Connection

Daown
Dawn
Daown
Dowan
Dawn

Dawn

Sresd

ety
Het

Mone
Mone
Mone
Mone
Mone

Mone

Rlebinrks

| »

m

Wirtual Machine Port Group
WM Metwark 2

Phyysical Adapters
LMo adapters

Eile Edit ‘iew Inwventory Administration Plug-ins

{232 00,200,78,249 - U;S'phlere Client

Help

ﬁ @ iE} Home [ F] Inventory [ @ Irveentary

& &

| Getting Started

! Summary

Hardware

Health Status
Processors
Mernary

Storage
Metwarking
Storage Adapters
Metwork adapters
Advanced Settings

Power Management

Software

Licensed Features

Time Configuration

DS and Routing

Authentication Services

Wirtual Machine Startup)Shutdown
Wirtual Machine Swapfile Location
Security Profile

Host Cache Configuration
System Resource Allacation
Agent YM Settings

Advanced Settings
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irce Allocation . | Performance

Yiew:

Networking

Standard Switch! vSwitch0

Wirtual Machine Port Sroup
L3 single_arm_lan

Whakerma| Part
£ ¥Mkernel

vkl @ 200,200,40,249

Wirtual Machine Port Sroup
E3 WM Metwork,

27 wirtual machine(s)

Whkemel Port
L3 Management Metwork

vk : 200.200.79,249

Wirtual Machine Port Sroup

v v |

= 1 virtual machine(s)
WO 100

Standard Switch: vSwitchl

iual achins Port Group

LA wSwitch_lan

= |2 wirtual machineis)
FTP Server
YWOCS100

| vSphere Standard Switch

o
&
&

Configuration % Local Us

Refresh  Add Metworking. ..

Remove. ..

Physical Adapters

Mo adapters

Remove,..  Properki
Phyysical Adapters
EB wmnicO 1000 Full
Properties...
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4.2.3 Associating Virtual WOC with Virtual Machine Port Group

Steps are the same as that for virtual WOC deployed in Single-Arm mode. The
difference is as follows:

1. lan(Network adapter 1) interface connects to the VM port group vSwitch_lan
that is not connecting to any physical device, and wan(Network adapter 3)
connects to vSwitch_wan.

(£ WAMTICS100 - Wirtual Machine Properties = |-G 3]
Hardware | Options ] Resources ] Wirtual Machine Wersion: 7
—Device Status
[ Show &l Devices fdd... Remave E
Hardware Summary ¥ Connect at power on
1 2043 MB
M temory Adapter Type
M crus . gl t adapt E1000
|;| Yideo card Yideo card sl el
= WMCI device Restricked MG A iaas
9 331 contraller O BusLogic Parallel
; : ; 00:0c:29:52:b4:53
= Harddisk1 Wirtual Disk
= Harddisk2 Yirkual Disk * Aukomatic " Manual
CD/DYVD drive 1 Client Device :
Metwork adapter 1 wSwitch_lan | | DirectPath L0
B Metwork adapter 2 W Metwork Skatus: Mot supportsd €
BB Metwork adapter 3 wSwitch_twan :
é i g Fla { Metwork Connection
i PEY Metwiork label:
w3wikch_lan ﬂ
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2.

_ﬂwj.! WQIC5100 - Virual Machine Properties

Hardware ]Options ] Resources

Metwork adapter 3

wSiikch_twan |

Floppy drive 1 Floppe 1

I~ Show All Devices Add... Remove
Hardware Sumnmary
Memory 2045 MB

o crus 2

3 video card Widen card

= YMII device Restricted

e 551 contraller O BusLogic Parallel
Hard disk 1 wirtual Disk,

= Hard disk 2 Wirkual Disk,

By ojovo drive 1 Client Device
BB Mebwork adapker 1 w3mitch_lan
ER  Mebwork adapter 2 W Mebwork
[

=

B= [l T

wirkual Machine Wersion: 7

—Device Status

r

W Connect at power on

—Adapter Type

Current adapter: E1000
MaC Address
00:0c:29:52 b4 6d

{* Automatic " Manual

DirectPath I

Skatus: Mok supporbed &9

— Metwark Connection

Mebwork label:

|v5witch_wan lJ

Connect other server (such as FTP server) to the port group vSwitch_lan that is

behind virtual WOC.
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‘u"ir‘tual Machine Properties El@

Hardware ]Optigns ] Resources Wirbual Machine Yersion: 7
—Device Status
I Show &l Devices Add... Remove E
Hardware Summary W Comnect at power an
™ 2045 MB
S —Adapter Type
H - crus . C kL adapt E1000
|;| Video card Yiden card alae ik
= YMCI device Restricted A Alaa
e 331 controller O BusLogic Parallel
3 : : 100:50:56:&6:13:&&
= Hard disk 1 Wirtual Disk,
= Hard disk 2 Yirtual Disk * Aukomatic " Manual
: COYDND drive 1 CO-ROM 1 -
Mebwork adapter 1 wSwitch_lan | | DirectPath 1O
g Floppy drive 1 Floppy 1 Skatus: Mot supported €

—MNetwork Connection
Nebwork abel:

|v5witch_lan lJ

3. Perform the following steps to set vSwitch_lan, vSwitch_wan port group to
Promiscuous Mode
a. Edit the properties of the corresponding switch and port.
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47 200200,

File Edit ‘iew Inventory Administration Plug-ins Help

248 - v'Sph.ere Client

|E} Home b g Inventory b [E Inventory

G

& @
[E] |200.200.79.249

esxi249.woc.com ¥YMware ESXi, 5.1.0, 799733

tual Machines

Hardware

Yiew:

Health Skatus
Processars
Memory
Starage

v Mebworking
Storage Adapters
Mebwork Adapters
Advanced Settings
Power Management

MNetworking

Standard Swikch: vSwikcho

Virtual Machine Part Group
[ single_arm_lan
WMkemel Port
A wMkernel
vkl @ 200,200.40,249

“irtual Machine Port Group

51 WM Metwork

Software

27 wirtual machines)

Licensed Features

Time Configuration

DM and Routing

Authentication Services

Wirbual Machine StartupfShutdown
Wirtual Machine Swapfile Location
Security Profile

Host Cache Configuration
System Resource Allocation
Agent YN Settings

Advanced Settings

Wkemel Port
L3 Management Metwork

vkl 200,200,79,249

“irtual Machine Port Group
L3 wSwitch_wan

B 1 wirtual machine(s)
WS 100

Standard Swikch: wSwitch1

“irtual Machine Port Group
L3 wSwitch_lan

b.
Accept.

B 2 virtual machines)
FTP Server
WWOCS100

Configuration WL 1

Refresh  Add Metworking. ..

Remove...

Physical Adapters
E@ vmnicO 1000 Full

gqh

&-4»

g4>
&

Remove..,

Physical Adapters
Mo adapters

e

]
@

In the Security tab, check the box next the Promiscuous Mode and select

Properties. ..

[}

@ 200.200.79.249 - wiphere Client
Eile Edit ‘iew Inventory Administration Plug-ins Help

|E} Home b gf] Inventory [ [F Inwentory

G e

+ o B
& @ @ wEnitchl Properties
[ |20, Parts INetwork Adapters!

Configuration | Summary |
It vowicch 120 Parts

@  single_arm_lan wirtual Machine ...
@ vhkarnel wMotion and IP ...
g WM Metwork Virtual Machine ...
Q Management Met.., vMotion and IP ...

wawitch_wan ‘irtual Machine ... |

| (11 wSwitch_wan Properties

" Genera| Security

raffic Shaping l NIC Teaming i

— Policy Exceptions

Promiscuous Mode:
MAC Address Changes:

Forged Transmits:

[F E—|
r IAccept ;!

| Inccept _"j
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Technical Support:

Malaysia: 1700 81 7071

Hong Kong: +852 81257201

Singapore: +65 3152 9370

Other Regions: +60-12-7117511 (7129)Website: www.sangfor.com

Email: tech.support@sangfor.com

Google+: https://plus.google.com/u/2/communities/101822213468566100572
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