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Before You Begin

1. Comply with the VWOC Virtual Appliance Host System Requirements.

2. Download the virtual appliance ZIP file to the Hyper-V host disk:
http://www.sangfor.com/product/sxf-network-optimization-wano.html

3. If you don’t have trial license yet, visit:
http://www.sangfor.com/product/sxf-network-optimization-wano.html

4. If not using DHCP, prepares an IP address for the VWOC appliance.

SUMMARY OF TASKS

1 Create the virtual network

2 Create the virtual machine

3 Configure the virtual network of virtual machine

4 Configure the virtual disk of virtual machine

5 Establish connectivity to the virtual machine

6 Run the Appliance Manager initial configuration wizard

7 Deploying WOC in Bridge/Single-Arm Mode
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1. Create the virtual network
1) In the Hyper-V Manager, click Virtual Switch Manager.

File  Action  Wiew Help
& 7[E
Hyper-V Wanager Actions
|5 WIN-SLMasC BkpEs | Virtual Machines
Marne State CPU Usage Assigned Memaory U fida »
2 testz2 off
g win7 ok Les Import¥irtual Machine...
§ WOCH.2 0EN-B-62934 nff 7 Hyper-y Sattings...
S WULHZUEN-E BB/ utt | ',3.: Wirtual Switch Manager...
5 WOC3.20EN-B-62179+4..  Running 3% 2048 MB 14 T el SN Mamager
< m I A EditDisk..
g Inspect Disk..,
Checkpoints .
@ Stop Service
Thz selected vitual machine has no checkpoints. 75 Remove terver
T4 Refresh =
Wiews »
Help
=i Connect.
WoOC9.2.0EN-E-63179-vWCOC5800 27 Settngs.
@ Turn Off...
E ; 03 -
Created: 3AB2ME 71015 P Clustered: Mo 0 SRTB.
Varsion: 50 Heartbeat: 0K [o App
atg] @ Save
Generation: 1 Intcgration W Pause
Notes: Mone Services:
* b Reset |
§§ Checkpoiat
Surnmary | Memory I Natwulkingl Feplcation ;,Q Wl
| <1 [ [>]) &l Export.. o to System If&j

The Virtual Switch Manager appears.

2) Select Private land click Create Virtual Switch.

#{ Create virtual swikch

El

=2 ,}‘, Realtek PCIe GEE Family Contrealler ..
Realtek PCIe GBE Family Controller

i oty virtualSwitch_LAN
Private virbual switch

# Global Network Settings

@ MAC Address Range
00-15-50-5F-31-00 to 00-15-50-5...

What bype of virtual switch do you want to create?

Create Wirtual Switch

Creates a wirkual switch that binds to the physical network adapter so that wirtual
machines can access a physical network,

A new virtual switch appears in the left pane, with Virtual Switch Properties in the
right pane.
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& Virtual Switches

ﬁ, Mew virtual network switch

i ...T.,. Realtek PCle GEE Famidy Controller ...
Realtek PCIe GBE Family Controlier
® Wty VirtuatSwikch_LAN

2 Global Network Settings

U macC address Range
00-15-50-8F-31-00 to 00-15-50-8...

vfu Virtual Switch Properties

[ anme:

|Nsw Virtual Switch

Motes:

Connection type
What do you want to connect this virtual switch ta?
(®) Exkernal network:

|Realtek PCle GBE Family Contraller

[w] Allow management operating system to share this network adapter

& V¥irtual Switches

A Mew virtual network switch

# oy Realkek PCle GBE Family Contraller ...
Realtek PCIe SEE Family Controller

3 oy WirtualSwitch_LAN
Private virtual switch

& 4ty managern
Realtek PCIe GBE Family Cont...

# Global Network Settings

[ MaC address Range
00-15-50-8F-31-00 ko 00-15-50-5. .,

Name: manager0
External network:

wfy Wirtual Swikch Properties

Marne:

| |mana';|ertl |

Motes:
Kad
Conneckion type
What do you want to connect this virkual switch to?
(®) External network:
|Realtek PCle GBE Family Controller W

[w] Allovs management operating system ka share this netwark adapter

[ ] Enable single-raat IfC virtualization (SR-IOY)

() Internal network

() Private network

WLAMN ID

[ Enable virtual LAM identification For management operating system

The MLAN identifier specifies the virtual LAk that the management operating
system will use for all network cormmunications through Ehis metwork adapter. This

setting does not affect virtual machine netwaorking,

[ ]

[select your appropriate network from the drop-down list]
Allow management operating system to share this network adapter

Remove

4) Click OK. The changes are applied and the window closes. You’ve just created the

virtual switch for manager0.
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2. Create Virtual Machine

1)Select Import Virtual Machine as follows:

33 Hyper-V Manager HE

File Action View Help

w«=| 2= @B=

35 Hyper-V Manager Actions
g WIN-5LM35CBKPKS Virtual Machines ]
i = WIN-5LM35C8KPKS =
Mame - State CPU Usage Assig o »
2 iyvwoc OFf I
e Import Virtual Machine...
=) Hyper-V Settings...
1 Virtual Switch Manager...

Virtual SAN Manager...

B

B

< = Edit Disk...
O Inspect Disk...
Checkpoints L:'] :
(m) Stop Service
Na vitual machine selected. 75 Remove Server
4 Refresh
View »
2) Click Next
— 1T — = r
= Hype - -
Ha W [~] Import Virtual Machine x
ek
ﬁ Before You Begin S
Etting

Before You Begin This wizard helps you import a virtual machine from a set of configuration files, It guides you through kch v
resolving configuration problems to prepare the virtual machine for use on this computer.

Locate Folder H Mai
Select Virtual Machine
Choose Import Type "
Summary
e
ver
-B-I
[T Do not show this page again t

i

3)Unzip our [Hyper-V]JWOC9.2.0EN-B-62934.zip, and select the folder as follows.
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Before You Begin Specify the folder containing the virtual machine to import.
Locate Folder

Select Virtual Machine
Choose Import Type

. 2. 0EN-B-62934)

|| Browse...

Summary

<!-'_’rem.:s|| Mext = ” Finish || Cancel

4)Select Virtual Machine

Select Virtual Machine

Select the virtual machine to impart:

-

Mame Date Created
Select Virtual Machine WOCS, 2.0EN-B-62934 2{11/2015 11:33:25 AM
Choose Import Type

Surnmary

Mext = || Finish || Cancel




Email:tech.support@sangfor.com

www.sangfor.com
s SANGFOR Tel: +60-12-7117511 (7129)

5) Choose Import Type

Choose Import Type

Before You Begin Choose the type of import to perform:
Locate Folder () Register the virtual machine inplace (use the existing unique 1)
Select Virtual Machine () Restore the virtual machine (use the existing unique I0)
Choose Import Type (®) Copy the virtual machine (create a new unique ID)

< Previous || Next » || Firish

6) Choose Destination
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Choose Folders for Virtual Machine Files

Before You Begin You can spedfy new or existing folders to store the virtual machine files. Otherwise, the wizard
imports the files to default Hyper-V folders on this computer, or to folders specified in the virtual
Locate Falde machine configuration.

Select Virtual Machine
Choose Import Type
Choose Destination

Choose Storage Folders

[] store the virtual machine in a different location

Wirtual machine configuration folder:

|C: \ProgramData\Microsoft\Windows \Hyper-v\ | | Browse. ., |

Chedspuoint store:

Summary
|C:\ProgramDaEWiaosoﬂ‘l,Windows\Hyper—U‘l, | | Browse. ., |

Smart Paging folder;

|C:\ProgramDamWiu’osoft‘n,\"a’indows\ﬁyper-\-"|, | | Browse... |

<T_’rev'|ms|| Next > || Firish || Cancel

1. Choose Storage Folders

The location should be changed as follows.



www.sangfor.com

Tel: +60-12-7117511 (7129)
Email:tech.support@sangfor.com

Choose Folders to Store Virtual Hard Disks

Before You Begin
Locate Folder
Select Virtual Machine

Where do you want to store the imported virtual hard disks for this virtual machine?

Location: |C:‘ﬂJsers\Public‘qDommentsV—iyper—V\Wrmal Hard Disks\mywocd|

|| Browse...

Choose Import Type
Choose Destination

se Storage Folders

| | Finish

| cancel

8) Summary

Before You Begin

Locate Folder

Select Virtual Machine
Choose Import Type
Choose Destination
Choose Storage Folders

Summary

Completing Import Wizard

You are about to perform the following operation.

Description:
Virtual Machine: WOCS, 2.0EN-B-62934
Import file: D:\WWOCS, 2.0EN-B-6 2934 Virtual Machines\0E485528-E424-40E
Import Type: Copy {generate new ID)
Virtual machine configuration folder:  C:\ProgramData\Microsoft\Windows \Hyper-v
Checkpoint folder: C:\ProgramDataMicrosoft\windows \Hyper-v),

Smart Paging file store:
Virtual hard disk destination folder:

C:'\ProgramDataMicrosoftWindows\Hyper-v
C:\Wsers'\Public\Documents \Hyper-yWirtual Hard Disks\mywoc

[<]

To complete the import and dose this wizard, dick Finish.

{ErevicusH Next = || Einish
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Click Finish, The basic configuration is over.

3. Configure the virtual network of virtual machine

1) In the Hyper-V Manager, click Virtual Switch Manager.
~Fl Huyper-¥ Manager = I:'-

File  Action  Wienw Help

-
P

5| z[F
25 Hyper-¥ Managzr - | hctions
=3 WIN-5LM35C BKPKS Virtual Machines =
i > = WIN-SLM35C8<PKS =~
Mame - State CPU Usage Assighed bemory Upt Mew N
3 testd Utk
é win? i L5 Import Virtusl Machine...
2 wOCA.20EN BE2934 aff 1| Hyper-¥ Settings..
g wOC9.20EN-BE357 ol 2E

E W rbusl Switch Manager.,

9.20EM-B-6317%v...  Runni
; unning W rtual 34M Manager..,

Edit Dise...
) IrspectDisk..,
Checkpoints

Stop Scvice

Rzrnowve Server

The selected vitual machine has no checkpaints.

PAXOERE

Refresh

W ey 3
H Hep

WOCG20EN-B-R2170-WOC.. &
| =i Connect..

WOC9.2.0EN-B-63179-vWOC5800

(=) larn O,

)
Created: 362057105 PM Clustered:  Ho @ Shut Down
m Yersion: 50 Heartbeat: 0K [NoApp
Data) @ save
Generation: 1

Integration M

= Pause
Services

Notes: Nonz b Reset
== Checkpoint

Summary |Memory| Nework\ngl Fieplication ;f; Maowe...

< 1] > | &l Ezport. 4

2) Sepcify the configuration of network adapter for managerO.

-10 -
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=2

WMEOCS.2 0EM-B-63170-0f0C5800 v| 4

Settings for WOCA.2.0EN-B-63179-WOC5800 on WIN-5LM35ceKkpks | = | = [IBEH

-~
(s

T
I Add Hardware
A BIOS

Bioot fram C0

i Memory
2045 MEB

& ¥ processor
1 Wirtual processor

=l [IEE IDE Contraller 0

[# & Hard Drive
wior_B31T, vhid
=l EE IDE Contraller 1
o4 DD Crive
Mone
B 5CSI Controller

' Metwork Adapter
Not connected

" comi
Mone
= comz
Mone
[=d Disketts Drive
Mone
% Management

L] Mame

% Hardware ~|

0 Metwork Adapter

™

Specify the configuration of the network adapter or remove the network adapter,

Wirkual switch:

| mangetd | v

VLAN ID
[] Enable virtual LAN identification

Bandwidth Management
[] Enable bandwidth management

o
Toremove the network adapter From this wirtual machine, click Remove,
.@ Use a legacy network adapter instead of this network adapter to perform a

nekwork-based installation of the guest operating system or when integration
services are not installed in the guest operating syskem.

4. Configure the virtual disk of virtual machine

Now, you need to add a hard disk for Network Memory(DataCache).

A summary of the sequence follows, with entries adjusted for Network Memory.

In the Settings for MyWoc window, do the following:

1. Inthe left pane, under Hardware, select IDE Controller . On the right, select Hard

Drive.

-11 -
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i SELL %ﬁ.’: 10T WAL A UEIN-B -0 S9 0% O WWIIN DL SO GNEIS
WiOCD,2,0EMN-B-62934 v| 4 Q
# Hardware M| EE IDE Controller
“rﬂ Add Hardware
i BIOS ¥ou can add hard drives and CO/DVD drives ko your IDE controller,
Book From D Select the type of drive you want to attach to the controller and then click add.
[ [emnory
2045 MB

VD Dirivee
= B Processor

2 Yirtual processars

Contraller 0

[= @ Hard Drive

Advanced Features

® = Hard Drive ¥ou can configure a hard drive to use a virtual hard disk or a pheysical hard disk, after
wou attach the drive to the contraller,
<file =
= Il IDE Conkraoller 1
% DD Drive
More

B 5C5T Contraller
[E2] @ Metwork, Adapker
Realtek PCIe GEE Family Contr..,
=] @ Network Adapter
Realtek PCIe GEE Family Contr.,..

2. Click Add. The left pane now shows the addition of the hard drive for IDE

Controller 0.

WOC9,2,08N-B-62034 v| 4 G

% Hardware

| EE IDE Controller
4\'1}1 Add Hardware
& BIoS You can add hard drives and C0JDVD drives to your IDE controller,
Boot From COr Select the bype of drive vou want ko attach to the controller and then click Add.
@ [Mernory Hard Dirive
2048 ME

DD Drive

B Processor
2 Yirtual processaors

B @ IDE Controller 0

= = Hard Drive
Advanced Features

® —u Hard Drive ¥ou can configure a hard drive to use a virtual hard disk ar a physical hard disk after
file=s I wou attach the drive to the controller.

3. In the Hard Drive section on the right, make sure that Virtual hard diskis selected

and click New.

-12 -
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|WOC9.2.0EN-B-62934 v 4 G
A J—Iardware L _a Hard Drive
¥ Add Hardware
K| BIOS ‘¥ou can change how this virtual hard disk is attached to the wirtual machine. IF an
- Bt Fram 0 operating system is inskalled on this disk, changing the attachment might prevent the
ekl virtual machine from starting,
W [emory ;
2048 MB Controller: Location:
® [ Processar IDE Contraller 0 v| |D (in use) v

2 Yirkual processors Media

¥l can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
by editing the associated file, Specify the Full path to the File,

® virtual hard disk:
[= & Hard Drive | |

wor?,2_F.vhd

Adwvanced Features
® —a Hard Drive
<filex
= I IDE Contraller 1
&% DVD Drive

5) The New Virtual Hard Disk Wizard appears.
6) Click Next. The Choose Disk Format screen appears.

7) Select VHDX and click Next.

j Mew ¥Yirtual Hard Clisk Wizard -

-\::ly Choose Disk Format

Before You Beqgin What Format do you want ko use For the virtual hard disk?
) YHD
Choase Disk Type Supparts wirkual hard disks up ko 2,040 GE in size.

Specify Mame and Location I (@) YHDX
Configure Disk This Farmat supports virtual disks up to 64 TB and is resilient to consistency issues that might occur

fraom power Failures, This Format is nok supparted in operating systems earlier than Windows

Surnmary Server 2012,

8) The Choose Disk Type screen appears.

-13-
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e New Virtual Hard Disk Wizard | x|

Choose Disk Type

—

<

Before You Begin Whak bype of virkual hard disk do you want ko create?

Choose Disk Faormat ® Fixed size

Choose Disk Type This bype of disk provides better perfarmance and is recommended For servers running applications
with high levels of disk activity. The wirtual hard disk file that is created initially uses the size of the
wvirtual hard disk and does not change when data is deleted or added,

Specify Mame and Location

Configure Disk, -

Dyvnamically expanding

SLmMar; This bype of disk provides better use of physical storage space and is recommendsd For servers

running applications that are not disk intensive. The virtual hard disk file that is created is small
initially and changes as data is added.

() Differencing

This type of disk is associated in & parent-child relationship with another disk that wou want to
leawve intact. You can make changes to the data or operating system without affecting the parent
disk, so that wou can revert the changes easily, All children must have the same wvirtual hard disk
format as the parent (YHD or YHD®).

| < Previous | | Mext = || Finish | | Cancel |
3) Select Fixed size and click Next. The Specify Name and Location screen appears.
In the Name field, change New Virtual Hard Disk. vhdx to MyVWOC

-NetworkMemory.vhdx.

-14 -
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= New Virtual Hard Disk Wizard 3
-:__i_;’f Specify Name and Location

Before ¥ou Begin specify the name and location of the wirtual hard disk file,

-haose Disk Format Marme: |MWWOCI-NetworkMemory.vhdx. |
Choose Disk Tvpe

Location: |D:'|,F‘ru:|gramData'l,Micrnsu:uFt'l,Windows'l,Hyper-‘v"l,'«-‘irtual Hard Disks), || Browse. .

Zonfigure Disk

Surnrmnaty

| < Previous | | Mexk = | | Finish | | Cancel

11) Click Next. The Configure Disk screen appears.

l Mew Yirtual Hard Cisk Wizard | x

_\_:3;? Configure Disk

Before You Begin ‘fou can create a blank virtual hard disk or copy the contents of an existing physical disk.,

Chonse Disk Format (®) Create a new blank virtual hard disk

Choose Disk Type Size: B (Maximum: &4 TB)

Specify Mame and Location .
() Copy the contents of the specified physical disk:

Configure

Physical Hard Disk Size

Summar
o 1 APHYSICALDRIVED 931 GB

() Copy the contents of the specified virtual hard disk

?__E_r_e_\ii_ﬂ_gs__|__|_E_4§§F_?__|_|___§i_n_i§h___| | Cancel

-15-
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12) Select Create a new blank virtual hard disk, and in the Size field, enter 100(for
100GB of Network Memory).

(Refer to the VWoc Requirements document for models other than the 100GB.)

T Processor Cores >1.8 GHZ Storage
Bamim . e Gateways Remmmnded Rame Cache Diskc Pe[flntl;';;lsance ﬂ].;l;ﬂl;put VMware| Hyper-V

10 Mbps 1500 = 4 2-256 100 - 3
50 Mbps 4000 1DI) 4 1 27 7 4-256 200 - snf 3
100 Mbps 8000 300 8 4,8- 14 4-256 500 - 125- 3 \/ v’
200 Mbps 20000 500 8 4,8- 14 8-256 1000 - 250 - 3 + v

a. Click Next. The Completing the New Virtual Hard Disk Wizard screen appears,

summarizing the configuration parameters.

= New Virtual Hard Disk Wizard [ x|

-~ 3 Completing the New Virtual Hard Disk Wizard
S g

Before You Begin You have successfully completed the Mew Virtual Hard Disk Wizard, You are about to create the

Al fFollawing wirtual hard disk,

Choose Disk Type T e

Specify Name and Location Farmat:  VHDX

Tvpe: fixed size

Mame: My O -MebworkMermory, whd:,  whdx

SUITMErY Locakion:  D:\ProgramDatalMicrosoftywindows|\Hyper-Vivirtual Hard Disks
Size: 100 GE

Configure Disk

To create the virtual hard disk and close this wizard, click Finish,

< Previous Mexk = | Finish || Cancel |

14) Click Finish. The wizard creates the new virtual hard disk and returns you to the

Settings for MySilverPeak page, which displays the newly added second hard disk.

-16 -
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=] Settings for WOCS.2.0EN-B-62934 on WIN-5LM35C8KPKS | == .
WMADC0, 2, 0EM-B-62934 vl 4 G
% Hardware 2 Ca Hard Drive
_‘:4; Add Hardware
& BIOS ‘fou can change how this virkual hard disk is attached to the virtual machine, IF an
e Bt From 0 operating system is installed on this disk, changing the attachment might prevent the
ook from wirtual machine from starting.
] Mernory .
2048 ME Controller: Loc-atlon.
& m Py IDE Contraoller 0 v| |EI {inuse) W
2 Mirtual processars Media
= IDE Contraller O | You can compack, convert, expand, merge, reconnect or shrink a virtual hard disk

by editing the associated file, Specify the Full path to the file,

# =@ Hard Drive
My¥WOC-NetworkMem... @ yirbual hard disk:

1= Hard Dirve
wocd,2_F.vhd
Advanced Features Hew | | Edit | | — | | e
[# & Hard Drive
<file Physical hard disk
= Ei IDE Controller 1
% DVD Drive
Mone L(_jl If the physical hard disk you want ko use is nok lisked, make sure that the
& 5051 Cantraller disk is offline, Use Disk Management on the physical computer ko manage
:r'i:

Netwark Adapter physical hard disks,

Realtek PCle GBE Family Contr. ..
= : i To remove the virtual hard disk, dick Remove, This disconnects the disk but does not
&g Metwork Adapter delete the associated file.

Realtek PCle GBE Family Contr. ..
U metwork Adapter
Realtek PCle GBE Family Contr,., [

T oM

Mone
T comz

Mone
[ Diskette Drive

15) To save the addition, click Apply

5. Establish connectivity to the virtual machine

1) In the Virtual Machine section, select MyVWOC and click Connect.

-17 -
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File  Action ‘iew Help

| &= #[E]

23 Hyper-¥ Manager | Actions
Ha WiIN-5LM35CBKPES Virtual Machines ;

Marne “

State CPU Usage Assigned Memmory  Upt

Hewe 3

Import Yirtual Machire..,
Hyper-\ Settings..
Wirtual Switch Manager..,
Yirtual S&N Manager.
Edit Disk...

< n

Inspect Disk...

Checkpoints
Stop Service

Remove Server

Refresh

The zelected vitual machine has no checkpoints.

Wigns 3

B 2X@kLEAEEW

Help

Connect..,

MyVWoOC | Settings..

Start

Checkpaint
Yersion: 5.0

Generation: 1 Move..,

Notes: Hone il Export.

]
o

Created: 12/2141600 40300 P Clustered: Mo ié
i
i
=] Renarne..,
=

Delete...

Summary |Memory | Metworking | Replication ‘{aﬁ Enable Replication.., |

<] [ [ [>] Help B

2) If the virtual machine is off, you’ll get a message to select Start from the Action

menu.

-18 -
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s MyVWOC on WIN-5LM35C8KPKS - Virtual Machine Connection [ = |5 | x
File JActionf Media “iew Help
© b

The virtual machine 'MyVWOC"' is turned off

To start the virtual machine, select 'Start' from the Action menu

Status: Off

2). Click the Console tab. The VWOC Console User Interface appear

Sangfor WOC
fAppliance Manager is at
https:-/-288.288.79.15

I Gtart Command Line Interface
P

Management Setup Wizard
Show Current Settings
Reboot

)
4

<Cancel>

3). The next task is to determine the virtual appliance’s IP address:
e|f you’re using DHCP, the virtual appliance IP address displays in VWOC’s Console

User Interface.

-19 -
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Sangfor WOC ]

Hiiliance Hanaier is at |

e |f you're not using DHCP, then you must configure the static IP address and default

gateway

Management Setup Wizard 7
Conf igure Management interface.

l ] pe-::ifg A =tatic IFP address
: e

<Cancel?>

In the virtual appliance console, press function key, Enter, and complete the
remaining steps.

When prompted to choose the type of management interface, select Static(as
opposed to DHCP).

After selecting Apply, you can review the settings by selecting Cancel.

4). To verify connectivity, to select “Start command line interface” and enter the
following command sequence:

[Sangfor-vemd-WANACCI.Z2 EN B15 help

help i h i 7 Show a list of commands that you can use.

ping Ping Test conmectivity between the local device
and a remote device. Same as the ping command
of Linux.

traceroute Uiew the path through which this device can
conmect to other networks.Same as the traceroute
command of Linux.

ip Uiew and Set system network,Same as the ip
command of Linux.

route Uiew system routing table the linux,
Same as the route command of Linux.

arp UView device ARP table.

ethtool Uiew the network interface,Same as the ethtool
command of Linux.

clear Clear the contents on the screen.

exit Return to graphical interface.

You are now ready to complete the VWOC virtual appliance initial configuration

wizard

-20 -
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6 Run the Appliance Manager initial configuration wizard

1) In a browser, enter the IP address that you just discovered or configured. The

VWOC Appliance Management Console login page appears.

€ - C | B bHps://200.200.79.15/cgi-bin/login.cgi?ui=web&opr=show8iver=62885_en b

Log In

2). For both the User Name and Password, enter admin. The initial configuration

wizard appears.

O [ R iy i B O GRRE] St ik e [l

R REE) BBV wEEE) IRM  EEH)

Configuration Wizard

» Status

» System Welcome to the WOC Configuration Wizard
* WAN Optimization

* Bandwidth Management

It guides you through optimization connection setup process, which takes about 5 minutes.

+ Maintenance

~ Wizard  Have your network details handy 1/

b Configuration Wizard © Click Back during the process if any change need be made.

@ Appliance Management @ Network Settings @ Summary

Next > Skip Wizard

3) You need to input license to continue.
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Password of your account is default. For the sake of network security, please modify the password ASAP!

Rl Configuration Wizard

» Status

» System
Appliance Management @ Network Settings ® Summary
» WAN Optimization S e o ¥

» Bandwidth Management

Licensing WOC Unit

» Maintenance
- Wizard If this unit has not been activated, you need to enter the device
.

+ Configuration Wizard license key to activate the unit and proceed the wizard.

Device License:

|| 1Hn[RWCM2UPDOZLZOFtbF24 SV ivCwA GzmOe2]wradAtIC4 4 FUTpOSCLAN/6R1 2AFKZ60HW/A= |

Activated, upgrade service is available till Expiry time 2016-01-28

How to get device license?

< Back Next = Skip Wizard

4). Complete the remaining wizard screens.

5). On the last wizard screen, click Apply. When the virtual appliance asks permission
to reboot, allow it.

The Appliance Manager takes a few minutes to reboot and return to the login page.

You are now ready to start using the appliance

7.Deploying WOC in Bridge/Single-Arm Mode

This section introduces how to deploy and configure the vSphere Client when virtual
WOC is deployed in Bridge, Single-Arm mode.

7.1 Create the virtual network

1) In the Hyper-V Manager, click Virtual Switch Manager.
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EF] Hypear-V Manager = = -

File  &ction  Miew Help

EE ! - | Actions
3 IR -SLAZEC 2RPKS Virtual Machinas
_ WIN-5LM35CEKOKS B
I'j.!ame State CPU Usage Assigned Memaory U fid .
= test-iZ il
g wirr ok Les Import¥irtual Machine...
| WiOC9.2. 0EM-B-62334 nff 75 Hyper- Settings...
% AL Do LB o all 1 Virtual Switch Manager...
= WOCH20EN-B-63173+.  Running 3% 2048 MB 14 5] Virtual SAN Mamager.,
< i o Edit Disk..
I Inspect Disk..,
Checkpoints 5 .
| Stop Service
Thz telected vitual machine has no checkpaints. 75 Hemove erver
T4 Refresh =
Wiews »
ﬂ Help
WOC9.20EN-B-03179-vWOC, ~
=i Connect.
WoOC9.2.0EN-E-63179-vWCOC5800 Settngs...
Turn Off...
Created: 362015 7:10:15 PM Clustered: Mo i
Shuz Down...
Varsion: 50 Heartbeat: 0K [o App
atz) Sawe
Generation: 1 Intcgration nu Pausze
Notes: Mone Services:
5 Il Reset
s Checkpoint
Summary i M emary | Natwulkingi Hepicaliunl é'? Mave...
< [ > &l Export.. *

The Virtual Switch Manager appears.

2) Select Private land click Create Virtual Switch.
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% _Wirtual Switches i‘% Create wirtual switch

ﬂi’f, Mew virtual network switch
T = S Cortroller what tvpe of virtual switch do vou wantk to create?

Realtek PCle GBE Family Controller
# Global Network Settings
[ Mac address Range
00-15-50-5F-31-00 ko 00-15-50-5. ..

Create Virtual Switch

Creates a virtual switch that can be used only by the wirtual machines that run on this
physical computer,

TAT - 1 e
YiT:Te
[ind

T TS T

A new virtual switch appears in the left pane, with Virtual Switch Properties in the
right pane.

3) Enter (or select) the following:
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# ¥irtual Switches

i-m-'i. M wirbual network, swikch

Virtual Switch Manager for WIN-5LM35C8KPKS

W'y Wirtual Switch Properties

.,EL Realtek PCIe GEE Family Contraller ...

rikroller
# &, ¥irtualSwitch_LAN

Private virtual switch
Global Network Settings

o MAaC Address Range
00-15-50-8F-31-00 to 00-15-50-3, .

ITETT-H

WirkualSwitch_Lan|

Motes:

Conneckion kype

What do ywou want to connect this wvirtual swikch bo?
() External network:

Realkek PCle GBE Family Contraller

) Inkernal network

(®) Private network

WLAM ID

4) Click OK. The changes are applied and the window closes. You’ve just created the

Remove

@ SR-ICY can only be configured when the virtual switch is created. An external
virtual switch with SR-I0Y enabled cannot be conwerted to aninternal or private
swikch,

Cancel

&

virtual switch for VirtualSwitch_LAN.
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7.2 Virtual WOC Deployed in Single-Arm Mode

7.2.1 Deployment Scenario

Vmare Esxi

SR

vWOC5100

single_arm_lan

WOC Gateway

z % Router
S vSwitch 2
\_FTP Server

Note that the two virtual machine switches of Hyper-V can be mapped to one
physical network adapter or a virtual machine port group.

7.2.2 Configuration for Virtual WOC in Single-Arm Mode

To associate the virtual WOC with a network adapter, you need to add a virtual
machine port group and associate it with the virtual WOC. The port group provides
networking for virtual machines. Perform the following steps:

1. Loginto Hyper-V Manager. Select the VWoc which you import before. Click
Settings as follows.

EE Hyper-V Manager = | O
File Action View Help
e nE @
33 Hyper-V Manager Actions
8 WIN-5LM35C3KPKS Virtual Machines
aa f WIN-5LM35C8KPKS - "
MName - State CPU Usage Assigned Memaory Upt Mew
= test-3:2 Off )
g win? off Lsp Import Virtual Machine...
S WOC9.2.0EN-B-62934 Off %] Hyper-V Settings...
T 3-5 WINCS 2 NEN-BAR157 Off L Virtual Switch Manager...
g WOCH.20EN-B63179v.. R 2% 8 MEB 00
= Henns 2+}d s Virtual SAN Manager...
7 i 4 Edit Disk...
T Ll Inspect Disk
. o) pect Disk...
Checkpoints = =
| (m) Stop Service
The selected virtual machine has no checkpoints. 75 Remove Server
T Refresh =
View 3
E Help
WOCS.2.0EN-B-63179-vWOC... ~
L .:;;; Connect...
WOC9.2.0EN-B-63179-vWOC5800 [ =7| Settings...
'\l:.\ Turn Off...
Created: 3/16/20157:10:16 PM Clustered: MNo @ Shut Down
W Version: 50 Heartbeat: COK (Mo App
Data) @ Save
Generation: 1 Integration Il Pause
Services:
Notes: None R
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2. Specify the configuration of the network adapter as follows.

| WOCS.2.0EN-B-63179-vWOCS5300

vl 4 b |Q

£ Hardware

%] Add Hardware
ik BIOS
Boot from CD
== Memory
2048 MB
Processor
1 Virtual processor
= Bl IDE Controller 0
® & Hard Drive
woc_53179.vhdx
= B IDE Controller 1
{4 DVD Drive
Hione
ﬁ SCSI Controller
® § MNetwork Adapter
VirtualSwitch_LAN
® & Network Adapter

.

Realtek PCIe GBE Family Contr...

o~

|WOC9.2.0EN-B-63179-MWOC5-BN

v 4 p|Q

I Network Adapter

Specify the configuration of the network adapter or remove the network adapter.
Virtual switch:

The VLAN identifier specifies the virtual LAN that this virtual machine will use for af
network communications through this network adapter,

[ 3

Bandwidth Management
[”] Enable bandwidth management

Spedfy how this network adapter utizes network bandwidth. Both Minimum
Bandwidth and Maximum Bandwidth are measured in Megabits per sacond,

Oi Mbps

Minimum bandwidth: |

# Hardware

-~

& BIOS
Boot from CD

1 Virtual processor
= i IDE Controller 0
& a Hard Drive
woc_63179.vhdx
= i IDE Controller 1
% DVD Drive
Mo
1 sCsI Controfler
® U Network Adapter
VirtualSwitch_LAN
£ § Network Adapter
Realtek PCle GBE Family Contrj.
# U Network Adapter

[ Network Adapter
Spedify the configuration of the network adapter or remove the network adapter.

Thie VLAN identifier specifies the virtual LAN that this virtual machine will uss for al
network communications through this network adapter.

_ 0_ Mbps

i s bumemh it b s I nl

Mirimum bandwidth:

Rz B

_27-




—

y

(k

> SANGFOR

www.sangfor.com
Tel: +60-12-7117511 (7129)
Email:tech.support@sangfor.com

7.3 Virtual WOC Deployed in Bridge Mode

7.3.1 Deployment Scenario

«
o WOC 2 % @

PC

Vmare Esxi
3 @ S @
> AN
N vSwitch_1an  vWOC5100 -
FTP Server — vSwitch_wan

7.3.2 Configuration for Virtual WOC in Bridge Mode

The configuration on vSwitch is the similar to that for virtual WOC deployed in
Single-Arm mode. The difference is, virtual WOC in Bridge mode needs two virtual
machine port groups (vSwitch_lan and vSwitch_wan), and vSwitch_lan is not

connecting to any physical device.

Use the following methods to achieve this configuration:

1. Log in to Hyper-V Manager. Select the VWoc which you import before. Click
Settings as follows.
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File  Action

View Help

@ n

33 Hyper-V Manager
HI WIN-5LM33C2KPKS

Virtual Machines

MName -

3 test32

a win?

3 woC9.2.0EN-B-62934
3 wnra o pENAsEy

State

&

CPU Usage

Assigned Memaory Upt

Off
Off
Off

£ WOCS20EN-B63179v.. Running 5

4148]&13 00:”

Hy

[ <] [

Checkpoints

Ins)

The selected virtual machine has no checkpoints.

WOC9.2.0EN-B-63179-vWOC5800

Created:  3/16/20157:10:16 PM
Version: 50

Generation: 1

Notes: None

Clustered:  No

Heartbeat: OK Mo Apc
Data)

Integration
Services:

2.Specify the configuration of the network adapter as follows.

= Import Virtual Machine...

Virtual Switch Manager...
Virtual SAN Manager...

Lsb
|i|:‘
o
al
4 Edit Disk..
&
®
x
G

Stop Service
Remove Server

Refresh

0 Shut Down...

@ Ssave
Il Pause

L

per-Y Settings...

pect Disk..,

v 4 »|Q

| WOC9.2.0EN-B-63179-vWOC3300
2 Hardware ~ | § Network Adapter
"ﬁ Add Hardware
{& BIOS Specify the configuration of the network adapter or remove the network adapter.
Boot from CD virtual switch:
== Memory VirtualSwitch_LAN ]
2048 MB Mot connected

1 Virtual processor
= Bl IDE Controller 0
® & Hard Drive
woc_63179.vhdx
= [Ef IDE Controller 1
% DVD Drive
Hione

¢ SCSI Controller
® § MNetwork Adapter
VirtualSwitch_LAN

W § Metwork Adapter

.

Realtek PCIe GBE Family Contr...

Trual Lt
The YLAN iden

netwark comm

I

i that this virtual machine will uze for a
vork adapter.,

r spedfies the v
jons through this

Bandwidth Management
[”] Enable bandwidth management

s network band ath Minimum
sured in Megabits per second,

Spedfy how this network adapter ubk
Bandwidth and Maximum Bandwidth are

0| Mbps

Minimum bandwidth:
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| WOCS.2.0EN-B-63179-vWOC 5800

v 4 b QG

1 Virtual processer
= B IDE Controller 0
@ @ Hard Drive
wot_63179 vhdx
= B IDE Controlfler 1
&% DVD Drive
None
B 5CSI Controller
B g Network Adapter
VirtualSwitch_LAN
® U Network Adapter

CoM 1

dy Contr...
® U Metwork Adapter
VirtualSwitch_WAN

& Hardware i) | @ Metwork Adapter
& BIOS Specify the configuration of the network adapter or remove the network adapter,
Boot from CD Virtual switch:
== Memory VirtualSwitch_WaN ~
2043 MB Not connected
® [ Processor Realtek PCle GBE Famiy Controller - Virtual Switch

Bandwidth Management
[[] Enable bandwidth management

ww this network adapter utiizes network bandwidth. Both Minimum
Bandwadth and Maximum Bandwidth are measured in Megabits per second,

Minimum bandwidth: [ 0! Mbps

Mandimum bandwidth: | 0| Mbps

@ 1o lezve the minimum or maximum unrestricted, specify 0 as the value.

7.3.3 Associating Virtual WOC with Virtual Machine Port Group

In the Advanced Features, Enable MAC address spoofing as follows.

IWDCQJ.DEN-B-BSI?Q-vWDCM vi 4 r QG
% Hardware ~ | Advanced Features o~
'uﬂ Add Hardware
Boot from CD o) Crynamic
S8 Memory Static
2048 MB ;'____ e o
@ [ Processor [00]-[15]-[s0]-[eF |-[31]-[20]
1 Virtual processor ' - '
= il IDE Controller 0 mﬂwmhmmﬂ?mmw&:‘::rcem
& = Hard Orive address in outgoing packets to one that is not assigned to ;
woe_63179,vhdx [v] Enable MAC address spoofing
= B IDE Controfler 1
4 DVD Drive DHCP guard E
Mone = DHCP guard drops DHCP server messages from unauthorized virtual machines
& scsI Controller pretending to be DHCP servers.
=] @ Hetwork Adapter Enble DHCP guard
VirtualSwitch_LAN U
Hardware Acceleration
advanced Featur Router guard
Router guard drops router advertisement and redirection messages from
@ [ Network Adapter
Realtek PCle GSE Family Contr... mwwwwnmmbemm.
® § network Adapter ["] Enable router advertisement guard
VirtualSwitch_WAN
7 com1 Protected network ||
None Move this virtual machine to another duster node if a network disconnection is
T com2 detected,
=i s [wl Protected netwark
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Note that virtual WOC does not support Bypass. When the virtual WOC gets down or
stops working, other devices connecting to this virtual WOC will be disconnected
from external network. For that reason, we do not recommended Bridge mode.

=] Settings for WOC9.2.0EN-B-63179-vWOC5800 on WIN-5LM35C8KPKS - | o [T
|WOC9.P_.OEN—B—631 T9-vWOIC5300 v | 4 el
& Hardware Lo Advanced Features 2
dL Add Hardware |
& BI0S MAC address
Boot from CD
i Memaory
2043 MB
# [} Processor 00 (-| 15 |- 5D [-| 8F |-} 31 [-| 20
1 Virtual processor
= Ef IDE Controller 0 MAC address spoofing allows virtual machines to change the source MAC
address in outgoing packets to one that is not assigned to them.
[# (& Hard Drive
woc_63179,vhdx Enable MAC address spoofing
(= B IDE Controller 1
&4 DVD Drive DHCP guard =
N Nore = DHCP guard drops DHCP server messages from unauthorized virtual machines
& SCSI Controller pretending to be DHCP servers.
& 1§ Network Adapter [] Enable DHCP guard

VirtualSwitch_LAN
Hardware Acceleration

Router quard
Router guard drops router advertisement and redirection messages from

o I'-ieﬂtu:oﬂrk gfipir, T unauthorized virtual machines pretending to be routers,
realter Flle Gbe amily Lont...
& r”r Network Adapter [] Enable router advertisement guard
VirtualSwitch_WAN
COM 1 Protected network
R Mowe this virtual machine to another duster node if a netwerk disconnection is
T comz detected,
None
s Protected network
[ Diskette Drive
MNone
# Management Port mirroring
1| Mame Port mirroring allows the network traffic of a virtual machine to be manitored by
e WOCS. 2 B6 copying incoming and outgoing packets and forwarding the copies to another
T ) virtual machine configured for monitoring.
L Integration Services
Some services offered w Mirroring mode: |None W | “
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=& Settings for WOC9.2.0EN-B-63179-vWOC5800 on WIN-5LM35C8KPKS - | = [
WOC9.2.0EMN-B-63179-vWOC5800 v | | Ga
# Hardware ] Advanced Features i
% add Hardware
& BI0S MAC address
T Memary
2045 M
# [} Processor 00 |-| 15 {-| 5D || 8F |-| 31 |- 22
1 ¥irtual processor
= B IDE Controller 0 MAC address spoofing allows virtual machines to change the source MAC
o ! address in outgoing packets to one that is not assigned to them,
# a Hard Drive
woc_63179.vhdx | Enable MAC address spoofing
= B IDE Controller 1
4% DVD Drive DHCP guard £
N ane o DHCP guard drops DHCP server messages from unauthorized virtual machines
& 5CSI Contraller pretending to be DHCP servers.
= § Network Adapter [] Enable DHCP guard
VirtualSwitch_LAN
Hardware Acceleration
Advanced Features HelEa
3 0 ’ Router guard drops router advertisement and redirection messages from
=y r\ieh.\uor.kicl_aep?e_r_ P unauthorized virtual machines pretending to be routers.
Realtek PCle GBE Family Contr,
5 T Wetwork Adapter [] Enable router advertisement guard
VirtualSwitch_WAN
Hardware Acceleration Protected network
——idmnrsd Bompvee Mave this virtual machine to another duster node if a netwark disconnection is
= com1 ! detected.
~ Mene Protected network
T com2
None o
H Diskette Drive Port mirroring
Mone Port mirroring allows the network traffic of a virtual machine to be monitored by
copying incoming and outgoing packets and forwarding the copies to another
# Management virtual machine configured for monitoring,
w Mirroring mode: |None W | w
| oK | | canct | [ apoy

Technical Support:

Malaysia: 1700 81 7071
Hong Kong: +852 81257201
Singapore: +65 3152 9370

Other Regions: +60-12-7117511 (7129)Website: www.sangfor.com
Email: tech.support@sangfor.com

Google+: https://plus.google.com/u/2/communities/101822213468566100572
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